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Abstract

In many cases, the pieces of information at our disposal come from a recommender source, that can be
either an official news system, a large language model or simply a social network. Often, also, these
messages are build so to promote their active spreading, which, on the other hand, has a positive
effect on one’s own popularity. However, the content of the message can be false, giving origin to a
phenomenon analogous to the spreading of a disease. In principle, there is always the possibility of
checking the correctness of the message by “investing” some time, so we can say that this checking
has a cost. We develop a simple model based on the mechanism of “risk perception” (propensity of
checking the falseness of a message) and mutual trustability, based on the average number of fake
messages received and checked. On the other side, the probability of emitting a fake message is
inversely proportional to risk perception and the affinity (trustability) among agents is also exploited
by the recommender system. This model represents an integration of cognitive psychology with
computational agent-based modeling.

Keywords: recommender systems; diffusion of fake news; cognitive psychology; human heuristics

1. Introduction

We first present the cognitive psychology background (i.e., the concept of cognitive heuristics),
and then the motivation for developing a model that tries to incorporate these aspects and their
interplay with a recommender system.

1.1. The cognitive background: from gossips to heuristics

Cognitive heuristics and their indirect effects, namely cognitive biases, evolved under ancestral
conditions and include phenomena such as majority bias, shared information bias, and status general-
ization [1-4]. In contemporary digital environments, these mechanisms interact with technologically-
mediated biases, such as filter bubbles, echo chambers, deindividuation and phantom emotions [5-8],
whose effects are best understood by jointly considering bounded rationality [9], the social brain
hypothesis [10] and social locomotion [11] within networked informational environments. At the
group level, the coordinated interaction of these mechanisms gives rise to emergent collective out-
comes. From this perspective, collective intelligence [12,13] can be defined as a group’s capacity to
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maximize the fitness of its members. However, the rapid transformation of the human informational
ecosystem has rendered many evolutionarily-tuned cognitive mechanisms systematically imperfect
under contemporary conditions. The regulatory systems governing human communities emerged
in small-scale social environments, as suggested by archaeological evidence associated with early
nomadic Homo sapiens populations [14]. Although these systems have undergone adaptation and
refinement, many mechanisms structuring contemporary social life, such as gossip, social dominance,
stigma, and misinformation, remain deeply rooted in evolutionary contexts that predate modern
technological environments by millennia. Within these communities, social norms, roles, status sys-
tems, and group cohesion played a central regulatory role [15], supported by strong pressures toward
conformity and coordinated goal pursuit (social locomotion) [11]. Among the mechanisms supporting
norm enforcement and group cohesion, gossip plays a central role and can be broadly defined as
communication about an absent or unaware third party [16]. From a functional perspective, gossip
has been interpreted as an evolutionarily grounded, prosocial mechanism supporting cohesion and
cooperation [17,18]. While such mechanisms evolved under conditions of bounded relational density,
contemporary digital environments profoundly alter the scale, visibility, and accountability of social
interaction. As a consequence, prosocial gossip extends into computer-mediated communication,
where reduced social costs coexist with preserved or amplified reputational benefits. Under these
conditions, the diffusion of false or unverified information may become an efficient strategy for social
positioning, helping to explain the persistence and social salience of gossip and misinformation in
large-scale digital environments.

1.2. Cognitive Heuristics

This paper present a computational investigation on the interplay of recommender systems and
human cognitive heuristics for what concerns the diffusion of fake news.

In many cases of ordinary life, we humans (and presumably all animals) are forced to take
decision in the absence of a sufficient quantity of information and often in short times. In addition, we
are generally reluctant in investing cognitive resources in elaborating the available information. We
therefore often rely on “quick and dirty” procedures called heuristics, which are sometimes prone to
errors (and exploited by scammers) but can also provide effective decision techniques [19].

In the early 1970s, Daniel Kahneman and Amos Tversky (K&T) started investigating how humans
take decisions in uncertainty conditions [1,20-23]. Their main result was that “people rely on a limited
number of heuristic principles which reduce the complex tasks of assessing probabilities and predicting values to
simpler judgmental operations”.

Although K&T claimed that, as a general rule, heuristics are quite valuable, in some cases, they
can lead “to severe and systematic errors”. What is important (and what has been already noted by
scammers) is that these errors follow certain statistics and, therefore, they could be described and
predicted. It is therefore important to include these aspects in any model aiming at representing the
typical human behavior (i.e., the algorithmic understanding of the human logic [23]).

K&T described three general-purpose heuristics: representativeness, availability and anchoring.

People exploit the availability heuristic when dealing with a probabilistic problem by relying upon
the knowledge that is readily available (i.e., when examples are easily recalled) rather than examine all
possible alternatives. For example, one may assess the risk of a flight accident by how easy an instance
of an accident is retrieved from memory.

Availability is however an useful proxy for assessing frequency or probability, because instances
of common events are usually recalled better and faster than instances belonging to less frequent
classes. The problem is that this heuristic can lead to excessive fear of small risks and neglect of large
ones.

The representativeness heuristic occours when assessing the degree of correspondence between a
sample and a population, an instance and a category, an act and an actor or, more generally, between
an outcome and a model. Representativeness is composed by categorization and generalization: in
order to forecast the behavior of an unknown subject, we first identify the group to which it belongs
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(categorization) and them we associate the “typical” behavior of the group to the item. It is apparent
that the representativeness heuristic will produce problems whenever people are ignoring base-rates.

K&T also suggested that estimates are often made from an initial value, or anchoring, which is
then adjusted to produce a final answer. In one investigation, K&T asked participants to estimate
whether the following number that was going to be (randomly) extracted will be higher or lower than
the relevant percentage. It turned out that the starting point, though clearly random, greatly affected
people’s answers. If the starting point was above the average, so it was the estimate, and vice versa.

We have also to consider that, according with time constraints, stress and importance of the context,
human thinking exhibits a “dual-process” character [19,24-27]. According to these investigations,
people have two systems for making decisions. System I is rapid, intuitive, but sometimes error-prone,
while system Il involves more reasoning (and more cognitive load) and is therefore slower. We can
assume that the less time available for taking a decision, the more probable is the use of a fast (and
somewhat stereotyped) heuristics with respect to rational reasoning.

We shall try to include some of these concepts to model autonomous agents that have the task of
processing messages from sources that are not always trustable [28-32].

Our main goal is to develop a simple model of the diffusion of hoaxes, gossips, and fake news to
be compared with data coming out from a real experiment which is undergoing in this period [33].

1.3. Modeling humans and recommender systems interplay

We model here a society of agents who exchange messages through a recommender system.
Agents do not corresponds to individuals, but rather to homogeneous communities, grouped together
following the representativeness heuristics.

A recommender system can be seen as a device to extract hidden information from a database
(also denoted knowledge network or knowledge graph) [34-36].

Let us assume that we can represent a good, e.g., a book or a movie, by a vector of characteristics,
expressing for instance the genre, the author/director, actors/characters, and so on. Customers are also
represented as complementary (dual) vectors of preferences, corresponding to goods’ characteristics.

The opinion of a customer about a good is assumed to be given by the scalar product of the
corresponding vectors (with some nonlinear threshold), i.e., essentially a perceptron model.

The similarity between two users is given by the overlap of their preferences, and that of two
goods is given by the overlap between their characteristics.

The goal of a recommender system is that of recommending goods that are expected to be
appreciated by a customer (but more on it in the following).

It can be shown that if a matchmaker knows an large enough fraction of the overlaps between
customers, above a “rigidity percolation” threshold, then it can anticipate, from this database, the
unknown overlaps [34].

However, the direct overlap between customers is not available, but a recommender system may
have access to the (partial) database of opinions expressed by customers on goods, either by their
direct evaluation, or indirectly by their behavior. For instance, in a social network, the appreciation of
customers with respect to received messages can be evaluated by their propensity in forwarding them.

It can be shown that the opinion database can be used as a proxy for the overlap one [37], also in
the case of slight nonlinearities in the matching functions [38,39].

The effects of a recommender system is also that of promoting the formation of filter bubbles and
artificial communities [40], which here corresponds to agents.

Let us apply a similar model to the case of a social network confronted with the diffusion of fake
news. We assume that agents can emit messages, that can be fake or not. A message is successful (and
the emitter gains in reputation) if it is forwarded, according with its perceived importance.

We also assume that the message importance is proportional to the probability of being fake. The
extreme cases are that of surely true messages, of limited importance, and breakthrough news that are
perceived as extremely important and popular, which however have a high probability of being fake.
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An agent is confronted with two opportunities: either trust the sender, accept the message and
the risk of passing false information, and process it in a short time, or contact a central database (for
instance looking for confirmation on the Internet), be sure of the correctness of the message but also
waste more time in elaborating it.

Since in social networks news quickly loose their importance, we assume that the fact of checking
impedes or make useless the possibility of forwarding the message, even in the case of a true one.

The social rewarding is also given by the affinity, i.e., one of the components of the propensity
of accepting and forwarding a message from a sender, the other ingredient being the risk perception,
which models some aspects of human heuristics.

The affinity is increased whenever a message is checked and reveals to be true, and lowered
whenever the message is checked and reveals to be fake.

We finally assume that the propensity of emitting fake messages is inversely proportional to
one’s risk perception, and that the affinity network is available to the recommender system (by the
analysis of forwarded and checked messages), which constitutes also a simplification of the simulation
structure. The problem is similar to that of detecting forged information in automatic trading [41].

The paper is structured as follows. In Section 2, we introduce the model. Numerical results
are presented in Section 3. Suggestions for incorporating human cognitive mechanisms into modern
recommender systems are reported in Section 4 A discussion of these results and conclusions are
drawn in Section 5.

2. The Computer Model

We consider a scenario with N agents, identified by the index i = 1,...,N. Each agent is
characterized by a risk perception factor R; € [0, 1], between zero and one.

There is also an affinity network A;; € [—1, 1], which characterizes also the “trustability” of agent
j by agent i and finally determines the reputation of agents, as illustrated below.

At each time step an agent i is selected at random. He/she emits a message with importance I,
equal to 1 — R;, but this message can be fake with probability IF, F (fake propensity) being one of the
parameters of the system.

The rational is that agents with larger levels of risk perception (and, as we shall see, with more
propensity in checking suspicious messages) are assumed to be more reluctant in emitting “fake”
messages (they can however do it, since messages can be fake for not having carefully checked
the news). However, we also assume that the larger the importance of messages, the higher their
probability of being fake.

We assume that the recommender system is able to estimate the possible importance of a message
by its content (not modeled here).

The message is propagated by the recommender system to up to IK of other agents, K being
another parameter of the system. Therefore, the more important a message, the larger the number of
recipients. We choose a limited amount of possible recipients since otherwise the recommender system
would act like a spammer.

The choice of recipients is based on the affinity: an agent j is selected for receiving the message if
he/she has not already received it, and with a probability p;; = (1 + Aj;) /2. Therefore, an agent is
more likely to receive messages from those with which he/she has a greater affinity.

Receiver j have the option of checking the message coming from i or not. If he/she chooses to
check and the message reveals fake, the affinity Aj; is decreased by an amount r, up to a minimum
of —1, if the message reveals true Aj; is increased by an amount 7, up to a maximum of 1. In case of
checking, the message is not forwarded.

On the contrary, if the message is not checked, it is forwarded with the same modality. See Figure 1
for a general scheme of the model.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202602.1064.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 15 February 2026 d0i:10.20944/preprints202602.1064.v1

50f12

Message importance: I =1 — R,

Ha L Probability of being fake: IF

Recommender system : number of recipients
proportional to IK

A;j updated if Propagation if not
checked checked

Figure 1. The schematic working diagram of the model.

The reputation W; of the agent i at time ¢ is determined by the sum of its affinity with others,
Wi =) Aj
i

We included the human heuristics in this simple model by means of risk perception (representa-
tiveness) and affinity (availability).
A typical evolution of the resulting communication network among agents is shown in Figure 2.

time

A

Figure 2. The time plot of the recruitment of agents for N = 200, K = 3, F = 1. Circles represent not-checking
agents and squares checking ones. Darker shades of red represent smaller values of risk perception R and lighter
ones larger values of R.

One can see an initial bottleneck, which can bring to the stopping of propagation or is followed
by a rapid increase in the number of reached people.

3. Simulation Results

Let us first examine the effect of checking the message on a variant of the model, not considering
the importance of message nor the affinity, considered constant and equal to Ag. One agent is randomly
chosen to emit a message, which reaches K other agents. Each of them chooses to forward (without
checking) the message to other K agents (not previously exposed to the message and not chosen by
others) with probability (1 + Ag)/2, or to check it (without forwarding).

As can be seen from Figure 3, the behavior of the fraction of checked messages (whose sum
equal to one) is not monotone with Ag. If A is small, almost all initial messages are checked and not
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forwarded, and most of agents are not reached. If Ay is large, most of messaged are not checked, so
many agent are reached, but fake news are not detected. Therefore, the detection of fake messages
works better for intermediate values of the affinity.

(a) (b) (c)

Figure 3. The fraction of checked, not checked and not reached agents for the simplified model as a function of the
affinity Ao, for N = 1000, 100 repetitions and (a) K = 5, (b) K = 10, (c) K = 100. The influence of smaller values of
K is that of preventing the propagation for small values of a.

A consequent nontrivial effect of the model is that there is a tendency of revealing more fake
messages than true ones, even when the probability of generating them is the same. Let us consider
again the case in which the affinity is constant (A;; = Ap) and not evolving (r = 0), but inserting the
checking mechanism in the model.

Agents with high values of the risk perception R; emits messages that are probably true, but with
less importance (I = 1 — R;), while people with low values of R; emit more “important” messages,
which are probably fake. The recommender system forwards more important messages to a larger
number of people (the number of recipients being IK).

When all recipients check the message, the propagation chain stops, and this happens with higher
probability if the number of recipients is small.

As shown in Figure 4 (with F = 1 the probability of a fake message is 50%), this discrepancy is
large for large values of Aj, and smaller for intermediate values of Ay. For Ay ~ —1 all messages are
checked and do not diffuse.

(a) (b)
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Figure 4. The fraction of checked, not checked and not reached agents as a function of time, for N = 200, r = 0,
F=1and (a) Ag = —0.5, (b) Ag = 0.0, (c) Ag = 0.5, (d) Ag = 1.0

We started all subsequent simulation with zero affinity (Ag = 0) and risk perception uniformly
distributed between 0 and 1.

As we shall show, the system can exhibit extremely slow dynamics, and therefore we limited
our investigation to a population of 200 agents, and an affinity change rate r = 0.01 (so that it takes
roughly 100 coherent steps for affinity to saturate).

In general (see Figure 2), messages either reach the whole population, or stop after a few steps,
because they are checked. A typical distribution of reached people is shown in Figure 5.
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Figure 5. Distribution of reached people for N = 200, K =5, F = 0.3, 7 = 0.01 and T = 4 - 10°. The plot does not
change substantially by varying parameters.

The main results are reported in Figure 6 for K = 5 and Figure 7 for K = 20
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Figure 7. Fraction of checked true, checked false and not checked (left column) and reputation vs risk perception
(right column) for N = 200, K = 20, r = 0.01 and (a-b) F = 0.80, T = 5-10°; (c-d) F = 0.85, T = 1-107; (e-f)
F=090,T=25-107;(g-h) F=1.0, T = 1.00 - 10".

One can see two interesting effects: for large values of the fake factor F the reputation is larger
for agents with higher values of the risk perception, the opposite happens when F is low. There is
also a substantial decrease of the number of reached people for very large times and high F values.
This is consistent with the results of the simplified model of Figure 3: in this case the large number of
fake messages lowers the average affinity (which takes negative values) and this implies that most of
messages are checked and thus stopped after a few steps.

We see also a kind of transition in the reputation-risk perception dependence, with varying values
of the fake factor F. At transition, which occurs at about F = 0.70 for N = 200 and K = 5, and at about
F = 0.85 for N = 200 and K = 20, the reputation first grows with risk perception and then decreases.
Above this transition the percentage of reached people first increase and then drops to small values,
with extremely long transients.

4. Discussion: Bridging Modern Recommender Systems and Cognitive Modeling

Among modern sequential recommender systems, Self-Attentive Sequential Reccomandation
(SASRec) represents a state-of-the-art architecture based on self-attention mechanisms, capable of
capturing both short- and long-range dependencies in user interaction sequences [42]. SASRec consis-
tently outperforms Markovian, convolutional (CNN), and recurrent (RNN) approaches, primarily by
adaptively weighting past interactions. Despite its strong empirical performance across datasets of
varying sparsity, SASRec optimizes prediction accuracy under the implicit assumption that past user
interactions constitute reliable signals of relevance.
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This assumption is shared by most contemporary recommender systems; however, such formula-
tions do not explicitly account for cognitive costs, risk perception, or epistemic uncertainty, nor for
the downstream societal effects of recommendation-driven information propagation. Our simulation
framework complements this line of work by explicitly modeling how cognitive heuristics, trust, and
risk perception shape user behavior and information diffusion.

From this perspective, systems such as SASRec can be interpreted as operating in a regime
where behavioral regularities are leveraged without direct consideration of epistemic validity. Before
proceeding, we emphasize that the following are not part of the simulation described in the previous
sections. Rather, they represent a conceptual implementation of the simulation results into modern
recommender system architectures.

Based on our results, at least three fundamental architectural extensions can be envisioned. The
first concerns the attention formalization used in SASRec (Eq. (2) of Ref [42]):

A(Q,K, V) = softmax( Qg ) v, (1)

where A models the attention. Adding two parameters, R, that represents specific user or item risk
perception and A, the cognitive cost weight, results in a risk-aware attention algorithm:

T
A(Q,K, V) = softmax( Q\j(a - AR) v,

where A, is the attention modulated by risk.

Furthermore, trust-modulated attention to interactions associated with low trust, tackles the
conceptual issue that past actions are not equally reliable. This can be achieved by additive logit bias,
a very common weighting method in attention variants:

q/ k;
exp Vi +v9 Tj

0(,3,]' = T , St = Zat,jvj.
9 ky i<t
Z]'/St eXp W + Y Tt,]‘/ =

Such formulation introduces 7; ; as a trust score and -y which controls the strength of the signal.
Lastly, in order to penalize the propagation of high-risk or unverified content, the optimization
function can be modified to a dual-objective training which considers accuracy and epistemic safety
simultaneously:

L = Liank + & Lyjsk-

Taken together, these extensions illustrate how state-of-the-art sequential recommender systems
can be conceptually augmented to account for cognitive and epistemic dimensions of user behavior.
Importantly, the proposed modifications do not aim to replace existing architectures such as SASRec,
but rather to highlight the principal directions through which attention-based recommenders may
be aligned with models of human decision-making. By integrating risk perception, trust, and epis-
temic cost into the recommendation process, such systems may better capture the trade-offs between
engagement, accuracy, and information reliability observed in real-world social and informational
ecosystems.

Note that Eq. (1) is the scaled dot-product attention; this is not specific to recommender systems.
It is exactly the same attention operator introduced in Ref. [43]. Eq. (1) constructs a data-dependent
graph and performs one step of message passing on it. Large Language Models (GPT, LLaMA, etc.) use
exactly the same operator with a difference scale (billions of parameters and many stacked layers). In
other words, LLMs are nothing more than very deep stacks of Eq. (1) with nonlinearities and residuals.
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As SASRec can be viewed as a generalization of Markov chains, LLMs generalize n-gram language
models in exactly the same way. The addition of the two parameters changes the semantics of attention.
Ris a cost / risk matrix, aligned with attention scores while A controls the trade-off between cognitive
cost and relevance. Therefore, adding R and A, turns attention from a pure similarity operator into a
rational decision mechanism that trades relevance against risk or cost. By setting

Attention = relevance + trust - risk,

the novelty of our work is that attention becomes a decision mechanism that balances relevance, trust,
and risk — not just similarity.

5. Conclusions

We have presented a simple model that includes some aspects of human heuristics (risk perception
and affinity) coupled to a recommender systems (which is able to “sense” the level of affinity to forward
messages to specific agents). The model aims at reproducing some aspects of the diffusion of fake news,
and agents face the dilemma of checking the received message (according with their risk perception
and affinity with the sender), loosing time and thus not forwarding the message within an “importance”
timing window, or resubmit it to the recommender system.

We assume that the probability that a message is fake depends inversely on the risk perception of
the sender.

The system shows unexpected complexity: people with more propensity of checking determines
the diffusion of messages, so that when the affinity is low, all messages (including fake ones) do not
propagate, but when affinity is large fake messages are also not easily discovered. However, the affinity
evolves in time according with the discovered “truthiness” of messages.

The final reputation of agents is based on their total affinity with others. The main result of the
model is that the relation between reputation and the “fake factor” F that determines (together with
the risk perception of the emitter) the truthiness of messages and reputation is not always the same.

When F is small, less messages are fake, and agents with low risk perception can increase their
reputation since the messages that they forward without checking are probably true.

On the contrary, when F is large, agents with high level of risk perception, while forwarding few
messages (due to their propensity towards checking), they get relative higher values of reputation.
In this regime however most of messages are checked, so when this patterns establishes there is a
decrease in the number of reached people.

This simple model can illustrate two tendencies seen in real recommender system: their reluctance
in stopping or discouraging fake news and the fact that in many cases there is a strong correlation
between popularity (or reputation) and propensity towards the spreading of fake news.
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