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Abstract

Intrusion detection aims to effectively detect abnormal attacks in the Internet of Things (IoT) network,
which is crucial for cybersecurity. However, traditional intrusion detection methods are difficult to
effectively extract data features from traffic data, and most existing models are too complex to be
deployed on edge servers. Addressing this need, this paper proposes a hybrid feature selection
method and a lightweight deep learning intrusion detection model. Firstly, the data features space is
reduced by using variance filtering, mutual information, and the Pearson Correlation Coefficient,
thereby reducing the computational cost of subsequent model training. Then, an intrusion detection
model based on Temporal Convolutional Network (TCN) is constructed. This model utilizes dilated
causal convolutions to effectively capture long-term temporal dependencies in network traffic.
Simultaneously, use the residual connections to mitigate the vanishing gradient problem, making the
model easier to train and converge. Finally, experiments are conducted on the newly released Edge-
IloTset dataset. The results show that the proposed feature selection algorithm maintains good
detection performance despite a significant reduction in feature dimensionality. Furthermore,
compared with other models, the proposed TCN-based approach achieves higher classification
accuracy with lower computational overhead, demonstrating its suitability for deployment in
resource-constrained edge computing environments.

Keywords: IoT security; intrusion detection; feature reduction; temporal convolution networks;
mutual information; pearson correlation coefficient

1. Introduction

With the continuous advancement of information technology, the Internet of Things (IoT) has
gradually integrated into all aspects of society and has shown extensive application value in many
fields, such as industrial IoT [1], healthcare [2], smart cities [3], and smart homes [4]. However, due
to the characteristics of IoT devices, including simplified hardware design, limited computing and
storage resources, diverse network protocols, and decentralized geographical deployment, IoT
devices are extremely vulnerable to network attacks in practical applications, causing serious
network security incidents such as network system paralysis and user privacy leaks [5,6]. Therefore,
how to effectively ensure the security and stable operation of IoT systems has become an important
issue that urgently needs to be addressed.

In order to deal with the threat of network attacks, network intrusion detection system (NIDS)
has emerged as an important part of the proactive defense system. NIDS can identify potential attack
behaviors, and abnormal access by real-time monitoring and analysis of system logs, user behavior
and network traffic. Research on NIDS began globally in the 1980s and has now become an
indispensable part of network security [7]. However, with the continuous development of digital
technology and the increasing diversification of network attack methods, the data characteristics of
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network traffic have become more and more complex, and traditional NIDS can no longer meet the

needs of IoT users to accurately identify anomalies and unknown attacks [8].

With the development of artificial intelligence, the NIDS field has begun to use deep learning to
extract traffic features, thereby automatically identifying abnormal traffic in complex data traffic.
Commonly used deep learning algorithms mainly include Convolutional Neural Networks (CNN),
Recurrent Neural Networks (RNN), and Long Short-Term Memory Networks (LSTM) [9]. However,
these methods generally suffer from complex network structures and large parameter scales, thus
requiring high hardware resources for the deployment environment. Meanwhile, traditional NIDS
are mostly deployed in the cloud or on central servers. Although they possess strong computing and
storage capabilities, they suffer from high latency and high bandwidth consumption in IoT scenarios.
To address this, researchers have proposed deploying intrusion detection systems at the edge,
enabling traffic analysis and detection to be completed locally. This effectively reduces
communication latency, alleviates network transmission pressure, and improves the response speed
to local attacks [10].

The introduction of edge-based intrusion detection provides a new assurance for the real-time
performance and security of IoT networks. However, it also brings several challenges that urgently
need to be addressed:

1. IoT network traffic data usually exhibits high dimensionality and strong feature correlation. If
such data are directly fed into the detection model, redundant information will significantly
increase computational burden and make the model prone to overfitting, which in turn degrades
detection accuracy.

2. Most deep learning—based intrusion detection models require substantial computational and
storage resources. Given the resource-constrained nature of edge devices, models with large
parameter sizes and high computational costs are difficult to deploy and run efficiently in
practical edge environments.

To address the aforementioned issues, this paper aims to research a lightweight intrusion
detection method for the IoT at the edge. The main contributions are as follows:

1. A hybrid feature extraction strategy: Aiming at the issues of high data dimensionality and
feature redundancy in IoT network traffic, a hybrid feature selection method integrating
variance filtering, mutual information, and correlation analysis is proposed. Firstly, variance
filtering is used to quickly remove the information features with small variation amplitude and
limited discrimination ability, thereby reducing the computational overhead of subsequent
feature selection. Then, a feature selection objective function is constructed by combining mutual
information and Pearson Correlation Coefficient to select the feature subset with high correlation
to the category label and low feature redundancy.

2. A lightweight intrusion detection model: A TCN-based intrusion detection model was
developed, which effectively captures the long-term temporal dependency features of network
traffic by leveraging its hierarchical causal convolution and dilated convolution structure.
Meanwhile, residual connections are utilized to alleviate the vanishing gradient problem,
making the model easy to train and converge. Compared with deep learning models, this
method has a smaller parameter scale, faster convergence, and the ability to comprehensively
extract sequence features, achieving good detection performance. It can be deployed on
resource-constrained edge devices.

3. Validation on the latest dataset: Experimental results on the Edge-IloTset dataset show that the
proposed hybrid feature selection method can significantly reduce feature dimensionality while
still maintaining good detection performance. At the same time, compared with other models,
TCN has a advantage in classification and detection performance, which verifies the
effectiveness of the model.
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2. Related Works
2.1. Feature Selection Methods for IoT Intrusion Detection

Given that IoT traffic data contains a large amount of redundant and irrelevant features, directly
feeding the data into a model for training not only increases the model's computational complexity
but also places high demands on the hardware of the deployment environment. To address this issue,
many researchers have adopted feature selection methods to achieve data dimensionality reduction.

Traditional feature selection methods are primarily categorised into: filter methods, wrapper
methods, and embedded methods [11]. During the feature selection process, the chosen feature subset
should has strong classification ability while minimising redun-dancy between features. However,
individual feature selection methods may perform well under specific conditions, their evaluation
methods are too simplistic. Omuya E O et al. [12] proposed a feature dimensionality reduction
method based on principal component analysis. This method requires constructing the covariance
matrix of the data and performing eigenvalue decomposition, which has a large computational cost
and is difficult to meet the real-time processing requirements of large-scale, high-dimensional IoT
network traffic data. To reduce computational complexity, some studies adopt feature selection
methods based on statistical properties. Alhassan et al. [13] introduced a novel intrusion detection
method based on correlation feature subset selection by calculating the correlation between features
and labels. Its detection accuracy is better than that of traditional intrusion detection systems that do
not perform feature selection. However, this method only considers the linear correlation between
features and categories and fails to consider the nonlinear correlations that exist in network data.
Devaraju et al. investigated a feature selection algorithm based on information entropy [14]. This
method measures the nonlinear relationship between features and labels by calculating the mutual
information value between them. However, in scenarios with small samples or imbalanced class
distributions, the stability of mutual information estimation is poor, and the feature selection
performance is easily affected.

The mRMR method, by jointly considering the maximum correlation and minimum
redundancy, show that the inspection performance of the selected feature subset is significantly better
than the methods only use correlation or mutual information [15]. Nevertheless, this method only
evaluates the correlation between features in the subset of candidate features, without considering
the correlation between features and categories. Furthermore, since this method requires calculating
the mutual information between features and category labels, it incurs high computational
complexity when the sample size is large.

2.2. 10T Intrusion Detection Method Based on Deep Learning

In recent years, with the development of artificial intelligence, NIDS based on deep learning has
gradually become a research hotspot. Deep learning by constructs multi-layer neural networks to
realize the layer-by-layer feature representation. This approach can automatically extract key features
from the original network traffic and capture complex temporal and spatial patterns, thereby
achieving effective differentiation between normal and abnormal traffic [16,17].

Ullah et al. in reference [18] introduced a RNN-based method for intrusion detection in IoT
networks. A multi-layer RNN architecture is designed to exploit the capability of RNNs in modeling
temporal sequences, enabling effective capture of time-dependent patterns and anomalous behaviors
in network traffic. Reference [19] investigates six deep learning-based models for network attack
detection, including multilayer perceptron (MLP), one-dimensional convolutional neural network
(ID-CNN), long short-term memory (LSTM), gated recurrent unit (GRU), recurrent neural network
(RNN), and a hybrid CNN-GRU model. The six models are systematically evaluated to compare their
performance in classifying network traffic into normal or attack. In [20], an intrusion detection scheme
is proposed for IoT devices. The authors encode sensor data through convolution operations to
capture patterns within time series, integrating two classical CNN architectures: ResNet and
EfficientNet, and evaluate their detection performance. Although these models can capture time-
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series dependencies in network traffic, they generally suffer from problems such as high detection
latency, high computational complexity, and insufficient parallel processing capabilities.

To overcome the limitations of traditional recurrent neural networks in training efficiency and
long-distance dependency capture, Temporal Convolutional Network (TCN) has been proposed as a
new sequence modeling architecture. Compared with traditional deep learning models, TCN uses
causal convolution and dilated convolution, combined with residual connections, which enables the
network to efficiently capture long sequence dependencies, achieve gradient stable training, and
support parallel computing. Inspired by the successful application of temporal convolutional
networks in other fields, Lopes et al. in reference [21] designed and implemented four network
intrusion detection models based on temporal convolution and conducted a systematic study on their
classification performance. Ref. [22] proposed a network intrusion detection method based on
temporal convolutional network (TCN). Experimental results show that TCN can effectively capture
the temporal dependencies of complex network traffic and exhibit efficient and accurate detection
performance. Ref. [23] innovatively combined causal and non-causal TCN to construct a hybrid
intrusion detection system for the real-time and global prediction needs of IoT. The results show that
hybrid TCN improves accuracy by 1.5% and recall by 4% on NSL-KDD, with only a marginal increase
of 0.1 ms in detection time. However, most existing studies focus on limited attack types, and the
used datasets do not comprehensively reflect the variety of IoT attacks.

In summary, although existing feature extraction techniques and intrusion detection models
have achieved some progress, they still suffer from high computational overhead, suboptimal
detection efficiency, and the incomplete coverage of attack types in commonly used datasets. To
address these issues, this paper first introduces a hybrid feature selection algorithm to select optimal
feature subsets. Subsequently, a lightweight intrusion detection model based on TCN is constructed,
and its effectiveness is validated on the latest Edge-IloTset dataset. This provides a feasible solution
for deploying IoT intrusion detection systems on edge servers.

3. Proposed Methodologies

This section presents the overall methodological framework of the proposed approach. First, it
describes the dataset and data preprocessing. After that,it briefly discusses the hybrid feature
selection process. Finally, the training process of the TCN model is introduced. A block diagram of
the proposed framework is presented in Figure 1

Classification Output

Hybrid Feature Selection TCN Training Model
Data Cleaning and - —
Edge-lloTset Normalization Residual Block (kyd = 1)
Dataset i N
i — o1 Mutual © Residual Block (K, d = 2)
»

Information Coefficient

Rosidual Block (k,d = 4)

#

Residul Block (k.d = 8)

Feature Subset

Data preprocessing TCN detection model

Figure 1. Overall process of the proposed model.

3.1. Dataset Description

In this study, we adopt the Edge-IloTset dataset [24], which is widely used for security research
in both IoT and Industrial IoT (IIoT) scenarios. The dataset was collected by Ferrag et al. (2022) from
a realistic IloT testbed environment that involves more than ten types of IoT devices. For
experimental evaluation, we select the DNN-EdgelloT-dataset.csv file from the Edge-IloTset dataset
as the benchmark dataset. This subset provides a large-scale and diverse collection of traffic samples,
making it suitable for training and evaluating deep learning—based intrusion detection models. The
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dataset contains a total of 2,219,201 network flow records, each described by 61 features, covering 14
different attack categories as well as normal traffic.

3.2. Dataset Preprocessing

To ensure data quality and enhance model training effectiveness, the raw dataset was
preprocessed before model construction. As described in Ref. [25], we preprocess the dataset in the
following manner. First, duplicate rows were removed, resulting in the removal of 815 redundant
entries. Second, we removed unnecessary feature columns that did not significantly contribute to
output predictions. These feature include (1)frame.time, (2)ip.dst_host, (3)http.file_data,
(4)ip.src_host, (5)arp.src.proto_ipv4, (6)arp.dst.proto_ipv4, (7)http.request.full_uri,
(8)http.request.uri.query, (9)icmp.transmit_timestamp, (10)tcp.payload, (11)tcp.options,
(12)tcp.srcport, (13)tcp.dstport, (14)udp.port, and (15)mqtt.msg. After removal of these columns, the
dataset contained 1,909,671 records with 47 remaining features. Third, in the new dataset, excluding
Attack_type, seven columns contains object data type. These columns include (1)
http.request.method, (2)http.referer, (3)http.request.version, (4)dns.qry.name.len,
(5)mgqtt.conack.flags, (6)mqtt.protoname and (7)mgqtt.topic. To facilitate model training, these
columns were transformed into binary 0-1 representations through dummy encoding. After
encoding, the dataset contained 1,909,671 samples with 97 feature dimensions. Finally, since the
original network traffic features exhibited varying value ranges, numerical standardization was
performed to ensure that all features shared the same scale. The min—-max normalization method was
applied, which as described by the following formula:

SN iy
f=T (1)
e ™ Lo

'

where f is the value of f after data normalization.

3.3. Hybrid Feature Selection Algorithm

Figure 2 illustrates the entire feature selection method, which is mainly divided into two
modules: preliminary selection based on variance filtering and final selection based on statistical

F={f,.1t]

Pl and after variance

e - . F={f.f]
filtering and statistical methods, it finally outputs a feature subset
describe in detail the principles of these two feature selection modules.

F={f.f..1} (F’:{fl;ﬁwfh»})
fmmmmmmmmmmmmmmm e T e
Variance Filterin;
dj J(f)=argmaX[MI(y,}f)+corr(y,fl)—1 corr(fl,fs)]
A

i VAR(f) S%

methods. The entire process starts with the original feature set

. This section will

I * 1 -
(Mutual InformatiorD ( Pearson Correlation )

Coefficient
7'y

A

Figure 2. Feature selection process.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202601.2418.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 2 February 2026 d0i:10.20944/preprints202601.2418.v1

6 of 17

3.3.1. Variance-Based Feature Selection

Variance filtering is a statistical feature selection method. Its core idea is to filter and reduce the
dimensionality of features by calculating the variance of each feature in the sample space. When the
variance is small, it indicates that the value of the feature does not vary much among different
samples, the distribution is relatively concentrated, and it lacks sufficient discriminative power;
conversely, it indicates that the feature shows significant differences among different samples and

has stronger information expression potential. Let fj be the j-th feature, and its variance can be
defined as:

M=

Var(f) = (f, —u) )

S
N

I
—_

where IV denote the number of samples, Hi denote the mean of the 7 th feature. By using variance
filtering to perform preliminary feature selection, initial dimensionality reduction of network data
stream is achieved, which can effectively reduce the complexity of subsequent feature selection.

3.3.2. Feature Selection Based on Mutual Information and Correlation

The variance filtering relies solely on the statistical distribution characteristics of the network data
, without considering the relationship between features and labels. To address this issue, mutual
information and Pearson Correlation Coefficients are used to measure the relationship between them.
Mutual information, a fundamental concept in information theory, has been employed to quantify the
dependency between two variables. It measures the information that one variable conveys about the
other. When knowledge of one variable enables accurate prediction of the other, the mutual information
between them is considered as high [26]. Assume that Y denotes the corresponding class label in the
dataset. The mutual information between the class label and a feature can be expressed as:

MI(y,f)=H(y)+ H(f)- H(y, f) 3)

where H(y) and H(f) denote the information entropies of the 3 and f respectively, and

H(y, fz) represents their joint entropy. As shown in Formula 3, a higher mutual information value

suggests that a feature preserves more label-related information and thus contribute more effectively
to classification performance.

Mutual information is commonly used to quantify the dependency between features and labels.
However, this approach does not constrain redundancy among features. To alleviate this issue, the
Pearson Correlation Coefficient is introduced to characterize the relationship between them. This
method is called mRMR [27]. The Pearson Correlation Coefficient is defined as follows:

corr(y, f) = \/ / : )

t=1

Moreover, correlations among features and labels can provide additional information to guide
the selection of the features Consequently, during this process, the Pearson Correlation Coefficient is
also employed to evaluate the features and labels. Based on the above considerations, the overall
objective function of the proposed feature selection strategy is formulated as:
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J(f) = argmax MI(y,fl.)+corr(y,]§)_i corr(f, 1)
Lels] corr(y,fi)

; ‘ S ©)

where S denotes the already selected feature subset, and f‘ represents a candidate feature.

3.3.3. Implementation of the Hybrid Method

Based on the feature selection method described above, a subset of features is selected from the
preprocessed dataset. This subset ensures that the features are highly informative and have low
correlation. The detailed algorithm is as follows:

Hybrid Feature Selection Algorithm

Input: Feature set F= { fN fp} ,class labels 4, Number of feature subsets: K

Output: The feature subset F’

Stepl. Initialization: set F' =

Step2. The variance filtering method is used to initially screen the original dataset,

resulting in a new dataset F, = {f,, [,, fp}
Step3. Calculate MI(y, f.) for each feature in dataset [,
Step4. Select the feature fL with the highest mutual information
Step5.Set F' «— F'\ f, F' < F'Uf,
Step6. While ‘F" <K do
Calculate J( Z.)in G)tofind f,F « F \ f;,F' «— FUfZ
End For

Step7. Return F”

3.4. Intrusion Detection Framework Based on TCN

To effectively solve the time series modeling problem, TCN has shown good performance in
time series data modeling tasks by introducing one-dimensional convolution, causal convolution,
dilated convolution and residual structure. Based on the time series characteristics of network traffic
in IoT systems, this paper constructs an intrusion detection model based on TCN, and its model
diagram is shown in Figure 3. It contains following three parts.
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Figure 3. TCN model diagram.

3.4.1. Causal Convolution

Causal convolution restricts the sliding direction of the convolution kernel in the time
dimension, ensuring that the output at each time step depends only on the current time step and the
previous inputs. Therefore, using causal convolution, the intrusion detection output at time ¢ is
only convolved with the time series at time t or earlier, without losing historical data, and can
preserve data traffic information over a longer period of time.

3.4.2. Dilated Convolution

Dilated convolutional layers allow for parallel computation of multiple time steps within a
convolutional filter, while introducing an interval to skip certain elements during computation.
Therefore, as the filter slides, it can compute the output at multiple locations simultaneously. This
effectively enhances the model's predictive efficiency. Combining causal convolution with dilated
convolution, it is defined as:

Gls)=(2-9,)(s) = 2, 9(0) -z, (6)

where 9u denotes the convolution operation with a dilation factor d, w represents the kernel size,
and $—d -1 denotes the direction toward the past. The dilated convolution controls the receptive

field by adjusting the dilation factor. When d=1it degenerates into a standard convolution. The

figure 4 illustrates a dilated causal convolution with a dilation factor d=124
2. By increasing the dilation factor, the receptive field can be expanded, which allows the model to
capture longer temporal dependencies while reducing network depth without increasing the number
of parameters.

and a kernel size of
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Figure 4. Illustration of the dilated causal convolution.

3.4.3. Residual Connection

The residual block simplifies the network training process by introducing residual connections.
It typically consists of a series of convolutional layers and shortcut connections, enabling the model
to capture long-range dependencies with fewer layers. This design facilitates easier training and
faster convergence, mitigates the vanishing gradient problem in deep learning, and enhances both
the training stability and generalization performance of the network. The residual block is composed
of two branches that operate on the input and output respectively, which can be expressed as follows:

0=0(z+¢(x)) @)

where J() denotes the activation function, and () represents the transformation composed of four
components: dilated causal convolution, weight normalization, activation function, and dropout.

4. Experiments and Performance Evaluation

This section presents the experimental methodology and performance evaluation of the
proposed approach. First, the implementation platform, performance evaluation metrics, and
hyperparameters used for model training are described. Then, the experimental results of hybrid
feature selection and TCN-based classification are discussed in detail.

4.1. Experimental Environment

The experiments were conducted on a workstation equipped with an AMD Ryzen 9 5900X 12-
Core Processor processor and 32 of RAM. The software environment includes Windows 11, Python
3.9.13, and key libraries such as Tensorflow and Keras versions are 2.15.0.

4.2. Hyperparameters for Model’s Training

In the training process of deep learning models, hyperparameter settings play a decisive role in
the model's convergence speed, performance, and generalization ability. To obtain the best detection
results on the dataset used, the experimental parameter settings in this paper are shown in Table 1.

Table 1. Model Hyperparameter Configuration.

Parameters Value
Learning rate 0.001
Optimizer Adam
Activation function PReLU
Epochs 50
Batch_size 128
Dilation factor 8
Loss function Categorical_crossentropy
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4.3. Performance Evaluation Metric

To evaluate the effectiveness of the created model, this paper uses Accuracy, Precision, Recall,
and Fl-score as evaluation metrics for the model training results. The specific calculation formulas
are as follows:

TP +TN
Accuracy = 8)
TP+ TN + FP + FN
Precision = L 9)
TP + FP
Recall = —TP (10)
TP + FN

Fl=9x Prec?s?on X Recall 1)
Precision + Recall

where TP denotes the number of correctly classified normal instances, TN represents the
number of correctly classified attack instances, £ P indicates the number of misclassified attack

instances, and FN refers to the number of misclassified normal instances.

4.4. Hybrid Feature Selection Algorithm Experiment

In the first step of the hybrid feature selection algorithm, we use the median of the feature

T
variances as the threshold value '. The calculation method is as follows. The variance of each
feature in the dataset is calculated, after which these values are sorted in ascending order to identify

the median as the threshold L . Features with variances below this value are removed. After this
processing, the number of the features is reduced from 94 to 47. This step effectively reduces the
feature dimensionality and alleviate the computational burden for subsequent feature selection.

To determine the final number of feature subset K , we selected 6, 12, 16, 18, 20, 22 and all
features for experiment. TCN was used as the classifier. Experimental results in table2 show that as
the number of features increases, the overall model performance improves, but the computational
complexity also increases. Considering both detection performance and computational complexity,
we ultimately chose 18 as the feature subset number.

Table 2. Detection results of different feature dimensions (values are in %).

Feature selection methods Accuracy /% Precision /% Recall /% F1 /% Model parameters /KB

6 0.79 0.75 0.79 0.76 14.25
12 89.75 90.65 90.65 89.27 15
16 92.35 92.37 9235 91.52 15.5
18 93.55 92.95 9355 92.67 15.75
20 93.66 93.16 93.66 92.78 16
22 93.79 93.33 93.79 93.13 16.25
All features 94.24 93.77 9424 9371 25.37
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Figures 5 and 6 show the feature correlation heatmaps before and after mutual information and
correlation feature selection. Figure 5 shows that after variance filtering, there are many correlated
features among the network data stream features. Figure 6 demonstrates that after mutual
information and correlation feature selection, the algorithm removes overly correlated features.
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Figure 6. Feature-related heatmap (after mutual information and correlation).
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Figure 7 shows the results of the feature selection ablation experiment, where steps 1, 2, 3, and 4
correspond to the mutual information feature selection algorithm, the mRMR method, the proposed
method, and all features, respectively. Except for step 4, the number of feature subsets in each step is
18. Experimental results show that the proposed hybrid feature selection algorithm outperforms the
mutual information method and the mRMR method.

100 Ablation Comparison Experiment

N Accuracy
WS Precision
B Recall
. Fl

Detection result/%

stepl step2 step3 stepd
Different step

Figure 7. Comparison of ablation experiments.

4.5. TCN Training Experiment Results

Table 3 shows that the TCN training model achieves the best accuracy, recall, and F1 score when
the expansion factor d is 8 and the kernel size W is 1. As the expansion factor d increases, the
number of layers and parameters in the model increases, leading to an increase in training
parameters. Considering all factors, this paper selects a parameter configuration of expansion factor
d =8 and kernel size W =1.

Table 3. Test results for different setting of parameters d and W,

d W Accuracy /%  Precision /% Recall /%  F1/% Model parameters /KB
2 1 92.18 92.74 93.18 91.71 9

2 2 93.20 92.20 93.20 92.21 13

2 4 93.19 92.13 93.19 92.29 21

4 1 93.14 93.02 93.14 91.69 12.37
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4 2 93.14 92.62 93.14 92.16 18.37
4 4 93.12 92.60 93.12 91.69 30.37
8 1 93.55 92.95 93.55 92.67 15.75
8 2 93.24 92.51 93.24 92.43 23.75
8 4 93.16 92.08 93.16 92.27 39.75
16 1 93.25 92.56 93.25 92.21 19.12
16 2 93.28 92.52 93.28 92.48 29.12
16 4 93.21 92.42 93.21 92.35 49.12

To verify the detection performance of the TCN model, this paper conducted comparative
experiments with RNN, LSTM, and CNN-LSTM intrusion detection methods, and the results are
shown in Table 4. As can be seen from the table, the proposed TCN model outperforms RNN, LSTM,
and CNN-LSTM models in terms of detection performance. Furthermore, the TCN model has only
15.75 KB of parameters, which is lower than the other models, demonstrating a significant reduction
in model complexity while maintaining detection accuracy. Therefore, from the perspective of
combining detection performance and lightweight design, the TCN method exhibits optimal
performance in intrusion detection tasks and is more suitable for deployment in edge environments
with limited computing resources.

Table 4. Comparison of performance of different method.

Precision Model
Model Accuracy /% Recall /% F1 /% parameters
1%
/KB
RNN 92.80 91.31 92.80 91.80 24.56
LSTM 91.40 89.39 91.40 89.68 27.43
CNN- LSTM 92.71 91.13 92.71 91.57 55.06
TCN 93.55 92.95 93.55 92.67 15.75

Figures 8 and 9 show the accuracy and loss values of the four detection models on the validation
set as a function of epochs. As can be seen from the figures, the TCN model converges significantly
faster than the other models. This is because TCN achieves efficient sequence modeling through
dilated causal convolution, effectively alleviating the gradient vanishing problem by combining
residual connections, thereby improving the model's training efficiency and stability.
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Validation Accuracy Comparison
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Figure 8. Comparison of Validation Accuracy Across Different Models.

As illustrated in Figure 10, the model can accurately distinguish most types of intrusion attacks,
and performs particularly well in the detection of typical DDoS attacks, MITM attacks and normal
traffic. Although there is still some confusion in some attack types with similar categories and a small
number of samples. However, upon considering other performance metrics, the model is robust.
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Figure 9. Comparison of Validation Loss Across Different Models.
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Figure 10. Confusion Matrix of Classification on the Edge-IloTset Dataset.

5. Conclusions

This paper addresses the challenges of high-dimensionality and severe feature redundancy in
network traffic data within the IoT environment, as well as the high computational complexity and
difficulty in deploying existing intrusion detection models on edge devices. A hybrid feature
selection method combined with a lightweight deep learning intrusion detection model is proposed.
In the hybrid feature selection stage, variance filtering, mutual information, and Pearson Correlation
Coefficient are integrated to effectively reduce feature dimensionality and redundancy, providing a
subset of features with strong discriminative power and low feature dimensionality for subsequent
model training. Experimental results show that even when the feature dimension is compressed from
94 to 18, the proposed feature selection method still exhibits good detection performance. Based on
this, a lightweight intrusion detection model based on TCN is constructed and validated on the Edge-
IToTset dataset. Experimental results demonstrate that the TCN model has significant advantages in
detection performance ,providing a new approach for deploying intrusion detection system at the
edge. In future work, we will investigate the impact of data imbalance to feature selection and TCN
model, thereby further enhancing the applicability and robustness of the model for anomalous IoT
traffic prediction.
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