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Abstract

In order to solve the problems of insufficient privacy protection and limited sharing of industrial
Internet security situation data,a situation element extraction model integrating federated learning
and deep learning was proposed. This model integrates deep residual networks, bidirectional long
short-term memory networks, and Transformer architecture,which extract features from network
security situation data from multiple dimensions such as local features, temporal characteristics, and
global correlations, and establish a situation element extraction model. Under the federated learning
architecture,each participant performs data processing and model updates locally,transmitting
model parameters through security mechanisms to reduce unnecessary data sharing and flow. The
experimental results show that this method further improves the situation element extraction
performance while protecting data privacy.

Keywords: industrial internet; deep learning; federated learning; situation element extraction

1. Introduction

With the rapid development of Industrial Internet, network security has become an important
issue to ensure the stable operation of industrial systems. Industrial Internet involves not only the
transmission and processing of a large number of sensitive data, but also the complex network
environment and a variety of security threats. Therefore, how to effectively carry out network
security situation awareness under the premise of protecting data privacy has become one of the hot
spots of current research. Security situation awareness can monitor and evaluate the network security
status in real time through the comprehensive analysis of network traffic and device behavior, the
extraction of security situation elements is to extract representative features from massive data for
subsequent threat detection and defense decision-making. However, the existing security situation
element extraction methods still have obvious shortcomings in data privacy protection, feature
extraction ability and model generalization. Therefore, an efficient situation element extraction model
[2] can not only improve the detection ability of potential security threats, but also protect data
privacy in a multi-source data environment [3] and avoid data leakage, it is of great significance to
build a trusted industrial internet security system.

At present, a large number of studies have been devoted to the extraction and modeling of
security situation elements, including deep learning methods, traditional machine learning methods
and methods based on federated learning. The deep learning method automatically extracts complex
network traffic features through convolutional neural network (CNN) and recurrent neural network
(RNN), which has strong feature expression ability. However, deep learning models usually rely on
a training, resulting in poor generalization ability of the model [4]. Traditional machine learning
methods, such as support vector machine (SVM), random forest (RF), and K-nearest neighbor (KNN),
perform well on small-scale datasets, but in a complex industrial internet environment, the
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performance of traditional machine learning methods is poor, often lack sufficient flexibility and
adaptability [6]. With the increasing demand for data privacy protection, Federated Learning, as a
new distributed Learning framework, has been gradually applied to the field of network security.
Federated learning can effectively protect data privacy by co-training the global model without
sharing the original data. Although the existing research combines federated learning with deep
learning, such as the intrusion detection system based on federated learning [7], however, these
methods still have some limitations in multi-dimensional feature fusion, complex environment
adaptability and model generalization ability.

Aiming at the shortcomings of existing research, this paper proposes a security situation element
extraction model FL-RBTNet that integrates federated learning and deep learning. The model
combines a deep residual network (ResNet), a bidirectional long-short-term memory network
(BILSTM), and a Transformer architecture, and the proposed model is applied to a real-world dataset,
important information in network security data is extracted from multiple dimensions (local features,
temporal characteristics and global context), which significantly improves the feature extraction
ability. By adopting the Federated Learning Framework, FL-RBTNet not only guarantees data
privacy, but also improves the generalization ability and adaptability of the model through
distributed training [8]. In addition, FL-RBTNet can simultaneously perform deep feature modeling
from multiple perspectives such as local features, temporal features, and global context information,
which effectively enhances the model's ability to identify and classify complex network traffic.

The experimental results show that FL-RBTNet achieves excellent performance on KDD Cup99,
SCADA2014, and ToN-10T2021 datasets, especially on metrics such as precision, recall, and F 1-score,
which can be used to improve the performance of FL-RBTNet, compared with traditional methods
and existing deep learning models, fl-rbtnet has significant advantages. Through these experiments,
this paper verifies that FL-RBTNet effectively solves the problems of data privacy protection and
insufficient generalization ability of the model while improving the extraction ability of security
situation elements, it provides a feasible solution for industrial internet security.

2. Related Work

In this section, the paper first reviews previous approaches based on traditional machine
learning methods as well as federated learning methods, and then introduces research that integrates
federated learning with deep learning.

2.1. Research Status of Security Situation Awareness in the Industrial Internet

With the rapid development of the Industrial Internet, the deep integration of Industrial Control
Systems (ICS) and information networks has exposed them to increasingly complex security threats.
In industrial Internet environments, the diversity of device types, heterogeneous communication
protocols, and complex business scenarios make it difficult for traditional security measures based
on rules or single features to accurately identify attacks[9]. Against this backdrop, Security Situation
Awareness (SSA) has gradually become an important focus of research in industrial Internet
security[10].

2.2. Situation Element Extraction Method Based on Deep Learning

Deep learning methods, with their powerful automatic feature learning capabilities, have been
widely applied in the field of network security situation element extraction. Convolutional Neural
Networks (CNNs) can learn local spatial features from raw traffic data and are widely used in
intrusion detection and traffic classification tasks; Recurrent Neural Networks (RNNs) and their
improved models (such as LSTM and GRU) are good at modeling time series data and have obvious
advantages in capturing the temporal dependencies of network traffic.

To further enhance feature modeling capabilities, some studies have attempted to combine
multiple deep learning architectures. For example, models combining CNNs and LSTMs can extract
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both spatial and temporal features simultaneously, achieving good results in detecting attacks in
industrial control networks[14,15]. With the development of attention mechanisms, Transformer
models have been gradually introduced into the field of network security due to their excellent global
modeling capabilities[16]. They capture long-distance dependencies between features through the
self-attention mechanism, alleviating the performance bottlenecks of traditional sequential models in
modeling long sequences.

Although deep learning methods demonstrate high accuracy in situational element extraction
tasks, they still have certain limitations. On one hand, deep models usually rely on a large amount of
high-quality labeled data, which is difficult to obtain in industrial internet scenarios; on the other
hand, centralized training methods require aggregating data to a central server, which in practical
applications can lead to privacy leaks and data security risks, limiting the deployment of the models
in real industrial environments[17].

2.3. Research on the Application of Federated Learning in Industrial Internet Security

In response to the issues of data privacy and data silos brought about by centralized model
training, federated learning (FL), as a distributed collaborative learning framework, has gradually
attracted attention. Federated learning allows participants to train models without sharing raw data,
optimizing the global model solely through the exchange of parameters or gradients, thereby
achieving cross-domain knowledge sharing while ensuring data privacy.

In recent years, researchers have begun to introduce federated learning into the field of
industrial internet security, such as federated intrusion detection systems and federated anomaly
detection models. These methods can make full use of data resources distributed across various
industrial nodes or enterprises, to a certain extent improving the generalization ability and
robustness of the models. Moreover, the federated learning framework naturally fits the multi-agent
and distributed application scenarios in the industrial internet, offering high practical application
value.

However, existing research on industrial internet security based on federated learning mostly
uses a single deep model structure, with limited capability for multidimensional modeling of
complex features. Additionally, in cases of highly heterogeneous data distributions, federated
learning models are prone to slow convergence or unstable performance. How to further enhance
feature extraction capabilities and model robustness under the federated framework remains a key
issue that urgently needs to be addressed.

3. A Model of Security Situation Element Extraction Based on Federated Deep
Learning

This paper proposes a network security situation element extraction model FL-RBTNet that
integrates federated learning architecture and deep learning model, and its specific architecture is
shown in Figure 1. The feature extraction part of the model mainly includes ResNet module, BILSTM
module and Transformer module. The combination of these three modules helps to extract high-
dimensional features in network traffic and capture its local information and context information.
Secondly, the model is trained and optimized in the Federated Learning Framework. After each
participant completes the model training locally, the central server jointly optimizes the global model
through the aggregation mechanism. In general, FL-RBTNet further optimizes the situation element
extraction effect of the deep learning model on the premise of protecting user data privacy.
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Figure 1.FL-RBTNet structure diagram.

3.1. FL-RBTNet Federate Architecture

According to the distribution of samples, federated learning can be divided into horizontal
federated learning, vertical federated learning and transfer federated learning. Among them,
horizontal federated learning is suitable for scenarios with the same features but different samples;
while vertical federated learning is suitable for scenarios with overlapping samples but different
features [18] . In view of the fact that industrial internet security data usually presents the
characteristics of lateral segmentation, this paper chooses the centralized lateral federated learning
framework [19] for experiments, giving full play to its advantages in model training efficiency and
data collaboration. The detailed structure of the deep learning model based on the Federated
Learning Framework proposed in this paper is shown in Figure 1.

In the FL-RBTNet model, participants in federated learning include multiple local clients and a
central Server. The federated learning process is mainly divided into two key steps: local model
training and central aggregation. In the local model training phase, each client trains and optimizes
the FL-RBTN et model based on local data. Subsequently, the central server is responsible for
aggregating the local models submitted by each client, thus, the global model is generated.

(1) Localized training

. . n .
Assume that each client K has a local private dataset: . Where ' X Represents the dataset size of
the k-th client participating in the joint training, and n denotes the size of the data set for all clients

participating in the joint training process. Each client builds a smaller data set Dy that represents the

. A X,V

loss of using parametersto make predictions on the sample ( i i )
process, the training of the model is similar to the traditional machine learning method. All clients
will uniformly determine the local model training objectives and perform corresponding

. In the client local training

optimizations, namely:
. . 1
mmweRd p(X, Y a)) = mmweRd HZizlp(Xi’ i Ct)) €))

Notably, Federated Learning, as a particular machine learning model, has been proposed to
improve the efficiency of learning, its global loss function is related to the data calculation for each
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batch on the client: the specific loss needs to be calculated by the weighted average method from the
loss function calculated on each client, i.e:

N
I‘global = Z;Laip(xl y’ 60) (2)

Where a; representing the weight of the ith client, each client has the same weight,
The update of the model parameters for each client is represented by Equation (3) below.

Wy =01 Vp(X, Y a))

Kn
a)t+1:a)t_77|£FkVLk(Xk'yk;wt) 3)

K nk
Oy =0 —n 22—
=N

Where P (xyi @) represents the average gradient loss over a client-side private dataset under

the parameter @. T 1s the learning rate.

(2) central aggregation

After the central server receives the model parameter information from the clients participating
in this round of federated learning, it needs to average the uploaded model parameters to further
optimize the global sharing model. The aggregation process can be represented by Formula 4:

Sin, K

= 4
“ 41 kzlnwﬁl @)

3.2. FL-RBTNet Hybrid Deep Learning Model

In the framework of federated learning, each local client uses its data to construct a global
security situation element extraction model FL-RBTNet. As shown in Figure 1, the feature extraction
part of the FL-RBTNet model consists of three modules: the residual convolution module (Resnet),
the bidirectional long short-term memory module (BILSTM), and the Transformer module.

(1) ResNet module

As the number of deep neural network layers continues to deepen, the performance of the
network model may decline. Not only will the gradient disappear, but also the network degradation
will increase the risk of overfitting[20] . The residual neural network (ResNet) effectively solves the
problems in deep neural network training by means of residual learning mechanism. The jump
connection design of its core can significantly alleviate the problems of gradient disappearance and
gradient explosion, which makes it possible to construct a deeper network and realize effective
training. The specific structure of ResNet can be seen in Figure 2.
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Figure 2. residual network structure

In ResNet network, residual mapping refers to the change part learned by the network, and its
core is to represent the network output as the sum of input and residual. The design of skip
connection allows the middle layer of the network to directly skip the middle layer and pass the input
to the subsequent layer, which can not only alleviate the problem of gradient disappearance, but also
improve the training efficiency and convergence speed of the network, the structure of the residual
network enables the network to obtain the same output as the input in the worst case, making it easier
to optimize the residual features compared to learning the unquoted feature map [21] .

The input data is first processed by 3x3 convolution layer (Conv2_1) to extract shallow local
features, which lays the foundation for deep modeling. Subsequently, through four residual blocks,
each residual block contains two layers of 3x3 convolution (Conv2_2, Conv2_3) , and gradually
generates a feature representation with higher abstraction to strengthen the model expression ability.
The skip connection of residual architecture can alleviate the vanishing gradient problem, and batch
normalization (BN) stabilizes the data distribution and reduces the internal covariate offset. After
residual block processing, the maximum pooling layer reduces the data dimension by local maximum
selection, and finally converts the two-dimensional feature matrix into a one-dimensional feature
vector by Flatten operation.

(2) BILSTM module

A Bidirectional Long Short-Term Memory neural network (BILSTM) is an extension of LSTM
that includes both forward and backward computation, with the backward computation updating
the hidden state and the cell state in reverse time order[22].The one-dimensional feature vector is sent
to the BILSTM module for further processing, and the size of the hidden layer is set to 128 in the
conventional scenario and 64 on the ToN-IoT2021 dataset. By fusing the forward and backward
information of the sequence, the module can efficiently capture the long-term dependencies and
improve the integrity of feature extraction, especially for complex network traffic data processing, it
helps the security defense system to accurately identify potential attacks and enhance reliability. This
sequential processing ensures that the model can achieve efficient synergy between local features and
global dependencies, thereby improving accuracy and performance .

(3) Transformer module

Transformer is an attention-based deep learning model architecture proposed by Vaswani et al.
in 2017 and was originally used for tasks such as sequence modeling and machine translation[23] . A
one-layer encoder architecture is adopted (the number of multi-head attention heads is 6, as shown
in Figure 2) , and the long-distance association between features is modeled by the self-attention
mechanism to capture global key information. Multi-head attention design enriches the diversity of
feature representation, helps the model to focus on core features and suppress redundant
information, and then improves the overall modeling effect and classification performance.
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The high-dimensional features obtained by multi-level feature extraction will be input into the
fully connected layer to complete further feature compression and classification, and then achieve
efficient feature discrimination. This study additionally introduces a federated learning framework
to train the FL-RBTNet model, which can not only carry out distributed training under the premise
of ensuring data privacy and security, but also make full use of multi-source heterogeneous data,
improve the generalization ability and environmental adaptability of the model. It should be
emphasized that the federated learning process only transmits model parameters rather than raw
data, which significantly reduces the communication overhead and the load of the central server, it
is especially suitable for data-sensitive and resource-constrained industrial internet scenarios, which
can help to achieve efficient and collaborative intelligent security analysis.

In order to more clearly explain the specific execution steps of the FL-RBTNet model in the
process of extracting network security situation elements, the pseudo code description of its core
algorithm flow is given, as shown in Algorithm 1. The algorithm shows in detail the operation process
of local feature extraction, global parameter aggregation and FL-RBTNe model collaborative
modeling under the framework of Federated Learning, it provides a theoretical basis and reference
standard for the subsequent system implementation and reproduction.

Algorithm 1: network security situation elements extraction algorithm based on FL-RBTNet

Sn : Client subset, Dk : Client data sample, Client, Server: Central Server, @), :Client model parameters

1. Server executes:
2. initialize @, //initialize global model parameters
3. Dataset preprocessing

4. For eachround t=1,2,... do

5. Sn <— (random set of m clients)
kK .
6. Dk = {Xi v Yi } <— dataset //data allocation

7. For each client K € Sn in parallel do
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8. a)ﬁl <~ CIientUpdate(k, @, ) //client parameter update
9. Upload to the Server

10. 0]

K
= Z& @/ tion of model t
+1 T o ) 11 //aggregation of model parameters

11.  ClientUpdate (K, @) : client parameter update function

12. B <« split D, into batches of size B

13.  For eachlocalepoch t=1,2,... do//Local training
14. For b e B do//dients to run the FL-RBTNe model

15.

o, = —nVp(X,Y;)

Kn
O = O _ngtlﬁVLk(xk' yk;a)t)

inkf
.., =, — —
t+1 t 77k:1n k

16. Return @

4. Experiment and Result Analysis

The experiments in this chapter are carried out on a computer configured with 8 GB RAM and
Intel (R) Core (TM) i5-8250U CPU@1.60 ghz, running Windows 10, programmed with Python 3.12.0,
and using pytorch 1.1.0 + GPU platform to build the model framework. The process of the experiment
is as follows.

(1) model initialization: firstly, the goal and Evaluation Index of Federated Learning are
determined, and the global model parameters are initialized. At the same time, hyperparameters such
as learning rate and batch size are set, and the number of training rounds and stopping conditions of
federated learning are clarified. Before starting the training, the data needs to be preprocessed,
including feature label separation, numerical coding and format conversion.

(2) client selection and data allocation: a number of clients are randomly selected from the parties
participating in federated learning for model training. In order to realize the distributed processing
of data, the index mechanism based on client ID is used to randomly distribute the data. Each client
is assigned a unique ID, and the data set is divided into subsets based on these ids, which are then
randomly assigned to each client for local data processing.

(3) client-side local model training: the Central Server sends the aggregated global model
parameters to each client. The client is trained on the local data based on these parameters, and the
training process consists of 5 rounds. In each round, the client calculates the loss and gradient,
performs forward propagation and back propagation, and continuously optimizes the model.

(4) parameter aggregation: the client uploads the model parameters, loss values and gradient
information obtained from local training to the central server. The server integrates the parameters
from different clients through an average aggregation strategy, which updates the global model by
calculating the average of the model parameters uploaded by all clients.

(5) repeat training and convergence: steps (3) and (4) are repeated until the set stop condition is
reached. After each round of training, the server evaluates the performance of the global model, and
calculates the accuracy, loss and other indicators on the test set to monitor the change of model
performance in real time.

(6) global model evaluation: when the training reaches the stopping condition, the server will
evaluate the final global model and calculate its performance index on the independent test set to
ensure the validity and robustness of the model.
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4.1. Model Performance Evaluation Metrics

In the deep learning model performance evaluation experiment, there are multiple evaluation
indexes to comprehensively measure the model performance. Common metrics include ACC, Recall,
Precision, and F1-score. The metrics are calculated as follows:

_ TP+TN
" TP+TN+FN+FP
TP
TP+FN
TP
TP+FP
2* Recall* Precision
F1-score= —
Recall + Precision

Recall =

@)
Precision=

Among them, the true class and the true negative class represent the number of samples correctly
classified as attack class and non-attack class respectively, and the false positive class and false
negative class represent the number of samples wrongly classified as attack class and non-attack class.
ACC represents the proportion of the number of samples correctly predicted by the model to the total
number of samples, and Recall represents the proportion of the number of samples correctly
predicted by the model to the number of actual positive samples Precision represents the ratio of the
number of samples correctly predicted by the model to the number of samples predicted to be
positive; Fl-score is the harmonic mean of recall and Precision, which is used to comprehensively
measure the performance of the model.

4.2. Datasets

Three data sets are used in this experiment. KDD Cup99 is a classic intrusion detection dataset
with good uniformity and wide application basis; SCADA2014 is derived from real industrial
environments and covers a variety of industrial attack types; Ton-iot2021 integrates multiple data
sources of the entire industrial Internet of things system, and is widely used in the training and
evaluation of industrial internet intrusion detection models. The above three datasets provide a
variety of network security scenarios and attack types for the experiments in this chapter, which helps
to verify the generalization ability and overall performance of the model in a distributed
environment. Experiments were conducted on the three datasets using five-class, eight-class, and
nine-class classifications, respectively.

In order to simulate a more realistic and highly non-independent and identically distributed
(non-IID) data silo scenario as much as possible, before the start of federated learning, unlabeled
samples were randomly grouped: they were divided into subsets equal to the number of federated
learning clients, and these data subsets were then assigned to each client. Each FL client must
independently complete data preprocessing before conducting local model training. The data
preprocessing methods in this study are the same as those in Chapter 3, including feature-label
separation, numerical encoding, and data format conversion. The sample distribution of the FL-
RBTNet model is shown in Figure 4. The FL-RBTNet model is trained only locally, with no privacy
data exchanged between clients or between clients and the server. This setup aims to maximally
reproduce a data silo environment, providing a more realistic testing foundation for subsequent
research on distributed training and privacy protection.
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Figure 4. Data silo scenario sample distribution

4.3. Experimental Parameters

The selection of hyperparameters has an important influence on the performance and
generalization ability of the model. Reasonable selection of hyperparameters can not only improve
the performance of the model, but also accelerate its convergence speed. In this chapter, the grid
search method is used to optimize the hyperparameters, and the specific settings are as follows: the
number of clients is 10, the number of client training rounds is 5, and the total training round of
federated learning is 10. The weight decay regularization coefficient is set to 0.001, the optimizer uses
Adam, and the learning rate is set to 0.005. In addition, the Dropout function is set to a ratio of 0.5,
and the batch size is set to 128.

Table 1. parameter details.

Parameters Search area Optimal value
Number of federated learning clients [5,10,15,20] 10
Federated learning client model training [13,5,7,9] 5
rounds
Number of federal trainings [5,10,15,20] 10
Weight decay [0.0005,0.001,0.01] 0.001
Learning rate [0.0005,0.001,0.005,0.01] 0.005
Dropout rate [0.2,0.3,0.4,0.5] 0.5
Batch size 32,64,128,256] 128

Figure 5 shows the changes in the loss values of the FL-RBTNet model during federated learning.
The horizontal axis shows the epochs of federated learning, the vertical axis is the average of the loss
values for each of the ten clients in each round of training. From the graph, it can be seen that with
the increase of training rounds, the overall loss of the model on the three datasets gradually decreases,
indicating that under the synergistic effect of local training and global aggregation of each client, the
model performance continues to improve, and the performance of the model is improved, and the
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convergence effect is better. It is important to note that on the ToN-IoT2021 dataset, there is a brief
increase in the loss value at the fifth epoch. This phenomenon is more common in deep learning and
federated learning tasks, and may be related to factors such as learning rate settings and
heterogeneity of client data distribution. Although there are local fluctuations in the training process,
the overall trend is still declining, indicating that the model training process is stable and the
optimization effect is good.

KDD Cup99 dataset SCADA 2014 dataset Ton-iot2021 dataset

0.6

0.5

0.4 09 809

train loss

“ 03

0.2

01

Figure 5. changes of loss values on different data sets.

4.4. Selection of Model Parameter

In order to further optimize the structural design of the FL-RBTNet model and improve its
performance in the task of network security situation element extraction, a series of model parameter
selection experiments are carried out in this section, and the results show that the FL-RBTNet model
can be used to extract network security situation elements, it aims to evaluate the influence of
different key parameter settings on model performance. Specifically, this section explores the
influence of the number of convolution layers inside the residual block, the number of residual blocks,
the number of BILSTM hidden cells, and the number of Transformer encoder multi-head attention
heads on the model performance.

(1) The number of convolution layers inside the residual block

The number of convolution layers inside the residual block directly affects the feature extraction
ability and overall complexity of the model. The influence of different settings of convolution layers
on the effect of the model is evaluated by experiments, and the results are shown in Tables 2,3 and 4.
The experimental results show that when the number of convolution layers within the residual block
is 2, the ACC of the model on the KDD Cup, SCADA2014, and ToN-IoT2021 datasets is 98.89% ,
98.91% , and 98.12% , respectively, which are better than the 1-layer and 3-layer structures. The results
show that the number of convolution layers has a significant impact on the feature extraction ability.
If the number of convolution layers is too small, the model can not effectively capture the complex
local features in the data; while too many convolution layers, although it can enhance the ability of
feature modeling, it also increases the computational complexity, and it can improve the accuracy of
feature modeling, it is easy to lead to gradient disappearance or overfitting, especially when the data
sample is limited or the distribution is complex. This is further validated by a 3.8% reduction in ACC
at 3 layers of convolution compared to 2 layers for this high-dimensional heterogeneous dataset, ToN-
IoT2021.

Table 2. the effect of the number of convolutional layers within the residual block on the model-KDD Cup99
dataset (%).

Nun'1ber of ACC Recall Precision F1-score
convolutional layers
1 98.50 98.47 98.55 98.51
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2 98.89 98.87 98.93 98.90
3 97.66 97.57 97.67 97.62

Table 3. the effect of the number of convolutional layers within the residual block on the model-SCADA2014

dataset (%).
Nurr.1ber of ACC Recall Precision F1-score
convolutional layers
1 98.12 97.79 98.15 97.97
2 98.91 98.85 98.99 98.92
3 97.55 97.22 97.62 97.42

Table 4. the effect of the number of convolutional layers within the residual block on the model-ToN-I0T2021

dataset (%).
Number of ACC Recall Precision F1-score
convolutional layers
1 97.57 97.05 97.25 97.02
2 98.12 97.52 99.09 97.43
3 94.32 89.55 93.18 91.04

(2) Number of residual blocks

The number of residual blocks affects the depth and complexity of feature extraction in the local
spatial dimension. By setting different numbers of residual blocks (2,4,6) , the experimental results
are shown in Tables 5,6, and 7. The results show that the performance of the model is the best when
there are four residual blocks. On the KDD Cup dataset, the ACC of the 4 residual blocks is 1.71%
and 1.91% higher than that of the 2 and 6 residual blocks, respectively; on the SCADA2014 dataset,
the ACC of the 4 residual blocks is 0.98% and 1.45% higher than that of the 2 and 6 residual blocks,
respectively; On the ToN-I0T2021 dataset, the ACC of the 4 residual blocks was 0.88% and 2.39%
higher than those of 2 and 6, respectively. These results show that too few residual blocks can cause
the model to fail to capture complex local spatial features, while too many residual blocks may
increase computational complexity, introduce redundant features and lead to overfitting. Therefore,
an appropriate number of residual blocks can effectively balance the feature extraction ability and
computational efficiency, thereby improving the model performance.

Table 5. the effect of the number of residual blocks on model performance-KDD CUP99 dataset (%).

Number of residual blocks

N ACC Recall Precision F1-score
2 97.18 96.65 97.11 96.88
4 98.89 98.87 98.93 98.90
6 96.98 96.47 96.89 96.68

Table 6. effect of number of residual blocks on model performance-SCADA2014 dataset (%).

Number of residual blocks

N ACC Recall Precision F1-score
2 97.93 97.61 97.99 97.80
4 98.91 98.85 98.99 98.92
6 97.46 97.13 97.53 97.33

Table 7. effect of number of residual blocks on model performance-ToN-IoT2021 dataset (%).

Number of residual blocks

N ACC Recall Precision F1-score
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2 97.24 96.07 97.33 96.57
4 98.12 97.52 99.09 97.43
6 95.73 95.14 92.39 93.24
Table 8. effect of the number of BILSTM hidden units on the model-KDD Cup99 dataset (%).
BILSTM hides the number ACC Recall Precision F1-score
of cells
64 97.98 97.89 97.97 97.93
128 98.89 98.87 98.93 98.90
256 97.38 97.13 97.29 97.21
Table 9. BILSTM effect of hidden cell number on model-SCADA2014 dataset (%).
BILSTM hides the number ACC Recall Precision F1-score
of cells
64 98.40 98.08 98.46 98.27
128 98.91 98.85 98.99 98.92
256 97.69 97.37 97.79 97.58
Table 10. effect of number of hidden cells in BILSTM-ToN-I0T2021 dataset (%).
BILSTM hides th b
5 tces the number ACC Recall Precision F1-score
of cells
32 98.00 95.72 95.91 95.50
64 98.12 97.52 99.09 97.43
128 96.88 94.99 95.77 95.11

(4) Transformer encoder multi-head attention head count

The multi-head attention mechanism in Transformer encoder can capture the global
dependencies between input features in parallel. The experimental results are shown in Tables 11,12,
and 13. The results show that the model performs best when the number of heads with multi-head
attention is 6, and ACC on the three datasets performs better than 4 and 8 heads, respectively, other
metrics such as recall, precision, and F1-score also achieved the best results. When the number of
headers is small, it may be difficult to cover all important feature relationships, resulting in
insufficient understanding of the global context of the model; when the number of headers is too
large, the subspace dimension that each attention head can express is reduced, and the number of
headers is too large, may lead to a decline in model performance, while increasing computational
resource consumption and overfitting risk.

Table 11. effects of the number of headers of encoder multi-headers' attention on model performance-KDD

CUP99 dataset (%).
Attention head count ACC Recall Precision F1-score
4 96.58 96.64 96.66 96.60
6 98.89 98.87 98.93 98.90
8 95.97 95.25 96.54 95.89

Table 12. effect of the number of headers of encoder multi-head attention on model performance-SCADA2014
dataset (%).

Attention head count ACC Recall Precision Fl-score

4 97.45 97.08 97.41 97.25
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98.91 98.85 98.99 98.92
96.33 96.00 96.16 96.08

Table 13. effect of the number of headers of encoder multi-head attention on model performance-ToN-IoT2021

dataset (%).
Attention head count ACC Recall Precision Fl-score
4 97.68 97.07 97.40 97.12
6 98.12 97.52 99.09 97.43
8 97.46 96.57 97.36 96.84

4.5. Ablation Test

Ablation experiments are a standard way to assess the importance of the various components in
a model. By removing or replacing specific modules in turn and observing the subsequent changes
in model performance, the contribution of each component to the overall system performance can be
analyzed quantitatively and qualitatively. To gain insight into the effectiveness and relative
importance of each core module in the FL-RBTNet model, a series of ablation experiments were
conducted in this section. The FL-RBTNet model is mainly composed of three key functional
modules: ResNet, BILSTM, and Transformer. Accordingly, six experimental configurations are
designed to investigate the performance changes, and the performance of the fl-rbtnet model is
analyzed, they are: Resnet only, BILSTM only, ResNet-transformer hybrid model, BiLSTM-
transformer hybrid model, ResNet-BiLSTM hybrid model, and the complete FL-RBTNet (which
integrates all three modules) . The ablation experimental results on the three datasets are shown in
Figures 6,7, and 8, respectively.
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Figure 6. Ablation experiments on KDD Cup99 dataset
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Figure 7. Ablation experiments on the SCADA2014 dataset
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Figure 8. Ablation experiments on the ToN-IoT2021 dataset

Observing the three graphs, it can be seen that Resnet alone and BILSTM alone perform poorly,
which may be due to the fact that this may be due to their ability to extract features only from a single
dimension of the spatial local or temporal series, respectively, and the fact that Resnet alone and
BILSTM alone perform poorly, lack of collaborative modeling ability for multi-dimensional
information in complex network traffic data. The performance of the combined ResNet-BiLSTM
module on the three datasets has been significantly improved, which is due to the ability of the
structure to simultaneously extract spatial local features and temporal dependence information in
network traffic, and to improve the performance of the combined ResNet-BiLSTM module, thus, the
recognition ability of the model for complex attack behaviors is improved. Resnet and BILSTM alone
also show performance improvements with the addition of the Transformer module because of
Transformer's powerful global modeling capabilities, it can capture the long-distance dependencies
and global context information between features through the multi-head self-attention mechanism.
FL-RBTNet achieved relatively better results on multiple evaluation indicators, reaching 98.89% ACC
on the KDD Cup99 dataset, 98.91% ACC on the SCADA2014 dataset, and 98.12% ACC on the ToN-
IoT2021 dataset. This result reflects the complementary advantages of ResNet, BiLSTM and
Transformer in local feature extraction, temporal dependence modeling and global feature modeling,
it can help the model to deeply characterize complex network traffic data from multiple dimensions,
thus showing good performance in the situation element extraction task under the Federated
Learning Architecture.
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4.6. Comparative Experiments

To comprehensively evaluate the effectiveness and advantages of the proposed FL-RBTNet
model, this section conducts comparative experiments with other models and different structural
combinations on an independent test set. Specifically, FL-RBTNet was compared with PNN, KNN,
RF, Transformer, cgan-Transformer on KDD Cup99 dataset; FL-RBTNet was compared with CNN-
GRU, RNN, LSTM, Transformer, Res-CNN-SRU on SCADA2014 dataset; FL-RBTNet was compared
with CNN-GRU, RNN, LSTM, Transformer, Res-CNN-SRU on ToN-IoT2021 dataset; FL-RBTNet was
compared with PNN, KNN, RF, Transformer, cgan-Transformer on KDD Cup99 dataset; FL-RBTNet
was compared with CNN-GRU, RNN, LSTM, Transformer, RES - FL-RBTNet is compared with PNN,
KNN, RF, Deepak-iot, E-ADS, and SATIDS, which is an intrusion detection system based on
improved LSTM. The experimental results are shown in Tables 14, 15, and 16.

Table 14. comparison of classification effects of different situation elements extraction models-KDD Cup99

dataset (%).

Models ACC Recall Precision F1-Score

PNN 90.76 90.75 98.18 94.32

Knn 90.19 90.18 98.20 94.02

Speaking 87.95 87.94 89.03 88.48

Transformer 91.01 91.01 91.85 91.43

CGAN-transformer 93.07 93.07 94.29 93.68

FL-RBTNet 98.89 98.87 98.93 98.90

Table 15. comparison of classification effects of different situation element extraction models-SCADA2014
dataset (%).

Models ACC Recall Precision F1-score
CNN-GRU 94.69 78.92 78.94 75.45
RNN 94.95 78.17 78.89 77.98
LSTM 95.25 95.25 95.49 95.30
Transformer 95.07 95.07 91.85 93.43
Res-cnn-sru 98.79 95.04 95.34 95.38
FL-RBTNet 98.91 98.85 98.99 98.92

Table 16. comparison of classification effects of different situation elements extraction models-ToN-I0T2021
dataset (%).

Models ACC Recall Precision F1-Score
PNN 88.15 79.84 85.80 82.71
Knn 89.91 89.93 89.81 88.38
Speaking 93.94 92.38 86.87 91.81
Deepak-iot 90.57 88.23 89.59 88.87
E-ADS 96.35 / 90.55 95.03
Satids 96.56 97.40 97.30 97.35
FL-RBTNet 98.12 97.52 99.09 97.43

Observing the three tables, it can be seen that the FL-RBTNet model shows better performance
on four key indicators on the three datasets, especially on Recall, Precision, and F1-Score indicators,
compared with the comparison model, and the FL-RBTNet model shows better performance on
Recall, Precision, and F1-Score, compared with the comparison model. This shows that FL-RBTNet
has strong robustness and accuracy when dealing with data sets of different types and sizes. The
ACC, Recall, Precision, and F1-score of FL-RBTNet on the KDD Cup99 dataset are 98.89% , 98.87% ,
98.93% , and 98.90% , respectively; The ACC, Recall, Precision, and F1-score of FL-RBTNet on the

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202601.0945.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 14 January 2026 d0i:10.20944/preprints202601.0945.v1

17 of 18

SCADA2014 dataset were 98.91% , 98.85% , 98.99% , and 98.92% , respectively; The ACC, Recall,
Precision, and F1-score of FL-RBTNet on the ToN-I0T2021 dataset were 98.12% , 97.52% , 99.09% ,
and 97.43% , respectively. The ResNet module can effectively extract the local structural features of
the network traffic data, which is mainly due to its powerful feature extraction and modeling
capabilities The BILSTM module is modeled from the forward and backward time dimensions, which
can capture the context dependencies in time series data more fully The multi-head self-attention
mechanism in the Transformer module gives the model the ability to model global dependencies,
and enhances the model's ability to focus on important features. In addition, with the support of the
Federated Learning Framework, the FL-RBTNet model can integrate multi-source data knowledge
in a distributed environment to achieve the unity of privacy protection and performance
improvement. This privacy protection capability is particularly important for dealing with sensitive
data, which makes the FL-RBTNet model have obvious advantages in application scenarios that
require strict data protection.

5. Conclusion

Aiming at the problem of insufficient data privacy protection and sharing in the extraction of
industrial internet security situation elements, this paper proposes a FL-RBTNet model that
integrates federated learning and deep learning. The model integrates ResNet, BILSTM and
Transformer architectures to enhance the ability of multi-dimensional feature extraction. The
distributed training is realized through the Federated Learning Framework, which protects data
privacy and alleviates the problem of data islands. Experiments show that flrbtnet is superior to the
comparison method in key indicators such as precision and recall rate, which effectively improves
the extraction effect of situation elements and provides a feasible scheme for industrial internet
security awareness.
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