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Abstract

Multi-Group Homomorphic Encryption (MGHE) is a pivotal advance in secure multi-party com-
putation, integrating merits of Multi-Party Homomorphic Encryption (MPHE) and Multi-Key Ho-
momorphic Encryption (MKHE) to eliminate MPHE's fixed-party limitation and mitigate MKHE’s
ciphertext expansion from dynamic enrollment. However, the efficient single-key FINAL scheme
cannot extend to multi-party scenarios, due to the challenge of defining valid multiplication for vector
NTRU ciphertexts, which hinders its use in multi-group bootstrapping and curbs efficiency. To address
this, additive secret sharing is adopted to convert vector NTRU ciphertext multiplication into secret
share multiplication, enabling shared bootstrapping key generation within groups. For the first time, a
multi-group ciphertext bootstrapping algorithm based on LWE and NTRU is proposed. Bootstrapping
tasks are decomposed for parallel processing, and a hybrid product algorithm is designed to aggregate
subtask outputs, boosting multi-group bootstrapping speed to match that of single-key ciphertexts.
Noise accumulation is analyzed, with 100-bit and 128-bit security parameter sets selected for valida-
tion. Experiments show that 30/50-party multi-group bootstrapping takes only 1.87/2.58 seconds
respectively.

Keywords: multi-group homomorphic encryption; parallelism; secure multi-party computation; secret
sharing; bootstrapping

1. Introduction

Homomorphic encryption (HE) is a cryptographic technology that enables computations to be
performed directly on encrypted data. Dubbed the "holy grail" of cryptography, HE holds enormous
application potential in the field of information security. Based on the scope of homomorphic com-
putations supported, HE can be categorized into Partial Homomorphic Encryption (PHE), Leveled
Homomorphic Encryption (LHE), and Fully Homomorphic Encryption (FHE). Early research on HE
focused on PHE, with representative schemes including the RSA scheme proposed by Rivest et al. [2]
and the Paillier encryption scheme [3] developed later. The RSA scheme exhibits multiplicative ho-
momorphism—decrypting the product of two ciphertexts yields the product of the corresponding
plaintexts. In contrast, the Paillier scheme possesses additive homomorphism—decrypting the product
of two ciphertexts results in the sum of the corresponding plaintexts. However, PHE schemes are
highly restrictive as they only support either additive or multiplicative homomorphism. Decades
after the concept of "homomorphic encryption” was proposed, Gentry [4] introduced a framework for
constructing FHE, shifting academic focus from PHE to LHE and FHE. LHE supports both additive
and multiplicative operations on ciphertexts, and the resulting new ciphertexts are encryptions of the
corresponding plaintext sums or products. Nevertheless, LHE does not allow unlimited homomorphic
computations—if the noise accumulated after each computation exceeds the scheme’s tolerance thresh-
old, the ciphertext will fail to decrypt. Gentry’s FHE framework consists of LHE and bootstrapping.
The core idea of bootstrapping is to execute a homomorphic decryption circuit on the ciphertext before
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the noise reaches the threshold. As long as the noise of the bootstrapped ciphertext remains sufficiently
low to support one additional homomorphic operation, LHE can be transformed into FHE.

Existing bootstrapping methods primarily fall into three categories. The first category is tailored
for BGV/BFV schemes [5-8], leveraging the Chinese Remainder Theorem (CRT) over polynomial
rings. Its core idea involves re-encrypting the original ciphertext and then decrypting the inner-layer
ciphertext of the new ciphertext. The second category is designed for the CKKS scheme [9]. Since CKKS
ciphertexts treat noise as part of the plaintext, the decryption function is replaced by an approximate
modulus function, with the remaining steps closely resembling those of the first category. The third
category is the bootstrapping based on blind rotation in TFHE schemes [10,11]. Unlike the previous
two, blind rotation utilizes the negative cyclic property of the polynomial ring Zn[X]/ (XN + 1). By
iteratively multiplying the rotation polynomial with key-related monomials, specific coefficients of
the rotation polynomial are rotated to the constant term in the encrypted state, thereby achieving
homomorphic decryption. In TFHE, blind rotation consists of two types of ciphertexts (RLWE and
RGSW) and their "external product”. Given the large size of these two ciphertext types, Bonte et
al. [12] proposed the NTRU-based FINAL scheme to reduce the size of bootstrapping keys. The
FINAL scheme replaces RLWE and RGSW ciphertexts with scalar NTRU and vector NTRU ciphertexts,
respectively. Since scalar NTRU ciphertexts consist of only one polynomial, and the size of vector
NTRU ciphertexts is half that of RGSW ciphertexts, the NTRU-based bootstrapping algorithm not only
offers superior space complexity but also requires fewer polynomial multiplications for executing the
"external product" compared to TFHE.

The primary application of FHE is outsourcing computation, where data owners can encrypt their
data and entrust it to untrusted computing service providers without revealing sensitive information.
However, in secure multi-party computation (SMPC) scenarios, there is a need to compute data from
multiple sources, rendering single-key FHE inadequate. To meet this demand, researchers have ex-
tended FHE to multi-party settings, leading to two main technical routes: static Multi-Party Homomor-
phic Encryption (MPHE) [13-15] and dynamic Multi-Key Homomorphic Encryption (MKHE) [16-18].
MPHE requires parties to be fixed prior to computation, with various keys generated collectively by
all parties. Since encryption, decryption, and bootstrapping are performed under the same key, its
computational efficiency is independent of the number of parties, ensuring high efficiency but limited
flexibility. In contrast, MKHE does not require pre-computation negotiation among parties—each
party generates its own key and participates in encryption, decryption, and bootstrapping without
disclosing any key-related information. However, the size of multi-key ciphertexts is positively cor-
related with the number of parties, resulting in high flexibility but low computational efficiency. To
balance flexibility and efficiency, Kwak et al. [19] proposed a new HE primitive called Multi-Group
Homomorphic Encryption (MGHE). MGHE treats ciphertexts of MPHE as single-key ciphertexts
under a joint public key, while ciphertexts encrypted under joint public keys of different groups are
computed jointly in a multi-key manner. In the initial MGHE construction, bootstrapping adheres to
the first, second, and third methods based on RLWE and RGSW, lacking support for NTRU-based blind
rotation bootstrapping. To harness the advantages of the FINAL scheme and enhance the practicality of
MGHE, this study designs an NTRU-based bootstrapping algorithm for multi-group LWE ciphertexts.
Specifically, the main contributions of this paper are as follows:

1. A secret sharing-based bootstrapping key generation algorithm is proposed. The FINAL
scheme lacks an asymmetric encryption variant, and existing NTRU-based blind rotation
algorithms [20,21] employ symmetrically encrypted bootstrapping keys. To ensure compati-
bility between the proposed bootstrapping algorithm and NTRU-based blind rotation while
maintaining low noise levels in bootstrapping keys, additive secret sharing is introduced in
the offline phase before bootstrapping. parties within the same group collectively negotiate
and generate bootstrapping keys through operations such as addition and multiplication of
secret shares.
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2. A multi-group hybrid product algorithm is proposed. To parallelize bootstrapping, the core
steps of bootstrapping are divided into multiple subtasks by group. Each subtask independently
performs blind rotation using the corresponding group bootstrapping key, and the outputs of the
subtasks are aggregated using the multi-group hybrid product algorithm.

3. Secure parameter sets are determined and the effectiveness is verified through experiments. Since
the FINAL scheme is based on NTRU, "overstretched" parameters render the scheme vulnerable
to sublattice attacks. By analyzing the upper bound of noise, the parameters of the proposed
scheme are ensured to remain within a secure range using LWE [22] and NTRU estimators [23].
Experiments are conducted under two different parameter sets with the number of groups
ranging from 2 to 8, validating the effectiveness of the proposed scheme.

2. Related Work

In MGHE, plaintexts within the same group are encrypted using a joint public key in the form
of MPHE, while ciphertexts encrypted under joint public keys of different groups are computed
in a multi-key manner. Thus, MGHE can be regarded as an extension of MPHE to multi-key sce-
narios. Current mainstream single-key HE schemes include BGV [24], BFV [25], CKKS [26], and
FHEW [27]/TFHE [10,11]. Both MPHE and MKHE schemes are constructed on top of these single-key
schemes.

2.1. Multi-Party Homomorphic Encryption Schemes

The earliest MPHE scheme was constructed by Asharov et al. [28] based on the LWE-based BGV
scheme. In this scheme, parties independently generate public keys, broadcast them, and compute the
joint public key locally by summing the received public keys from other parties. Similarly, Mouchet et
al. [14] constructed an RLWE-based MPHE on the BFV scheme, which can be easily extended to BGV
and CKKS schemes. FHEW /TFHE-type schemes employ two layers of ciphertexts: the first layer is
basic LWE ciphertexts, and the second layer is RGSW ciphertexts for homomorphic decryption. Unlike
BGYV, BFV, and CKKS schemes, TFHE encodes the LWE secret key into the monomial X and encrypts it
into the second-layer ciphertext as the bootstrapping key, achieving homomorphic decryption through
the blind rotation algorithm. Thus, constructing a multi-party TFHE scheme requires generating
multi-party bootstrapping keys. Lee et al. [29] realized the generation of multi-party blind rotation
keys by leveraging homomorphic multiplication between RGSW ciphertexts, constructing a feasible
multi-party bootstrapping algorithm. Subsequently, Park et al. [30] built the first multi-party TFHE
scheme based on this bootstrapping algorithm.

2.2. Multi-Key Homomorphic Encryption Schemes Based on Blind Rotation

As the fastest method for bootstrapping a single ciphertext, blind rotation is not only applicable to
TFHE schemes but also compatible with all (R)LWE-based encryption schemes. Thus, blind rotation is a
key technology for both MPHE and MKHE schemes. Chen et al. [18] first extended TFHE to multi-key
scenarios, proposing the CCS scheme. This scheme uses the hybrid product between multi-key RLWE
ciphertexts and single-key Uni-Enc ciphertexts to replace the external product between multi-key
RLWE and multi-key RGSW ciphertexts, achieving lower time and space overhead. Based on the
hybrid product algorithm proposed by Chen et al., Kwak et al. [31] constructed a generalized external
product algorithm and designed a parallelizable multi-key LWE ciphertext bootstrapping algorithm
(KMS scheme). The initial blind rotation algorithm, which used RLWE and RGSW ciphertexts as
inputs, was later improved in the FINAL scheme by Bonte et al. [12]. Based on the NTRU problem,
their key modification was to replace these ciphertexts with the more compact scalar NTRU and vector
ciphertexts, respectively. Since NTRU scalar and vector ciphertexts are smaller in size than RLWE
and RGSW ciphertexts, and fewer polynomial multiplications are required for their homomorphic
multiplication, the overhead of blind rotation is reduced. Building on the FINAL scheme, Xu et al. [32]
proposed an MKHE scheme that achieves approximately 5x speedup compared to the CCS scheme for
two parties. However, this scheme controls noise accumulation during homomorphic computations
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by fixing the Hamming weight of NTRU keys, which Kim et al. [33] pointed out compromises the
scheme’s security, making it unsuitable for practical applications. Park et al. [34] applied the hybrid
product algorithm to the key switching key generation protocol, avoiding the invocation of the hybrid
product during blind rotation, resulting in significant performance improvements over the CCS and
KMS schemes. Nevertheless, it still does not support parallel execution.

3. Preliminaries
3.1. Notions

Boldface letters denote vectors (e.g., ), and the inner product between two vectors a and b is
denoted as(a, b). Z denotes the ring of integers. For a given positive integer g, Z; denotes the quotient
ring Z/qZ, whose elements are integers in the interval [—1, 7). Similarly, given positive integers Q and
N (where N is a power of 2), R = Z[X]/ (XN + 1) denotes the 2N-th cyclotomic ring, and the quotient
ring Ro = R/QR = Zp[X]/ (XN + 1) consists of integer polynomials with coefficients in Zp. e + x
indicates that the random variable e is sampled from the distribution x. Similarly, e = (e, ..., e,) < X"
denotes that the vector e is obtained by sampling n times independently from x. For clarity, if e is a
polynomial (even if its coefficients are sampled multiple times from a distribution), the former notation
is still used. o and ¢ denote the standard deviation and variance of a distribution, respectively. For a
random variable a, Var(a) denotes its variance if a € Z, or the variance of its coefficients if # € R. For a
ciphertext ¢, err(c) denotes the ciphertext noise, and Var(err(c)) denotes the variance of the ciphertext
noise. |-], [-], and |- | denote the rounding function, ceiling function, and floor function, respectively.
In secret sharing schemes, for a secret s, [s]; denotes the secret share belonging to the i-th party, and
[s] = {[s];} denotes the set of secret shares.

3.2. Hard Problems
Definition 1. Decisional LWE Problem [35].

Given positive integers g, n and a distribution x over Z, the decisional LWE problem is to
distinguish between:

1. Randomly sampled pairs (x,y) € Z;™;
2. Pairs(b=—-Y!,a;si+ea)c Zg‘“, where a is uniformly sampled from Z, a; is the i-th element
of a, s is uniformly sampled from Z", s; is the i-th element of s, and e is sampled from y.

Definition 2. Decisional RLWE Problem [36].

Given positive integers Q, N, the polynomial ring R = Z[X]/ (XN +1), Rg = Zg[X]/ (XN +1),
and a distribution x over R, the decisional RLWE problem is to distinguish between:
1. Randomly sampled pairs (x,y) € R%;

2. Pairs (b= —as+e,a) € RZ%, where a, s are uniformly sampled from R, and e is sampled from y.
Definition 3. Decisional NTRU Problem [12].

Given positive integers Q, N, the polynomial ring R = Z[X]/ (XN + 1), Rg = Zg[X]/ (XN +1),
and a distribution x over R, let f <— x, e < x with f invertible in Rg. The decisional NTRU problem
is to distinguish between:

1. Arandomly sampled element a € Rp;
2. The element j% € Rp.

Definition 4. Decisional Vector NTRU Problem [37].

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Given positive integers Q, N, d, the polynomial ring R = Z[X] /(XN 4+ 1), R = Z[X]/ (XN 4+ 1),
and a distribution x over R, let f, ey, ...,e; < x with f invertible in Rg. The decisional vector NTRU
problem is to distinguish between:

1.  Arandomly sampled vector a = (ay,...,a4) € R4

2. The vector (%,,%) € R‘é.

3.3. Gadget Decomposition

Gadget decomposition is a technique for decomposing an integer in (Zg into multiple small
integers in Z. Given positive integers B, d = [log Q1, and a € Zg, the gadget decomposition vector
with base B is defined as gz = (B, B!,...,B%1) ¢ Z‘é. The decomposition function of the integer a
with base B is given by:

-1 _ d
gB (11) - (ﬂ],ﬂZ,...,ﬂd) GZ ’ (1)

where Y, a;- B! = a mod Q. For brevity, (g5'(a), gs) is denoted as g5 !(a) - gg. Gadget decom-
position is not limited to Zg but can also be extended to the polynomial ring Rg. For a polynomial
a(X) € Rg, it is treated as a coefficient vector, and the above conclusion holds by decomposing each
element of the vector individually.

3.4. FINAL Scheme

The NTRU problem serves as a crucial hard problem for constructing post-quantum FHE schemes,
and its parameter selection directly impacts the security of the cryptographic scheme. Schemes built
on NTRU are vulnerable to sublattice attacks if "overstretched" parameters are used [38]. To avoid
overstretched parameters while ensuring the correctness of homomorphic operations, Bonte et al.
proposed the FINAL scheme [12]. Subsequently, Xiang et al. [20] modified the ciphertext form of the
scheme to construct their ring isomorphism-based blind rotation algorithm. The modified FINAL
scheme is described as follows:

e FINAL.Setup(1*): Input a security parameter A, generate security-compliant parameters including
the NTRU polynomial modulus Q, polynomial degree N, Gadget decomposition base B, key
distribution yx,x over R, and noise distribution x;. over R. Output Params = (Q,N, B, Xk Xne)-

¢  FINAL.KeyGen(): Input the parameters generated by the Setup algorithm, select an invertible
polynomial f € R from x,, and output the NTRU key f.

*  FINAL.ScalarEnc(m, f): Input a plaintext m € Rg and the NTRU key f, randomly select noise
€ < Xne,SEt A = % as the scaling factor, and output the NTRU scalar ciphertext

o= e+ Am
f

*  FINAL.VectorEnc(m, f): Input a plaintext m € Rg and the NTRU key f, randomly select noise
e1,...,e4 < Xne where d = [log, Q|, and output the NTRU vector ciphertext

c:(“+Bﬂmww”+B*Pm)eR. (3)
f f ©

To implement the CMux gate, the TFHE scheme defines the external product between TRLWE and
TRGSW ciphertexts. Similarly, the FINAL scheme defines the external product between scalar NTRU
and vector NTRU ciphertexts, and proves the upper bound of the noise variance for this external
product operation.

Definition 5. NTRU External Product

Letc = NTRUg ¢ a(m) denote a scalar NTRU ciphertext encrypting the plaintext m with modulus

Q, scaling factor A, and NTRU key f. Letc = N TRLI'Q, f,B(m) denote a vector NTRU ciphertext

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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encrypting the plaintext m with modulus Q, Gadget decomposition base B, and NTRU key f. The
external product is defined as

[J: NTRUg,fa x NTRUG ¢ 5 — NTRUg 4 4, (4)

where
cBe=(g5'(c),c). ®)

Lemma 1. Noise of NTRU External Product

Given positive integers Q, N, B, d, a scalar NTRU ciphertext c = # € Rp, and a vector NTRU

ciphertext ¢ = (%1 +BYm,..., er + Bi-1. m') € Ré, let err(c) and err(c) denote the noise of ¢ and
¢, respectively, and Var(err(c)) and Var(err(c)) denote their noise variances. Then, the noise variance
of the ciphertext ¢’ = ¢ [ ¢ satisfies

Var(err(c')) < dN - 113—; - Var(err(c)) + Var(err(c)). (6)

3.5. XZD Blind Rotation

The first automorphism-based blind rotation algorithm was proposed by Lee et al. [29] (LMKC
scheme). Unlike the AP scheme [39], which achieves exponent accumulation through multiplication
operations, the LMKC scheme leverages the automorphism map X — X' to implement scalar mul-
tiplication on exponents, thereby significantly reducing the number of multiplication operations in
the accumulator. Subsequently, the XZD scheme proposed by Xiang et al. [20] further shortens the
time required for key switching after multiplication in the accumulator by adopting scalar and vector
NTRU ciphertexts, effectively reducing the overall computational overhead of blind rotation.

The order of the monomial X over the 2N-th cyclotomic polynomial ring R = Zg[X]/ (XN + 1)
is 2N, i.e., X?N =1 mod (XN +1). Thus, for a positive integer t, multiplying any element r(X) € R
by the monomial X! results in a regular cyclic left or right shift of the polynomial’s coefficients. Blind
rotation leverages this property to rotate specific coefficients to the leading term. Formally, given an
element r(X) = Z?;g i- X~ € R, compute the rotation polynomial

2N q-1 2N ;
r(Xq) =Y i-X 1. (7)

For a ciphertext c = (b,ay,...,a,) € Zg“ satisfying A -m +e = b+ Y/ ; a;s; (Where A is the
LWE scaling factor, g is the LWE ciphertext modulus, and g divides 2N), the goal of blind rotation is to
compute the following in the encrypted state

2N 2N n .G V(A —i
r(Xq) .XT.(b"rZi:]ﬂlS,) — (Am_|_e)_|_ Z i-X1 (A-m+e Z)‘ (8)
i#Am+e

Before performing blind rotation, the XZD scheme preprocesses the ciphertext to be bootstrapped
c=(b,ay,...,a,) by computing

2 2 2
= <;Vb+1,;\]a1+1,---,;\]an+1) EZ;;—H’ ©)

ensuring the existence of the automorphism. Subsequently, the rotation polynomial is encrypted into
a scalar NTRU ciphertext, and the monomial X® (related to the i-th component of the LWE secret
key) is encrypted into a vector NTRU ciphertext. During blind rotation, X* is iteratively multiplied
into the rotation polynomial via the external product between the two types of ciphertexts, followed

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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by key switching based on automorphism to multiply the ciphertext componenta;into the rotation
polynomial.

The XZD blind rotation consists of two algorithms: the Blind Rotation Key Generation (BRKGen)
algorithm and the Blind Rotation Evaluation (BREval) algorithm. Let Params = (Q, N, By, Xuk, Xne)
be the public parameters output by FINAL.Setup, and d,, = [longy Q]. Define the set S =

{% 411 <i<g-— 1}, and let LWE,;s(m) = (b,ay,...,a,) € Zg“ denote the LWE ciphertext
encrypting the plaintext m with modulus g and secret key s. The two algorithms are described as
follows.

* BRKGen(): Given an LWE secret key s = (s1,...,51) € Zj and an NTRU key f € Rq, the
algorithm outputs EVK = {evk; | 1 < j < n+1} U {nksvk; | j € S}, where

(&) evk; = NTRU!

. !
1. evky = NTRU 7 O.f By

Q.f Bor
NTRUp . (X~ Es),

2. nksvkj = NTRUy ¢ p (J}(iX)))

e  BREval((b,a),r, EVK, A): Input an LWE ciphertext LWE; s(m) = (b,ay,...,a,) € Z;’“, a rotation
polynomial 7, the evaluation key EVK generated by BRKGen, and the NTRU scaling factor A.

(X%) for 2 < i < n, evkyy, =

The algorithm computes and outputs
ACC = NTRUg [ <r <X211N> xr (D ”isi)) (10)

The detailed steps are presented in Algorithm 1.

Algorithm 1 BREval((b, a),r, EVK, A) (adapted from [20]).

Require:

An LWE ciphertext LWE; s(m) = (b, a1, ...,an) € Zg“

A Rotation Polynomial r(X)

Evaluation Key EVK = ({evk;}1<j<ny1, {nksk;}jes)

Scaling factor A
Ensure:

A scalar NTRU ciphertext NTRU ¢ 5 (r(X 1 ) - X 1 (T i)y

scalar p QfA
: fori =1tondo
w; < %(Zi +1

1
2
3 w) wi’1 mod 2N
4: end for
5: w':H-l +—1 . .
6: ACC « A-r(X191). X2 "™
7: fori =1tondo
8 ACC + ACC[evk;
9 if w;w] # 1 then
10

: c(X) + ACC
11: ACC = c(X“%ir) B nkskey, |
12: end if
13: end for

14: ACC + ACCUevk, 11
15: return ACC

3.6. Additive-Only Multi-Party RLWE-Based Homomorphic Encryption

The core algorithms of the multi-party BFV scheme proposed by Mouchet et al. [40] can be
combined to form an additive-only (supporting scalar multiplication) multi-party RLWE homomorphic
encryption scheme (AHE).

e AHE.Setup(1}): Input a security parameter A, output security-compliant public parameters
including the RLWE ciphertext modulus Q, plaintext modulus ¢, polynomial degree N, secret key

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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distribution ), over R, noise distribution x,. over R, and a common reference polynomial p € R.
Output Params = (Q,t, N, X,k, Xre, P)-

e AHE.SKeyGen(): Each party P; € G selects an RLWE secret key z; < x.

e  AHE.PKeyGen(z;): Each party P; € G selects noise ¢; < xr., computes r = —p - z; + ¢;, and sets
pk = (r,p) € Ré.

*  AHE JointPKeyGen({z;}icg): Input the public keys pk = (r;, p) of all parties, compute 7 = ¥ ;g 74,
and output the joint RLWE public key rjpk = (7, p) € Ré.

e AHE.Enc(m): Input a plaintext m € Ry, select noise ¢1, e < X, randomly select a temporary
secret polynomial g < X, compute b = 7- g + % -m+e;anda = p- g+ e, and output the
ciphertext ¢ = (b,a) € R,

e AHE.Dec(c, {z;}icc): Input a ciphertext ¢ = (b, a) encrypted under the joint RLWE public key
rjpk and the RLWE secret keys {z; },c¢ of all parties, compute m = [%1 € Ry.

e AHE.Add(c, ¢’): Input two multi-party RLWE ciphertexts ¢ = (b,a) and ¢/ = (¥, a’) encrypting
plaintexts m, m’ € R; under the same public key, compute and output ¢ = (b + b,a+d) e Ré.

¢  AHE.ScalarMult(B, c): Input a scalar polynomial 8 € R; and a multi-party RLWE ciphertext
¢ = (b,a), compute and output ¢ = (B-b,-4a) € Ré.

4. Basic Multi-Group LWE-Based Homomorphic Encryption
without Bootstrapping

This section first introduces the basic LWE-based multi-group homomorphic encryption scheme,
whose network architecture is shown in Figure 1.

Server

o o

Figure 1. Party structure of multi-group homomorphic encryption scheme.

Parties in each group encrypt plaintexts using the group joint public key to obtain ciphertexts ct,
which are then sent to the server. After receiving the ciphertexts, the server performs homomorphic
computation and bootstrapping, and returns the new ciphertext ct’ to be decrypted. Under the MGHE
framework, our basic scheme includes two sets of algorithms: SKeyGen, PKeyGen, JointPKeyGen
and Enc, which are dedicated to intra-group interactive computation, as well as Setup, NAND and
Dec, which are for inter-group computation. In addition, to support asymmetric encryption while
maintaining a small ciphertext modulus, we distinguish between the encryption modulus ¢’ and the
bootstrapping modulus 4. The encryption modulus ¢4’ is much larger than g, and ciphertexts under
the encryption modulus g can tolerate greater noise. After encrypting a plaintext, a party needs to
switch the ciphertext modulus to the bootstrapping modulus g through the ModulusSwitch algorithm
to perform subsequent NAND and bootstrapping algorithms.
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Let G be a set of parties, §; denote the i-th group, j be the unique index of the party in the
i-th group within G;, and P;; denote the j-th party in the i-th group. Our MGHE includes the
following algorithms.

e MGHE.Setup(1"): Takes a security parameter A as input, generates global parameters meeting
security requirements, including LWE encryption modulus q’, LWE bootstrapping modulus g,
LWE dimension 1, LWE secret key distribution x;; over Z, noise distribution x;, over Z, and a
common reference matrix M € Z"*". Outputs Params = (q',q,n, Xix, Xie» M).

*  MGHE.SKeyGen(): Parties P;; in each group independently generate a private LWE secert key
s < Xji- and output the LWE secret key s € Z".

*  MGHE.PKeyGen(s): Party P;; selects noise e < xj,, computesr = —M-s+e € Z;‘,, and sets
pk = (r,M) € Z;’, X ZZ,X".

*  MGHE.JointPKeyGen({pk;};cg): Takes the LWE public keys pk; = (r;, M) of each party in a
group G, computes ¥ = } ;< rj, and outputs the LWE joint public key jpk = (¥, M) € Ly % ZZ/X”.

*  MGHE.Enc(jpk, m): Takes a plaintext bit m € {0,1} and the LWE joint public key jpk of a
group as input, randomly selects a temporary secret vector v < xj;, noise ey < xi., €2 < X[.,

computes b = (¥, v) + %,m +e1 €Ly, a= ol - M+e € ZZ,, and outputs the LWE ciphertext
c=(ba)e ZZ,H encrypting the plaintext m under the joint LWE public key jpk.

*  MGHE.ModulusSwitch(c, q): Takes the LWE ciphertext ¢ = (b, a1, ...,a,) € Z;’,“ generated by
the MGHE.Enc algorithm and the LWE bootstrapping modulus g for bootstrapping, computes
and outputs ¢’ = ([% -b], [% cay),..., [% -aﬂ) €zt

*  MGHE.Dec(c, {s;}1<i<kjeg;): Takes the multi-group LWE ciphertext ¢ = (b, a1, ..., a;) and the
LWE secret keys s; ; of each party in each group as input, computes u;; = (a;, s; ;) and outputs

(b+ 5
- L—Zl 156, i)y ¢ 7,

. MGHE.NAND(C, c’): Takes two multi-group LWE ciphertexts ¢ = (b, ay,...,a;) € Zg”“
and ¢’ = (V,d},...,a}) € Zg”“ encrypted under the same set of public keys {jpk;}i<i<k,
which encrypt plaintext bits m, m’ respectively. For 1 < i < k, let a; = (ﬂi,lz---/ﬂi,n) and
al = (a :1,... a;,), computes @; = (a;1 — ag,lf-“/“i,n —aj,) € Zy, and outputs the ciphertext
c= (— —b-=V,a,..., )€ Z’g”“ encrypting the plaintext m NAND m'.

RLWE is a ring variant of LWE. The above multi-group homomorphic encryption scheme can
be constructed based on RLWE. Since the RLWE-based multi-group scheme operates on the ring R,
the main difference between the RLWE-based multi-group homomorphic encryption scheme and
the above LWE-based scheme lies in the encryption and decryption algorithms. Let the RLWE joint
public key be jpk = (r,p) € Ré. In the encryption algorithm, we compute b = r-v + % “m+ e
and a = p- v+ ey, where v € Ry is a secret polynomial, and ey, e; are selected from a distribution
over a certain polynomial ring. We denote ¢ = (b,a3,...,a;) € RkQJrl as the multi-group RLWE
ciphertext encrypted by the RLWE joint public keys of k groups, with the corresponding secret keys
{Zi,j}lgigk,jegz‘- The ciphertext satisfies b 4 Zf-‘zl Yijeg i~ zij = N-m, where A is a scaling factor.

The encryption scheme in this paper is based on Boolean circuits. Since the NAND gate has
functional completeness, we can use the NAND gate as the basic unit to construct any Boolean
function. Since homomorphic computation is performed under the circuit model, the bootstrapping
scheme introduced in this paper belongs to gate bootstrapping. That is, homomorphic decryption
is performed immediately after computing a NAND gate, and the scaling factor is converted from
1 to 1 to support the next homomorphic NAND computation. After multiple gate bootstrapping
operations, the decryption algorithm MGHE.Dec requires each party in each group to execute an
interactive protocol called "distributed decryption" to ensure the security of the joint key. The current
mainstream implementation is based on the smudging lemma in the AJL scheme [28]. Each party

(i)

samples an super-polynomially large smudging noise esmg from a large noise distribution, computes

(i)

u;j + esmg and broadcasts it to mask the intermediate results during the decryption process. To ensure
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the correctness of decryption, the ciphertext modulus also needs to be set very large. However, in our
multi-group ciphertext bootstrapping algorithm based on NTRU and LWE, since the NTRU ciphertext
modulus Q cannot be super-polynomially large, this method is not applicable.

For such schemes with limited ciphertext modulus, the KLO scheme proposed by Kraitsberg et
al. [41] constructs a secure three-party distributed decryption protocol using garbled circuits, and
the scheme can be extended to more parties. Although this decryption protocol requires additional
communication overhead, no additional noise needs to be introduced, so the parameters of the
encryption scheme do not need to be adjusted.

5. Bootstrapping for Multi-Group LWE Ciphertext

This section introduces how to bootstrap multi-group LWE ciphertexts. Bootstrapping can be
divided into two parts: bootstrapping key generation and bootstrapping execution. The generation
of the bootstrapping key uses additive secret sharing technology to compute the bootstrapping key
related to the joint NTRU key F = fif>... fi. In addition, in additive secret sharing, the secret can
be recovered by simply summing the secret shares held by each party. Therefore, we can design a
multi-group hybrid product algorithm suitable for multi-group ciphertexts to realize the multiplication
between different types of ciphertexts, and further construct a parallelizable bootstrapping algorithm.

5.1. Generating Polynomial Multiplication Triples

The multiplication triple (a,b,c = a - b) was proposed by Beaver [42] to reduce the number of
communication rounds in secret sharing multiplication, thereby converting communication overhead
into precomputation overhead in the offline phase. Existing multiplication triple generation schemes
mainly include the MASCOT scheme [43] based on Oblivious Transfer (OT) and the Low/High Gear
scheme [44] based on Additive-only Homomorphic Encryption (AHE). However, the triple elements
generated by these schemes are all values over the integer ring (field), which cannot be used for
secret multiplication over the polynomial ring Rg. Therefore, we design a multi-party multiplication
triple generation algorithm TripleGen that supports polynomial secret multiplication according to the
framework proposed in [45]. The algorithm comprises two sub-algorithms: the Setup sub-algorithm is
used to initialize public parameters, and the EvalGen is used to generate triples.

¢  TripleGen.Setup(): Successively executes AHE.Setup, AHE.SKeyGen, AHE.PKeyGen, and
AHE JointPKeyGen, outputs public parameters Params = (Q,t, N, Xrk, Xre, P), Secret keys
{zi}1<i<x of each party, and joint public key rjpk = (r, p).

e TripleGen.EvalGen(Params, {z; }1<i<, rjpk): Takes the public parameters Params output by Triple-
Gen.Setup, the secret keys {z;}1<;<x of each party, and the joint public key rjpk as input, and
outputs a random polynomial multiplication triple. The detailed specifications referred to
Algorithm 2.

When performing decryption in the fifth step, we also need to use a distributed decryption
protocol. The difference is that party P; does not need to broadcast its partial decryption result, while
other parties need to send their partial decryption results to P;. This asymmetric decryption method
ensures that no party other than P; knows the decryption result.

Let the secrets corresponding to the triple shares output by the algorithm be a, b, c. Since we need
¢ = a-btohold over the ring R, the plaintext modulus t of AHE is required to be larger than the
coefficients of c to ensure that the c output by the algorithm is not implicitly modulo ¢.

In the second step of the algorithm, party P; broadcasts the ciphertext C, which encrypts Zi«‘zl a;,
and the upper bound of its plaintext coefficients is k. In the third step, each party P; computes the
ciphertext C;, which encrypts the plaintext b; - Y | a;, with the upper bound of coefficients being kN.
Similarly, the ciphertext C’ in the fifth step encrypts (YX_; a;) - (XX, b;), with the upper bound of
plaintext coefficients being k?N. The ciphertext C" encrypts ¢; = (Z;‘:l a;) - (Z;‘:l b;) — Zi‘{:z ¢;, with
the upper bound of its coefficients being k>N + k — 1. Therefore, to ensure correctness, it is required
thatt > 2kN +k — 1.
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Algorithm 2 TripleGen(Params, {z; }1<i<, 1jpk).

Require:
AHE public parameters Params.
Set of RLWE secret keys {z;}1<;<k has each z; belonging to P;.
Joint RLWE public key rjpk.
Ensure: Polynomial multiplication triple ([a], [b], [c]).

1: For 1 <i <k, party P; randomly selects 4;, b; € R3 from a symmetric three-point distribution (probability %
for taking values -1 or 1, and % for taking value 0), computes C; = AHE.Enc(a;) and sends it to P;.

2: Py computes C=AHE.Add(AHE.Add(... AHE.Add(Cy,(;),C3) ..., Cy) and broadcasts it to all parties.

3: For1 <i <k, party P; computes
E;=AHE.Enc(0),
C/=AHE.Add(AHE.ScalarMult(b;, C), E;),
then sends C; to P;.

4: For 2 < i <k, party P; randomly selects a polynomial ¢; € R3 from the symmetric three-point distribution,
computes C/'=AHE.Enc(—c;) and sends it to P;.

5: P1 computes
C'=AHE.Add(...AHE.Add(C},C)) ..., C}),
C"=AHE.Add(AHE.Add(.. .AHE.Add(C;,CY) ..., C/),C"),
61=AHE.DEC(CII, {Zi}lﬁiﬁk)'

6: let [(ZL‘ = a, [b}l =10, [C]i = Ci(l <i< k)

7: return ([a], [b], [c])

5.2. Additive Secret Sharing over Polynomial Ring

In additive secret sharing, a secret dealer splits a secret into k secret shares and distributes them
to k parties P;(1 < i < k). To reconstruct the secret, it is only necessary to simply sum the secret shares
of each party. It should be noted that the secret cannot be reconstructed with fewer than k secret shares.
The classic additive secret sharing is defined over the integer ring (field) [46], and we extend it to the
polynomial ring Rg = Zg[X]/ (XN + 1). Since the secret shares are elements over the polynomial ring,
we add an automorphism algorithm. Therefore, additive secret sharing over polynomial rings has a
total of 6 algorithms (all operations are implicitly performed over the polynomial ring R), as follows.

*  ASS.Split(s): Takes a secret s € Rg belonging to P; as input. For 1 < i < k, party P; randomly se-
lects k — 1 elements [s]y, ..., [s];_1, [s]it1,. .., [s]k in Rg, computes [s]; = s — Z;.;% [s]; — Z;-‘ziﬂ [sl;,
and distributes the secret share [s]; of the secret s to party P;.

e ASS.Recover({[s]; }1<i<k): Each party P; broadcasts the share [s]; of the secret s. After collecting
{[s]j}1<j<k,j=i sent by the other k — 1 parties, computes s = Y5 (s

e ASS.Add({[x];i }1<i<k {[¥]i }1<i<k): Takes the secret shares [x];, [y]; of secrets x and y as input. For
1 <i <k, party P; locally computes [z]; = [x]; + [y];, and outputs the secret shares {[z];}1<;<k of
the secret z = x +v.

*  ASS.ScalarMult(a, {[x]; }1<i<k): Takes the secret shares [x]; of the secret x and a polynomial & € Rg
as input. For 1 < i < k, party P; locally computes [z]; = « - [x];, and obtains the secret shares
{[z]i}1<i<k of the secret z = a - x.

o ASSMult({[x];}1<i<k, {[y]i }1<i<k {[ali, [b]i, [c]i }1<i<k): Takes the secret shares [x];, [y]; of secrets
x and y, and the secret shares [a];, [b];, [c]; of the multiplication triple (a,b,c = a - ) as input.
Each party P; locally computes [u]; = [x]|; — [a];, [v]; = [y]; — [b]; and broadcasts them. After
receiving the broadcasts from other parties, party P; locally recovers the secrets u = Zle [u];
and v = YX_, [0];. For Py, locally computes [z]; = u- v + [c]; + v - [a]; + u - [b]y; for other parties
Pi(2 <i<k),locally computes [z]; = [c]; + v - [a]; + u - [b];.

e ASS.Auto({[x];}1<i<k, Tt): Takes the secret shares [x]; of the secret x and an automorphism 7; :
X — X' as input. For 1 < i < k, party P; locally computes [z]; = 7:([x];), and obtains the secret
shares {[z]; }1<i<k of the secret z = ().

In the same computation task, the multiplication triple input to the ASS.Mult algorithm cannot be
reused; otherwise, other parties can infer the corresponding secret. For brevity, the parameter passed
to ASS.Mult in the following is a set of triple slices, and the used triple is discarded after each call to
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secret multiplication. Meanwhile, if the number of parties k is already clear in the following, we will
use [x] instead of {[x]; }1<;<k to denote the secret shares of the secret x.

5.3. Multi-Group Hybrid Product

The hybrid product algorithm was proposed by Chen et al. [18] in the MK-TFHE scheme in
2019 to support the product between multi-key RLWE ciphertexts and single-key Uni-Enc ciphertexts
for constructing CMux gates in the multi-key scenario. Subsequently, Kwak [31] generalized it to
support the multiplication of single-key RLEV ciphertexts and multi-key RLWE ciphertexts, thereby
realizing the parallelization of blind rotation. In our parallelized bootstrapping scheme, since the
intermediate ciphertext of bootstrapping is a single-group NTRU ciphertext rather than a single-key
RLEV ciphertext, we propose a multi-group hybrid product algorithm to support the parallelization
of bootstrapping, which includes the hybrid product key generation(MGHPKeyGen) , as well as the
hybrid product(MGHybridProd) that takes scalar NTRU ciphertexts and multiple sets of ciphertexts
as inputs.

*  MGHPKeyGen({z;}jcg, [F]): Takes the RLWE secret key z; of the j-th party P; in group G and
the secret share [F| of the joint NTRU key F as input, randomly selects a common reference
polynomial vector p € R%r, each party selects a secret polynomial rj < Xuk from the noise
distribution over the ring R and noise polynomial vectors e](O) , e](.l), e](z) — Xff;’. Denote By, and
dyy as the decomposition base and decomposition degree of the ciphertext modulus Q respectively,

and gg,, as the corresponding decomposition vector. For j € G, compute

_ 0 77 _ dpy
Hj=—p-zj+e ,H—éHjERQb, (11)
j
I dy §. _ dpy
jo < xnt, Jo=Y Ijo € R, (12)
jeg
I.1=9p-71: F]: - (1) Ai — I: Rdhr 13
ji=p-rj+[Flj-gp, +e, I Y L1 €RG, (13)
jeg
Iip=—Tg-zi+7;- @ T, =Y I,eRY 14
],2 0 Z]+7’] ngr+ej s 42 2 ],2E Q- ( )
j€g

Then output H,HPK = 70,71,72.

e MGHybridProd({ H; };<;<t, HPK;, ct,¢;): Takes the MGRLWE public keys { H; }, <<, the HPK;
output by the i-th group after executing MGHPKeyGen, the multi-group RLWE ciphertext
ct = (co,...,c) € R’Sl encrypting the plaintext m, and the vector NTRU ciphertext ¢; =
N TRUEQ,FLB;,, (%) encrypting the plaintext y as input. For 0 < I < k, let Hy = —p, where p is the
polynomial vector shared by multiple groups in MGHPKeyGen, computes

k
yi=cq0e, =y 0L, v=) yOH (15)
1=0
then update
u0+vai,2, =0
=% w+olIL, I=i (16)

uy, otherwise

Outputs the multi-group RLWE ciphertext ct’ = (cp,...,c}) € RkQJrl encrypting the plaintext y - m.
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5.4. Other Core algorithms for Bootstrapping

This subsection introduces other core algorithms for multi-group ciphertext bootstrapping, in-
cluding the group registration algorithm Enroll for generating auxiliary material of the bootstrapping
key, the JBRKGen algorithm for generating the joint bootstrapping key, the sample extraction algo-
rithm SampleExt for extracting multi-group LWE ciphertexts from multi-group RLWE ciphertexts,
the ModSwitch algorithm for switching the modulus of multi-group LWE ciphertexts, the algorithm
LKSKeyGen for generating LWE key switching keys, and the LKeySwitch algorithm for switching
LWE ciphertext keys.

*  Enroll({s}, f;}jeg): Takes the LWE secret key s; and its corresponding NTRU key f; of each party
’P]- in a group G as input, and outputs SF, SIF, SSK, SNSSK, which respectively denote the secret
share of the joint NTRU key F, the secret share of F~!(multiplicative inverse of F), the secret share
of the secret key, and the secret share of the negative sum secret keys. The algorithm is presented
as shown in Algorithm 3.

Algorithm 3 Enroll({s;, f;}jcg, Triples).

Require:
LWE secret key s; of all parties P; in the group §
NTRU key f; of all parties P; in the group G
Set of multiplication triples Triples
Ensure: Secret shares [F], [+], {[XXi<0 1]} <y, [ X~ Lico B 5]
1: Forj € G,1 <[ < n, each party 73']- computes
sfj=ASS.Split(f;), si J‘jzASS.Split(%), sskj = ASS.Split(X*'), snsk; =ASS.Split(X /"),
and broadcasts the corresponding secret shares to other parties in the network.
2: For1 <1 < n, P; computes
SF=ASS.Split(1), SIF=ASS.Split(1), SSK=ASS.Split(1), SNSSK=ASS.Split(1), sask;= ASS.Split(1).

3: forjin G do
4 SF=ASS.Mult(SF, sf;, Triples) > corresponding to [F]
5 SIF=ASS.Mult(SIF,sif;, Triples) > corresponding to [#]
6: for] =1tondo
7 saskj=ASS.Mult(sask;, ssk;;, Triples) > corresponding to {[xXieasit] t<i<n
8 SNSSK=ASS.Mult(SNSSK, snsk; , Triples) > corresponding to [X ™ Yjeg Xita S|
9: end for

10: end for

11: SSK = {sask; }1<j<n
12: return SF,SIF,SSK,SNSSK

The secret shares SF, SIF ,SSK, SNSSK are key information for generating the evaluation key
EVK in the XZD scheme. After obtaining the share sets of these four components, we can easily
generate the joint bootstrapping key(multi-group version of EVK) in the multi-group scenario using
additive secret sharing.

e JBRKGen(SF,SIF,SSK,SNSSK, Triples): Takes SF, SIF, SSK, SNSSK output by the Enroll algo-
rithm and a set of multiplication triples Triples as input, outputs the joint bootstrapping key
JEVK. The details are as shown in Algorithm 4.

The above algorithm generates multi-group version of the EVK in the XZD scheme via additive
secret sharing; specifically, it implements the encryption algorithm in the FINAL scheme using various
algorithms under the framework of additive secret sharing, and completes the encryption of the
relevant keys in accordance with the flow of BRKGen algorithm in the XZD scheme.

e SampleExt(c): Takes the MGRLWE ciphertext ¢ = (cy, ..., cx) € R’S’l as input, denotes ¢; ; as the
j-th coefficient of the polynomial c;, sets ¢{; = co and ¢} = (¢, —¢iN_1,-.., —Ci1) for 1 < i <k,
and outputs ¢ = (c{, ¢}, ..., c}) € Z’g“.
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Algorithm 4 JBRKGen(SF, SIF, SSK, SNSSK, Triples).

Require:
Secret shares SF, SIF, SNSK,SSSK
Set of multiplication triples Triples
Ensure: joint bootstrapping key JEVK = ({jevk; }1<j<pt1, {jnksks }res)

1: Forj € Gu e 51 <1< n+10 <r <dy,—1, each party 73]- randomly selects noise €l < Xnes
e;-,u,r < Xne and computes [e;,; ,]= ASS.Split(e;; ,), [eju,r]= ASS.Split(e; ), P1 computes [E; ,]=ASS.Split(0),
[Eu,r]=ASS.Split(0), and broadcasts the corresponding secret shares to other parties in the network.

2: forjin G do

3 forr =0tody, —1do

4 forl=1ton+1do

5: [El,r} = ASS'Add([El,r}r [ej,l,r])
6: end for
7

8

9

foruin S do
[Eit,r] = ASS~Add([E;,r]/ [e},u,r])

end for
10: end for
11: end for

12: forl=1ton+1do
13: forr =0tody, —1do

14: if | ==1 then

15: [jevk; ] = ASS.Mult(SIF, ASS.Add([E; |, ASS.ScalarMult(Bj},, sasky )), Triples)
16: elseif | == n+ 1 then

17: [jevk;,] = ASS.Add(ASS.ScalarMult(Bj,, SNSSK), ASS.Mult(SIF, [E; ], Triples))
18: else

19: [jevk;,] = ASS.Add(ASS.ScalarMult(B}, , sask;), ASS.Mult(SIF, [E; ], Triples))
20: end if

21: end for

22: end for

23: foruin S do
24: forr =0tod,, —1do

25: [jnksk,,] = ASS.Mult(SIF, ASS.Add([E;/,],ASS.ScalarMult(BZr,ASS.Auto(SF, T))), Triples)
26: end for
27: end for

28: forl =1ton+1do

29:  jevk; = (ASS.Recover([jevk;]), ..., ASS.Recover([jevk; 4, _1]))

30: end for

31: foruin S do

32:  jnksk, = (ASS.Recover([jnksk,]), ..., ASSRecover([jnksk, 4_1]))
33: end for

34: JEVK = ({jevk; }1<i<ns1, {jnksku}ues)-
35: return JEVK
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e ModSwitch(c, Q, 9): Takes the MGLWE ciphertext ¢ = (cg, ¢4, . . ., ¢k), the original modulus Q and
the new modulus g as input, computes c6 = {% . co—‘ and c§ = [% . "ﬂ for 1 <i <k, and outputs
the new ciphertext & = (cj, c},...,c}).

*  LKSKeyGen(zj, s;): Takes the LWE secret keys zj = (zj1,...,zjn) € ZN and s; = (sj1,...,5jn) €
Z" of party P; in the group § as input, randomly selects a matrix A; € Zg}:” within the group,
randomly samples the noise e;; < X;ie"s for1 <1 < N,computesb;; = —A;-s;j+e;;+zj8p, ,

denotes b; = Yicgbji € Zg’g, and outputs LKSK; = { (El, Al) }1<Z<N'

e LKeySwitch(c, {LKSK;}1<;<): Takes the MGLWE ciphertext ¢ = (co, ¢y, ..., ¢c) € ZFN+1 as well

as the key switching key LKSK; = { (Ei,lr Ai,l) }1 N for the i-th group as input, denotes ¢; =

<i<
T -
(cip ..., cin) for1 <i <k1 <1< N,computes ¢ = cy+ Zi»;l Zﬁl (ggkls (ci,l)) “bj| € Zgy,,

T
_vN -1 _ kn+1
=Y, (gBkS(Ci,l)> -Aj; € Zy ,and outputs ¢’ = (cp, ¢, .., ;) € Zgt

5.5. Parallelizable Multi-Group Ciphertext Bootstrapping Algorithm

In this subsection, we formally describe the multi-group LWE ciphertext bootstrapping algorithm
based on LWE and NTRU proposed in this paper. The algorithm takes a multi-group LWE ciphertext to
be bootstrapped and some precomputed bootstrapping materials as inputs, and outputs a multi-group
LWE ciphertext with a lower noise that encrypts the same plaintext.

In the proposed multi-group homomorphic encryption scheme, bootstrapping involves three
types of keys: LWE secret keys, RLWE secert keys, and NTRU keys. For1 < i < kandj € G;,
let Sij Xlier Zij, fl] < Xux denote the LWE secret key, RLWE secret key, and NTRU key of Pi/]',
respectively. Let Q, qis, and g denote the ciphertext modulus of NTRU/MGRLWE, the LWE key
switching modulus, and the LWE bootstrapping modulus, respectively, with dj, = [longr Ql. We
define the following precomputed materials.

1.  Set of multiplication triples: Triples <— TripleGen.
2. Secret shares generated by Enroll algorithm of parties P; ; in group §;:
SF;, SIF;, SSK;, SNSSK; + Enroll.
3. Joint bootstrapping key of group G;: JEVK; < JBRKGen.
4. Multi-group hybrid product key of group G;: H;, HPK; + MGHPKeyGen.
5. LWE key switching key of group G;: LKSK; <— LKSKeyGen.

We define the multi-group ciphertext bootstrapping algorithm BootMGCT in Algorithm 5.
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Algorithm 5 BOOtMGCT(C, T’(X), {]EVKi}lSiSkr {HPKi}lSiSkf {LKSKi}lSiSk)-

Require:
Noisy MGLWE ciphertext ¢ = (b, ay, ..., a;) € Z’,;"H.
Rotation Polynomial r(X).
Joint Blind Rotation Keys {JEVK;}1<;<k-
Hybrid Product Key {HPK; }1<i<t.
LWE Key Switching Key {LKSK;}1<j<-
Ensure: o
Refreshed MGLWE ciphertext ¢ = (V/, a}, ..., a}) € Z’q‘”Jr1

1: ACC + (|§1-7(X7)-X1,0,..,0) € RE.
2: fori =1tokdo
3 forr =0tody, —1do
4 ACC;, + BREval((0,4;),1, JEVK;, B},)
5: end for
6: end for
7: Parse ACCI/ = (ACCI'/O, ey ACCi,db,fl)-
8 fori=1tokdo
9:  ACC « MGHybridProd ({H, }o<;<x, HPK;, ACC, ACC}).
10: end for
11: ACC <« SampleExt(ACC)
12: ACC + ACC +(£,0,...,0)
13: ACC + ModSwitch(ACC, Q, ;)
14: ACC < LKeySwitch(ACC, {LKSK;}1<i<k)
15: ACC <~ ModSwitch(ACC, g5, 9)
16: return ACC
Line 1 of the algorithm stores the rotation polynomial into the accumulator (ACC). Lines 3
to 5 compute the ciphertext NTRUbIFierr M . These two values are taken as inputs to

perform k rounds of iteration(MGHybridProd), outputting the multi-group RLWE (MGRLWE) ci-
phertext encrypted under the joint RLWE public key of each group, wherein the ciphertext encrypt

2N 2N (4 vk s
the value of L(X) = L%} (X)) - X0 O+E Djeg; (@isij) - The exponent part of the monomial

2 B 0+E Tieg, (aisig) - -
r(Xa)-Xa =1 &jeGi 521 corresponds to the decryption formula of MGLWE ciphertexts. The
SampleExt algorithm in Line 11 outputs the LWE ciphertext that encrypts the first coefficient of L(X)
under the encryption of the RLWE secret key coefficient vector. Since its first coefficient is either -1 or 1,
Step 12 accumulates (%, 0,...,0) into ACC, mapping its value to either 0 or 1. After the subsequent
steps of the algorithm, a low-noise MGLWE ciphertext with { as the scaling factor is output.

6. Noise Analysis

This section analyzes the noise generated by the proposed bootstrapping algorithm. For an
input multi-group LWE ciphertext ¢, the noise of the output ciphertext ¢’ originates from BREval,
MGHYybridProd, ModSwitch, and LKeySwitch. We analyze the noise output by each of these algorithms
separately, and finally derive the total noise output by the bootstrapping algorithm.

The LWE scheme has parameters ¢’, 4, qis, Bxs, dks, 1, which correspond to the LWE ciphertext
modulus of MGHE.Enc, the LWE ciphertext modulus for bootstrapping, the ciphertext modulus
for key switching, the gadget decomposition base, the gadget decomposition degree, and the LWE
dimension, respectively. The RLWE/NTRU scheme has parameters Q, By,, dy,, N, which correspond
to the RLWE/NTRU ciphertext modulus, the corresponding gadget decomposition base, the gadget
decomposition degree, and the degree of the polynomial in the RLWE/NTRU ciphertext, respectively.
Two bootstrapping schemes are involved in the bootstrapping process: LWE and RLWE/NTRU, with
noise distributions x;, and x. (corresponding variances (7,262 and ¢2,) and key distributions xjx and
Xnk (corresponding variances ‘712k and Ur%k)' respectively. For the convenience of analysis, we assume
that there are k groups participating in the computation, and each group has K parties.

Lemma 2. Noise Variance of BREval [20]
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Let 07, denote the noise variance of the input jevk, juksk. For the ciphertext ¢ output by the
BREval algorithm, the noise variance of ¢ satisfies
B2
Var(err(c)) < (2n+1)- Ndbrl—bzr <03, (17)

Proof. The BREval algorithm performs at most 21 + 1 external products between scalar NTRU ci-
phertexts and vector NTRU ciphertexts. The rotation polynomial can be regarded as a vector NTRU
ciphertext with zero noise. Hence, we complete the proof via Lemma 1.

Lemma 3. Noise Variance of MGHybridProd

Given a multi-group RLWE ciphertext ¢ with noise variance Var(err(c)), the noise err(c’) of the
ciphertext ¢’ output by the MGHybridProd algorithm satisfies

Kkdy,, N*B2 02, Var(err(¢;))

Var(err(c')) = Var(err(c)) +

12
K?kdy, BZ,0%.02, (18)
6
N (2koa, + Var(err(€;))dy, B2,
12 '

Proof. Assume that the noise variance of the multi-group RLWE ciphertext ¢ encrypting the plaintext
m before MGHybridProd is Var(err(c)), and the noise variance of the ciphertext ¢’ encrypting the
plaintext ym after MGHybridProd is Var(err(c")). Let Z denote the group joint RLWE secret key, and R,
E denote the sums of r and e defined in the algorithm, respectively. According to the MGHybridProd
algorithm, the noise err(c’) of the new ciphertext satisfies

N (v Q
err(c’) = (12 q -Zl> - Hm
-0
k k 0
=u-err(c) + (Z Z; ~err(yl)> +R; (Zyl DEI( )> (19)

1=0 I=1
k
¢ (LuoE? a)+ (ae?)
=0

Given that y is a monomial with an absolute coefficient value of 1, the variance of the first term is

2
Var(err(c)). Since err(y;) = err(c;1¢;), it follows from Lemma 1 that err(y;) = dbrN% -err(c;).
As Zy = 1 and Z; is the sum of the RLWE secret keys held by K parties, we can derive that

Var(Z;) = Ko?,. Accordingly, the variance corresponding to the second term in the noise ex-

S BZ ~
pression is (1+ Kko2, N)dy, N=§ Var(err(¢;)). On the other hand, R; and El(o) are both accumu-
lations of random variables independently selected by K parties, which means their variances
are Ko2, and Ko?2,, respectively. Based on this, the variance of the third term in the expression
2

can be expressed as kaf,%kdbrN % . (KO’%E). Similarly, the variance of the fourth term is given by
dy,N(Ko3,)B;, | KkoZdyp,N(KoZ,)B? . . dpN-(KoZ,)B . .

id (15”") by Znk%r 12( i) r and the variance of the last term is % By integrating and
rearranging all the aforementioned variance terms, the lemma is thus proved.

Lemma 4. Noise Variance of ModSwitch
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Given positive integers Q, ¢, a multi-group LWE ciphertext ¢ = (co, ¢1, . . ., ¢x) with noise variance
Var(err(c)), and the corresponding joint LWE secret key s, a new ciphertext ¢’ is obtained after
modulus switching. The noise err(c’) of the new ciphertext satisfies

2 2
q 1+ Kkn - oy,
o - Var(err(c)) + —

Proof. Consider an original ciphertext ¢ = (b, a3, ..., a;) with modulus q, LWE dimension 1, and
secret keys s; ; of each party in each group, which needs to be switched to modulus Q. After modulus

switching, ¢’ = (V/,a},..., a;), where b’ = {%b—‘ = %~b—|—e,a§ = Q%-airl—‘,...,{%um—‘) =

(% ‘a1 +€..., % “Aiy+ 6) . Here, € denotes the rounding error, which follows a uniform distribution

Var(err(c')) = (20)

over ( %,2) The noise satisfies ¢/ = b’ — Y 12] al,sij)y —Gm = %e+€ -y, Z]K:1<€/Si,j>/

thus Var(er(e)) = err(c) + 150

Lemma 5. Noise Variance of LKeySwitch

Given a multi-group LWE ciphertext ¢ = (b, a3, ..., a;) with LWE dimension N encrypted under
k joint RLWE secret key coefficient vectors z;, (1 < i < k), the LWE key switching algorithm outputs a
multi-group LWE ciphertext ¢’ = (V/, 4}, ..., a;) with LWE dimension # encrypted under k LWE joint
secret keys s;. The noise variance of the new ciphertext ¢’ satisfies

KkNdjsBZ 07,

Var(err(c")) = Var(err(c) + o

(1)
Proof. The components of the joint LWE secret key corresponding to the ciphertext ¢’ = (V/, af, ..., a;)
output by the LKeySwitch algorithm are denoted by s;. The corresponding noise e’ satisfies

K

e =bv+ 'Z(af,sﬁ — gm

gBks Zzl'i'ezl> Zm

(22)
i=11=0

ei].

“vr L Lol
- i; ail - le+zngk a;) e —%m
+ L Tl

KkNdjBZ 0%

Since the variance of ¢;; is Ko7, it follows that Var(err(c’)) = Var(err(c) + s

Theorem 1. Noise Variance of the Multi-Key Bootstrapping Algorithm

Given a ciphertext ¢ to be bootstrapped with noise variance Var(err(c)), a rotation polynomial
r, joint bootstrapping keys {JEVK;};<;<k, hybrid product keys {HPK;}1<;<x, {H;}o<i<r, and LWE
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key switching keys { LKSK; }1 <;<k, the noise variance of the new ciphertext output by the BootMGCT
algorithm, denoted as Var(err(c’)), satisfies

q*Kk(k +1)d2 N°(2n + 1)B} o7,
28802
q°K?k(k + 1)dy, BZ,0%,.02,
12Q2

Var(err(c')) =

qdeb"Bir
14402
N 7*(1+ KkNo?) + g2, (14 Kkno?)
12qi5
q*KkNdsB2 07,
12g5,

(24K + dyN(2n +1)BE, ) o2, (23)

Proof. According to Lemma 2, the noise variance of ¢; input to MGHybridProd is (2n + 1) - N. dbr?—% .
02,, denoted as 0Z,. Before entering the i-th loop in Line 9 of the algorithm, the last k — i terms of
the multi-group RLWE ciphertext stored in ACC are all zero, so no noise accumulates. According
to Lemma 3, after executing the MGHybridProd loop in Line 9, the noise variance of the ciphertext

. o Kk(k+1)dy,N?B} 02,02 | K*k(k+1)dy B}, 0205, | k(2KoZ. 402 )dy, B,
18 Ojp, = 24 + 12 + V)

. According to Lemma 4, after

e e . . . ) 7 o , 14+KkNoj
the modulus switching in Line 12, the noise variance of the ciphertext is 0, = 0 T
According to Lemma 5, after the LWE key switching in Line 13, the noise variance of the ciphertext is
2 2
%. Similar to the first modulus switching, the noise after the second modulus
2 2
switching in Line 14 of the algorithm is 0,2,152 = ;T(T]%S + 1+I§I;W”‘. The theorem is proved by combining
ks

2 _ 2
Oks = Oms; +

the above results.

7. Parameters and Implementation
7.1. Security Model and Security Analysis

The proposed scheme is divided into an offline phase and an online phase. The offline phase
refers to the key generation phase, which is distinguished from the online phase of computing the
target function. Since the security of the online phase has been proven in [20,31], we focus on the
security proof of the offline phase.

Under the semi-honest adversary model, the additive secret sharing (ASS) over the polynomial
ring Rg = Zg[X]/(XN + 1) ensures secret confidentiality through strict share randomness and
operational security. In the secret splitting phase (ASS.Split), a secret s € R is split into k shares, where
k — 1 shares are uniformly randomly selected from Rg, and only the remaining 1 share is determined
by the difference between the secret and other shares. This ensures that any subset of shares from
fewer than k parties contains no valid information about the secret, and the adversary cannot infer the
secret from the subset of shares. Secret addition (ASS.Add), scalar multiplication (ASS.ScalarMult), and
automorphism (ASS.Auto) are all completed through local computations by parties, and new secret
shares can be generated without interaction, avoiding the leakage of intermediate information. Secret
multiplication (ASS.Mult) relies on Beaver multiplication triple ([a], [b], [c]), as long as the same triple
is not reused, the adversary cannot obtain the original secret through intermediate differences [42]. The
security of the triple generation protocol directly depends on the RLWE-based additive homomorphic
encryption (AHE) scheme, and the security of AHE is based on the computational hardness of
the decisional RLWE problem. Thus, semi-honest adversaries cannot obtain secrets from the triple
generation process.

Additive secret sharing is used in the Enroll algorithm, JBRKGen algorithm, and MGHPKeyGen
algorithm. The Enroll algorithm does not involve secret reconstruction, so the security of the Enroll
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algorithm is equivalent to that of additive secret sharing. The JBRKGen and MGHPKeyGen algorithms
need to obtain vector NTRU ciphertexts and RLWE ciphertexts through secret reconstruction, without
directly leaking key information.

In summary, the offline phase of the proposed scheme can guarantee privacy under the semi-
honest adversary model. The semantic security (IND-CPA) of the online phase can be directly derived
based on the decisional LWE/RLWE problem, decisional NTRU problem, and decisional vectorized
NTRU problem through conventional security reduction methods.

7.2. Parameter Selection

We consider the parameter selection of the multi-group homomorphic encryption scheme from
two dimensions: usability and security. Usability means that the set parameters must ensure that
the noise size of the ciphertext is always within a specified range to maintain the correctness of the
decryption process. Security means that the parameter configuration should be able to resist common
attack algorithms, making it impossible for attackers to successfully crack the scheme within the scope
of computational feasibility.

According to Lemma 7 of the FHEW scheme [27], for two LWE ciphertexts c1, ¢, encrypting
plaintexts m, my € Zp with noises e;, e, respectively, after performing the homomorphic NAND
operation, the noise ¢’ of the new ciphertext ¢’ satisfies ¢’ = e; + e, £+ %. At this time, the scaling factor
corresponding to the ciphertext is %, so the absolute value of the noise ¢’ needs to satisfy |27‘3/| < %, ie.,
le’| < 1. Therefore, the sum of the noises of the two ciphertexts undergoing the homomorphic NAND
gate needs to satisfy |e; + €3] < %. In gate bootstrapping, we need to control the upper noise bound of
the two input ciphertexts, i.e., the upper noise bound of each ciphertext after bootstrapping needs to
be lower than 116' To ensure the correctness of decryption, the upper noise bound of each step in the
bootstrapping algorithm is also required not to exceed the threshold %, where Q; is the ciphertext
modulus of the current ciphertext. We use 6 times the standard deviation as the high-probability upper
bound of the noise. Based on the noise variances of ciphertexts at different stages listed in the noise
analysis, we obtain the constraints

ks

Q Q
60y, < E,60’hp < E,60’m51 < E,60’ks <

ks

ﬁ/60—m52 < q

which serve as one of the bases for parameter selection. The LWE secret key distribution is a symmetric
three-point distribution over {—1,0, 1}, where the probability of taking values -1 and 1 is %, and the
probability of taking value 0 is 3. The noise of the LWE scheme is sampled from a discrete Gaussian
distribution with the mean of 0 and the standard deviation of 3. For the keys and noises of the NTRU
and RLWE schemes, we also use the above two distributions respectively. Sampling a polynomial
means sequentially sampling coefficients from the distribution, so 03 = 0%, = %, of =02, =9.

From the noise analysis, the noise level of NTRU ciphertexts reaches its peak after executing the
MGHybridProd operation. At this time, the NTRU modulus Q satisfies Q = O(N') < O(N?484).
From the perspective of the asymptotic complexity of noise, the parameter selection of this scheme can
theoretically ensure that it is within a safe range. Therefore, we can use the NTRU estimator [23] to
evaluate the security strength of the NTRU parameters. Similarly, we use the LWE estimator [22] for
parameter selection of the (R)LWE scheme. Tables 1 and 2 show the parameter sets for 100-bit security

and 128-bit security, respectively.
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Table 1. Parameters set of 100 bits security
Estimate
Set (knx/ Ko ) q/ q ks Bys dis n Q By dy, N Secu-
rity
I (2,15) 21 4096 230 1024 3 600 250 32 10 4096 100
I “,7) 21 4096 230 1024 3 600 2% 32 10 4096 100
11 ®,7) 2u 4096 230 1024 3 600 2% 16 13 4096 100

Note: k;, denotes the maximum number of groups; K, denotes the maximum number of parties per group; ¢’, 4, and gy
represent the LWE encryption modulus, LWE bootstrapping modulus, and LWE key switching modulus, respectively; By, dis,
By,, and dp,, denote the gadget decomposition base and degree for key switching and bootstrapping, respectively; # is the LWE
dimension; Q is the NTRU/RLWE ciphertext modulus; N is the degree of the polynomial in NTRU/RLWE ciphertexts.

Table 2. Parameters set of 128 bits security

Estimate
Set (ks Kn) q q ks Bys ds n Q By, dp, N Secu-
rity
T (2,25) 214 4096 230 1024 3 600 260 512 7 8192 128
g (4,10) 214 4096 230 1024 3 600 260 512 7 8192 128
r (8,8) 214 4096 230 1024 3 600 260 256 8 8192 128

Note: Same as Table 1

7.3. Experimental Results

All experiments are conducted on a server equipped with an Intel(R) Xeon(R) Platinum 8481C
processor (3.8GHz) and 64GB of memory, with the operating system Ubuntu 22.04.5 LTS. The algo-
rithms proposed in this paper are implemented based on the OpenFHE open-source library. Table 3
and Table 4 show the execution time required for the proposed algorithm to perform a homomorphic
NAND gate computation under different parameter sets (I, I, IIl and I, II’, III"), respectively.

Table 3. Bootstrapping time of 100 bits security

Set k Serialized (s) Parallelized (s)
I 2 42.58 1.87
I 3 50.37 191
4 82.06 2.31
5 146.79 418
1 6 174.12 4.84
7 205.59 5.70
8 223.56 6.13

Note: k denotes the number of groups; Serialized refers to the execution time of serial bootstrapping, and Parallelized refers to

the execution time of parallel bootstrapping.

Table 4. Bootstrapping time of 128 bits security

Set k Serialized (s) Parallelized (s)
Iy 2 47.36 2.58
T 3 84.34 2.76
4 113.50 2.87
5 158.14 4.35
G 6 193.99 5.16
7 222.93 5.96
8 253.63 6.60

Note: Same as Table 4.
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As illustrated in the BootMGCT algorithm, the number of intra-group parties does not affect the
number of homomorphic computations required for ciphertext bootstrapping. The algorithm needs
to execute the BREval algorithm k - dj, times. Under the same parameter set, the time for serialized
bootstrapping increases with the number of groups, which can be verified by the data in Tables 3 and
Table 4. When k = 7, the time for a single bootstrapping operation exceeds 200 seconds. This indicates
that under constrained parameter selection (the ratio of Q to N cannot be excessively large, so d;, needs
to be increased to reduce noise), serialized bootstrapping of multi-group ciphertexts based on NTRU is
infeasible. In contrast, if the bootstrapping algorithm is executed in parallel, the bootstrapping time
will be significantly reduced. Figure 2 intuitively illustrates the variation trend of bootstrapping time.
When bootstrapping is performed in parallel, for both parameters for 100-bit security and 128-bit
security, the bootstrapping time can be controlled within 10 seconds when the number of groups is less
than 8. This result shows that by fully leveraging the parallel computing resources of the server, the
proposed scheme can achieve bootstrapping efficiency close to that of single-key ciphertexts, greatly
enhancing the practicality in multi-group scenarios.

350 —— 100-bit security 10 —— 100-bit security
—— 128-bit security 9k —— 128-bit security
300 |
Sk
3250 3 7F
£ £
£ 200 s °F
st
Z 150 F 2 4F
100 i
L N
50 Ir
L L L L L L L 0 L L L L L L L
1 2 3 4 5 6 7 8 9 1 2 3 4 5 6 7 8 9
Number Of Groups Number Of Groups
(a) The execution time of serialized bootstrapping (b) The execution time of parallelized bootstrapping

Figure 2. Serial/Parallel Execution Time of BootMGCT algorithm under 100/128 bits Security.

8. Conclusions

This paper proposes a novel multi-group homomorphic encryption scheme based on LWE and
NTRU. By linearizing the NTRU joint key through additive secret sharing technology, the scheme
designs a multi-group hybrid product algorithm, enabling parallel bootstrapping of multi-group LWE
ciphertexts for encrypted bits. In a multi-core server environment, the time cost of bootstrapping a
multi-group ciphertext is comparable to that of bootstrapping a single-key ciphertext, significantly
improving the practicality of the homomorphic encryption scheme. Additionally, specific parameter
selections are provided to ensure the scheme can effectively resist sublattice attacks. Finally, the scheme
is implemented on OpenFHE, and its effectiveness is verified. Experimental results show that under
the 100-bit security, refreshing a collaborative computing ciphertext involving 50 parties (divided into
2 groups with 25 parties each) only takes less than 2 seconds. Therefore, this scheme provides a new
solution for application scenarios requiring group-based computing.
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