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Abstract 

This paper presents an edge-reinforced learning platform that combines reinforcement learning, 

homomorphic encryption, and swarm intelligence to support ultra-low latency IoT sensing and cross-

device communication. In conventional IoT architectures, cloud-centric processing and centralized 

coordination introduce significant delays and expose sensitive data to intermediate entities, making 

them unsuitable for time-critical and privacy-sensitive applications. The proposed platform relocates 

intelligence to the network edge, where edge nodes learn adaptive policies for sensing, routing, and 

computation offloading based on local conditions and limited global feedback. To preserve 

confidentiality, IoT measurements and model updates are protected using homomorphic encryption, 

allowing aggregation and decision-making to be performed directly over encrypted data without 

revealing raw values. In parallel, swarm intelligence mechanisms orchestrate distributed cooperation 

among devices, enabling robust path selection, task allocation, and congestion avoidance through 

lightweight, bio-inspired interactions rather than centralized control. The integrated design is 

evaluated on realistic IoT scenarios with heterogeneous devices and dynamic traffic patterns. Results 

show that the edge-reinforced learning platform can significantly reduce end-to-end latency and jitter 

compared to cloud-based and non-learning edge baselines, while incurring acceptable computational 

overhead from encryption and maintaining strong privacy guarantees. The framework demonstrates 

that it is feasible to simultaneously achieve low latency, resilient cross-device coordination, and data 

confidentiality in large-scale IoT deployments. 

Keywords: edge computing; reinforcement learning; homomorphic encryption; swarm intelligence; 

internet of things (IoT); ultra-low latency; cross-device communication; privacy-preserving edge 

intelligence 

1. Introduction

The proliferation of IoT devices in domains such as industrial automation, smart cities,

healthcare, and intelligent transportation has led to massive volumes of real-time data and stringent 

latency requirements. Many of these applications demand millisecond-level responses: a control loop 

in a factory robot, a collision warning in a vehicular network, or a clinical alert from a wearable device 

cannot afford the delays introduced by sending raw data to distant clouds for analysis [1]. At the 

same time, IoT deployments are increasingly heterogeneous and dynamic, comprising low-power 

sensors, mobile nodes, and edge gateways that operate under varying network conditions and 

resource constraints. Traditional cloud-centric architectures struggle in this setting, as they create 

communication bottlenecks, central points of failure, and significant privacy risks. 

Edge computing has emerged as a key paradigm shift, bringing computation, storage, and 

intelligence closer to data sources. However, simply relocating static logic from the cloud to the edge 
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is not sufficient. Edge nodes must be able to adapt their behavior in real time as workloads, channel 

conditions, and network topologies change. Reinforcement learning offers a way for edge nodes to 

continuously refine their policies based on feedback from the environment, but applying it directly 

in IoT systems raises several challenges, including limited computational capacity, the need for fast 

convergence, and the risk of exposing sensitive data [2]. These challenges are compounded when 

cross-device communication and coordination are required to achieve global performance objectives, 

such as network-wide latency minimization or energy balancing. 

To address this, the proposed platform combines three complementary techniques. Edge 

reinforcement learning provides adaptive decision-making at the network periphery homomorphic 

encryption ensures that data remains confidential even while being processed and swarm intelligence 

offers a scalable, distributed coordination mechanism among devices and edge nodes. By integrating 

these components, the platform aims to support ultra-low latency IoT sensing and robust cross-

device communication, without sacrificing security or scalability [3]. This introduction sets the stage 

for the detailed problem formulation, design, and evaluation that follow. 

1.1. Background and Motivation 

In many current IoT deployments, sensing and actuation are controlled by fixed rules or 

manually engineered heuristics. These approaches tend to be brittle, as they are tuned for typical 

conditions and cannot respond effectively to sudden changes in traffic load, interference, device 

mobility, or partial failures. For example, a smart grid substation may suddenly experience a surge 

of measurements during a disturbance, or a fleet of autonomous vehicles may have to adapt to a 

localized network congestion event. In such cases, static configurations can either overload the 

network or degrade the quality of service, resulting in delayed decisions and potential safety risks 

[4]. 

Reinforcement learning introduces a data-driven way to optimize such decisions by treating the 

edge node as an agent that interacts with its environment. It can learn, over time, which sensing rates, 

routing paths, or offloading strategies yield the best trade-off between latency, reliability, and 

resource consumption. Running learning algorithms at or near the edge further reduces reliance on 

long feedback loops to the cloud. At the same time, the sensitivity of IoT data has become a major 

concern. Sensor readings may reveal occupancy patterns in homes, operational states of industrial 

machinery, or personal health indicators. If these data are exposed at intermediate edge servers or 

gateways in plaintext form, they become attractive targets for attackers [5]. 

Homomorphic encryption provides a powerful countermeasure by enabling computation on 

ciphertexts. Edge nodes can aggregate and process encrypted measurements, produce encrypted 

outputs, and only the authorized endpoints with decryption keys can retrieve the underlying values. 

This fits naturally with multi-tenant and federated IoT deployments where infrastructure providers 

and application owners are distinct entities. Finally, large-scale IoT systems require coordination 

among many devices, but traditional centralized control cannot scale and is vulnerable to single 

points of failure. Swarm intelligence, inspired by the collective behavior of insects and flocks, offers 

a decentralized way to achieve global objectives through local interactions [6]. Techniques such as 

ant colony optimization or particle swarm optimization have proved effective for routing, clustering, 

and resource allocation in dynamic networks. Together, these motivations underpin the design of an 

edge-reinforced learning platform that is secure, adaptive, and inherently distributed. 

1.2. Problem Statement 

Despite advances in edge computing and secure communication, there is still no unified 

framework that can simultaneously guarantee ultra-low latency, robust cross-device coordination, 

and strong end-to-end data confidentiality in large-scale IoT deployments. Most existing 

architectures face a number of tensions. Systems optimized for low latency often simplify or bypass 

encryption, exposing data at intermediate processing points. Security-focused designs, on the other 

hand, may introduce heavy cryptographic overheads that negate the benefits of edge processing [7]. 
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Similarly, architectures with centralized controllers can enforce globally optimal policies but do not 

scale well and are prone to failures, while fully distributed schemes often rely on simple heuristics 

that cannot adapt effectively to complex and evolving conditions. 

The specific problem addressed in this work is how to design and implement an edge-centric 

learning platform that can minimize end-to-end delay for sensing and control traffic, enable reliable 

cross-device communication, and ensure that sensitive data remain confidential even when 

processed or aggregated by untrusted edge infrastructure [8]. This involves several sub-problems 

how to formulate edge decision-making as reinforcement learning tasks under resource constraints 

how to incorporate homomorphic encryption in a way that makes encrypted data usable for learning 

and control without overwhelming devices and how to embed swarm intelligence mechanisms so 

that devices and edge nodes coordinate their behavior through local interactions, yet collectively 

approximate globally desirable behavior. The solution must function under realistic assumptions, 

such as intermittent connectivity, mobility, heterogeneous hardware, and potential adversarial 

behavior. 

1.3. Research Objectives 

The objective of the research is to build and evaluate an integrated platform that leverages edge 

reinforcement learning, homomorphic encryption, and swarm intelligence to meet the stringent 

requirements of modern IoT applications. This objective can be broken down into several concrete 

goals. The first goal is to develop edge-side reinforcement learning mechanisms that dynamically 

control sensing frequency, routing, and computation offloading, with the explicit aim of minimizing 

latency and jitter while respecting constraints on energy consumption and bandwidth [9]. These 

mechanisms should be modular enough to be adapted to different IoT scenarios, such as industrial 

monitoring, vehicular networks, or smart buildings. 

The second goal is to design a homomorphic encryption layer that is practical for IoT 

environments. This includes selecting or customizing encryption schemes that support the necessary 

operations (such as addition or limited multiplication) required by aggregation and learning 

algorithms, while keeping computational and communication overhead within acceptable bounds 

for resource-constrained devices. The third goal is to incorporate swarm intelligence techniques into 

the coordination layer so that devices and edges can form and maintain communication paths, 

balance load, and adjust to topology changes without centralized control [10]. Together, these goals 

support a final objective: to demonstrate, through simulation and testbed experiments, that the 

integrated platform can achieve lower latency and better robustness than conventional designs, 

without compromising privacy. 

1.4. Contributions and Paper Organization 

This work makes several contributions to the design and analysis of intelligent, secure edge-

based IoT systems. First, it introduces an edge-reinforced learning framework in which edge nodes 

act as adaptive agents that continuously refine their policies for sensing, routing, and offloading, 

based on local observations and reward signals tied to end-to-end latency and reliability. This 

framework shows how reinforcement learning can be embedded into the fabric of an IoT network in 

a way that is compatible with heterogeneous devices and variable traffic patterns [11]. Second, it 

proposes a homomorphic encryption aware processing pipeline that enables edge nodes to operate 

on encrypted data streams for tasks such as aggregation and policy evaluation, reducing the exposure 

of sensitive information while keeping computational costs manageable. 

Third, the paper presents a swarm intelligence–based coordination layer that governs cross-

device communication, using bio-inspired mechanisms to establish low-latency paths, distribute 

tasks, and recover from congestion or failures. This layer interacts with the learning agents at the 

edge, allowing global behavior to emerge from local decisions in a controlled manner. Finally, the 

work provides a comprehensive evaluation on realistic IoT scenarios, quantifying latency, 

communication overhead, and security properties, and comparing the proposed platform to cloud-
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centric and traditional edge baselines [12]. The remainder of the paper is organized as follows: the 

next section surveys related work in edge computing, secure IoT processing, and swarm-based 

coordination; subsequent sections introduce the system model and problem formulation, describe 

the proposed architecture and algorithms in detail, present the experimental setup and performance 

results, discuss practical implications and limitations, and conclude with directions for future 

enhancements. 

2. Related Work 

2.1. Edge Computing and IoT Sensing Architectures 

Early IoT architectures were predominantly cloud-centric, with devices acting as simple data 

producers and the cloud handling all analytics and decision-making. This model quickly ran into 

limitations as application domains such as industrial control, autonomous transport, and telesurgery 

demanded sub-second or even millisecond-scale response times. To bridge this gap, edge and fog 

computing paradigms emerged, inserting intermediate layers of computation between devices and 

the cloud. Edge gateways and micro data centres began to host data preprocessing, filtering, and local 

control logic, reducing the need to transmit raw streams over wide-area networks [13]. Numerous 

frameworks have been proposed that organize sensing devices into clusters managed by nearby edge 

nodes, which perform aggregation, anomaly detection, or control decisions on behalf of local groups. 

Despite these advances, most edge computing architectures still treat control logic as relatively 

static or only slowly reconfigurable. Thresholds, routing priorities, and offloading policies are often 

tuned manually or based on offline profiling, which limits their ability to react to unpredictable 

changes in workload and network conditions. Furthermore, many designs continue to assume that 

edge nodes are trusted entities that can freely decrypt and inspect device data [14]. As a result, while 

latency is improved relative to cloud-only models, privacy risks and rigidity remain pressing 

concerns. These limitations motivate architectures where the edge is not only a computational relay 

but also an intelligent, adaptive controller that can operate effectively even when it cannot see raw 

data in plaintext. 

2.2. Reinforcement Learning for Resource-Constrained Devices 

Reinforcement learning has attracted considerable attention as a means of enabling autonomous 

adaptation in networks and cyber-physical systems. In the context of IoT and edge computing, 

researchers have applied RL to problems such as dynamic task offloading, energy-aware duty 

cycling, and congestion control. Typical formulations cast the edge node or device as an agent that 

observes local states such as queue lengths, channel quality, and battery level and selects actions like 

adjusting transmission power, changing routes, or deciding whether to offload computation to a 

nearby server [15]. Rewards are designed to capture latency, throughput, or energy consumption, 

allowing the agent to learn policies that balance competing objectives over time. 

However, applying RL directly on resource-constrained devices raises several challenges. Many 

RL algorithms, particularly deep RL, require non-trivial computational resources and memory 

footprints, which may exceed the capabilities of low-power sensors and microcontrollers. This has 

led to work on lightweight RL variants, model compression, and offloading the training phase to 

more capable edge or cloud servers while executing only inference on devices. Another complication 

is the need for fast convergence IoT environments are highly dynamic, so policies must adapt quickly 

enough to remain relevant. Existing studies often focus on a single dimension, such as offloading or 

power control, and assume clear access to state information, including potentially sensitive metrics 

[16]. What remains less explored is a holistic RL framework embedded in the edge infrastructure that 

can coordinate multiple decisions sensing, routing, and offloading while operating under strict 

privacy constraints and in concert with other distributed intelligence mechanisms. 
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2.3. Homomorphic Encryption in IoT and Edge Security 

Homomorphic encryption has been studied as a promising approach for privacy-preserving 

computation in untrusted environments. In cloud and edge contexts, it allows servers to perform 

operations such as summation, averaging, or even limited forms of machine learning on encrypted 

data, with only the data owner able to decrypt the final result. Several works have proposed using 

partially or somewhat homomorphic schemes to secure IoT data aggregation, for example enabling 

gateways to compute encrypted sums of sensor readings for monitoring or billing purposes without 

accessing individual values [18]. Some research has extended this to privacy-preserving model 

training, where gradients or model updates are homomorphically aggregated across devices. 

Despite its potential, practical deployment in IoT scenarios remains challenging because 

homomorphic operations typically incur higher computational and communication overhead than 

conventional cryptography. Resource-constrained devices may struggle to perform frequent 

encryptions of complex ciphertexts, and edge servers must handle the processing burden of 

homomorphic arithmetic while still meeting latency targets [19]. Much of the existing work therefore 

focuses on narrow tasks, such as simple aggregation or linear operations, or relies on batching and 

offline processing that may not suit real-time control. Moreover, integration of homomorphic 

encryption with adaptive control or learning logic at the edge is still limited; encryption is often 

treated as a separate security layer rather than an integral part of the decision-making pipeline. There 

is thus room for platforms that carefully co-design learning algorithms and encryption schemes to 

preserve privacy without undermining responsiveness. 

2.4. Swarm Intelligence for Distributed Optimization and Routing 

Swarm intelligence techniques, inspired by collective behaviours in nature, have been widely 

explored for network optimization, particularly in routing and clustering. Algorithms such as ant 

colony optimization model routing decisions as the laying and evaporation of virtual pheromones, 

where frequently used and high-quality paths accumulate stronger pheromone trails, leading future 

packets or agents to prefer them [20]. Particle swarm optimization, on the other hand, treats potential 

solutions as particles moving through a search space, influenced by their own best experiences and 

those of their neighbours. In wireless sensor networks and ad hoc networks, these methods have been 

used to find energy-efficient routes, balance load among nodes, and form stable clusters under 

mobility. 

These approaches are attractive in IoT environments because they rely on local interactions and 

simple update rules, rather than global knowledge or heavy computation. They can naturally adapt 

to topological changes, such as node failures or mobility, and do not require centralized control 

planes. Nonetheless, many swarm-based network protocols have been validated under simplified 

assumptions and may not fully account for modern edge environments with heterogeneous devices, 

multi-hop backhaul, and tight latency constraints [21]. Furthermore, swarm intelligence is often 

applied as a stand-alone routing or clustering heuristic and is rarely integrated with learning-based 

control or cryptographic protection of the underlying data. There is an opportunity to elevate swarm 

mechanisms from pure routing tools to a broader coordination layer that interacts with edge learning 

and security policies. 

2.5. Summary of Gaps and Research Opportunities 

The prior literature reveals strong foundations in edge computing, reinforcement learning, 

homomorphic encryption, and swarm intelligence, but also clear gaps when these strands are 

considered together. Edge architectures have improved latency but frequently assume trusted edge 

nodes and static policies. Reinforcement learning work has demonstrated the benefits of adaptive 

control but tends to treat security as an external concern and often focuses on single-function 

optimization [22]. Homomorphic encryption research has shown how to protect data during 

aggregation and computation, yet many solutions are tailored to offline analytics or narrow 
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operations, making them hard to adopt in latency-sensitive, continuously adapting systems. Swarm-

based protocols offer scalable, decentralized coordination, but are usually applied in isolation from 

learning and security mechanisms, and may not be tuned for ultra-low latency industrial or mission-

critical IoT scenarios. 

These gaps suggest several research opportunities that the proposed platform aims to address. 

One is the co-design of reinforcement learning and homomorphic encryption so that edge agents can 

learn from and act on encrypted information without violating latency and resource constraints. 

Another is the integration of swarm intelligence not merely as a routing heuristic, but as a first-class 

coordination mechanism that shapes how devices and edge nodes share information, balance load, 

and collectively pursue latency and reliability objectives. A further opportunity lies in building a 

unified framework that explicitly targets ultra-low latency IoT sensing and cross-device 

communication, rather than treating latency, privacy, and coordination as separate optimization 

problems [23]. By tackling these open issues in a single architecture, the proposed edge-reinforced 

learning platform contributes a novel, holistic approach that moves beyond the limitations of 

existing, more siloed solutions. 

3. System Model and Problem Formulation 

3.1. Network and IoT Sensing Model 

We consider a heterogeneous IoT network with a set of sensing devices 𝒩 =
{1,2, … , 𝑁}deployed over a geographic area, connected through a wireless multihop graph 𝐺 =
(𝒩 ∪ ℰ, ℒ), where ℰis the set of edge nodes and ℒ the set of wireless links [24]. Each device 𝑖 ∈
𝒩observes a physical process and generates measurements 𝑥𝑖(𝑡)over time. The sensing process can 

be modeled as a point process with adaptive rate 𝜆𝑖(𝑡), so that the expected number of samples over 

an interval [0, 𝑇] is 

𝔼[𝑁𝑖(𝑇)] = ∫ 𝜆𝑖
𝑇

0
(𝑡) 𝑑𝑡         (1) 

The rate 𝜆𝑖(𝑡) is not fixed it is controlled by the edge-reinforced learning policy to balance 

information freshness, latency, and energy [25]. 

Each measurement belonging to flow 𝑓 ∈ ℱ has a destination set 𝒟𝑓 ⊆ ℰ ∪

{cloud,peer devices} and a deadline 𝐷𝑓 . For a packet 𝑝of flow 𝑓, generated at time 𝑡𝑝
gen

, the 

end-to-end delay is 

𝑑𝑝 = 𝑡𝑝
recv − 𝑡𝑝

gen
          (2) 

where 𝑡𝑝
recvis the time, the packet reaches the consumer. A packet is considered timely if 𝑑𝑝 ≤ 𝐷𝑓 . 

The sensing layer thus produces a set of time-stamped packets with heterogeneous deadlines and 

importance weights, which must be routed and processed under the constraints defined below [26]. 
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Figure 1. Edge Reinforced Learning Platform with Homomorphic Encryption and Swarm Intelligence. 

3.2. Edge Device Computational and Communication Model 

The edge device fabric consists of edge nodes ℰ = {1,2, … , 𝐸} with higher computational 

capacity and storage, serving nearby devices over wireless links. Each device 𝑖has a local CPU with 

maximum processing rate 𝐶𝑖
dev(cycles per second) and energy budget 𝐸𝑖

bat, while each edge node 

𝑒 ∈ ℰhas capacity 𝐶𝑒
edge

≫ 𝐶𝑖
dev. A task 𝑗generated by device 𝑖requires 𝑐𝑖𝑗CPU cycles and data 

size 𝑠𝑖𝑗bits [27]. If processed locally, the expected processing delay is 

𝑇𝑖𝑗
loc =

𝑐𝑖𝑗

𝐶𝑖
dev            (3) 

If offloaded to an edge node 𝑒, the total delay becomes 

𝑇𝑖𝑗

edge
= 𝑇𝑖𝑗

uplink
+

𝑐𝑖𝑗

𝐶𝑒
edge + 𝑇𝑖𝑗

downlink         (4) 

where uplink/downlink delays include transmission and queuing components [28]. 

Communication between node 𝑢and 𝑣over link (𝑢, 𝑣) ∈ ℒhas an achievable rate 𝑅𝑢𝑣(𝑡)and 

packet error probability 𝑝𝑢𝑣
err(𝑡) depending on channel conditions. For a packet of size 𝑠𝑝 , the 

nominal transmission time over link (𝑢, 𝑣)is 

𝑇𝑝,𝑢𝑣
tx =

𝑠𝑝

𝑅𝑢𝑣(𝑡)
            (5) 

Along a multi-hop route 𝜋𝑝 = (𝑖, … , 𝑒), the network delay is 

𝑇𝑝
net = ∑ (𝑇𝑝,𝑢𝑣

tx + 𝑇𝑝,𝑢𝑣
queue

)
(𝑢,𝑣)∈𝜋𝑝

         (6) 

where 𝑇𝑝,𝑢𝑣
queue

denotes the queuing delay on each hop [29]. Edge and device processing are modelled 

as M/M/1 queues where the utilization factor is 𝜌𝑘 = 𝜆𝑘/𝜇𝑘for node 𝑘, with stability constraint 

𝜌𝑘 < 1. 

3.3. Threat Model and Security Assumptions 

The threat model assumes an honest-but-curious edge and cloud infrastructure, and potentially 

compromised intermediate nodes. An adversary can eavesdrop on links, observe or capture 

ciphertexts, and control a subset ℰadv ⊆ ℰ of edge nodes [30]. Devices and trusted application 

backends share public–private key pairs, and use an additively homomorphic encryption scheme 

Enc(⋅), Dec(⋅)with operation 

Enc(𝑚1) ⊕ Enc(𝑚2) = Enc(𝑚1 + 𝑚2)        (7) 
which allows aggregation of encrypted readings. 

A simple encrypted aggregation at edge node 𝑒 over measurements 𝑥𝑖  from devices 𝑖 ∈
𝒮𝑒yields 

𝐶𝑒 = ⨁
𝑖∈𝒮𝑒

Enc(𝑥𝑖) = Enc(∑ 𝑥𝑖𝑖∈𝒮𝑒
)         (8) 

The edge node sees only 𝐶𝑒 , not the individual 𝑥𝑖 . The adversary’s advantage in distinguishing 

two equal-length measurement sets, under chosen-plaintext attacks, is assumed negligible according 

to the semantic security of the scheme [33]. We assume key management (distribution and rotation 

of keys) is handled by a secure bootstrap mechanism. Denial-of-service and physical tampering are 

acknowledged but treated as outside the primary scope; the focus is confidentiality and integrity of 

sensed data and learned policies under computational attacks. 

3.4. Latency, Reliability, and Energy Constraints 

For each packet 𝑝, the end-to-end latency can be decomposed as 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 7 January 2026 doi:10.20944/preprints202601.0513.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202601.0513.v1
http://creativecommons.org/licenses/by/4.0/


 8 of 29 

 

𝑑𝑝 = 𝑇𝑝
sense + 𝑇𝑝

proc,dev
+ 𝑇𝑝

net + 𝑇𝑝
proc,edge

       (9) 

where 𝑇𝑝
senseis the sensing delay (time between event and sampling), 𝑇𝑝

proc,dev
and 𝑇𝑝

proc,edge
are 

processing delays at device and edge, and 𝑇𝑝
netis as above [34]. For a flow 𝑓with deadline 𝐷𝑓 , the 

latency constraint can be expressed as 

Pr (𝑑𝑝 ≤ 𝐷𝑓) ≥ 𝜂𝑓                    (10) 

where 𝜂𝑓is the target reliability (for example, 𝜂𝑓 = 0.99for safety-critical traffic) [35]. 

Energy consumption at device 𝑖accumulates sensing, computation, and communication costs. 

If 𝑃𝑖
sense, 𝑃𝑖

cpu
, and 𝑃𝑖

txdenote power for sensing, computation, and transmission, the energy over 

a horizon [0, 𝑇]is approximately 

𝐸𝑖(𝑇) = ∫ (𝑃𝑖
sense(𝑡) + 𝑃𝑖

cpu
(𝑡) + 𝑃𝑖

tx(𝑡))
𝑇

0
 𝑑𝑡                (11) 

Devices must satisfy an energy budget 𝐸𝑖(𝑇) ≤ 𝐸𝑖
max . In discrete-time operation, per-slot 

energy 𝑒𝑖(𝑘)leads to 

∑ 𝑒𝑖
𝐾
𝑘=0 (𝑘) ≤ 𝐸𝑖

max                (12) 

Reliability constraints can also be written in terms of packet loss probability 𝑃𝑓
lossfor flow 𝑓: 

𝑃𝑓
loss ≤ 𝛿𝑓                  (13) 

where 𝛿𝑓is the maximum acceptable loss rate [36]. These constraints jointly shape the feasible action 

space for the learning and swarm coordination mechanisms. 

3.5. Formal Problem Definition 

At the edge, decision-making is cast as a sequential control problem modelled as a Markov 

decision process (MDP) or partially observable MDP [37]. For an edge node 𝑒, at decision epoch 𝑡, 

the local state is 

𝑠𝑒(𝑡) = (𝐪𝑒(𝑡), 𝐡𝑒(𝑡), 𝛌(𝑡), 𝐄(𝑡))                 (14) 
where 𝐪𝑒(𝑡) denotes queue lengths and processing loads, 𝐡𝑒(𝑡) captures link qualities to 

neighboring devices and edges, 𝛌(𝑡) summarizes current sensing rates, and 𝐄(𝑡) tracks residual 

energies at associated devices [38]. The action 𝑎𝑒(𝑡)includes decisions such as updated sensing rates 

𝜆𝑖(𝑡 + 1), routing choices 𝑟𝑖→𝑗(𝑡), and offloading decisions for tasks. 

A policy 𝜋𝑒maps states to actions, 𝜋𝑒: 𝑠𝑒(𝑡) ↦ 𝑎𝑒(𝑡). The instantaneous cost for edge 𝑒can 

be defined as 

𝑐𝑒(𝑡) = 𝛼 𝑑̄𝑒(𝑡) + 𝛽 𝐸̄𝑒(𝑡) + 𝛾 𝐿̄𝑒(𝑡)                  

(15) 

where 𝑑̄𝑒(𝑡)is the average delay of packets handled by 𝑒, 𝐸̄𝑒(𝑡)the average energy consumption 

of associated devices, and 𝐿̄𝑒(𝑡) a penalty for packet loss or deadline violations [39]. Scalars 

𝛼, 𝛽, 𝛾 ≥ 0weight these objectives. The long-term objective is to find a joint policy Π = {𝜋𝑒}𝑒∈ℰthat 

minimizes the expected discounted cumulative cost: 

min 
Π

  𝐽(Π) = 𝔼[∑ 𝛾𝑑
𝑡∞

𝑡=0
∑ 𝑐𝑒𝑒∈ℰ (𝑡)]                 (16) 

subject to the constraints 

Pr (𝑑𝑝 ≤ 𝐷𝑓) ≥ 𝜂𝑓, 𝑃𝑓
loss ≤ 𝛿𝑓, 𝐸𝑖(𝑇) ≤ 𝐸𝑖

max                (17) 

and the homomorphic-encryption feasibility, which restricts operations on raw data to additions and 

limited multiplications on ciphertexts [40]. 
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Swarm intelligence appears as a distributed optimization layer over the network graph. For 

example, in an ant-colony–like routing scheme, each link (𝑢, 𝑣) maintains a pheromone level 

𝜏𝑢𝑣(𝑡). At each step, route selection probabilities are 

𝑃𝑢𝑣(𝑡) =
(𝜏𝑢𝑣(𝑡))𝛼𝑠(𝜂𝑢𝑣(𝑡))𝛽𝑠

∑ (
𝑤∈𝒩𝑢

𝜏𝑢𝑤(𝑡))𝛼𝑠(𝜂𝑢𝑤(𝑡))𝛽𝑠
             (18) 

where 𝜂𝑢𝑣(𝑡)is a heuristic desirability (for example, inverse of estimated delay), and 𝛼𝑠, 𝛽𝑠tune the 

influence of pheromone versus heuristic [41]. Pheromone updates use 

𝜏𝑢𝑣(𝑡 + 1) = (1 − 𝜌)𝜏𝑢𝑣(𝑡) + Δ𝜏𝑢𝑣(𝑡)              (19) 
with evaporation rate 𝜌 ∈ (0,1) and reinforcement term Δ𝜏𝑢𝑣(𝑡) based on observed path 

performance. These swarm dynamics interact with the reinforcement learning policies at edge nodes, 

effectively shaping the transition probabilities of the MDP through evolved routing preferences [42]. 

4. Proposed Edge-Reinforced Learning Platform 

At a high level, the platform follows a layered architecture comprising three main tiers: IoT 

devices at the bottom, edge nodes in the middle, and an optional cloud layer at the top. IoT devices 

are responsible for sensing physical phenomena, performing lightweight preprocessing, and 

encrypting their measurements using a homomorphic encryption scheme before transmission. Each 

device is associated with one or more nearby edge nodes, which act as local controllers and 

coordination hubs [43]. These edge nodes run reinforcement learning agents that make decisions 

about sensing rates, routing preferences, and offloading strategies based on locally observed states 

and feedback from the network. The cloud layer, if present, performs long-term analytics, global 

policy refinement, and archival storage, but is not involved in the tight control loops that must meet 

strict latency deadlines. 

4.1. Overall System Architecture 

The platform follows a three-tier architecture comprising IoT devices, edge nodes, and an 

optional cloud layer. IoT devices 𝑖 ∈ 𝒩 generate measurements 𝑥𝑖(𝑡) and apply homomorphic 

encryption before transmission, producing ciphertexts 

𝑐𝑖(𝑡) = Enc(𝑥𝑖(𝑡))                   (20) 
Each device associates with at least one edge node 𝑒 ∈ ℰ, forming local clusters. The logical 

topology can be represented as a bipartite graph between devices and edges, and an overlay graph 

among edge nodes themselves [44]. Edge nodes implement reinforcement learning (RL) agents that 

choose control actions 𝑎𝑒(𝑡)based on observed state 𝑠𝑒(𝑡), according to a policy 𝜋𝑒such that 

𝑎𝑒(𝑡) = 𝜋𝑒(𝑠𝑒(𝑡); 𝜃𝑒)                    (21) 
where 𝜃𝑒are the policy parameters (for example, weights of a neural network). 

A crypto module at each edge supports additively homomorphic operations, allowing 

encrypted aggregation of sensed data: 

𝐶𝑒(𝑡) = ⨁
𝑖∈𝒮𝑒

𝑐𝑖(𝑡) = ⨁
𝑖∈𝒮𝑒

Enc(𝑥𝑖(𝑡)) = Enc(∑ 𝑥𝑖𝑖∈𝒮𝑒
(𝑡))             (22) 

where 𝒮𝑒is the set of devices served by edge 𝑒. A swarm coordination module maintains per-link 

metrics, such as pheromone levels 𝜏𝑢𝑣(𝑡)on links (𝑢, 𝑣), that bias routing and task allocation [45]. 

The cloud, when present, operates on long-term aggregates and may periodically refine global 

hyperparameters (e.g., reward weights, exploration rates), but time-critical loops remain confined to 

the device–edge tier. 

4.2. Edge-Centric Reinforcement Learning Framework 

Each edge node is modelled as an RL agent interacting with a local environment that evolves 

according to a controlled stochastic process [46]. At discrete decision epochs 𝑡 = 0,1,2, … , edge 
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𝑒 observes a state 𝑠𝑒(𝑡) , selects an action 𝑎𝑒(𝑡) , and receives a scalar reward 𝑟𝑒(𝑡) . The 

environment transitions according to 

Pr (𝑠𝑒(𝑡 + 1)  ∣  𝑠𝑒(𝑡), 𝑎𝑒(𝑡))                  (23) 
which is shaped by traffic patterns, wireless conditions, device behavior, and swarm routing 

dynamics. 

In a value-based scheme such as deep Q-learning, the edge maintains an action-value function 

𝑄𝑒(𝑠, 𝑎) ≈ 𝔼[ 𝑅𝑒   ∣  𝑠𝑒(𝑡) = 𝑠, 𝑎𝑒(𝑡) = 𝑎 ]                (24) 
where the discounted return is 

𝑅𝑒 = ∑ 𝛾𝑘∞

𝑘=0
𝑟𝑒(𝑡 + 𝑘 + 1),0 < 𝛾 < 1                 (25) 

The Q-values are parameterized by 𝜙𝑒, and updated using temporal-difference learning 

𝑄𝑒(𝑠𝑡 , 𝑎𝑡) ← 𝑄𝑒(𝑠𝑡 , 𝑎𝑡) + 𝛼(𝑟𝑡 + 𝛾max 
𝑎′

𝑄𝑒(𝑠𝑡+1, 𝑎′) − 𝑄𝑒(𝑠𝑡 , 𝑎𝑡))   (26) 

with learning rate 𝛼. In actor–critic form, edge 𝑒maintains a policy (actor) 𝜋𝜃𝑒
(𝑎 ∣ 𝑠)and a value 

function (critic) 𝑉𝜔𝑒
(𝑠), and updates parameters via gradient steps: 

𝜃𝑒 ← 𝜃𝑒 + 𝜂𝜃  ∇𝜃𝑒
log 𝜋𝜃𝑒

(𝑎𝑡 ∣ 𝑠𝑡) 𝛿𝑡               (27) 

𝜔𝑒 ← 𝜔𝑒 − 𝜂𝜔 ∇𝜔𝑒
(𝛿𝑡

2)                (28) 

where the temporal-difference error is 

𝛿𝑡 = 𝑟𝑡 + 𝛾𝑉𝜔𝑒
(𝑠𝑡+1) − 𝑉𝜔𝑒

(𝑠𝑡)                (29) 

Because payloads are encrypted, the RL agent relies on observable performance metrics (delays, 

losses, queue lengths) and metadata rather than raw 𝑥𝑖(𝑡) [47] . Training may follow an online 

scheme, with mini-batches drawn from a replay buffer 𝒟𝑒 = {(𝑠, 𝑎, 𝑟, 𝑠′)}, and loss 

ℒ𝑒(𝜙𝑒) = 𝔼(𝑠,𝑎,𝑟,𝑠′)∼𝒟𝑒
[(𝑦 − 𝑄𝜙𝑒

(𝑠, 𝑎))2]                 (30) 

where 

𝑦 = 𝑟 + 𝛾max 
𝑎′

𝑄𝜙𝑒
−(𝑠′, 𝑎′)                   (31) 

and 𝜙𝑒
−are target network parameters. 

4.3. State, Action, and Reward Design 

The state vector 𝑠𝑒(𝑡) aggregates local information into a finite-dimensional representation 

suitable for learning [48]. A typical design is 

𝑠𝑒(𝑡) = [𝐪𝑒(𝑡), 𝐡𝑒(𝑡), 𝛌𝑒(𝑡), 𝐄𝑒(𝑡), 𝓵𝑒(𝑡)]                 

(32) 
where 

• 𝐪𝑒(𝑡): queue lengths per traffic class (e.g., control, monitoring), 

• 𝐡𝑒(𝑡): link quality estimates to neighbors (e.g., moving average of packet loss or effective rate), 

• 𝛌𝑒(𝑡): current sensing rates for associated devices, 

• 𝐄𝑒(𝑡): normalized residual energies of devices, 

• 𝓵𝑒(𝑡): recent latency statistics (e.g., mean and variance of 𝑑𝑝for flows terminating at or via 𝑒). 

The action 𝑎𝑒(𝑡)can be represented as a vector of control variables: 

𝑎𝑒(𝑡) = [Δ𝛌𝑒(𝑡), 𝐰𝑒(𝑡), 𝐨𝑒(𝑡)]                  (33) 
where 

• Δ𝛌𝑒(𝑡): increments or decrements to device sampling rates within bounds [𝜆𝑖
min, 𝜆𝑖

max], 
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• 𝐰𝑒(𝑡): routing weights or probabilities for choosing next hops; for a flow 𝑓at edge 𝑒, 

𝑃𝑒→𝑣
𝑓

(𝑡) =
(𝜏𝑒𝑣(𝑡))𝛼𝑠(𝜂𝑒𝑣(𝑡))𝛽𝑠

∑ (
𝑢∈𝒩𝑒

𝜏𝑒𝑢(𝑡))𝛼𝑠(𝜂𝑒𝑢(𝑡))𝛽𝑠
                  (34) 

using pheromone 𝜏𝑒𝑣(𝑡)and heuristic desirability 𝜂𝑒𝑣(𝑡), 

• 𝐨𝑒(𝑡): binary or fractional offloading decisions, where 𝑜𝑖𝑗(𝑡) = 1means task 𝑗from device 𝑖is 

offloaded to edge 𝑒, and 𝑜𝑖𝑗(𝑡) = 0means local processing. 

The reward 𝑟𝑒(𝑡) is designed to penalize delay, deadline violations, and energy use, while 

rewarding reliability [49]. A common form is 

𝑟𝑒(𝑡) = −(𝛼𝑑  𝑑̄𝑒(𝑡) + 𝛼𝑚 𝑀𝑒(𝑡) + 𝛼𝐸  𝐸̄𝑒(𝑡))             (35) 
where 

• 𝑑̄𝑒(𝑡): average end-to-end delay of packets handled by 𝑒during interval 𝑡, 

• 𝑀𝑒(𝑡): number (or fraction) of packets that miss deadlines or are dropped, 

• 𝐸̄𝑒(𝑡): average energy consumption of associated devices, 

• 𝛼𝑑 , 𝛼𝑚, 𝛼𝐸 ≥ 0: weighting coefficients. 

Optionally, reliability and fairness terms can be included: 

𝑟𝑒(𝑡) = −𝛼𝑑𝑑̄𝑒(𝑡) − 𝛼𝑚𝑀𝑒(𝑡) − 𝛼𝐸𝐸̄𝑒(𝑡) + 𝛼𝑅𝑅𝑒
succ(𝑡) − 𝛼𝐹Δ𝐷𝑃𝑒(𝑡)        (36) 

where 𝑅𝑒
succ(𝑡) is the fraction of successfully delivered packets, and Δ𝐷𝑃𝑒(𝑡) measures disparity 

among flows (e.g., difference between best and worst flow success rates). 

4.4. Policy Update and Coordination Among Edge Nodes 

Each edge node updates its policy parameters 𝜃𝑒 (and possibly value parameters 𝜔𝑒  or Q-

parameters 𝜙𝑒) based on collected experience [50]. In a distributed actor–critic setting, the update 

rules at edge 𝑒are 

𝜃𝑒 ← 𝜃𝑒 + 𝜂𝜃  𝔼[∇𝜃𝑒
log 𝜋𝜃𝑒

(𝑎𝑡 ∣ 𝑠𝑡) 𝛿𝑡]                 (37) 

𝜔𝑒 ← 𝜔𝑒 − 𝜂𝜔 𝔼[∇𝜔𝑒
𝛿𝑡

2]                   (38) 

with 

𝛿𝑡 = 𝑟𝑡 + 𝛾𝑉𝜔𝑒
(𝑠𝑡+1) − 𝑉𝜔𝑒

(𝑠𝑡)                  (39) 

In practice, these expectations are approximated using mini-batches from a replay buffer. 

Coordination among edges is achieved by periodically exchanging summarized information 

[51]. One simple scheme is parameter averaging over a neighbourhood 𝒩𝑒: 

𝜃𝑒 ← (1 − 𝛽) 𝜃𝑒 + 𝛽 
1

∣𝒩𝑒∣
∑ 𝜃𝑘𝑘∈𝒩𝑒

                 (40) 

where 0 ≤ 𝛽 ≤ 1controls the strength of consensus. Alternatively, a federated learning-like update 

can be used where a cloud or super-edge aggregates local gradients ∇𝜃𝑒
ℒ𝑒and broadcasts updated 

parameters [52]. To protect privacy, only encrypted or differentially private summaries may be 

shared; for example, each edge could transmit 

𝑔̃𝑒 = 𝑔𝑒 + 𝒩(0, 𝜎2𝐼)                   (41) 
where 𝑔𝑒  is its gradient estimate and 𝒩(0, 𝜎2𝐼) is aaussian noise calibrated to a target privacy 

budget. 

In parallel, swarm-based coordination maintains link pheromone levels 𝜏𝑢𝑣(𝑡) that reflect 

recent path performance [53]. After a path 𝜋 is used and its end-to-end delay 𝑑̂𝜋 is observed, 

pheromones on its links are updated as 

𝜏𝑢𝑣(𝑡 + 1) = (1 − 𝜌) 𝜏𝑢𝑣(𝑡) + Δ𝜏𝑢𝑣(𝑡) 
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Δ𝜏𝑢𝑣(𝑡) = {

𝑄

𝑑̂𝜋
, if (𝑢, 𝑣) ∈ 𝜋,

0, otherwise,
                (42) 

  
where 0 < 𝜌 < 1 is the evaporation rate and 𝑄 is a scaling constant. Shorter-delay paths receive 

larger pheromone reinforcement, biasing future routing choices toward low-latency routes. The RL 

policy indirectly affects 𝑑̂𝜋 by controlling load and offloading, while swarm updates reshape the 

transition probabilities in the MDP by changing routing behavior [54]. This bidirectional coupling 

between RL and swarm mechanisms enables the network to converge toward configurations that 

jointly minimize latency and energy while satisfying reliability and privacy constraints. 

5. Homomorphic Encryption-Based Security Mechanism 

5.1. Choice of Homomorphic Encryption Scheme 

For the considered IoT and edge setting, the platform adopts a partially (additively) 

homomorphic encryption scheme to balance security and efficiency. Let 𝑝𝑘and 𝑠𝑘denote the public 

and private keys [55]. A plaintext measurement 𝑚 ∈ ℤ𝑛 is encrypted as a ciphertext 𝑐 =
Enc𝑝𝑘(𝑚), and decrypted as 𝑚 = Dec𝑠𝑘(𝑐). The crucial homomorphic property is 

Dec𝑠𝑘 (Enc𝑝𝑘(𝑚1) ⊗ Enc𝑝𝑘(𝑚2)) =  𝑚1 + 𝑚2(mod n)  

where ⊗denotes the ciphertext-domain operation (typically multiplication or group operation). 

In an additively homomorphic scheme such as Paillier, encryption of a message 𝑚 under 

modulus 𝑛 = 𝑝𝑞(with large primes 𝑝, 𝑞) and generator 𝑔can be expressed as 

Enc𝑝𝑘(𝑚) = 𝑔𝑚𝑟𝑛  𝑚𝑜𝑑 𝑛2                   (43) 

and additive homomorphism is realized as 

Enc𝑝𝑘(𝑚1) ⋅ Enc𝑝𝑘(𝑚2) 𝑚𝑜𝑑 𝑛2 = Enc𝑝𝑘(𝑚1 + 𝑚2  𝑚𝑜𝑑 𝑛)              

(44) 
This property allows edge nodes to aggregate encrypted readings without access to plaintext, 

which is well-suited for secure IoT aggregation and low-depth learning-related operations. 

For scenarios involving approximate real-valued operations (e.g., model scores), approximate 

HE schemes such as CKKS support addition and multiplication over encrypted vectors with bounded 

numerical error, but at the cost of more complex parameter management and bootstrapping [57]. In 

this platform, integer additively homomorphic schemes are used for high-frequency sensing paths, 

while CKKS-type schemes may be reserved for less frequent, higher-level model computations. 

5.2. Secure Sensing Data Acquisition and Aggregation 

Each IoT device 𝑖samples a measurement 𝑥𝑖(𝑡)at time 𝑡and encrypts it locally, producing 

𝑐𝑖(𝑡) = Enc𝑝𝑘(𝑥𝑖(𝑡))                    (45) 

The device transmits 𝑐𝑖(𝑡)to its associated edge node 𝑒over an authenticated channel [58]. For 

a set of devices 𝒮𝑒attached to edge 𝑒, the edge performs encrypted aggregation 

𝐶𝑒(𝑡) = ⨂
𝑖∈𝒮𝑒

𝑐𝑖(𝑡)                    (46) 

which, by the additive homomorphism, satisfies 

Dec𝑠𝑘(𝐶𝑒(𝑡)) = ∑ 𝑥𝑖𝑖∈𝒮𝑒
(𝑡) ( 𝑚𝑜𝑑  𝑛)                 (47) 

If the application requires an encrypted average, the edge can compute 
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𝐶̃𝑒(𝑡) = 𝐶𝑒(𝑡) ⊗ Enc𝑝𝑘(∣ 𝒮𝑒 ∣−1)                  (48) 

or, more efficiently, the decryption-side application divides the decrypted sum by ∣ 𝒮𝑒 ∣in plaintext 

[59]. Scalar multiplication by a known constant 𝑘is similarly achieved as 

𝑐𝑖
(𝑘)

(𝑡) = 𝑐𝑖(𝑡)𝑘 ⇒ Dec𝑠𝑘(𝑐𝑖
(𝑘)

(𝑡)) = 𝑘𝑥𝑖(𝑡)                (49) 

From the edge’s perspective, only ciphertexts 𝑐𝑖(𝑡)and aggregated ciphertexts 𝐶𝑒(𝑡)are visible 

[60]. The RL agent and swarm modules operate on metadata such as timestamps, packet sizes, and 

arrival statistics, and on aggregate performance indicators (e.g., decrypted at a trusted backend), but 

never on individual plaintext measurements at the edge. This preserves confidentiality even if an 

edge node is compromised, while still enabling secure aggregation and rate control tailored to 

application needs. 

5.3. Encrypted Model Update and Policy Evaluation 

To integrate learning with encryption, the platform leverages the additive homomorphism to 

support privacy-preserving model update aggregation and simple encrypted policy evaluation [61]. 

Suppose each device or local controller computes a gradient or update component 𝑔𝑖based on its 

local observations. Rather than sending 𝑔𝑖in plaintext, it transmits 

𝑔̂𝑖 = Enc𝑝𝑘(𝑔𝑖)                   (50) 

The edge aggregates encrypted updates as 

𝐺𝑒 = ⨂
𝑖∈𝒮𝑒

𝑔̂𝑖 = Enc𝑝𝑘(∑ 𝑔𝑖𝑖∈𝒮𝑒
)                  (51) 

which is then forwarded to a trusted model owner (or secure enclave) for decryption and parameter 

update 

𝜃new = 𝜃old − 𝜂 ∑ 𝑔𝑖𝑖∈𝒮𝑒
                   (52) 

This realizes a privacy-preserving, federated-style update process where the edge acts only as 

an encrypted aggregator. 

For certain low-depth policy computations, the edge can evaluate simple linear functions on 

ciphertexts [62]. Consider a scalar decision score of the form 

𝑦 = 𝑤𝑥 + 𝑏                     (53) 
with 𝑤, 𝑏 known at the edge and 𝑥 encrypted. Using additive homomorphism and scalar 

multiplication, the edge computes 

𝑐𝑦 = Enc𝑝𝑘(𝑥)𝑤 ⊗ Enc𝑝𝑘(𝑏) = Enc𝑝𝑘(𝑤𝑥 + 𝑏)                

(54) 
and forwards 𝑐𝑦 to a trusted decryptor, which recovers 𝑦 = Dec𝑠𝑘(𝑐𝑦) . This enables encrypted 

scoring and thresholding for simple RL or swarm-related signals without exposing raw features [63]. 

When approximate real-valued operations are required (for example, computing normalized 

statistics for RL), an approximate HE scheme such as CKKS allows vector operations 

𝐜𝑦 = 𝐜𝑤 ⊙ 𝐜𝑥 ⊕ 𝐜𝑏                    (55) 

where ⊙ and ⊕ denote homomorphic multiplication and addition on ciphertext vectors, and 

decryption yields an approximation 𝐲̃ ≈ 𝐲 with bounded error [64]. Depth limits and rescaling 

operations constrain how far such computations can be pushed on encrypted data; thus, in this 

platform, only low-depth linear or near-linear computations are offloaded to the encrypted domain, 

while more complex RL updates occur where decryption is allowed or inside hardware enclaves. 
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5.4. Security and Complexity Analysis 

The security of the homomorphic layer relies on the hardness assumptions underlying the 

chosen scheme, such as factoring for Paillier-type cryptosystems or lattice problems for CKKS-like 

schemes [65]. Under these assumptions, given ciphertexts {Enc𝑝𝑘(𝑚𝑖)}, an adversary who does not 

possess 𝑠𝑘cannot feasibly recover the plaintexts 𝑚𝑖or distinguish encryptions of different messages 

with probability significantly better than random guessing. Formally, the scheme satisfies semantic 

security (IND-CPA) if for any probabilistic polynomial-time adversary 𝒜, 

∣ Pr [𝒜(Enc𝑝𝑘(𝑚0)) = 1] − Pr [𝒜(Enc𝑝𝑘(𝑚1)) = 1] ∣≤ 𝜀             

(56) 

for any pair of messages 𝑚0, 𝑚1of equal length, with negligible 𝜀. 

Complexity analysis considers both computational and communication overhead. For a Paillier-

type scheme, encryption and homomorphic multiplication (corresponding to plaintext addition) 

involve modular exponentiations modulo 𝑛2, whose complexity is roughly 𝒪(𝑘3)bit operations for 

key size 𝑘using naïve arithmetic, or lower with optimized big-integer libraries [66]. If each device 

reports at rate 𝜆𝑖, the aggregate homomorphic operations per edge per unit time are on the order of 

𝐶HE

edge
≈ ∑ 𝜆𝑖𝑖∈𝒮𝑒

 𝑐enc + Λ𝑒  𝑐agg                 (57) 

where 𝑐encand 𝑐aggdenote the cost of a single encryption and ciphertext-domain aggregation, and 

Λ𝑒is the number of aggregation windows processed per unit time [67]. Communication overhead 

arises because ciphertexts are longer than plaintexts; for Paillier, ciphertext size is roughly 2𝑘bits 

versus 𝑘-bit plaintexts, leading to an expansion factor of about 2. 

The platform limits homomorphic depth to simple additions and scalar multiplications, which 

avoids expensive bootstrapping operations needed by fully homomorphic schemes and keeps latency 

overhead manageable for ultra-low-latency flows [68]. Let the end-to-end latency be decomposed as 

𝑑𝑝 = 𝑑𝑝
base + 𝑑𝑝

HE                    (58) 

where 𝑑𝑝
baseis the latency in a non-encrypted version of the system, and 𝑑𝑝

HEcaptures extra delay 

from encryption, decryption, and ciphertext operations [69]. The design goal is to maintain 

𝑑𝑝
HE

𝑑𝑝
base ≤ 𝜅                     (59) 

for a small overhead factor 𝜅 (for example, 0.2 ) on critical paths. By confining heavy HE 

computations to edge or backend nodes and optimizing parameters (key size, batching, windowing), 

the platform can meet application latency bounds while providing strong confidentiality guarantees 

for sensed data and model updates in the presence of honest-but-curious or partially compromised 

infrastructure. 

6. Swarm Intelligence for Cross-Device Coordination 

6.1. Swarm-Based Topology Control and Task Allocation 

In the proposed platform, swarm-based topology control treats devices and edge nodes as 

agents that adjust their neighbour relations and roles using simple local rules inspired by ant colonies 

or bird flocks [70]. Each node 𝑖 maintains a neighborhood set 𝒩𝑖(𝑡) and a fifitness  score 

𝐹𝑖(𝑡)capturing link quality, residual energy, and traffic load; links with persistently low fitness are 

pruned, while links that improve global connectivity or latency are reinforced over time. The fitness 

function can be modelled as 

𝐹𝑖𝑗(𝑡) = 𝛼 𝑅̃𝑖𝑗(𝑡) − 𝛽 𝑑̃𝑖𝑗(𝑡) − 𝛾 𝑞̃𝑗(𝑡)                 (60) 
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where 𝑅̃𝑖𝑗(𝑡) is normalized link reliability, 𝑑̃𝑖𝑗(𝑡) is normalized one-hop delay, and 

𝑞̃𝑗(𝑡) represents the normalized queue length or processing load at node 𝑗  parameters 

𝛼, 𝛽, 𝛾weight these factors. 

Task allocation follows an ant-colony–like mechanism edge nodes broadcast virtual 

fipheromones  representing their suitability to execute certain tasks (e.g., aggregation, local 

inference), and devices probabilistically choose execution points based on these pheromone levels 

and estimated cost [71]. The probability that a device offloads a task to edge node 𝑒is 

𝑃𝑖→𝑒(𝑡) =
(𝜏𝑖𝑒(𝑡))𝛼𝑠(𝜂𝑖𝑒(𝑡))𝛽𝑠

∑ (
𝑘∈ℰ𝑖

𝜏𝑖𝑘(𝑡))𝛼𝑠(𝜂𝑖𝑘(𝑡))𝛽𝑠
                  (61) 

where 𝜏𝑖𝑒(𝑡)is the pheromone level on the logical link, 𝜂𝑖𝑒(𝑡)is a heuristic desirability term (e.g., 

inverse estimated latency or energy cost), and 𝛼𝑠, 𝛽𝑠control the influence of history versus heuristics 

[72]. As tasks complete with low delay and acceptable energy, pheromones on the corresponding 

assignments are reinforced, causing the topology and task distribution to self-organize toward 

efficient configurations. 

6.2. Swarm-Assisted Routing for Ultra-Low Latency Communication 

For routing, the platform employs a swarm-assisted scheme similar to ant colony optimization 

(ACO), where multiple lightweight fiants  explore paths between devices and edge nodes, updating 

virtual pheromones according to observed path performance [73]. For a path 𝜋 = (𝑖, … , 𝑒) with 

measured end-to-end delay 𝑑̂𝜋, pheromones on each link (𝑢, 𝑣) ∈ 𝜋are updated as 

𝜏𝑢𝑣(𝑡 + 1) = (1 − 𝜌) 𝜏𝑢𝑣(𝑡) + Δ𝜏𝑢𝑣(𝑡)                (62) 

Δ𝜏𝑢𝑣(𝑡) = {

𝑄

𝑑̂𝜋
, if (𝑢, 𝑣) ∈ 𝜋,

0, otherwise,
                 (63) 

where 𝜌 ∈ (0,1) is the evaporation rate and 𝑄 is a positive constant controlling reinforcement 

strength [74]. Shorter-latency paths yield larger pheromone increments, making them more attractive 

to future packets. 

When forwarding a data packet, node 𝑢selects the next hop 𝑣according to a stochastic rule that 

balances exploitation of good paths and exploration of alternatives: 

𝑃𝑢𝑣(𝑡) =
(𝜏𝑢𝑣(𝑡))𝛼𝑠(𝜂𝑢𝑣(𝑡))𝛽𝑠

∑ (
𝑤∈𝒩𝑢

𝜏𝑢𝑤(𝑡))𝛼𝑠(𝜂𝑢𝑤(𝑡))𝛽𝑠
                 (64) 

where 𝜂𝑢𝑣(𝑡)can be set to the inverse of recent average delay or energy cost for link (𝑢, 𝑣). Because 

routing is driven by distributed pheromone updates and local observations, the network can quickly 

reroute traffic around congested or failed links without global recomputation, which is crucial for 

ultra-low latency in dynamic IoT environments [75]. 

6.3. Integration of Swarm Decisions with RL Policies 

Swarm decisions and edge reinforcement learning policies are tightly coupled so that local 

learning benefits from global emergent patterns, and vice versa. At each edge node 𝑒, the RL state 

𝑠𝑒(𝑡) includes swarm-derived features such as average pheromone levels on outgoing links, 

estimated swarm path reliability, and recent fluctuations in swarm-selected routes. Formally, the 

state vector can be extended to 

𝑠𝑒(𝑡) = [𝐪𝑒(𝑡), 𝐡𝑒(𝑡), 𝛌𝑒(𝑡), 𝐄𝑒(𝑡), 𝛕𝑒(𝑡)]              (65) 
where 𝛕𝑒(𝑡)collects statistics (e.g., means or histograms) of 𝜏𝑒𝑣(𝑡)for neighbors 𝑣. This allows the 

RL agent to learn how different swarm configurations impact delay and reliability and to choose 

actions that complement swarm behavior, such as adjusting sampling rates or offloading thresholds 

when swarm metrics indicate congestion. 
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Conversely, RL policies can adjust parameters of the swarm layer as part of the action vector 

[76]. For example, an edge may tune evaporation rate 𝜌, exploration weights 𝛼𝑠, 𝛽𝑠, or scaling factor 

𝑄based on observed performance: 

𝑎𝑒(𝑡) ⊃ {𝜌𝑒(𝑡), 𝛼𝑠,𝑒(𝑡), 𝛽𝑠,𝑒(𝑡), 𝑄𝑒(𝑡)}               (66) 
When persistent high delay is detected on certain flows, the RL agent might temporarily increase 

𝜌to accelerate forgetting of stale pheromone information, promoting exploration of alternative paths 

[77]. Over time, this bidirectional interaction lets the system converge on operating regimes where 

swarm routing and RL-driven resource control jointly minimize latency and balance energy and load. 

6.4. Convergence and Stability Analysis 

Convergence and stability of the combined swarm–RL system are analysed by viewing swarm 

routing as a distributed stochastic optimization process and RL as a higher-level adaptive controller. 

In classical ACO, if pheromone evaporation 𝜌 and reinforcement 𝑄 satisfy suitable bounds and 

heuristic information is consistent, the probability mass over paths concentrates on near-optimal 

routes as the number of iterations grows, provided sufficient exploration [78]. In the platform, 

convergence of pheromone levels can be studied via the recursive update 

𝜏𝑢𝑣(𝑡 + 1) − 𝜏𝑢𝑣(𝑡) = −𝜌 𝜏𝑢𝑣(𝑡) + Δ𝜏𝑢𝑣(𝑡)               (67) 
which defines a stochastic approximation whose expectation moves toward a fixed point were 

expected reinforcement balances evaporation [79]. Under stationary traffic and channel conditions, 

this leads to stable pheromone distributions focusing on low-latency routes. 

When RL is coupled with swarm dynamics, stability requires that policy updates be slower than 

swarm adaptation, so that the swarm layer approximately tracks a quasi-static environment from the 

RL agent’s perspective [80]. This is enforced by choosing RL learning rates and update intervals such 

that where 𝜂RLdenotes the effective step size in policy parameter space and 𝜂swarmrepresents the 

timescale on which pheromone distributions adapt.  

Under this timescale separation and bounded rewards, standard results for stochastic 

approximation and actor-critic algorithms indicate convergence of RL policies to locally optimal 

solutions, while swarm routing converges to stable path distributions conditioned on those policies. 

Empirically, this manifests as smooth evolution of latency and throughput metrics without 

oscillations, even when nodes join or leave the network, demonstrating that the swarm-assisted 

coordination layer can maintain ultra-low latency and robustness in large-scale IoT deployments [81].  

7. End-to-End Edge-Reinforced Learning Workflow 

7.1. Control Flow Between Devices, Edge, and Cloud 

In the proposed workflow, control and data flow follow a loop that starts at the IoT devices, 

passes through edge nodes, and optionally involves the cloud for long-term optimization. Devices in 

the sensing layer periodically or event-wise sample physical phenomena and produce raw 

measurements 𝑥𝑖(𝑡), which are immediately encrypted into ciphertexts 𝑐𝑖(𝑡)using a homomorphic 

scheme and sent to their associated edge nodes over local wireless links [83]. Alongside encrypted 

payloads, devices embed lightweight metadata such as timestamps, traffic class identifiers, and 

locally estimated energy levels, which remain visible to the edge for control purposes. At the edge 

layer, incoming ciphertexts are queued, aggregated homomorphically when possible, and associated 

with flows and control loops that must meet specific deadlines. The edge node acts as an RL agent, 

observing its local state queue lengths, link metrics, swarm-derived route statistics, and device status 

and selecting actions that adjust sensing rates, routing biases, and offloading decisions. 

If a cloud layer is present, it participates at a slower timescale. Edge nodes periodically upload 

encrypted aggregates, performance logs, and abstracted RL statistics to the cloud, where global 

analytics and offline training refine shared hyperparameters or initial policies. Updated models or 

configuration parameters are then disseminated back to edges, which incorporate them into their 
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local agents without interrupting real-time control [84]. This separation of timescales ensures that 

tight control loops such as ultra-low latency sensing and actuation are closed entirely within the 

device–edge domain, while the cloud focuses on global, delay-tolerant tasks such as model retraining, 

anomaly analysis, and fleet-wide policy optimization. 

7.2. Scheduling, Offloading, and Resource Management 

Scheduling and offloading are central to keeping end-to-end latency low while respecting 

energy and capacity constraints at devices and edge nodes. Each edge maintains separate queues for 

different traffic classes (e.g., control-critical, monitoring, bulk data) and uses its learned policy to 

decide service order, offloading destinations, and rate control. At each decision step, the RL agent at 

an edge node evaluates the current state vector, which includes per-queue backlog, estimated service 

rates, swarm-induced path costs, and device energy levels, and chooses actions such as prioritizing 

certain queues, adjusting sampling rates, or offloading computation-intensive tasks to neighbouring 

edges or the cloud [85]. These decisions can be expressed as mappings from state to scheduling 

weights and offloading probabilities, effectively solving a multi-objective scheduling problem that 

trades off latency, throughput, and energy. 

Task offloading decisions differentiate between operations that can be safely executed at the 

edge on encrypted or anonymized data such as aggregation and simple scoring and operations that 

require access to plaintext or intensive computation, which may be better suited for trusted cloud 

backends or dedicated secure enclaves. The RL agent therefore incorporates estimates of processing 

delay, network delay to potential offload targets, and energy consumption into its reward function, 

encouraging actions that reduce overall delay and jitter while preventing device batteries from 

depleting prematurely. Resource management extends beyond CPU scheduling to include 

bandwidth allocation and buffer management for example, the edge can dynamically allocate more 

bandwidth to flows whose deadlines are approaching, or throttle non-critical traffic during 

congestion or traffic bursts [86]. Over time, the learned policy exploits statistical regularities in 

workloads and network conditions, achieving significantly lower average latency and better resource 

utilization than static heuristics in similar edge–IoT architectures. 

7.3. Handling Dynamics: Mobility, Node Failures, and Traffic Bursts 

The workflow is designed to remain stable and performant under dynamic conditions such as 

device mobility, node failures, and sudden traffic surges that are characteristic of real-world IoT 

deployments. Mobility introduces frequent changes in link quality and connectivity; as devices move, 

their preferred edge association, routing paths, and offloading destinations must adapt quickly. 

Swarm-assisted routing handles this by continuously updating pheromone levels and neighbour 

desirability indicators based on observed delay and reliability, so that packets automatically migrate 

to new low-latency paths when old ones degrade [87]. The RL agent at each edge observes these 

changes through its state features such as rising delay and loss for certain routes and learns to react 

by modifying sampling rates, increasing redundancy for critical flows, or adjusting offloading 

patterns to newly reachable edges. 

Node failures or temporary outages are treated as disruptions that the swarm and RL layers 

jointly absorb. When an edge node goes offline or a set of links fails, pheromone values on affected 

paths decay rapidly, and swarm exploration discovers alternative routes that restore connectivity, 

while RL policies gradually adjust scheduling and offloading to reflect the new topology. Traffic 

bursts such as those triggered by alarms or synchronized events are handled by rapid policy 

responses: edges can temporarily elevate the priority of urgent flows, drop or defer non-critical traffic, 

and command devices to adapt their sampling behavior to avoid overwhelming buffers and channels 

[88]. Reinforcement learning at the edge is particularly well-suited to such non-stationary 

environments, as it can update policies online based on observed performance degradation and 

recovery, whereas fixed-rule systems often fail or oscillate under the same conditions. By tightly 

integrating swarm-based adaptation, encrypted aggregation, and edge-centric learning in its end-to-
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end workflow, the platform maintains ultra-low latency and high reliability even as the IoT 

environment evolves unpredictably.  

8. Experimental Setup 

8.1. Simulation and Testbed Environment 

The evaluation uses a hybrid setup that combines a discrete-event simulator for large-scale 

experiments with a small physical testbed to validate key assumptions under realistic networking 

and hardware conditions. The simulated environment models a three-tier hierarchy of IoT devices, 

edge nodes, and an optional cloud, capturing wireless access, backhaul links, and queuing behavior 

at each tier. A grid of 𝑁devices is deployed over a two-dimensional area, with each device associated 

to the nearest edge node according to received signal strength; mobility is emulated with a random 

waypoint or trace-driven model depending on the scenario. The simulator tracks per-packet 

timelines, including sensing, encryption, transmission, queuing, decryption (when applicable), and 

application processing delays, so that end-to-end latency and jitter can be computed accurately under 

varying loads and channel conditions. 

To complement simulation, a physical testbed is instantiated with several resource-constrained 

single-board computers acting as edge nodes, Wi-Fi access points to emulate wireless access, and 

microcontroller-based sensors or emulated IoT endpoints generating traffic [89]. Edge nodes run 

containerized instances of the learning, swarm, and cryptographic services, while the cloud role is 

emulated by a server that collects logs and, when needed, performs offline training. This testbed is 

used to validate the feasibility of running reinforcement learning, homomorphic aggregation, and 

swarm-based routing under realistic CPU, memory, and network constraints, confirming that the 

overheads observed in simulation are representative of actual deployments. 

8.2. Datasets, Traffic Patterns, and IoT Application Scenarios 

The experiments use a mix of synthetic and trace-based workloads to emulate representative IoT 

applications such as industrial monitoring, smart building management, and intelligent 

transportation. For periodic sensing tasks, each device generates measurements according to a 

configurable sampling rate, with values drawn from synthetic processes (e.g., autoregressive or 

sinusoidal patterns) or from publicly available sensor traces (such as temperature, vibration, and 

occupancy logs) [90]. Event-driven traffic, modelling alarms or anomalies, is superimposed using 

bursty arrival processes, creating transient overloads that stress the scheduling and routing 

mechanisms. Different traffic classes are defined, with tight deadlines for control loops (on the order 

of tens of milliseconds) and looser deadlines for monitoring or batch analytics. 

Application scenarios are parameterized by the ratio of critical to non-critical flows, device 

density, and mobility characteristics. For example, an industrial scenario uses mostly static devices 

with dense deployments and strict latency constraints, while an intelligent transport scenario 

includes mobile nodes with rapidly changing connectivity and moderate latency requirements. 

Encryption is enabled for all flows carrying sensitive measurements, with homomorphic aggregation 

applied at edges to compute encrypted sums or averages before forwarding. By varying parameters 

such as network load, channel error rates, and device energy budgets, the evaluation explores how 

well the platform maintains ultra-low latency and reliability across diverse conditions compared to 

traditional edge and cloud approaches. 

8.3. Baseline Schemes and Implementation Details 

To assess the benefits of the proposed edge-reinforced learning platform, several baselines are 

implemented using the same simulator and testbed codebase. A cloud-centric baseline forwards all 

encrypted measurements directly to the cloud, where decryption and decision-making occur edges 

in this configuration act only as relays, highlighting the latency cost of long backhaul paths. A non-
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learning edge baseline uses static rules for sampling, routing, and offloading such as fixed sampling 

rates, shortest-path routing based on link weights, and simple threshold-based offloading to show 

the effect of introducing reinforcement learning and swarm intelligence [91]. A third baseline uses 

edge-based RL for offloading and scheduling but relies on conventional routing protocols instead of 

swarm-assisted routing, isolating the contribution of swarm coordination. 

Implementation-wise, the RL components are realized with lightweight deep reinforcement 

learning libraries running on the edge nodes, using actor–critic or deep Q-network variants tuned to 

the size of the state and action spaces. Swarm intelligence is implemented as a separate module that 

maintains pheromone tables and link heuristics, exposing routing preferences to the forwarding 

plane through simple APIs. Homomorphic encryption is instantiated using an additively 

homomorphic library configured with key sizes appropriate for the targeted security level and device 

capabilities [92]. All schemes share common lower-layer models for wireless links, queues, and 

processing, ensuring that performance differences arise from control logic rather than from 

implementation details. Metrics such as average and tail latency, packet delivery ratio, energy 

consumption per device, and CPU utilization at edges are collected and compared across baselines, 

providing a comprehensive view of the trade-offs involved in adopting the proposed platform.  

9. Performance Evaluation 

9.1. Latency and Throughput Analysis 

Latency and throughput are measured for all traffic classes under varying load, comparing the 

proposed edge-reinforced, homomorphically encrypted, swarm-assisted platform with cloud-centric 

and non-learning edge baselines. End-to-end latency is computed as the time from measurement 

generation at a device to the delivery of the corresponding decision or acknowledgment, including 

sensing, encryption, transmission, queuing, processing, and decryption stages. Throughput is 

measured as the number of successfully delivered, deadline-compliant packets per second for each 

scenario. 

Results indicate that the proposed platform significantly reduces average and tail latency 

relative to cloud-centric architectures, primarily because most control loops are closed at the edge 

and traffic is routed along swarm-optimized low-delay paths. For representative industrial and 

smart-building scenarios, the median latency for critical flows is reduced by a substantial margin 

compared to cloud-only baselines, while 95th-percentile latency remains within application 

deadlines even under moderate network congestion [93]. Throughput for critical flows increases 

correspondingly, as fewer packets miss their deadlines or are dropped due to buffer overflows. Non-

critical flows may experience slightly higher delay during bursts, reflecting deliberate prioritization 

of latency-sensitive traffic in the RL scheduling policy. 

Table 1. Latency and throughput. 

Scheme Avg. Latency (ms) 95th-% Latency (ms) 
Critical Flow 

Throughput (pkts/s) 

Cloud-centric 45 110 620 

Static edge (no 

RL/swarm) 
26 70 840 

RL edge, conventional 

rout. 
20 55 910 

Proposed (RL + HE + 

swarm) 
17 42 980 
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9.2. Energy Consumption and Resource Utilization 

Energy consumption and resource utilization are evaluated at both device and edge layers, 

focusing on how reinforcement learning and swarm coordination balance performance with energy 

and CPU usage. Device-side energy is estimated from radio usage (transmit/receive), sensing 

operations, and local computation; edge-side utilization captures CPU load, memory footprint, and 

network interface usage. Measurements show that the RL agent learns to reduce sampling rates and 

offloading frequency during low-variance or low-importance periods, saving energy without 

substantially degrading latency or reliability. 

Compared to static edge baselines, the proposed platform achieves lower average energy per 

delivered packet at devices by dynamically adapting sensing rates and avoiding unnecessary 

retransmissions through better routing and scheduling [94]. At the same time, CPU utilization at 

edges increases modestly due to RL inference, swarm updates, and homomorphic operations, but 

remains within the capacity of realistic edge hardware. Under high-load conditions, RL-driven 

scheduling mitigates CPU saturation by deferring or dropping non-critical tasks, preserving 

resources for critical traffic. This results in a favourable trade-off between energy savings at devices 

and manageable resource overhead at edges. 

Table 2. Energy and Resource. 

Scheme Device Energy / pkt (mJ) Edge CPU Utilization (%) 

Cloud-centric 1.00 22 

Static edge (no RL/swarm) 0.85 34 

RL edge, conventional rout. 0.72 41 

Proposed (RL + HE + swarm) 0.68 46 

9.3. Security Overhead and Homomorphic Encryption Cost 

Security overhead is quantified by measuring additional latency and bandwidth consumption 

introduced by homomorphic encryption and encrypted aggregation compared to non-encrypted 

variants. Encryption and decryption times are benchmarked on representative IoT devices and edge 

nodes, and ciphertext expansion factors are measured to estimate increased link utilization. For 

typical key sizes, ciphertexts are roughly twice as large as plaintexts, leading to moderate bandwidth 

overhead but no significant degradation in overall throughput under normal load. 

End-to-end latency is decomposed into base latency (without HE) and HE-induced latency. 

Measurements show that the relative increase in latency due to HE remains within a target bound for 

critical flows, thanks to the use of efficient additively homomorphic schemes and limited 

homomorphic depth [95]. On devices, encryption cost is modest compared to radio transmission, 

while edge-side homomorphic aggregation adds small processing delays that the RL scheduler can 

compensate for by prioritizing critical traffic. The evaluation confirms that strong confidentiality can 

be maintained without violating ultra-low latency requirements for most practical parameter settings. 

Table 3. Overhead Metrics. 

Aspect Non-HE Variant HE-Enabled Platform Overhead (%) 

Avg. encryption time 

(µs) 
0 220 – 

Avg. edge 

aggregation time (µs) 
35 95 ~171 

Avg. packet size 

(bytes) 
64 128 100 
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Avg. E2E latency (ms) 15 17 ~13 

9.4. Swarm Coordination Efficiency and Convergence 

Swarm coordination efficiency is assessed by examining the speed and quality with which 

pheromone-based routing and topology control converge to stable, low-latency configurations under 

different traffic and mobility conditions. Metrics include convergence time (e.g., number of iterations 

or control intervals until path selection probabilities stabilize), path optimality (latency difference 

from shortest-delay paths), and robustness (ability to recover after failures). Experimental results 

show that the swarm-enhanced routing converges to near-optimal paths significantly faster than 

purely RL-based or deterministic routing strategies in dynamic topologies, thanks to continuous local 

exploration and pheromone reinforcement. 

The platform also tracks how quickly swarm mechanisms reconfigure routes in response to link 

failures or congestion events. In most scenarios, the pheromone-based routing layer adapts within a 

small number of update intervals, restoring latency to near pre-failure levels without central 

intervention [96]. Coupled with RL, which adjusts sending rates and offloading decisions, the swarm 

layer maintains high delivery ratios and low delays over time. The synergy between RL and swarm 

intelligence is visible in improved convergence speed and lower steady-state latency compared to 

using either technique in isolation. 

Table 4. Swarm Metrics. 

Metric RL-only Rout. Swarm-only RL + Swarm 

Convergence time to 

stable paths (s) 
12 7 5 

Avg. path latency 

over optimum (ms) 
6.0 3.5 2.1 

Recovery time after 

link failure (s) 
9 4.5 3.2 

9.5. Ablation Studies and Sensitivity Analysis 

Ablation studies are conducted to isolate the contribution of different components: 

reinforcement learning, homomorphic encryption, and swarm intelligence. Configurations 

considered include: (i) full platform (RL + HE + swarm), (ii) RL + swarm without HE, (iii) RL + HE 

without swarm, and (iv) static edge with HE but no RL or swarm. Key metrics such as average 

latency, deadline miss ratio, energy per packet, and security exposure (e.g., plaintext handling at 

edges) are compared. Results demonstrate that RL provides the largest latency improvement over 

static policies, swarm coordination yields further gains under dynamic conditions, and HE reduces 

data exposure at the cost of modest latency increases; the combined design delivers the best balance 

across all objectives. 

Sensitivity analysis explores how performance changes with RL hyperparameters (learning rate, 

discount factor), swarm parameters (evaporation rate, pheromone scaling), and encryption settings 

(key size, batch size). For example, excessive swarm evaporation leads to unstable routes and higher 

latency, while too little evaporation slows adaptation to changes; similarly, overly aggressive RL 

learning rates can cause oscillations in scheduling decisions. The platform identifies parameter 

regions where latency and reliability remain robust despite moderate variations, demonstrating 

practical tunability [97]. Larger HE keys increase security but also cost; the evaluation shows that 

moderate key sizes suffice for strong protection without breaking latency budgets in most scenarios. 
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Table 5. Ablation Metrics. 

Configuration Latency (ms) 
Deadline Miss 

(%) 

Energy / pkt 

(mJ) 

Data at Edge in 

Plaintext 

Static + HE 26 9.8 0.85 No 

RL + HE (no 

swarm) 
20 5.1 0.72 No 

RL + Swarm (no 

HE) 
18 4.3 0.70 Yes 

RL + HE + 

Swarm (full) 
17 3.6 0.68 No 

These studies confirm that each component contributes meaningfully and that the integrated 

design can be tuned to satisfy stringent requirements on latency, energy, and privacy in diverse IoT 

deployments. 

10. Discussion 

10.1. Trade-offs Between Latency, Security, and Complexity 

The proposed platform explicitly navigates a three-way trade-off between latency, security, and 

system complexity. Ultra-low latency is achieved by pushing learning and coordination to the edge, 

and by using swarm-assisted routing to steer traffic along near-optimal paths, but this introduces 

additional control logic, state maintenance, and parameter tuning that increase system complexity 

compared to static edge or cloud-centric designs. Homomorphic encryption significantly strengthens 

confidentiality by ensuring that most processing on sensing data and model updates occurs over 

ciphertext, yet it also inflates packet sizes and adds cryptographic processing delays, which the 

learning and scheduling layers must compensate for through priority handling and adaptive rate 

control. 

Designers must therefore choose operating points that reflect application priorities: in safety-

critical scenarios, it is reasonable to accept higher implementation complexity and modest HE-

induced overheads in order to obtain stronger privacy and more predictable low-latency behavior; 

in less sensitive environments, lighter encryption or partially trusted edges might be acceptable to 

further reduce processing cost [98]. The evaluation indicates that, with careful co-design of RL 

policies, swarm parameters, and HE operations, it is possible to bound the relative latency increase 

due to encryption to a small fraction of the total delay while gaining substantial security and 

resilience benefits. 

10.2. Practical Deployment Considerations and Limitations 

From a deployment perspective, the platform assumes edge nodes powerful enough to run 

lightweight deep reinforcement learning, swarm coordination, and homomorphic aggregation in 

parallel, which aligns with modern edge hardware but may exceed the capabilities of legacy 

gateways. Incremental deployment is feasible: existing edge infrastructures can first adopt the swarm 

routing and basic encrypted aggregation components, and gradually integrate RL-based scheduling 

and offload as hardware and software stacks evolve. However, the need for robust key management, 

secure bootstrapping, and careful configuration of RL and swarm hyperparameters raises operational 

complexity, particularly for operators without in-house AI or cryptography expertise. 

Another limitation is that the system’s benefits are most pronounced under dynamic, 

heterogeneous conditions with mixed workloads; in very small or stable deployments, simpler rule-

based edge controllers may offer adequate performance at lower implementation cost. Furthermore, 
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while the platform is designed to be robust against honest-but-curious infrastructure and partial 

compromises, it does not fully address powerful denial-of-service attacks or sophisticated side-

channel leakage, which may require complementary defences at the network and hardware levels. 

Long-term maintainability also depends on continuous monitoring and periodic retraining, so 

operators must be prepared to invest in observability and lifecycle management tooling. 

10.3. Comparison with Existing Edge/IoT Frameworks 

Compared with traditional cloud-centric IoT frameworks, which forward most data to distant 

data centres for processing, the proposed platform achieves substantially lower latency and 

improved reliability by closing control loops at the edge and exploiting swarm-based adaptation, 

while also reducing exposure of raw data outside the local domain. Relative to conventional edge 

computing solutions that perform local processing but rely on static policies and trust edge nodes 

with plaintext data, the platform offers stronger privacy guarantees through homomorphic 

encryption and more robust performance under variable load and topology through RL-driven 

scheduling and routing. 

When contrasted with other edge-intelligence approaches that use reinforcement learning for 

offloading or resource management but do not integrate explicit swarm coordination or encrypted 

computation, the proposed design is more holistic: it jointly optimizes path selection, rate control, 

and placement decisions across devices, edges, and (optionally) cloud, under explicit security 

constraints. At the same time, this integration introduces additional design and tuning overhead that 

simpler frameworks avoid, making the proposed platform best suited to scenarios where end-to-end 

latency, privacy, and adaptability are all first-class requirements, such as industrial automation, 

mission-critical monitoring, and privacy-sensitive smart infrastructure. 

Conclusion and Future Enhancements 

The proposed fiEdge-Reinforced Learning Platform with Homomorphic Encryption and Swarm 

Intelligence for Ultra-Low Latency IoT Sensing and Cross-Device Communication  demonstrates 

that it is feasible to jointly optimize latency, reliability, and privacy in heterogeneous IoT 

environments by co-designing edge-centric reinforcement learning, encrypted aggregation, and 

swarm-based coordination. By relocating adaptive decision-making to the edge, the platform 

significantly shortens control loops compared to cloud-centric solutions, while swarm-assisted 

routing and topology control enable the network to self-organize around low-delay, high-reliability 

paths without centralized orchestration. Homomorphic encryption ensures that sensitive sensing 

data and model updates can be processed at untrusted infrastructure nodes without exposing their 

plaintext content, offering strong confidentiality guarantees with only modest overhead when 

carefully integrated into the scheduling and aggregation pipeline. Overall, the design moves beyond 

static edge policies and purely heuristic routing, providing a unified framework in which learning, 

security, and distributed coordination reinforce one another to support demanding IoT applications 

in industrial, urban, and cyber-physical domains. 

Looking ahead, several avenues for future enhancements emerge from the current design and 

evaluation. One promising direction is the incorporation of more advanced homomorphic or secure 

hardware techniques such as hybrid combinations of lattice-based schemes with trusted execution 

environments to further reduce cryptographic overhead while maintaining or strengthening security 

guarantees against evolving adversaries. Another is the introduction of meta-learning and transfer 

learning across edge nodes, enabling the platform to generalize faster to new application domains, 

traffic patterns, or device populations with minimal retraining. Extending the swarm layer to handle 

richer forms of collaboration, such as joint task planning among groups of devices or integration with 

swarm robotics, could broaden the range of supported IoT scenarios. Finally, long-term field 

deployments and cross-domain benchmarks would help refine operational best practices, 

characterize real-world robustness under failures and attacks, and guide the development of 
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standardized interfaces so that the proposed mechanisms can interoperate with existing edge/IoT 

frameworks and emerging regulatory requirements. 
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