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Abstract

Credit fraud detection is a central problem in financial risk management. It is challenging due to
complex relationships among transaction entities, strong coordination of fraudulent activities, and
high levels of behavioral camouflage at the individual level. Traditional approaches mainly rely on
features from independent samples. They often fail to represent multi-entity interaction structures
effectively. From a relational modeling perspective, this study investigates a graph neural network-
based method for credit fraud detection. The method represents transaction entities and their
interactions as a unified graph. It performs information propagation and neighborhood aggregation
in graph space. It jointly models node attributes and structural context. It therefore learns more
discriminative risk representations. During modeling, the network captures both local interaction
patterns and multi-hop relational information. This makes anomalous patterns embedded in complex
transaction networks more explicit. Based on the proposed method, this study establishes a
standardized comparative evaluation on a public credit fraud dataset. It systematically compares the
method with multiple existing models. The overall results confirm the effectiveness of graph-
structured modeling for credit fraud detection. The findings show that, compared with detection
methods that ignore or weaken relational information, graph neural network models achieve clear
advantages in stability and consistency of risk identification. They better reflect the propagation
characteristics of fraudulent behavior within network structures. These results support modeling
credit fraud detection as a relation-aware graph learning problem. This formulation enhances risk
characterization in complex financial scenarios. It also provides a structured modeling perspective
for building intelligent risk control systems.
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I. Introduction

The widespread adoption of digital payments and online credit has enabled financial services to
scale and operate in real time. It has also made fraud more covert and more organized. Traditional
credit fraud detection often relies on static rules or anomalous signals from a single transaction. In
internet platforms, cross-channel payments, and multi-party ecosystems, fraudsters can coordinate
across multiple accounts, devices, merchants, and interaction paths [1]. They dilute single-point risk
signals and create behavior traces that appear normal. At the same time, rapid business iteration
continuously reshapes transaction patterns and customer profiles. Fraud strategies evolve
accordingly. Methods built only on historical patterns can therefore lag and become ineffective.
Reliable risk identification under high concurrency, strict timeliness, and complex associations
remains a central challenge in credit risk control.

In terms of data structure, credit fraud identification is not simply a tabular classification
problem. It is a network-oriented risk perception task with strong dependencies. Transactions,
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accounts, devices, addresses, merchants, and behavioral sequences are naturally linked through
multiple entities and multiple relation types. Risk does not always appear as isolated samples. It often
emerges as local clusters, chain-like propagation, or implicit interactions across groups. In practice,
many fraud activities depend on relationships. Examples include shared devices, reused collection
routes, circular fund transfers, or intermediary accounts that conceal the final beneficiary. These
behaviors form interaction graphs with clear structural characteristics. If such a structure is ignored
and features are extracted only from individual records, the model will struggle to capture key signals
such as group coordination and path dependence. This limits the ability to detect complex fraud
patterns [2].

Against this background, graph neural networks offer a modeling paradigm that matches the
nature of the problem. These methods aggregate and propagate contextual information over graph
structures. The model can use both individual attributes and relational signals. It can learn more
discriminative risk representations from neighborhood relations, interaction intensity, and
connection patterns [3]. Graph neural networks can also capture higher-order relations. Multi-hop
message passing enables the model to sense latent long-range associations. It can therefore identify
risk behaviors that look normal at the surface but are structurally abnormal. In financial applications,
heterogeneous graphs are common. Entity types differ, and relation semantics are diverse. Graph
neural networks can jointly model multiple node types and multiple edge types within a unified
framework. This provides flexibility for representing complex risk control scenarios [4]. Overall,
reframing credit fraud detection as relationship-driven graph learning supports a more complete
understanding of risk formation mechanisms. It also lays theoretical and practical foundations for
building more robust and reliable intelligent risk control systems.

II. Related Work

Recent risk identification research increasingly emphasizes learning under realistic constraints
such as sample scarcity, class imbalance, and evolving patterns. Meta-learning has been explored to
improve adaptability when fraud patterns shift and labeled positives are limited, providing a
mechanism to quickly adjust decision boundaries with few informative examples [5]. Self-supervised
learning similarly reduces dependence on labels by extracting transferable representations from large
volumes of unlabeled records, which is particularly useful when fraud labels are noisy or heavily
imbalanced [6]. In time-dependent risk settings, deep attention models have been used to capture
long-range temporal dependencies and improve forecasting stability, indicating that attention
mechanisms can effectively model non-stationary dynamics in complex sequences [7].

A parallel line of work focuses on explicitly modeling structure rather than treating instances as
independent. Graph neural networks provide a natural way to represent entities and interactions and
to perform neighborhood aggregation for relational reasoning. Graph-integrated risk monitoring
further combines sequence modeling with transaction graph structure, demonstrating that relational
context can strengthen detection signals beyond isolated features [8]. Beyond standard graph
learning, dynamic spatiotemporal causal graph neural networks incorporate temporal evolution and
causal dependencies to improve representation fidelity under changing relational patterns,
suggesting that causal structure can regularize message passing and enhance robustness [9]. These
approaches directly motivate formulating credit fraud detection as a relation-aware learning problem
where coordinated behaviors emerge as subgraph-level patterns rather than single-record outliers.
Interpretability and traceability are also becoming central, especially when model decisions must be
explainable and auditable. Knowledge-augmented agent frameworks and explainable decision-
making pipelines leverage structured knowledge and reasoning components to provide clearer
rationales for predictions [10]. More generally, explainable representation learning aims to produce
feature spaces that support fine-grained attribution and decision transparency, which can be adapted
to graph-based fraud detection by connecting risk scores to salient neighbors, paths, or interaction
motifs [11]. Semantic knowledge graph frameworks provide another transferable methodology for

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202512.2728.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 31 December 2025 d0i:10.20944/preprints202512.2728.v1

3 0of 8

structuring entity relations and supporting evidence-based reasoning over connected data, which
complements GNN message passing with explicit relational semantics [12].

Finally, robustness-oriented learning for complex systems has inspired techniques that can
strengthen graph-based fraud models under distribution shift and adversarial conditions. Modular
task decomposition and dynamic collaboration highlight that decomposing complex objectives into
coordinated subtasks can improve stability and controllability in multi-component learning pipelines
[13]. Parameter-efficient adaptation with structural priors and modular adapters provides a way to
update models with constrained parameter changes, which can be useful when fraud patterns drift
and frequent full retraining is impractical [14]. Multi-scale LoRA extends this idea by enabling
adaptation at different granularities while keeping updates lightweight [15]. At the training objective
level, contrastive knowledge transfer and robust optimization emphasize aligning representations
across conditions and improving generalization under perturbations [16]. Reinforcement learning
has also been used for adaptive optimization and scheduling in complex pipelines, illustrating a
general strategy for learning policies that remain effective under changing workloads and constraints
[17]. Moreover, graph-based modeling has been applied to infer high-level satisfaction states from
relational data, supporting the general claim that graph representations can capture latent outcomes
that depend on multi-entity interactions rather than independent samples [18]. Together, these
methods motivate combining relation-aware graph learning with adaptation-friendly training and
robustness mechanisms to improve the stability and consistency of credit fraud detection.

III. Proposed Framework

In terms of overall modeling, this paper represents the credit fraud identification problem as a
node risk discrimination task on a graph structure. First, a graph representation is constructed
containing multiple types of entities and their interactions, where each node corresponds to a risk
subject, and each edge characterizes the interaction or association between subjects. Let the graph be:

G=(V,E) 1)

where V represents the set of nodes and E represents the set of edges. Each node veV is
associated with an initial feature vector, denoted as:

H©® g RIVIxd 2)

This representation serves as the basis for the fundamental attribute information of the entity
and as the starting point for subsequent relationship modeling and information dissemination. By
explicitly introducing a graph structure, the model can incorporate the connections between entities
into a unified risk representation space, beyond the feature level. This paper also presents the overall
model architecture, as shown in Figure 1.
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Figure 1. Overall model architecture.
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During the representation learning stage, the model applies a graph neural network framework
that updates node features via neighborhood aggregation. Each node’s new representation is derived
by applying a function that fuses its own attributes with aggregated signals from its neighbors. This
approach has been successfully applied in the context of anomaly detection for financial data, where
attention-based neighborhood aggregation enhances the model’s ability to distinguish between
normal and anomalous patterns [19]. To further strengthen relational modeling, our method applies
attention mechanisms during the aggregation process, allowing the model to adaptively weight
neighboring nodes—a strategy that has proven effective in previous deep learning frameworks for
anomaly detection [20].

In handling heterogeneous graphs characteristic of transaction networks, the method further
incorporates advanced message passing techniques, as applied by Xie & Chang [21], enabling the
integration of both node-level and relational context for more expressive representations.
Accordingly, the update rule in our model is designed to jointly encode local features and multi-type
relational information, and is formally expressed as:

HWD = g(AHOW®) 3)

where A is the normalized adjacency matrix, W® is the learnable parameter matrix of the I-th layer,
and ¢(-) is the nonlinear mapping function. This process enables risk information to propagate layer
by layer in the graph structure, allowing nodes to perceive the behavioral patterns of their directly
and indirectly related entities, thereby forming a potential representation of the fused structural
context.

To enhance the model's ability to characterize complex relational structures, a multi-layer
propagation mechanism is further introduced, capturing higher-order dependencies by stacking
several graph convolutional layers. After L layers of updates, the final representation of the nodes is
obtained:

7Z € HE 4)

This representation integrates information from multi-hop neighborhoods, which helps identify
fraud patterns that rely on cooperative relationships or path structures. Compared to shallow
modeling methods that only use local neighborhood information, multi-layer propagation can
mitigate the impact of single-interaction noise, making risk features more stable and coherent in the
structural space.

In the risk discrimination stage, the model constructs a probability output based on the final
representation of the nodes to characterize the likelihood of the subject engaging in fraudulent
behavior. Specifically, a linear mapping and normalization function are used to map the
representation to a risk score:

y = Softmax(ZW,) 5)

where W, represents the output layer parameters. This design enables the model to complete the
end-to-end reasoning process from relationship modeling to risk scoring within a unified framework.
By jointly encoding structural information and node attributes into the representation space, the
method can theoretically more fully reflect the correlation and systemic characteristics of credit fraud,
providing a consistent modeling foundation for subsequent risk control and decision support.

IV. Experimental Analysis
A. Dataset

The dataset used in this study is the public Credit Card Fraud Detection dataset, which is widely
adopted in credit fraud identification research. It consists of credit card transaction records from
European cardholders. It is available from open source platforms for machine learning and anomaly
detection tasks. The dataset contains a large volume of transaction behavior information generated
in real payment environments. It includes several hundred thousand records. The fields include
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transaction time, transaction amount, and anonymized transaction features. To protect privacy, the
transaction information has been preprocessed, such as by principal component analysis. The original
attributes are transformed into numerical features. Key information relevant to fraud pattern analysis
is retained. The labels clearly distinguish legitimate transactions from fraudulent behavior. This
provides supervised semantic annotations for credit fraud identification.

A prominent characteristic of this dataset is severe class imbalance. Fraudulent samples account
for only a very small proportion of all transactions. This setting is representative of real-world credit
fraud scenarios. Since fraud is inherently rare in the overall transaction population, the minority class
constitutes only a tiny fraction of the total volume. This imbalanced distribution imposes stricter
requirements on learning strategies. In addition, fields such as transaction time and amount support
studies of temporal dynamics and monetary scale. These attributes are directly useful for building
graph structures and defining node features in graph neural networks. Therefore, this open dataset
is not only a standard benchmark for classical credit fraud detection. It also provides a rich basis for
mining complex relational patterns.

Although the dataset is originally provided in a flat tabular format, graph neural network
modeling typically requires graph construction based on relations among entities. Entities such as
transaction participants, for example, accounts and merchants, device identifiers, and time windows
can be treated as nodes. Transaction activities can be defined as edges. In this way, raw transaction
logs can be transformed into a multi-entity relational graph. This representation reflects the relational
nature of financial activities. It also provides richer contextual information for deep graph models. It
helps capture risk propagation patterns across nodes. The relational graph built from this dataset
contains both attribute information and behavioral links. This supports the modeling and
discrimination of complex fraudulent behaviors with graph neural networks.

B. Experimental Results

This article first presents the results of the comparative experiments, as shown in Table 1.

Table 1. Comparative experimental results.

Method Acc Recall AUC F1-Score
CATCHM [22] 0.641 0.628 0.662 0.635
NUS [23] 0.654 0.641 0.671 0.646
RHSOFS [24] 0.662 0.649 0.678 0.653
NAG [25] 0.667 0.653 0.683 0.659
CTCN [26] 0.673 0.661 0.689 0.665
Ours 0.689 0.675 0.703 0.679

Results show clear stratification across methods on credit fraud detection, indicating that
modeling paradigm strongly determines risk identification quality: traditional or weakly structured
models struggle to capture coordinated and concealed fraud within complex transaction relations
and are more sensitive to local noise, while relational/graph-aware methods are more stable because
independent features alone cannot represent the underlying risk structure. Performance generally
improves as models leverage more transaction connectivity, reflecting that fraud is networked and
often propagates along account interactions and transaction paths, so explicitly modeling structure
helps capture anomalous signals and improves robustness. Our method achieves consistent
advantages across metrics by jointly modeling node attributes and relational structure to learn more
discriminative risk representations under multi-account coordination and path obfuscation,
reinforcing the view that fraud detection is fundamentally a structured relational learning problem
with strong practical potential in large financial networks. Finally, because GNN depth controls the
neighborhood range for aggregation and thus local vs. higher-order relationship modeling, we
conduct a sensitivity analysis across layer settings, with results reported in Figure 2.
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Figure 2. The impact of the number of layers in a graph neural network on experimental results.

The depth sensitivity curves indicate that the model exhibits a clear and controllable change in
how it captures structural fraud patterns under different propagation depths. With a shallow depth,
node representations rely more on local neighborhoods. The model can capture short-range anomaly
cues induced by direct interactions. However, coverage is limited for cross-account paths and covert
coordinated behavior. As the depth increases, the aggregation range expands. The model can
incorporate risk signals from multi-hop relations into a shared representation space. This makes it
more sensitive to graph-structured risks such as group-based fraud and path-based transfers. The
trend supports the need to formulate fraud detection as a relational learning task.

The accuracy trend suggests that a moderate propagation depth better balances local details and
global context. The model can maintain stable discrimination under the diverse patterns of legitimate
transactions. If the depth is too shallow, fraud patterns that depend on higher-order relations are
more likely to be missed. This reflects insufficient modeling of complex structures. When the depth
continues to increase, accuracy shows signs of decline. This suggests effects from over-smoothing or
noise diffusion. In credit transaction graphs, legitimate behavior is denser and more frequent.
Excessive depth can mix large amounts of non-risk neighborhood information into node
representations. This weakens the decision boundary for key anomalous structures.

The recall curve shows a sharp increase followed by a plateau. This matches the dependence of
fraud detection on relational diffusion. Multi-hop aggregation brought by deeper propagation makes
hidden fraud associations along paths more observable. This is especially important when fraud
samples are rare and behavioral camouflage is strong. Cross-node propagation helps compensate for
the limitations of single-point features. After the depth reaches a certain level, the gain from adding
more layers diminishes. This indicates that most critical fraud relations have already entered the
effective receptive field. Further depth mainly introduces redundant neighborhood information
rather than additional evidence.

The variations in AUC and F1 are more pronounced. This indicates that depth changes affect not
only whether fraud can be captured, but also the trade-off between ranking ability and precise
coverage. AUC drops markedly at a deeper setting. This suggests that overly deep propagation may
dilute risk representations with non-risk neighborhoods. It reduces overall separability and ranking
stability. AUC then rises again, which implies a nonlinear relationship between structural signal
absorption and noise accumulation across depths. The fluctuation of F1 shows that, under class
imbalance, depth adjustment changes the structural distribution of false positives and false negatives.
Moderate depth is more likely to yield a relatively balanced decision state. Depth that is too shallow
or too deep can bias the model toward one type of error. This provides direct modeling evidence for
selecting an appropriate propagation depth in credit fraud scenarios.
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V. Conclusion

This study addresses real-world characteristics of credit fraud detection, including complex
relational structures, strong behavioral concealment, and highly coordinated risk patterns. It
conducts a systematic investigation of graph neural network-based modeling. It elevates the
conventional risk identification problem from an independent sample-centered setting to a structure-
driven graph learning task. By representing transaction entities and their interactions as a unified
graph, the model can exploit relational information among multiple parties beyond feature-level
signals. This design aligns more closely with the intrinsic mechanisms of risk formation and diffusion
in real financial systems. The analysis indicates that relational modeling plays an irreplaceable role
in improving the completeness of risk characterization and the consistency of discrimination. It offers
a new methodological perspective for intelligent risk control in complex credit scenarios.

From a methodological perspective, graph neural networks propagate and aggregate
neighborhood information layer by layer. This enables the model to perceive local interactions and
higher-order relations at multiple scales. It shows stronger adaptability to typical risk patterns,
including organized group fraud, chain-like transfers, and implicit coordination. The model no
longer relies only on explicit anomalous features. It learns latent risk representations from structural
context. This shifts fraud detection from static judgment to relation-aware perception and structural
reasoning. The shift supports more stable risk identification. It also provides a theoretical basis for
building more robust risk control systems.

From an application perspective, graph neural network-based credit fraud detection is
important for risk management in financial institutions. On the one hand, relation-aware models can
capture cross-account and cross-channel risk associations earlier. This provides richer support for
real-time interception and early warning. On the other hand, structured risk representations can
improve interpretability. They make risk decisions easier to align with business rules, compliance
requirements, and audit processes. The approach also has strong transfer potential across related
domains, including payment risk control, credit approval, and anti-money laundering.

Looking ahead, credit fraud detection will remain in environments with continuous distribution
shifts and evolving attack strategies. Several questions require further study. One is how to achieve
continual learning under dynamic graph structures. Another is how to maintain stable structural
representations under noisy and incomplete relations. A third is how to support cross-scenario risk
modeling while satisfying privacy and compliance constraints. As graph learning methods become
more integrated with financial business systems, graph neural network-based risk identification is
expected to play a key role in larger-scale and more complex financial networks. It can provide long-
term support for building secure, robust, and intelligent financial infrastructure.
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