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Abstract 

We address a key challenge in cloud native microservice anomaly detection. Existing methods 

struggle to characterize cross-service dependency propagation and complex temporal dynamics. We 

propose a temporal representation framework based on cross-service contrastive learning. The 

method first constructs multi-scale views from service call relations and historical runtime data. It 

embeds system-level collaborative behaviors into temporal window representations. This yields 

structure-enhanced input features. It then applies a dual view contrastive encoding strategy with 

weak augmentation across different time windows. This strategy pulls normal collaborative patterns 

closer and separates abnormal deviation patterns in the feature space. It improves sensitivity and 

robustness. The framework further performs unsupervised anomaly scoring through feature 

aggregation and service-level prototype construction. This avoids extra labeling costs and reduces 

dependence on manual thresholds. To evaluate the framework, we conduct systematic validation 

using metrics, logs, and distributed traces from a real open source microservice benchmark system. 

We also perform multi-dimensional hyperparameter sensitivity analyses across learning rate, batch 

size, time window length, and the temperature coefficient of the contrastive loss. These analyses 

reveal stability and adaptability under different dynamic conditions. In comparison with existing 

baseline models, the method achieves higher accuracy, stronger recall, and better overall performance. 

This confirms the advantage of cross-service contrastive strategies for capturing anomaly 

propagation patterns and structural characteristics. Overall, the proposed unified structure of 

temporal representations and contrastive learning mechanism enables effective unsupervised 

anomaly detection in collaborative microservice environments. The framework shows strong 

discriminative capacity and robustness under complex system operations. It provides a reproducible 

technical solution for improving intelligent operations in cloud native systems. 

Keywords: Cross-service temporal representation; contrastive learning; microservice anomaly 

detection; structural dependency 

 

I. INTRODUCTION 

The widespread adoption of cloud native architecture has accelerated the shift of enterprise 

applications from monolithic systems to microservice ecosystems. Microservices improve delivery 

speed through fine-grained decomposition, independent deployment, and elastic scaling. They also 

introduce a more complex runtime landscape. Service counts grow rapidly. Call chains change 

dynamically. Versions roll frequently. Resource sharing and isolation coexist. Observability data 

expands at the same time. Metrics, logs, and traces show strong non-stationarity over time. They also 
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exhibit cross-service coupling and co-variation in the system space. Traditional operations 

approaches designed for single hosts or single applications do not adapt well to this highly 

distributed, dependency-intensive, and fast-evolving environment. As a result, microservice 

anomaly detection has become a core capability for ensuring cloud native reliability and business 

continuity[1]. 

The causes of microservice anomalies are diverse and often show system-level propagation. A 

seemingly local event, such as resource jitter, configuration drift, dependency degradation, or 

transient network congestion, can be amplified along the call chain into a cascading failure. This 

process can appear as cross-service temporal resonance and delayed transmission. At the same time, 

services differ greatly in roles and workload patterns. Gateway services, compute-intensive services, 

storage and messaging middleware, and business components with different threading models 

generate highly heterogeneous time series. They differ in metric distributions, periodicity, and 

burstiness. Detection methods that rely only on a single service view or static thresholds often fail to 

separate true anomalies from normal fluctuations. These fluctuations can be caused by traffic peaks 

and valleys, release windows, or cache warm-up. The result is both false alarms and missed 

detections. This weakens alert credibility and reduces the efficiency of incident response decisions[2]. 

At the data and labeling levels, anomaly detection in microservice settings faces practical 

constraints of limited labels, weak priors, and rapid change. Real failure samples are scarce and 

unevenly distributed. Labeling standards across teams are hard to unify. Anomaly categories also 

evolve with changes in business forms, infrastructure, and dependency ecosystems. The assumptions 

required by supervised methods are difficult to maintain in long-term production. Purely 

unsupervised methods are also vulnerable. They can be disrupted by environmental noise, periodic 

trends, and multi-source heterogeneity. Therefore, a key challenge is to learn robust representations 

under weakly labeled or unlabeled conditions. Another challenge is to adapt to continuously 

changing runtime environments. 

Contrastive learning offers a promising direction for this learning setting. It is well-suited to 

extracting structured representations from large-scale normal operation data. Temporal contrastive 

learning emphasizes the construction of positive and negative relationships. It aims to learn time 

series representations that are discriminative, transferable, and noise resistant. It can better capture 

local bursts, long-term trends, and multi-scale dependencies. Extending contrastive learning to the 

cross-service dimension may place system correlation at the center of representation learning. One 

path is to use call dependencies and synchronized load changes to capture collaborative patterns. 

Another path is to leverage inter-service differences and asynchronous disturbances to learn clearer 

decision boundaries. Such cross-service temporal representations may reveal propagation routes and 

early warning signals. They can support more accurate localization and earlier alerts for complex 

failures[3]. 

A microservice anomaly detection framework based on cross-service temporal contrastive 

learning has important theoretical and engineering value. Theoretically, it moves anomaly detection 

beyond assumptions of single variables, single services, and static distributions. It advances toward 

system modeling with multi-service linkage, temporal causal coupling, and dynamic evolution. This 

shift may help establish representation learning paradigms that better reflect real cloud native 

operating principles. From an engineering perspective, this approach can improve alert robustness 

and transferability with lower labeling costs. It can reduce reliance on manual rules and experience-

based thresholds. It can also increase tolerance to release disturbances, workload fluctuations, and 

environmental noise. This provides more reliable anomaly signals for SRE and automated operations. 

As microservice scale continues to grow and platform-level intelligent operations become more 

critical, contrastive frameworks that model cross-service temporal relations may become a key path 

toward high availability, lower cost, and sustainable evolution. 

I. RELATED WORK 

Anomaly detection in cloud and microservice environments has been broadly surveyed, with 

recurring conclusions that practical systems must handle heterogeneous telemetry, non-stationary 

workloads, and dependency-driven propagation. Systematic reviews summarize common detection 
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paradigms and emphasize robustness and operational constraints in cloud settings [4], while 

microservice-focused surveys further highlight that dependency-aware modeling and propagation 

reasoning are central to effective detection and diagnosis in service ecosystems [5]. Practical 

overviews and case-driven studies reinforce these points by showing that anomalies can manifest as 

cross-component effects under dynamic deployments and diverse runtime behaviors, motivating 

learning-based approaches that go beyond static rules and thresholds [6-8]. 

To reduce labeling cost while capturing cross-service coupling, recent work increasingly adopts 

unsupervised representation learning with multi-source fusion and structural modeling. Multi-

source anomaly detection frameworks demonstrate that jointly leveraging heterogeneous 

observability streams can improve sensitivity and reduce reliance on handcrafted rules [9], while 

interaction prediction and security-oriented monitoring suggest that learning cross-component 

behavioral relationships is useful for identifying cascading or coordinated deviations [10-11]. Graph-

based reconstruction methods (e.g., nested graph diffusion) further show that encoding dependency 

structure during reconstruction can expose propagation-style anomalies more explicitly [12]. In 

parallel, contrastive objectives have been used to build separable embedding spaces for normal 

versus abnormal patterns without labels, including contrastive multi-modal representation clustering 

and dependency-aware contrastive modeling, which provide direct methodological grounding for 

cross-service temporal contrastive strategies [13-14]. Federated or distributed update settings have 

also been explored to support continual improvement under decentralized data collection, 

reinforcing the value of representation learning pipelines that can update under realistic deployment 

constraints without requiring dense anomaly labels [15]. 

Beyond microservice-specific designs, several modeling components are commonly reused to 

strengthen temporal sensitivity, generalization, and pipeline stability. Attention-based sequence 

encoders remain a practical backbone for capturing salient temporal segments in anomaly detection 

workflows [16], and attention-based long-range dependency modeling has also been used to improve 

robustness in complex time series more generally [17]. Transformer-style modeling of heterogeneous 

records provides transferable techniques for aligning mixed signals across time and feature 

granularities [18], while graph neural representations show that relational aggregation can recover 

latent system-level outcomes from interaction structure, which supports dependency-graph-based 

anomaly representations [19]. At the system design level, modular task decomposition and dynamic 

collaboration offer a general recipe for structuring complex learning pipelines into coordinated 

components [20]. Parameter-efficient adaptation (including LoRA-style multi-scale tuning and 

related fine-tuning strategies) provides lightweight mechanisms for adjusting models under evolving 

environments while limiting destabilizing parameter drift [21-22]. Finally, adaptive control 

perspectives based on reinforcement learning—ranging from deep Q-learning for scheduling to 

multi-agent orchestration—highlight policy-based mechanisms that react to changing system 

conditions and can complement anomaly detection loops in automated operations [23-24], while 

collaborative evolution studies and risk-aware multi-agent optimization provide additional 

principles for maintaining stable coordinated behavior under dynamic objectives [25-26]. 

Knowledge-augmented agent frameworks further motivate integrating structured reasoning 

components for more interpretable downstream analysis built on learned representations, without 

changing the core unsupervised detection objective [27]. 

I. METHOD 

A. General Introduction 

We represent a microservice system as a coupled entity of a call graph evolving and a sequence 

of multivariate metrics. Let the set of microservices be V = {v1, . . . , vN}, and the call relationships at 

time t be Et. Then the system structure can be represented as: 

Gt = (V, Et)                                    (1) 

Each service has a d-dimensional observation vector Xv,t  at time t, and service-level time 

segments are constructed using a sliding window of length w: 

Xv,t = [xv,t−w+1, . . . , xv,t]                       (2) 
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The core of the proposed framework is to leverage cross-service associations as a structural 

perspective and integrate multi-scale historical windows as a temporal perspective. The unified 

encoder is designed to learn both alignable and distinguishable service representations by fusing 

structural and temporal information, which enhances the robustness of anomaly discrimination 

under conditions of limited or absent annotation. To achieve this, the model draws on adaptive deep 

learning strategies proposed by Lyu et al. [28] for handling complex multi-objective interactions in 

microservice environments, ensuring that cross-service dependency signals are effectively embedded 

in the representation. The contrastive learning objective, inspired by the dependency modeling 

approach of Xing et al. [29], encourages the model to align normal collaborative behaviors and 

separate abnormal deviations in the learned feature space, even without strong supervision. 

Additionally, the temporal encoding module utilizes attention-based convolutional techniques to 

ensure that both local bursts and long-term patterns are adequately captured [30]. The overall 

architecture of the framework is illustrated in Figure 1. 

 

Figure 1. Overall model architecture diagram. 

A. Cross-Service Time-Series View Construction 

To explicitly characterize the cross-service propagation and coupling of anomalies, we introduce 

neighborhood aggregation for each service to form a structurally enhanced temporal input. Let At 

denote the adjacency matrix at time t, and we obtain the neighborhood context using simple 

normalization aggregation: 

xv,t = ∑ At(u, v)u∈V xv,t                        (3) 

The local observations and neighborhood context are then concatenated into a structure-

temporal joint token: 

zv,t = Concat(xv,t, x̃v,t)                        (4) 

And form a window-level input: 

Zv,t = [Zv,t−w+1, . . . , zv,t]                        (5) 

This construction method injects weakly structured information about "who affects whom and 

when the impact occurs" into the time model without relying on complex priors, enabling subsequent 

encoders to simultaneously perceive local fluctuations and linkages. 

A. Cross-Service Time-Series Comparison Learning Objectives 

We construct two lightweight augmented views, hv,t
a  and hv,t

b , for the same service window, 

such as time jitter, subsequence pruning, feature masking, or slight perturbations based on the call 

neighborhood, and feed them into a shared encoder 𝑓𝜃 to obtain the representations: 

hv,t
a = fθ(a(Zv,t)),   hv,t

b = fθ(b(Zv,t))         (6) 

Cosine similarity is used as the alignment metric: 
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sim(p, q) =
pTq

||p||||q||
                             (7) 

And use the contrast loss in the form of service-level InfoNCE: 

Lsvc = −log
exp(sim(hv,t

a ,hv,t
b )/τ)

∑ exp(sim(hv,t
a ,hv,t

b )/τ)(u,s)∈B
               (8) 

To ensure system-level consistency, prototype alignment of clusters or call subgraphs can be 

further introduced. Let c(v) be the cluster to which the service belongs, and p be the prototype. The 

overall goal can be written as: 

L = Lsvc +λLclu                           (9) 

This goal encourages the same service to maintain its representation unchanged under different 

enhancements, while also differentiating between different services or different time segments, 

thereby strengthening the stable structure of the "normal collaborative mode" at the representation 

level. 

A. Anomaly Scoring and Online Inference 

After training, we construct a normal prototype for each service using the representation of the 

historical reference interval: 

𝑝𝑣 =
1

𝑇0
∑ ℎ𝑣,𝑡

𝑇0
𝑡=1                             (10) 

During the online phase, a representation ℎ𝑣,𝑡 is calculated for the new window, and the degree 

of deviation from the normal prototype is used as the service-level anomaly score: 

𝑠𝑣,𝑡 = 1 − 𝑠𝑖𝑚(ℎ𝑣,𝑡 , 𝑝𝑣)                     (11) 

Considering the varying importance of different services to the business chain, the system-level 

anomaly strength can be obtained by aggregating the weights 𝑤𝑣: 

𝑆𝑡 = ∑ 𝑤𝑣𝑠𝑣,𝑡𝑣∈𝑉                             (12) 

When 𝑆𝑡  or critical service 𝑠𝑣,𝑡  continues to rise, further root cause analysis and call chain 

backtracking can be triggered. Overall, this method takes cross-service temporal comparative 

learning as the main thread, unifying structural dependencies, temporal dynamics, and unsupervised 

representations into the same framework, providing a scalable modeling paradigm for early 

identification and robust alerting of complex anomalies in microservices. 

I. EXPERIMENTAL RESULTS 

A. Dataset 

This study uses an open-source anomaly dataset based on the Train Ticket benchmark system 

as the experimental data source. Train Ticket is a representative microservice application for ticket 

purchasing. It contains about 41 microservices. These services cover gateways, orders, payments, 

users, notifications, and other functional components. The system supports containerized and 

Kubernetes-based deployment. It can effectively simulate cross-service call relationships and runtime 

fluctuations in real cloud native environments. 

Specifically, we adopt the publicly released dataset titled "Anomalies in Microservice 

Architecture (train-ticket) based on version configurations." The dataset uses Train Ticket as the 

running platform. It provides multiple anomaly scenarios triggered by changes in versions and 

dependency configurations. It also collects three key types of observability data in parallel. These 

include service logs, Jaeger distributed traces, and Prometheus metric data. This design forms a 

comprehensive monitoring view that covers structural dependencies, temporal evolution, and multi-

source signals. The data are organized using a directory schema of "changed microservice_third party 

library_version_collection date." This structure facilitates mapping anomalies to specific service 

changes and their impact scope. 

The dataset aligns directly with the theme of this paper on microservice anomaly detection based 

on cross-service temporal contrastive learning. On one hand, logs, metrics, and traces provide natural 

carriers for cross-service temporal alignment and multi-view augmentation. They support the 

construction of positive and negative samples at both service and system levels. On the other hand, 

performance degradation and behavioral anomalies caused by version or dependency changes show 

clear cross-service propagation and coupling. This property can help the model learn representation 
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boundaries between normal collaborative patterns and abnormal deviation patterns. With open 

accessibility, complete modalities, and well-defined anomaly causes, this dataset offers a stable and 

reproducible foundation. It supports the structure, temporal joint modeling, and cross-service 

alignment learning in our method. 

A. Experimental Results 

This paper first conducts a comparative experiment, and the experimental results are shown in 

Table 1. 

Table 1. Comparative experimental results. 

Model ACC Precision Recall F1-Score 

SRdetector[31] 0.861 0.842 0.811 0.826 

Uac-ad[32] 0.873 0.854 0.822 0.838 

MADMM[33] 0.887 0.866 0.845 0.855 

TraLogAnomaly[34] 0.901 0.884 0.862 0.873 

TraceDAE[35] 0.912 0.895 0.876 0.885 

Ours 0.931 0.918 0.903 0.910 

In terms of overall performance, the proposed method achieves the best results across all four 

evaluation metrics. This indicates that cross-service temporal representations and the contrastive 

learning mechanism can capture collaborative behaviors and anomalous deviations more effectively 

in microservice systems. Compared with other methods, the advantage of ACC suggests a more 

stable global identification capability. The model maintains higher classification accuracy under 

complex dependency structures. This also shows that structured temporal representations play an 

important role in reducing both false positives and false negatives. 

A closer look at Precision shows that the proposed method provides stronger positive 

discrimination than the other models. This means the model can distinguish normal and abnormal 

behaviors more precisely under disturbances such as runtime fluctuations and call chain changes. It 

does not produce excessive false alarms due to local errors or transient resource jitter. For real 

operational settings, higher Precision is especially valuable. It reduces ineffective alerts and improves 

the efficiency of operational resource allocation. 

The method also remains superior on Recall. This suggests that the cross-service temporal 

alignment mechanism can describe anomaly propagation with higher sensitivity. It is more likely to 

capture deeper fault manifestations. Many traditional methods rely more on local service views. They 

therefore struggle to reflect the temporal transmission characteristics of call dependencies. In contrast, 

this cross-service contrastive framework can interpret anomalous signals under multi-service 

interactions in a more comprehensive way. This leads to higher recall. 

Finally, the F1-Score further confirms stronger overall performance. It reflects an effective 

balance between accurate identification and comprehensive coverage. Compared with baseline 

models, this advantage suggests that cross-service contrastive learning improves representation 

quality. It also helps establish more robust decision boundaries for mapping anomalies at both service 

and system levels. Overall, these results indicate that the framework is suitable for complex and 

dynamic microservice environments. It has the potential to support more reliable anomaly detection 

and system-level early warning capabilities. 

This paper also presents the impact of the learning rate on the experimental results, as shown in 

Table 2. 

Table 2. The impact of the learning rate on experimental results. 

Learning Rate ACC Precision Recall F1-Score 

0.0006 0.914 0.892 0.875 0.883 

0.0005 0.921 0.902 0.889 0.895 

0.0004 0.928 0.910 0.897 0.904 

0.0003 0.930 0.915 0.900 0.908 
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0.0002 0.931 0.917 0.902  0.909 

0.0001 0.931 0.918 0.903 0.910 

 

The learning rate sensitivity results show a clear trend. As the learning rate is gradually reduced 

from 0.0006, the model improves steadily on ACC, Precision, Recall, and F1-Score. This suggests that 

a higher learning rate makes parameter updates too aggressive. It introduces more structural noise 

during cross-service temporal feature extraction. The representation space becomes less stable. With 

a lower learning rate, the model can better exploit cross-service contrastive relations for consistent 

alignment. This leads to more robust system-level anomaly representations. 

The Precision trend further indicates that an overly large learning rate can cause the model to 

overfit local service patterns. It then fails to capture truly system-correlated anomalous features. 

When the learning rate falls within 0.0003 to 0.0001, Precision rises noticeably. This implies that the 

model can achieve more accurate anomaly identification in cross-service collaborative structural 

representations. This is crucial for reducing false alerts. Microservice systems often experience large 

business fluctuations. A high false alarm rate can directly undermine the reliability of automated 

operations. 

Recall increases as the learning rate decreases. This indicates that the temporal representations 

generated by contrastive learning generalize better under lower learning rates. The model becomes 

more capable of capturing anomaly propagation along call chains. Compared with other training 

settings, a lower learning rate allows the model to aggregate multi-scale cross-service variations more 

effectively. This improves coverage of implicit degradation and link-level propagation anomalies. 

The F1-Score trend provides a comprehensive view. Model performance becomes more stable 

as the learning rate decreases. The best balance is achieved at 0.0001 and 0.0002. This suggests that 

the collaborative representations formed by cross-service temporal contrastive learning benefit from 

small step updates. The optimization converges more reliably. The model can more fully characterize 

internal normal patterns and abnormal deviation patterns. This enhances the stability and credibility 

of anomaly detection decisions. 

The impact of different batch sizes on cross-service contrastive learning is mainly reflected in 

two aspects: gradient estimation stability and representation space structure. Smaller batches can 

introduce more randomness, making cross-service time-series segments exhibit richer perturbation 

patterns during training, which is beneficial for contrastive learning to uncover more detailed 

differential features. However, this may also lead to excessively large gradient variance, affecting the 

stability of optimization convergence. Larger batches tend to provide smoother gradient estimates, 

enabling cross-service collaborative patterns to form a clearer aggregation structure in the 

representation space, but there is a risk of decreased sensitivity to local anomaly signals. Therefore, 

it is necessary to systematically examine the sensitivity of cross-service contrastive learning under 

different batch sizes, focusing on recall, an indicator that directly reflects anomaly coverage capability, 

to characterize the balance between "stable training" and "anomaly capture capability," and to 

provide an operational adjustment basis for hyperparameter configuration in actual deployment. The 

experimental results are shown in Figure 2. 
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Figure 2. Sensitivity experiment of different batch sizes to cross-service contrastive learning recall. 

The overall trend shows that different batch sizes have a clear impact on recall. This suggests a 

coupled relationship between the stability of cross-service contrastive learning, the optimization path, 

and the batch scale. With a larger batch, gradient estimates become smoother. Cross-service 

collaborative patterns in the representation space are easier to extract. This provides more consistent 

statistical cues for identifying anomaly propagation paths. Therefore, the model needs a relatively 

large batch to fully reveal the contribution of cross-service dependency structures to anomaly 

detection. 

When the batch size is adjusted from 16 to 32, recall increases significantly. This indicates that 

small batches introduce high variance gradients. Such variance can hinder the convergence of the 

contrastive objective. Stable association patterns among key services then become difficult to form. 

In contrast, a batch size of 32 offers a more stable update rhythm for service level contrastive relations. 

It helps the model capture propagation dynamics along call chains. This improves recall. 

It is worth noting that recall drops when the batch size increases to 64. This shows that an 

excessively large batch does not necessarily yield better cross-service anomaly representations. 

Overly smooth gradient updates may reduce sensitivity to fine-grained anomaly patterns. Some local 

propagation anomalies may become less visible. This implies that cross-service anomaly detection 

does not rely only on scaling the batch size. It requires a balance between extracting collaborative 

structures and preserving sensitivity to details. 

When the batch size is further expanded to 128, recall rises again. This suggests that with higher 

sampling coverage, the overall dependency structure of the system is characterized more completely. 

The propagation paths of cross-service anomalies are more likely to be captured by aligned 

representations. This pattern also implies a possible mapping between batch size and dependency 

complexity. Thus, selecting an appropriate batch scale is an important lever for optimizing the 

performance of cross-service temporal contrastive learning. 

The length of the time window directly determines the range of historical context that the model 

can observe across service time sequences, thus affecting the discriminability of anomaly patterns 

and the optimization difficulty of the contrastive learning objective. When the window is too short, 

the model can only see local fluctuations, making it difficult to perceive delay propagation and multi-

scale superposition effects along the service chain; when the window is too long, it may introduce a 

large amount of background information unrelated to the current anomaly, causing noise 

interference when the contrastive learning constructs "normal collaborative patterns" and "abnormal 

deviation patterns" in the representation space. Therefore, it is necessary to systematically examine 

the sensitivity of a single model on multiple metrics around different time window lengths, and to 

analyze the nonlinear relationship between window length and cross-service contrastive learning 

performance through visual line analysis, providing a more operational basis for selecting the 

granularity of time sequence modeling in microservice anomaly detection. The experimental results 

are shown in Figure 3. 
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Figure 3. The effect of time window length variation on experimental results. 

These results indicate that the length of the time window has a significant impact on 

representation stability for cross-service anomaly detection. On ACC, performance increases as the 

window grows from 16 to 48. It then slightly decreases when the window is further extended to 64 

and 80. This pattern suggests two risks. A short window cannot capture the temporal propagation of 

cross-service dependencies. A long window may introduce noisy information and weaken structured 

linkage signals. Therefore, the time window should balance the coverage of temporal information 

and the level of noise. This balance is necessary to realize the advantage of contrastive learning for 

cross-service behavior modeling. 

The changes in Precision and Recall show that the middle range performs best. This indicates 

that a moderate window helps the model distinguish normal collaborative patterns from abnormal 

deviation paths. When the window is too small, the main issue is insufficient information. The model 

cannot reveal cascading propagation among microservices. When the window is too large, it includes 

a longer history. It may also introduce background changes that are unrelated to the current anomaly. 

This can reduce discriminative capacity. This observation reflects the core value of cross-service 

contrastive learning. It does not depend only on local samples. It relies on multi-scale real 

collaborative behaviors. It also needs to avoid interference from irrelevant context. 

Finally, the F1 trend shows that a window length of 48 achieves a more balanced overall 

performance. This highlights an important point for cross-service anomaly detection. Temporal 

modeling should not pursue longer ranges without restraint. In systems with complex call structures, 

a moderate window is more conducive to learning stable service correlation features. This suggests 

that time scale selection is closely related to the model's ability to capture anomaly propagation. 

Optimizing the time window from a system perspective is an important support for improving 

robustness and generalization in cross-service contrastive learning frameworks. 

The temperature coefficient in the contrastive loss directly controls the "sharpness" of the 

similarity between positive and negative samples in softmax normalization, thus affecting the 

strength with which contrastive learning brings positive samples closer and pushes negative samples 

further apart in the representation space. In cross-service anomaly detection scenarios, if the 

temperature coefficient is too small, the model may overemphasize a few extreme negative samples, 

resulting in an overly tight representation space and difficulty in maintaining structural diversity 

between different services; if the temperature coefficient is too large, the differences between positive 

and negative samples are over-smoothed, weakening the ability to distinguish anomaly propagation 

patterns. Therefore, it is necessary to systematically examine the sensitivity of a single model on 

multiple metrics around different temperature coefficients to characterize the balance between 

"contrast strength" and cross-service representation quality. The experimental results are shown in 

Figure 4. 
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Figure 4. The effect of changes in the temperature coefficient of loss on the experimental results. 

Across different temperature settings, the results indicate that neither a lower temperature nor 

a higher temperature is universally better. The key is to balance contrastive force and structural 

separability. When the temperature is too low, the model overemphasizes differences among samples. 

The cross-service temporal representation space becomes overly compact. Local service fluctuations 

can be amplified into anomalous features. This harms overall representation stability. In contrast, an 

excessively high temperature weakens sample discrimination. The model then fails to capture 

structural characteristics of cross-service anomaly propagation. This reduces anomaly recognition 

capability. 

Among the metrics, the trends of F1 and Recall suggest that a middle temperature range 

provides a better balance. This implies that a moderate temperature helps construct a more structural 

service representation space. Such a space can capture key propagation paths in cross-service 

correlation modeling. It also preserves robust sensitivity to anomalies along service call chains. In 

other words, the temperature coefficient influences more than the loss scale in this framework. It 

implicitly shapes the geometry of the cross-service representation space. 

Precision and ACC remain relatively stable, but they still decline under extreme temperatures. 

This indicates that temperature changes affect how the model delineates boundaries between 

anomalous patterns and normal collaborative behaviors. Cross-service anomalies often involve 

multi-scale propagation and link-level resonance. Temperature adjustment, therefore, controls the 

strength of aggregation and separation in the contrastive space. An appropriate temperature 

promotes reasonable alignment of cross-service temporal information. It helps the model maintain 

high anomaly sensitivity at the structural modeling level. It also avoids incorrect decisions caused by 

excessive alignment or excessive dispersion. 

I. CONCLUSIONS 

This paper addresses core challenges of anomaly detection in microservice systems. It proposes 

a temporal contrastive learning framework that targets cross-service dependencies. The framework 

jointly models multi-scale temporal dynamics and microservice call structures. It aims to achieve 

more robust anomaly pattern identification. By placing service-level local patterns and system-level 

collaborative behaviors in the same feature space, the learned structure temporal representations can 

describe how anomalies propagate along call chains. The model thus becomes more sensitive to 

abnormal signals in complex business workflows. This study goes beyond traditional single-service 

detection. It highlights the importance of cross-service dependency structures for anomaly detection. 

At the representation learning level, the method introduces a contrastive mechanism. It uses soft 

constraints to enhance the aggregation of normal operating patterns. It also strengthens the 

separability of abnormal deviation patterns in the feature space. This design reduces reliance on large 

amounts of labeled data. The method can still function effectively under weak labels or imbalanced 

data. This matches practical requirements in real cloud native deployments. With flexible view 

augmentation, the framework shows good robustness to dynamic microservice changes, workload 
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fluctuations, and runtime disturbances. It offers new design insights for operations monitoring in 

large-scale containerized systems. 

From an engineering perspective, this work supports the development of intelligent 

microservice operations. It can contribute to automatic alerting, root cause localization, performance 

degradation detection, and capacity planning. The proposed cross-service contrastive learning idea 

is not limited to business call chain structures. It can also be extended to the fusion analysis of multi-

source heterogeneous runtime signals. This extension may provide more reliable observability-

driven intelligent decisions for highly reliable cloud native platforms. As business scale grows and 

operational complexity increases, such a structured temporal collaborative representation modeling 

may become a key technical foundation for future intelligent monitoring systems. 

There remains considerable room for further research. The interaction mechanism between 

cross-service graph structures and temporal information can be refined. Future work can explore 

higher-level representation strategies, such as hybrid attention, graph-level semantic aggregation, 

and cross-granularity alignment. The framework can also be extended beyond anomaly detection to 

predictive maintenance, system stability planning, and adaptive resource scheduling. This could 

further advance automated operations capabilities. With the development of online learning and 

incremental learning paradigms, the framework can be combined with continual learning 

mechanisms. This may help the model maintain agile adaptability under unstable environments. It 

can promote cloud native intelligent operations toward greater autonomy, higher efficiency, and 

stronger elasticity. 
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