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Abstract

Injection molding processes generate large volumes of heterogeneous process data that reflect
complex and dynamic manufacturing conditions, directly influencing product quality. Conventional
quality control approaches based on fixed statistical thresholds and operator experience often fail to
ensure stable and secure operation under such variability, leading to increased defect rates and
reduced process reliability. Moreover, insufficient consideration of data integrity and process
stability can compromise the robustness of data-driven manufacturing systems. This study proposes
a secure machine learning framework for defect detection and quality enhancement in injection
molding processes. The framework integrates systematic data preprocessing, correlation analysis,
and an unsupervised learning approach based on a Gaussian Mixture Model (GMM) to achieve
reliable defect classification. Key process parameters contributing to quality deviations are identified
through statistical correlation analysis, and process data are clustered into one normal group and
three abnormal groups corresponding to different defect types without requiring labeled datasets. By
emphasizing data integrity, stable clustering behavior, and resilience to process variability, the
proposed framework enhances manufacturing security and reduces the risk of misclassification.
Experimental results using real injection molding process data demonstrate effective defect
reduction, improved process parameter optimization, and enhanced operational efficiency. By
enhancing defect detectability and reducing misclassification risks, the proposed framework
supports safer and more human-centric manufacturing environments by improving operator trust,
decision confidence, and preventive intervention capability.

Keywords: injection molding; defect detection; machine learning; manufacturing security; data
integrity; Gaussian Mixture Model; quality enhancement; smart manufacturing

1. Introduction

Injection molding is a core manufacturing process widely used in industries such as automotive,
electronics, and precision components, where product quality, process stability, and cost efficiency
are critical to operational competitiveness. With the rapid adoption of smart manufacturing and
Industry 4.0, modern injection molding systems generate large volumes of heterogeneous data from
sensors, controllers, and monitoring equipment, enabling data-driven quality control and defect
prevention [1-3]. However, the intrinsic variability and complexity of molding conditions—
associated with nonlinear process behavior, fluctuating material states, and dynamic machine
responses—often challenge conventional quality management practices that rely on fixed statistical
thresholds and operator experience [4-6]. These limitations can degrade defect detection accuracy
and hinder consistent process control, ultimately undermining reliable decision-making in highly
automated production environments.

Recent studies have increasingly explored machine learning-based approaches for defect
detection and quality control in manufacturing processes, including injection molding [7-9].
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Although supervised learning models have demonstrated promising predictive performance, they
typically require large volumes of labeled defect data, which are costly to obtain and often impractical
in industrial settings where defective samples are scarce and class distributions are highly
imbalanced [10,11]. Moreover, injection molding process data commonly exhibit non-normal
distributions, nonlinear relationships among parameters, and sensitivity to internal and external
disturbances, which can reduce model generalizability and lead to unstable decisions when
deployment conditions deviate from training environments [12,13]. These challenges highlight the
need for robust data-driven approaches that can operate effectively under limited labeling conditions
while maintaining stable, reliable, and integrity-preserving decision-making in real-world
production systems.

To address these challenges, this study proposes a secure machine learning framework for
defect detection and quality enhancement in injection molding processes. The proposed framework
integrates systematic data preprocessing and correlation analysis to identify critical process
parameters contributing to quality deviations and employs an unsupervised Gaussian Mixture
Model (GMM) to cluster process data into one normal group and multiple abnormal groups,
enabling defect classification without requiring labeled datasets [14,15]. The main contributions of
this study are as follows: (i) development of a data-driven, security-aware defect detection
framework that strengthens process reliability, data integrity, and stable decision-making in injection
molding systems [16-18]; (ii) demonstration of the effectiveness of GMM-based clustering in
distinguishing normal conditions and multiple defect patterns under nonlinear and non-normal
manufacturing data distributions; and (iii) experimental validation using real injection molding
process data, confirming that the proposed approach supports defect reduction, process parameter
optimization, and improved operational efficiency. In addition, by emphasizing stable decision-
making and interpretable defect patterns, the proposed framework contributes to human-centric
industrial security, enabling operators to better understand process anomalies and respond
proactively to potential quality risks. By combining machine learning-based defect detection with
manufacturing security considerations, this work contributes to the advancement of reliable and
secure smart manufacturing systems aligned with Industry 4.0.

2. Materials and Methods

This section describes the materials, data sources, and methodological procedures employed to
develop and validate the proposed secure machine learning framework for defect detection in
injection molding processes. The overall methodology follows a data-driven workflow that integrates
process data acquisition, data preprocessing, statistical correlation analysis, and unsupervised
machine learning-based defect classification. Real injection molding process data collected from
industrial equipment were used to ensure practical relevance and reproducibility. To enhance the
reliability and stability of defect detection, particular attention was given to data quality
management, including handling missing values, outliers, and data imbalance, as well as ensuring
consistent parameter scaling. Based on the processed dataset, a Gaussian Mixture Model (GMM) was
constructed to cluster process data into normal and abnormal patterns, forming the basis for secure
and robust defect identification under realistic manufacturing conditions. Figure 1 illustrates the
overall workflow of the proposed secure machine learning framework, including process data
acquisition, data preprocessing, correlation analysis, and GMM-based defect detection.
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Figure 1. Overall workflow of the proposed secure machine learning framework for defect detection and quality

enhancement in injection molding processes.

2.1. Data Description and Acquisition

The dataset used in this study was collected from an industrial injection molding process
operated under real production conditions. Process data were acquired directly from programmable
logic controllers (PLCs) and associated monitoring systems installed on injection molding equipment.
These data represent key physical and operational states of the molding process, including machine
motion, load conditions, and process response variables recorded during each production cycle. The
collected dataset reflects both normal operating conditions and defective production states,
providing a realistic basis for data-driven defect analysis.

To ensure data reliability and consistency, process variables were sampled at fixed intervals
synchronized with the molding cycle. The dataset includes multiple continuous variables related to
machine movement and load characteristics, which are known to have a direct influence on product
quality in injection molding processes. Visual inspection results performed by experienced operators
were used as reference information for identifying defective production cycles, although these labels
were not directly employed in the unsupervised learning stage. This approach allows the proposed
framework to remain applicable in environments where labeled defect data are limited or partially
unavailable.

All collected data were anonymized and organized into structured tabular form prior to
analysis. The resulting dataset captures the inherent variability, nonlinearity, and imbalance
commonly observed in industrial manufacturing data, thereby providing a suitable foundation for
evaluating the robustness and practical applicability of the proposed secure machine learning
framework.

2.2. Data Description and Acquisition

Data preprocessing is a critical step in ensuring the reliability and robustness of machine
learning-based defect detection in injection molding processes. Industrial manufacturing data often
contain missing values, outliers, noise, and inconsistencies caused by sensor faults, communication
delays, or unstable operating conditions. If not properly handled, these issues can significantly
degrade model performance and lead to unstable or misleading defect classification results.
Therefore, systematic data preprocessing and quality management were applied prior to model
construction.
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First, missing values were identified and treated based on their occurrence rate and relevance to
key process parameters. Variables with excessive missing values were excluded from further
analysis, while minor missing entries were handled using appropriate imputation strategies to
preserve data continuity. Second, outliers were detected using statistical criteria based on the
interquartile range (IQR) to identify abnormal observations that deviated significantly from normal
operating ranges. Depending on their impact, outliers were either removed or adjusted to boundary
values to reduce distortion while maintaining the underlying data distribution. The effects of missing
value treatment, outlier handling, and normalization are summarized in Figure 2.
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Figure 2. Results of data preprocessing, including missing value handling, outlier treatment, and normalization

to ensure data integrity and reliability.

To ensure consistent scaling across heterogeneous process variables, normalization was applied
to all continuous features. This step prevents dominance of high-magnitude variables during
distance-based clustering and contributes to stable model convergence. In addition, basic data quality
indicators —including completeness, consistency, and validity —were evaluated to confirm that the
processed dataset accurately represents real production conditions. Through these preprocessing
procedures, the dataset was transformed into a reliable and integrity-preserving input suitable for
secure and stable defect detection in subsequent analysis stages.

2.3. Correlation Analysis

Correlation analysis was conducted to examine the relationships between process variables and
to identify key parameters that contribute to quality deviations in injection molding processes.
Understanding inter-variable dependencies is essential for reducing model redundancy, improving
interpretability, and establishing a reliable foundation for data-driven defect detection. Based on the
preprocessed dataset, pairwise correlation coefficients were calculated for all continuous process
variables to evaluate the strength and direction of linear relationships. The correlation relationships
among process variables are visualized in Figure 3.
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Figure 3. Correlation matrix of selected process variables, highlighting inter-variable dependencies relevant to

defect formation.

The analysis revealed that several load-related variables exhibited strong positive correlations,
indicating coordinated behavior under normal operating conditions. Such variables were considered
representative indicators of process stability and mechanical response. In contrast, weak or negative
correlations were observed between certain motion-related and load-related parameters, suggesting
sensitivity to abnormal process states and potential defect formation. These correlation patterns
provide valuable insights into how process dynamics evolve under different operating conditions.

Variables with high correlation coefficients were carefully assessed to avoid multicollinearity
effects in subsequent analysis, while parameters demonstrating meaningful associations with quality
deviations were retained for further modeling. The results of the correlation analysis were therefore
used not only to reduce dimensionality but also to guide the selection of informative features for the
unsupervised learning stage. By integrating correlation-based feature assessment, the proposed
framework enhances model robustness and supports stable and reliable defect clustering in the
presence of complex and nonlinear manufacturing data.

3. Results
3.1. Clustering Results and Interpretation

The clustering results obtained using the Gaussian Mixture Model (GMM) provide clear insights
into the underlying structure of the injection molding process data. Based on the predefined number
of components, the GMM partitioned the dataset into four distinct clusters, consisting of one
dominant cluster representing normal operating conditions and three smaller clusters corresponding
to different abnormal or defect-related states. The normal cluster accounted for the majority of
samples, while the three defect-related clusters collectively represented a relatively small portion of
the dataset, reflecting typical industrial data imbalance. This distribution aligns with the inherent
imbalance commonly observed in industrial manufacturing data, where normal production cycles
significantly outnumber defective ones. An overview of the statistical characteristics and variability

of key process variables is shown in Figure 4.
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The largest cluster contained the majority of data points and exhibited stable statistical

characteristics across key process variables, indicating consistent and controlled operating

conditions. This cluster was therefore identified as the normal process state. In contrast, the remaining

three clusters showed distinct deviations in load- and motion-related variables, reflecting abnormal

process behaviors associated with different defect patterns. These clusters captured variations that

were not readily distinguishable using conventional threshold-based methods, highlighting the

advantage of probabilistic clustering in complex manufacturing environments.

The soft assignment property of the GMM enabled a probabilistic interpretation of cluster

membership, allowing gradual transitions between normal and abnormal states to be identified. This

feature is particularly valuable for early-stage defect detection, where process conditions may begin

to drift before fully developed defects occur. Overall, the clustering results demonstrate that the

proposed GMM-based approach effectively separates normal and defective process states while

maintaining stable and interpretable classification under nonlinear and non-normal data

distributions. Figure 5 compares the statistical characteristics of process variables across different
GMM clusters.
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Figure 5. Comparison of process variable statistics for each GMM cluster, distinguishing normal and defect-

related states.
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3.2. Defect Pattern Analysis

To further investigate the characteristics of defective production states, a detailed defect pattern
analysis was conducted based on the clustering results obtained from the GMM. The three abnormal
clusters exhibited distinct distributions across key process variables, indicating that different defect
types are associated with unique combinations of process conditions rather than isolated parameter
deviations. This observation underscores the importance of multivariate analysis for defect
identification in injection molding processes. The distributions of representative process variables are
illustrated in Figure 6, revealing skewed and imbalanced characteristics. These results indicate that
defect formation in injection molding processes is governed by complex interactions among multiple
process variables rather than isolated abnormalities. Each defect-related cluster exhibits characteristic
combinations of load- and motion-related parameters, reflecting distinct underlying process
instability mechanisms. Such cluster-specific patterns provide valuable insights into potential root
causes of defects, including material flow imbalance, mechanical misalignment, and transient
disturbances during critical molding stages. Consequently, the defect pattern analysis enables more
targeted and interpretable process diagnosis, supporting proactive quality control and process

optimization.
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Figure 6. Histograms of selected process variables, showing skewed distributions and data imbalance in injection

molding processes.

Cluster-level comparison revealed that variations in load-related variables were particularly
prominent among defect clusters, reflecting unstable mechanical responses during critical stages of
the molding cycle. Certain defect clusters were characterized by elevated load fluctuations,
suggesting excessive pressure or material resistance, while others showed irregular motion-related
patterns indicative of insufficient filling or improper mold closure. These differences imply that defect
formation mechanisms may originate from diverse sources, such as material flow imbalance, mold
misalignment, or transient disturbances in machine operation. Temporal patterns of defect
occurrence across different defect clusters are shown in Figure 7.
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Figure 7. Temporal distribution of defect occurrences by defect cluster, indicating non-random defect patterns.

In addition, temporal analysis of defect cluster occurrence demonstrated that abnormal patterns
were not randomly distributed but tended to emerge under specific operating conditions or process
settings. This behavior indicates that defect patterns are closely linked to process dynamics and
parameter interactions rather than stochastic noise. By capturing these nuanced variations, the
proposed GMM-based framework enables a more comprehensive understanding of defect formation
mechanisms and provides actionable insights for process adjustment and preventive quality control
in injection molding environments.

3.3. Performance Evaluation and Discussion

The performance of the proposed GMM-based defect detection framework was evaluated in
terms of stability, robustness, and practical applicability under real injection molding conditions. The
clustering behavior remained consistent across repeated runs with different initialization conditions,
indicating reliable convergence behavior. Unlike conventional threshold-based or fully supervised
learning approaches, the proposed method does not rely on predefined defect labels, enabling
consistent performance even in environments characterized by data imbalance and limited defect
samples. The clustering results remained stable across repeated runs, indicating reliable convergence
behavior and robustness to process variability.

From a manufacturing perspective, the proposed framework demonstrated a strong capability
to capture subtle process deviations that precede visible defect formation. The probabilistic nature of
the GMM allows gradual transitions between normal and abnormal states to be identified, supporting
early-stage defect detection and preventive quality control. This characteristic is particularly
beneficial for highly automated injection molding systems, where timely intervention can
significantly reduce material waste, rework costs, and unplanned downtime. The clustering
performance under different covariance structures is compared in Figure 8.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Compared to traditional statistical quality control methods, which often struggle with nonlinear
and multivariate data structures, the proposed approach provides a more flexible and adaptive
mechanism for defect identification. Furthermore, in contrast to supervised machine learning models
that require extensive labeled datasets, the unsupervised framework offers enhanced generalizability
and scalability across different molding conditions and production lines. By reinforcing stable
decision-making and preserving data integrity, the proposed method contributes to improved
process reliability and manufacturing security.

Overall, the performance evaluation confirms that the proposed secure machine learning
framework effectively supports defect reduction, process optimization, and operational efficiency in
injection molding processes. These findings highlight its potential as a practical and reliable solution
for data-driven quality control in smart manufacturing environments aligned with Industry 4.0.

4. Discussion

This study demonstrates that an unsupervised machine learning framework based on a
Gaussian Mixture Model (GMM) can effectively support defect detection and quality enhancement
in injection molding processes under realistic industrial conditions. Unlike conventional quality
control approaches that rely on fixed thresholds or extensive labeled datasets, the proposed
framework captures complex multivariate relationships among process variables and identifies
defect-related patterns without requiring prior defect labeling. From a human-centric perspective,
manufacturing security in this study is interpreted as the ability to provide reliable, trustworthy, and
stable decision support for human operators under uncertain and variable production conditions.
This characteristic is particularly advantageous in manufacturing environments where defective
samples are scarce, imbalanced, or costly to annotate.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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The clustering results highlight that defect formation in injection molding is not driven by
isolated parameter anomalies but rather by combinations of process deviations involving load- and
motion-related variables. By revealing distinct defect-related clusters with characteristic parameter
patterns, the proposed approach provides deeper insight into underlying process dynamics
compared to traditional statistical quality control methods. This pattern-based interpretation
supports more informed decision-making and enables targeted process adjustments, which are
essential for reducing defect rates and improving production stability.

From a performance and reliability perspective, the proposed GMM-based framework exhibits
stable clustering behavior across repeated runs and varying initialization conditions. This stability
indicates robust convergence and enhances confidence in the reproducibility of the defect detection
results. In contrast to supervised machine learning models that may suffer from overfitting or
performance degradation when operating conditions change, the unsupervised approach
demonstrates greater adaptability to process variability, making it well suited for deployment in
dynamic manufacturing environments.

In addition, the emphasis on data preprocessing, correlation analysis, and probabilistic
clustering contributes to preserving data integrity and supporting secure decision-making in smart
manufacturing systems. In this context, manufacturing security is interpreted as the ability to
maintain reliable, stable, and trustworthy process monitoring and quality control under uncertain
and evolving conditions. By reducing misclassification risks and supporting early-stage defect
identification, the proposed framework aligns with the broader objectives of Industry 4.0, including
resilient production systems and data-driven operational intelligence.

Despite these advantages, several limitations should be acknowledged. First, the number of
clusters was determined based on domain knowledge and empirical observations, which may require
adjustment for different products or molding conditions. Second, the analysis was conducted using
data from a specific injection molding setup, and further validation across diverse machines and
materials would enhance generalizability. Future research may extend the proposed framework by
integrating adaptive cluster selection strategies, hybrid unsupervised—supervised learning schemes,
or real-time implementation for online defect monitoring.

Overall, the discussion confirms that the proposed secure machine learning framework provides
a practical, reliable, and scalable solution for defect detection and quality enhancement in injection
molding processes, bridging the gap between data-driven analytics and industrial manufacturing
requirements.

5. Conclusions

This study proposed a secure machine learning framework for defect detection and quality
enhancement in injection molding processes based on an unsupervised Gaussian Mixture Model
(GMM). By integrating systematic data preprocessing, correlation analysis, and probabilistic
clustering, the proposed approach effectively identifies normal and defect-related process states
without requiring labeled defect data. This characteristic addresses a critical limitation of
conventional supervised learning methods and enhances applicability in real industrial
environments characterized by data imbalance and limited defect samples.

The experimental results demonstrate that the proposed framework successfully captures
complex multivariate relationships among process variables and distinguishes distinct defect
patterns associated with abnormal operating conditions. The GMM-based clustering exhibited stable
and consistent behavior across repeated runs, supporting reliable convergence and reproducible
defect detection. Through pattern-based interpretation rather than single-parameter thresholding,
the framework provides deeper insight into defect formation mechanisms and supports early-stage
defect identification and preventive quality control.

From an industrial perspective, the proposed method contributes to improved process
reliability, reduced defect occurrence, and enhanced operational efficiency in injection molding
systems. Furthermore, by emphasizing data integrity, stable decision-making, and robustness to
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process variability, the framework aligns with the concept of manufacturing security in smart
manufacturing environments. These features make the proposed approach well suited for
deployment within Industry 4.0-oriented production systems.

Future work will focus on extending the framework to diverse molding conditions, materials,
and product types, as well as incorporating adaptive cluster selection and real-time monitoring
capabilities. Overall, this study demonstrates that secure and reliable unsupervised machine learning
can play a pivotal role in advancing data-driven quality control and intelligent manufacturing
systems.
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