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Abstract

To address API abuse and unauthorized data access in multi-tenant systems, this paper proposes a
full-stack security gateway framework based on zero-trust access and policy verification. The system
integrates Envoy Gateway and the OPA (Open Policy Agent) policy engine at the API ingress layer,
combining the OAuth 2.1 authorization protocol with JWT token authentication to achieve fine-
grained tenant identity management. To support dynamic resource access, a policy inheritance
mechanism based on GraphQL Schema injection is designed, enabling millisecond-level data access
permission validation. Experiments demonstrate that under million-request-level testing, the model
achieves an average authentication latency of 74.2 ms, with a 28% increase in security event detection
rate and a false positive rate reduced to 1.9%. This research provides a highly scalable, auditable
security baseline architecture for data security governance in multi-tenant web platforms.

Keywords: zero trust security; API gateway; OAuth2.1; OPA policy; multi-tenant system; data
isolation

1. Introduction

With the rapid development of multi-tenant web platforms, API abuse and unauthorized data
access have become increasingly prominent issues. Traditional perimeter-based security mechanisms
struggle to meet the fine-grained permission control demands of high-concurrency, dynamic
resource access scenarios. To address complex challenges such as tenant isolation, identity
authentication, and access authorization, a unified security model with context-aware capabilities
and policy programmability is required. This research focuses on API security gateways and data
access control mechanisms within multi-tenant full-stack systems. By integrating zero-trust
architecture, the OAuth 2.1 protocol, and an OPA policy engine, we propose an extensible policy
verification framework. This framework undergoes system deployment and performance evaluation
in large-scale, high-concurrency environments, providing theoretical foundations and engineering
pathways for data security governance in multi-tenant systems.

2. Defining the API Security Gateway and Data Access Control Model for Multi-
Tenant Full-Stack Systems

Within the multi-tenant full-stack architecture, the API security gateway centrally handles
request authentication, rate limiting, and tenant isolation logic. It processes over 14 million daily
average calls, supports more than 3,200 tenants, and manages over 5,600 API interfaces. To address
multi-source identity authentication and resource isolation requirements, the model design centers
on a tenant ID mapping table. It constructs a five-layer security policy chain integrated with an
RBAC-based access control graph, covering 117 role permissions and 248 resource operationsl . The
model inputs seven authentication factors (e.g., JWT signatures, API keys, TLS fingerprints), while
its output decisions rely on a multi-directional mapping voting mechanism. This ensures controllable,
secure, and traceable data access behavior under high-concurrency scenarios (QPS > 8000).
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3. Building an Access Control Model for Multi-Tenant Full-Stack Systems

3.1. Role Activation Mechanism

The role activation mechanism within the access control model operates within multi-tenant
contexts, constructing a Dynamic Role Map. This map supports conditional activation logic triggered
by triplets comprising tenant ID, session token, and timestamp. To adapt to the OPA policy engine's
dynamic evaluation mechanism, the system introduces a Schema binding pattern, injecting tenant
context into the role lifecycle determination path2 . The system maintains a total of 412 role objects,
892 tenant rules, and a 6-level inheritance hierarchy. By integrating prefix compression with graph
structure indexing, query paths are compressed to a single-frame computation duration under 4ms.
Role activation status is driven by a state transition matrix. The activation path encompasses four
phases: initial binding, tenant authentication, context switching, and deactivation/recovery. This
ensures context consistency and temporal control during resource requests while providing
structured input for OPA policy evaluation.

3.2. Access Control Flow

The access control process is built upon a multi-level decision chain. The input side receives role
activation status and request context, while the output side completes resource authorization and
policy matching. The entire process is divided into five nodes, nine control paths, and three types of
exception branches, with an average single-decision latency of 2.4ms. The system employs a state
transition graph based on tenant session IDs to construct an access state cache pool (approximately
1,456 active instances), supporting concurrent tenant dynamic routing3 . Each node in the process
undergoes policy validation via OPA and collaborates with access tokens issued by OAuth2.1 to
ensure compliance of access paths and token scope matching. In Figure 1, the access control flow
includes both hard and soft decision points, which differ in their logical implications. The first
decision block, “Role Active?”, performs a strict role activation check that validates whether the user
context has a valid binding to any active role instance within the system. Failure at this point indicates
an unrecoverable identity-state mismatch or missing tenant binding, and therefore leads directly to
DENY as no further policy evaluation is meaningful.

In contrast, the second block, “Match Policy?”, involves dynamic rule evaluation against OPA-
based access policies. A failure here does not immediately equate to complete denial but triggers a
NO state. This intermediate state is designed to support policy fallbacks, such as alternative scope
evaluation, policy inheritance, or dynamic re-binding under special conditions (e.g., partial token
validity, resource-level overrides). Only if all fallback attempts fail, the flow proceeds to DENY. This
layered control strategy ensures rigid enforcement where needed while preserving flexibility in
policy-driven scenarios.
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Figure 1. Multi-tenant Access Control Process Architecture.
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3.3. Security Authentication and Authorization Decision

Within the access control model, the authentication and authorization layer implements a 256-
bit precision dynamic verification process through a joint validation mechanism based on a three-
dimensional mapping table (User ID x Signature Factor x Resource Path). To enhance the model's
zero-trust capabilities, the system supports dynamic determination of visitor identity and behavioral
trajectories using context expressions defined in OPA's Rego language. The model supports nine
identity authentication methods with weighted score threshold evaluations. Authentication inputs
encompass 11 factors including OAuth tokens, two-factor dynamic codes, and device fingerprints.
The authorization rule set comprises 1,968 entries:4 . The authorization matrix A(u, r, t) updates in
real-time based on access time windows. It integrates policy engine decisions with GraphQL field
permission mappings to form dynamically adjustable authorization boundaries. This mechanism
ensures the control model constructs context-aware authorization boundaries under multi-tenant,
high-concurrency conditions. It balances precise resource access with system load balancing,
generates auditable access evidence chains, and reduces policy execution misjudgment rates.

4. Implementation of API Security Gateway for Multi-Tenant Full-Stack Systems

4.1. System Architecture Design

The system architecture employs a layered microservices architecture to build the core modules
of the API security gateway. The overall system consists of seven service nodes distributed across
three physical nodes, supporting a maximum QPS of 16,000 with an average request latency below
18ms5 . Tenant requests are uniformly ingested through the entry gateway before entering the
authentication service cluster, modified based on Kong. This cluster parses seven identity types and
synchronously invokes the role mapping center and policy matching engine. The authentication
service integrates the OAuth 2.1 protocol and JWT token validation workflows to ensure access token
integrity and tenant scope alignment. Internal data channels communicate asynchronously via the
gRPC protocol, supporting 93 interfaces. The scheduling engine enables concurrent tenant load
isolation based on HashSlot. The control plane and data plane are deployed in isolation. The
configuration center provides hot-update mechanisms for 86 policy rules, all defined using Rego
syntax and dynamically enforced through the OPA engine. This ensures authorization logic responds
in real-time to access state changes and supports schema-aware field permission validation.

4.2. Security Control Policies

To achieve granular, multi-dimensional API access control, the security policy design employs
an attribute-driven dynamic rule matching model. The control policy engine receives user attribute

U=[u1,u2,...,un] R=\n.1,....7,

vectors , resource label sets ml ), and environment context

C:[cl,cz,..

parameters "ck] from the authentication center. These three elements jointly drive the

decision function Js , with the control logic defined as follows:
Pgrant = fs(U/RrC) = 0(2?:1 au; + Z;nzl .BJT} + Zf:l Yic — 9) (1)
NN

P
Where ~#“" represents the authorization probability, denotes attribute weight

coefficients, ¢ is the policy threshold, and 0'(-) is the Sigmoid activation function used to control the
binary authorization result (0/1). The policy threshold € is dynamically set based on the average
weighted score distribution observed in historical access logs under the same resource and tenant
context. During system initialization, 0 is calibrated using a labeled dataset to reflect the optimal
separation boundary between authorized and unauthorized access requests, typically optimized via
grid search or ROC-AUC maximization. Post-deployment, ¢ can be adjusted through online
learning feedback to adapt to policy drift and evolving usage patterns.The policy set comprises 1024
rules distributed across 7 priority domains, with the system employing a priority coverage model:
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Where Ser represents the currently active policy, Ps denotes the policy matching score, € is the

L(S)

incorporates a conflict resolver to resolve cross-domain rule overlaps, supporting rule hot updates

minimum hit threshold, and is the policy priority hierarchy function. The policy engine
with latency below 45ms and an average policy trigger rate of 3200 times per second. The control
logic features complete tenant context isolation constraints and rule sandbox rollback capabilities,
ensuring the policy execution chain maintains stable responsiveness and consistent isolation
boundaries under high concurrency conditions6 .

4.3. Multi-Tenant Isolation Mechanism

The multi-tenant isolation mechanism centers on the tenant scope identifier 77D to construct a

M:{(ri’tj’lk)} v,

multidimensional resource tag mapping structure . Here, "/ represents resource

nodes, g denotes tenant identifiers, and L signifies access level tags® . The system divides into 128
tenant isolation domains, each containing an independent policy pool, authentication cache, and
schema scope, supporting parallel registration of 412 dynamic contexts. Access boundaries between
tenants are defined by the isolation function I | whose determination logic is as follows:

ifr € R(TID. YA L(r.)< L, (TID
I(Vx,TIDy):{O’ ifr, € R(TID, ) A L(r) (7ID,)

—_—

max
, otherwise

®)

TID
is the resource collection for tenant o, L(r) represents the resource level,

Where R(TIDy )

g Lo (TID,)

denotes the tenant's maximum authorized access level. At the session layer, the

system employs a session isolation vector = [Sl 2525 "S"] .Each 5i € {0’1} indicates whether the
current tenant possesses a resource binding status for the corresponding session domain,
dynamically updated via the following function:
sit+1)=6,-¢(TID,;,7,) +(1=36,)-5,(t) 4)

5,01}

Where s represent event triggers (such as token renewal or policy hot updates), 9 denotes

the Boolean function returned by the OPA policy, and Ti indicates the current timestamp. As shown
in Figure 2, Among them, green represents "Full” permission (both read and write), yellow represents
"Read" permission (read-only), and orange represents "Write" permission (write only) under this grid
model, the system achieves over 99.1% cross-tenant access blocking rate, maintains a cache hit rate
above 92%, and supports approximately 13,000 access verification operations per second, effectively
enabling secure management of large-scale concurrent access in multi-tenant environments[9] .
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Figure 2. Permission Access Control Grid for Multi-Tenant Systems.
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5. Experimental Validation and Analysis

5.1. Experimental Design

The experiment deployed a complete API gateway system on a Kubernetes cluster. The
environment comprised three 4-core, 32GB nodes, simulating concurrent access scenarios for 3,200
tenants. A dataset of 1.1 million mixed API call samples was constructed, with authorization
interfaces accounting for 72.4%. Requests traversed Envoy Gateway and OPA policy chains,
activating seven types of authentication factors and GraphQL field permission policies. All tokens
were uniformly issued by the OAuth2.1 service. The system employed dual load injection engines
(wrk and Locust) with a maximum QPS of 18,000. Four core metrics were collected: authentication
latency, policy hits, access denials, and false positives. End-to-end monitoring captured 1.74 million
event instances for subsequent performance and policy effectiveness analysis10 .

5.2. Performance Testing

During performance testing, a three-tiered call path set was constructed based on request origin,
interface type, and token complexity for 1.1 million API sample calls. Using a distributed load
generation tool, QPS was incrementally increased from 2,000 to 18,000 to observe system response
behavior and policy execution efficiency across different stress levels. Four key metrics were
collected: API entry processing latency, JWT issuance and verification time, average OPA policy
evaluation time, and GraphQL field mapping overhead. In Figure 3, the latency distribution is
directly influenced by the depth of policy evaluation paths and the complexity of authentication
workflows. As the QPS increases, more requests traverse longer policy chains, especially under multi-
condition matching rules, causing observable spikes in the P99 latency values. Furthermore, temporal
variation across the 112-minute test duration reflects the cumulative effect of cache warm-up, token
renewal cycles, and rule engine memory recycling. Thus, latency serves as a compound indicator
jointly shaped by real-time QPS load, policy complexity, and system memory dynamics during
sustained stress testing.To further quantify system bottlenecks and high-concurrency response
capabilities.

Distributed Load Generation
——— 2000 to 18000 —>

Request
Source

Token Complexity

_/\/\/\_

OPA Policy

Evaluation

GraphQL
Field Mapping

@ O

API Ingress JWT Issuance  OPA Policy @
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Time Time GraphQL Field
\ Mapping Overhead —/

Figure 3. System Performance Testing Diagram.

Table 1 lists the average, 99th percentile, and peak time consumption for five major submodules
across typical request chains, facilitating subsequent comparative analysis and optimization path

identification.
Table 1. Performance Metrics Comparison of Key Security Gateway Modules.
Module Name Average Duration (ms) P99 Latency (ms) Peak (ms)
API Entry Parsing 12.6 23.1 57.4
JWT Issuance and Verification 18.2 32.8 64.3
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OPA Policy Engine Evaluation 24.7 449 85.6
GraphQL Flelc_l Permission 94 172 418
Matching
Policy Cache Hlt.and Fallback 81 146 75
Mechanism

Among a total of 1.77 million sampled data points, the system achieved an average link response
latency of 74.2ms at a QPS of 12,000. The JWT module accounted for 24.5% of the latency, while the
OPA policy evaluation module averaged 24.7ms, representing 33.3% of the total latency. The P99
latency clustered within 85ms, with a maximum response peak of 114.3ms. GraphQL field permission
matching averaged 9.4ms, accounting for 12.7%. Overall data indicates the system maintains a
primary response window under 80ms even at high concurrency, demonstrating strong scalability
and load balancing capabilities.

5.3. Security Assessment

To evaluate the gateway system's security protection capabilities in a multi-tenant, high-
concurrency environment, five simulated attack paths were designed: privilege escalation, token
forgery, field out-of-bounds access, silent scanning, and request frequency manipulation. Detection
accuracy and false positive rates were modeled and analyzed for approximately 8.2% of high-risk
events among 1.1 million samples. Using OPA policy paths as the evaluation benchmark, the system
treated rule tree depth, expression complexity, and tenant context injection as primary variables. It
established 87 detection breakpoints along the policy decision chain, generating 25,000 synthetic
attack requests covering 3,200 virtual tenant dimensions. To quantify the identification stability of
each policy under real-world conditions and the impact of policy chain redundancy on detection
efficiency, Figure 4 illustrates the distribution trend of detection accuracy versus path complexity
across different attack scenarios.

Path complexity "refers to the cumulative depth of the OPA rule tree traversed in a single policy
evaluation process, measured in" levels ". Each layer represents a conditional judgment, logical
operation, or Rego module reference. For example, if the path contains 7 nested conditional
judgments and 2 external rule references, the path complexity is defined as 9 layers. This indicator
provides a unified measure of policy path length, which helps to measure the computational depth
of policy execution and has a significant impact on evaluation latency and detection accuracy.

100
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Figure 4. Density Distribution of Detection Accuracy Across Path Complexities.

As shown in Figure 4, when the policy path depth is controlled within 9 layers, detection
accuracy fluctuates within +4.3%. Table 2 lists the detection hit rate and false positive rate evaluation
data for five attack types.

Table 2. Security Detection Performance Statistics for Typical Attack Types in Multi-tenant Scenarios.

| Attack Type I Number of Detection Rules | Average Hit Rate (%)
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Privilege Escalation Attacks 74 92.8
Token Forgery Attacks 63 89.5
GraphQL Field Overrange 81 94.1
Silent Probe Behavior 45 86.3

High-frequency access

. ; 56 91.7
manipulation

Table 2 presents the security detection performance statistics for typical attack types in multi-
tenant scenarios, highlighting the number of detection rules and the average hit rate for each attack
type.

The highest average hit rate is observed for GraphQL Field Overrange attacks (94.1%), which
indicates that detection rules specifically tailored to prevent excessive field queries in GraphQL
systems are highly effective. This suggests that the implemented rules are well-suited to address
common vulnerabilities in GraphQL-based systems. On the other hand, Privilege Escalation Attacks
show a strong detection performance with a hit rate of 92.8%, reflecting the robustness of the
detection rules for unauthorized access escalation attempts. High-frequency Access Manipulation
follows closely with an average hit rate of 91.7%, showing that detection mechanisms are effective in
identifying rapid, repetitive access patterns, which are indicative of attacks such as DoS or DDoS.

However, Token Forgery Attacks and Silent Probe Behavior have slightly lower detection hit
rates at 89.5% and 86.3%, respectively, indicating that there might be room for improvement in
detecting these subtle, often evading attack techniques. These attack types typically involve forged
tokens and stealthy probing, which may require more advanced rule sets or machine learning models
for enhanced detection capabilities.

Overall, the data suggests that while detection rules are effective across most attack types, there
is potential for refinement, particularly in handling more sophisticated attack strategies.

6. Conclusion

The APl security gateway and access control mechanism for multi-tenant full-stack architectures
achieves granular tenant identity management and dynamic resource authorization in high-
concurrency environments by integrating a zero-trust model, attribute-driven policy engine, and
GraphQL field-aware controls. This ensures consistent and auditable data isolation boundaries. The
constructed system demonstrates superior performance in authentication latency, security detection
capabilities, and policy execution efficiency, validating the model's engineering adaptability under
actual deployment conditions. However, the current policy engine's ability to express complex
contextual semantics remains constrained by the syntax structure of the Rego language, making it
challenging to accurately model certain dynamic behaviors. Future work may focus on introducing
semantic graphs to enhance policy logic expression capabilities. Integrating federated learning
mechanisms to build cross-system policy coordination models could further elevate the system's
security governance capabilities and adaptive policy scheduling levels in large-scale heterogeneous
tenant environments.
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