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Abstract 

This essay aims to explore the perception, public awareness, and acceptance of Digital Signatures globally 

as well as in Malaysia as a case study. It begins with a general overview of what Digital Signatures and 

their role in modern digital landscape then dives into public perception and general public sentiment 

surrounding its adoption followed by an analysis of their advantages and disadvantages, the potential 

challenges faced with their implementation, and their current status in Malaysia. The essay also shines 

light on the major Digital Signature Certification Authorities (CAs) in Malaysia and their details along 

with a general comparison between CAs followed by conclusion. 
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Introduction 

The rise of digitalization has led to so many businesses digitalizing their records and transactions 

and in this process, the authentication of each transaction and the sender’s identity is necessary and so is 

their protection. This is where cryptography plays a major role in our modern society. It encrypts data 

during transfer so nobody other than the person authorized can view it. It is here that Electronic 

Signatures (e-Signatures) and Digital Signatures play the role. 

A digital signature is a cryptographic technique that validates the authenticity, integrity and non-

repudiation of digital documents or electronic messages. They are practically the digital equivalents of 

handwritten signatures on paper documents. They serve the same purpose 

i.e ensuring that the document is the original one from the sender and has not been altered since it 

was signed and dispatched (sent) to the receiver. 

It can be argued that digital signature is in fact a type of e-signature. The main difference between 

the two is that unlike e-signature which can contain a range of items indicating a person’s intent/consent, 

digital signature uses cryptographic techniques to ensure the integrity and authenticity of the signed 

document. The process includes the usage of a digital certificate that is given by a trusted Certification 

Authority (CA) and the usage of public-key cryptography to sign and verify documents (cleartax, 2025). 

Overview of Digital Signatures 

A digital signature plays a crucial role in confirming the authenticity and integrity of digital 

documents or messages, all thanks to cryptography. It employs public key cryptography to encrypt a 

message's hash using a private key. When the recipient receives the message, they can decrypt the hash 

with the public key and compare it to the current hash of the message. If the two hashes match, it means 
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the message is intact and has indeed been sent by the signer. This cryptographic method upholds three 

key principles of secure digital communication: authenticity, integrity, and non-repudiation. Authenticity 

guarantees that the message comes from the claimed sender, integrity ensures the content remains 

unchanged, and non-repudiation prevents the sender from denying their signature since only they 

possess the private key used for signing. Unlike electronic signatures, which are simply images of a 

person's signature, digital signatures are much more advanced as they rely on mathematical algorithms 

(www.ssh.com, n.d.). As technology continues to evolve, digital signatures are essential for establishing 

trust in online transactions and electronically exchanged emails, highlighting their growing importance 

in our digital world. 

Figure 1. - Diagram of how Digital Signature Works (Digital Signatures, 2023). 

In the world of digital signatures, tools like RSA, DSA, and ECDSA are employed, each with their 

own advantages and disadvantages in computation and strength of cryptography. As an illustration, 

when sending a message, algorithms like SHA-256 are used to extract unique fingerprints that are of 

shorter length and fixed size. The fingerprint is further processed by the sender's private key to create a 

digital signature (Day, 2023). Once the recipient receives the message, they use the sender's public key to 

decrypt the signature. Using the sender’s public key allows one to verify the digital signature and with a 

decryption process, check whether the relevant hash has been matched. When both fingerprints are 

aligned, there is assurance that the message is altered or tampered with. This approach makes every 

transaction secure because information is not really encrypted, just compressed making everything 

smoother and efficient. Security is further improved with brute force and collisions. Owing to these 

qualities, digital signatures not only play a key role in securing emails and validating documents, but also 

support transactions conducted on blockchains, confirming identities digitally, and distributing software 

in a secure manner. 

Role of Digital Signatures in modern-day society 

In today's society, electronic signatures have become important for conducting transactions in a 

secure, provable, and efficient manner. With each digitization, the need for providing trust, responsibility, 

and protecting data in systems has also increased. Digital signatures serve this purpose by providing 

cryptographic evidence of a document’s origin and its content[13–15]. They can be used in electronic 

commerce, banking, legal affairs, healthcare, government services, and many more. As an illustration, e-

contracts permit participants to sign documents containing legally binding agreements from any location 

using digital signatures. In many jurisdictions, Malaysia for example, under the Digital Signature Act of 

1997, issued digital signatures by certified authorities are treated equal in value to wet signatures. This 

has greatly hastened their acceptance in business, regulatory, and legal frameworks where authentication 

and auditability are needed (cleartax, 2025). 
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Furthermore, they increase the trustability of software delivery, email transactions, and government 

communications through protecting against tampering and impersonation. Digital signatures are being 

used increasingly by government agencies for services like tax returns, licenses and procurement, to 

authenticate forms and protect data. Developers sign code and executables in software to help verify to 

users that the software has not been modified or replaced and that the software can be trusted by the user 

not to harm their system. Digital signatures are also an essential element in enabling secure email 

protocols like S/MIME, which not only encrypts messages but also verifies the identity of senders[16–19]. 

We can greatly minimize the chances of falling victim to phishing attacks. On a larger scale, these 

protocols are essential to the Public Key Infrastructure (PKI), which supports secure systems all over the 

internet—think HTTPS websites, secure messaging applications, and even blockchain transactions 

(cleartax, 2025) . 

Figure 2. - Diagram showing the Real-world applications of Digital Signatures (Tan, Szalachowski and Zhou, 2022). 

These applications show that digital signatures are more than just a technical tool; they are essential 

for establishing digital trust and protecting the process of digital transformation in both public and 

private sectors. 

Benefits and Drawbacks of Using Digital Signature 

Digital signatures offer a range of compelling advantages that position them as an essential 

component of secure digital communication. Most significantly, perhaps, is enhanced security. Digital 

signatures use strong cryptographic algorithms to tie the signer to the literal contents of a message in a 

way that any change after signing invalidates the signature. This makes them ideal for confidential 

communication, legal agreements, and regulatory submissions, where authenticity and integrity are 

crucial. Digital signatures also provide non-repudiation, in the sense that the signer cannot later deny 

having signed the message, since the private key used to generate the signature is unique and private to 

the signer. Beyond security, digital signatures also provide operational efficiency (SSL.com, 2025). They 

eliminate physical paperwork and approval process turnaround time, enabling individuals and 

organizations to sign documents remotely. This has been especially helpful in sectors like banking, real 

estate, and government where quick and verifiable transactions are required. Furthermore, digital 

signatures support environmental sustainability by effectively eliminating the use of paper, ink, and 

physical transport. Digital signatures have the legal acceptance in the majority of countries, including 

Malaysia, and therefore are a sufficient replacement for manual signing methods, opening the door to 

their broader application throughout the public and private sectors (cleartax, 2025). 
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Table 1. - Benefits and Drawbacks of using Digital Signatures (cleartax, 2025). 

Aspect Benefits Drawbacks 

Security Ensures data integrity, 

authenticity, and 

non-repudiation 

Private key compromise may 

lead to fraud or unauthorized 

access 

Legal Validity Recognized under law in many 

countries, including Malaysia 

Differences in global legal 

frameworks may cause 

interoperability issues 

Efficiency Speeds up document approval, 

reduces paperwork, supports 

remote signing 

Requires technical infrastructure 

and knowledge to implement 

effectively 

Cost & Environment Saves on printing, storage, and 

transport costs; 

environmentally friendly 

Initial setup and maintenance can 

be costly for small organizations 

User Trust & Access Builds confidence in secure 

transactions; supports digital 

transformation 

Limited awareness or digital 

literacy may hinder widespread 

public adoption 

Public Perception, Awareness, and Acceptance of Digital Signatures 

The perception and acceptance of digital signature in Malaysia does occupy a complex intersection 

of technology, trust and digital literacy. While the legislative foundation anchored by the Digital 

Signature Act 1991 (“Electronic Signature and Attestation in Conveyancing Practice: A Malaysian Legal 

Perspective,” 2022), provided the legal validity and structural legitimacy, public understanding still 

remains uneven across social and business sectors. The digital signature, even though it's increasingly 

integrated in different sectors such as governmental workflow, banking systems and large-scale 

enterprise platforms, has not yet achieved universal recognition or intuitive familiarity among the general 

public (Stanešić et al., 2025). 

At the core of this lies a knowledge gap. Among digitally literate individuals and tech-forward 

organizations, digital signatures are largely perceived as an essential tool for secure, efficient, and legally 

binding communication (Lin, 2023). These users often understand the cryptographic principles behind 

these digital signatures, appreciate the assurance of integrity and non-repudiation (Rai et al., 2023) they 

offer, and recognize the institutional trust imbued by Certification Authorities (CAs). For them, digital 

signatures are not merely a technical formality, but a symbol of a maturing digital ecosystem. 

However, a contrasting reality persists for small businesses, the older population, and segments of 

society with limited or no knowledge of digital education (Ł Tomczyk et al, 2023). For these groups, digital 

signatures can appear abstract, overly technical, or even intimidating. Many are unaware of how digital 

signatures function, their legal standing, or how to acquire and use them effectively. Even when exposed 
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to the technology, these users often question its legitimacy, fearing fraud, misuse or hidden complexity. 

This lack of clarity becomes a significant barrier to widespread adoption. 

Trust in Certification Authorities emerges as a pivotal factor. Studies and market observation show 

that public confidence in licensed CAs such as MSA Trustgate, DigiCert Malaysia or POS DigiCert, 

directly influences adoption rates (Pos Digicert Sdn Bhd, 2025). When users are made aware that these 

institutions are regulated under national cybersecurity standards and are subject to routine audits, their 

willingness to adopt digital signatures increases measurably. The CA, in this sense, serves not just as a 

technical entity issuing certificates but as a psychological anchor that provides assurance in a space often 

dominated by invisible algorithms[20–23]. 

In recent years, both the government and private sectors have recognized these psychological and 

educational barriers. Initiatives such as public awareness campaigns, training modules and simplified 

onboarding process for certificate acquisition have begun to show impact[24,25]. These efforts aim to 

demystify the concept, break down its component and position the digital signature not as a 

specialized corporate tool but as a n everyday enabler of secure interaction, much like 

physical signature once was. 
Digital Signature Certification Authorities (CAs) in Malaysia 

The following are the authorized Digital Certification Authorities in Malaysia that are recognized as 

legal as per the Malaysian Constitution’s Digital Signature Act 1997 (DSA 1997) which was passed in 1998 

(MCMC, 2024): 

Pos Digicert Sdn Bhd is a licensed digital certification authority registered under Digital Signature 

Act 1997 (DSA 1997) under License no. LPBP-1/2020 (4) ,valid from 25 December 2020 to 24 December 

2025 (when the next audit is due), provided by Malaysian Communications and Multimedia Commission 

(MCMC). It offers services that can be divided into 2 classes: Class 1 and Class 2 (Basic, Enhanced, Server 

ID, and Sub CA) services and makes use of RSA and ECC cryptographic standards. As per the latest audit, 

the firm did comply with DSA 1997 though the report does not specify to what extent but we know it 

does comply because the report clearly mentions their license was neither revoked nor were they asked 

to surrender it (something which happens in case of incompliance). The firm offers a certified guarantee 

of RM 2,000,000 and provides the public access to its certification and revocation lists through the LDAP 

directly. Furthermore the firm maintains a publicly available Certification Practice Statement (CPS) and 

has been issued a Certificate of Recognition for Repository along with a Certificate of Recognition for 

Date/Time Stamp Service (MCMC, 2024). 

MSC Trustgate.Com Sdn Bhd is another licensed digital certification authority registered under 

Digital Signature Act 1997 (DSA 1997) under license no. LPBP-2/2020(4), valid from 24 July 2020 to 24 July 

2025 (as of this essay’s writing the authors were unable to find out whether the license got renewed or not 

as the ministry’s official website says ‘Renewal is in progress’)provided by Malaysian Communications 

and Multimedia Commission (MCMC). 

The firm offers various digital certification services such as AATL (Individual Basic, Individual Pro, 

Organization), Document Signing (Medium Assurance), Document Signing for Medium Assurance 

(Medium Assurance), MyDigital ID, SSL Domain Validation (non-public trusted), SSL Organization 

Validation (non-public trusted), and S/MIME (Mailbox, Individual, Sponsored, Organization). The 

certified guarantee reliance amount varies by service and as per the latest audit the firm was in substantial 

compliance with DSA 1997. Furthermore their digital certification and revocation records can be publicly 

accessed through their repository and CRL/OCSP services, with the Certification Practice Statement (CPS) 

structured according to RFC 3647 and available on their website. This firm has also been awarded a 

Certificate of Recognition for Repository along with a Certificate of Recognition for Date/Time Stamp 

Service (MCMC, 2024). 
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Raffcomm Technologies Sdn Bhd operating under the brand name ‘RAFFTECH’ is registered under 

license no.LPBP-4/2024 (2) by DSA 1997 valid from 1 May 2024 to 30 April 2027. It offers products and 

services under the CypherSIgn branch namely Personal, Pro, Organizational, and Pro Max. It uses robust 

cryptographic measures like ECC and RSA repository and CRL/OCSP services, with the Certification 

Practice Statement (CPS) structured according to RFC 3647 and available on their website. It also provides 

a RM 2,000,000 guarantee returns and reliance amount depends from category to category. The latest 

audit mentions that it is in full compliance with regulatory measures and has also been awarded 

Certificate of Recognition for Repository along with a Certificate of Recognition for Date/Time Stamp 

Service (MCMC, 2024). 

TM Technology Services Sdn Bhd is registered under license no. LPBP-3/2023 (3) valid from 14 April 

2024 to 31 July 2024 (at the time of writing, the ministry website says their license renewal is ‘in progress’). 

Its services include Digital Certificates, SSL, Repository, and Digital Signature. The firm uses the RSA 

algorithm. The latest audit said it was in substantial compliance with regularity measures. Certificate 

revocation details, repository URLs, and CPS documentation are publicly accessible. It also offers a 

guarantee of RM 2,000,000 and the reliance amount varies from class of service chosen. Furthermore the 

license issued to this firm was originally given to Telekom Applied Business Sdn Bhd. but then transferred 

and the firm has also received a Certificate of Recognition for Repository (MCMC, 2024). 

Conclusion 

To conclude, Digital signatures represent a significant step ahead in guaranteeing safe and legally 

recognized digital transactions of information. Globally and in Malaysia, studies show that when 

governments license CAs, it increases public confidence in them and subsequently in the technology of 

Digital Signatures itself. This is an incentive for the government to regulate the CA industry to ensure 

growth of digital signatures’ usage worldwide. Our studies further showed that as of now Malaysia has 

four licensed CAs recognized by the Malaysian Communications and Multimedia Commission (MCMC). 

Our final takeaway is that Digital signatures are a useful technology when it comes to secure transactions 

and governments can play a major role by helping this grow by regulating and certifying CAs to 

encourage more use of digital signatures. 
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