Pre prints.org

Article Not peer-reviewed version

Advanced System for Remote Updates
on ESP32 Based Devices Using Over-
the-Air Update Technology

Lukas Formanek , Michal Kubascik * , Ondrej Karpis , Peter Kolok

Posted Date: 4 November 2025
doi: 10.20944/preprints202511.0235.v1

Keywords: internet of things (IoT); sensor networks; testbed and experimental results for the loT

Preprints.org is a free multidisciplinary platform providing preprint service
that is dedicated to making early versions of research outputs permanently
available and citable. Preprints posted at Preprints.org appear in Web of
Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This open access article is published under a Creative Commons CC BY 4.0
license, which permit the free download, distribution, and reuse, provided that the author
and preprint are cited in any reuse.



https://sciprofiles.com/profile/959263
https://sciprofiles.com/profile/3490076
https://sciprofiles.com/profile/1367174
https://sciprofiles.com/profile/4748517

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 4 November 2025 d0i:10.20944/preprints202511.0235.v1

Disclaimer/Publisher’'s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Article

Advanced System for Remote Updates on ESP32 Based
Devices Using Over-the-Air Update Technology

Lukas Formanek ‘/, Michal Kubascik *{¥, Ondrej Karpis ' and Perer Kolok

Department of Technical Cybernetics, Faculty of Management Science and Informatics, University of Zilina,
01026 Zilina, Slovakia
* Correspondence: michal kubascik@fri.uniza.sk

Abstract

Over-the-air (OTA) firmware updating has become a fundamental requirement in modern Internet of
Things (IoT) deployments, where thousands of heterogeneous embedded devices operate in remote
and distributed environments. Manual firmware maintenance in such systems is impractical, costly,
and prone to security risks, making automated update mechanisms essential for long-term reliability
and lifecycle management. This paper presents a unified OTA update architecture for ESP32-based
IoT devices that integrates centralized version control, multi-protocol communication support (Wi-
Fi, BLE, Zigbee, LoRa, and GSM), and automated routing of firmware releases across production
and development branches. The proposed system enables secure and scalable firmware distribution
in heterogeneous IoT networks, with version-compatibility checks, rollback capability, and CI/CD
pipeline integration for continuous delivery of embedded software. An analytical model of timing,
reliability, and energy consumption is provided, and experimental validation was performed on
a fleet of ESP32 devices to evaluate update duration, power usage, and failure resilience. Results
confirm reduced update latency compared to native vendor OTA solutions and demonstrate reliability
under simultaneous device deployment. The architecture advances automated device maintenance in
large-scale IoT systems and establishes a foundation for secure OTA evolution through device-side
diagnostics, cryptographic signing, and planned support for bare-metal Rust firmware. This work
contributes to scalable, secure, and sustainable lifecycle management for embedded IoT devices in
smart-industry, remote sensing, and autonomous infrastructure applications.

Keywords: internet of things (IoT); sensor networks; testbed and experimental results for the IoT

1. Introduction

The internet of things (IoT) has gained enormous interest in both scientific and industrial com-
munities, with applications ranging from smart cities to agriculture [1-3]. In such systems, wireless
communication is a key feature, and technologies such as Wireless Fidelity (Wi-Fi), Bluetooth, and
Zigbee protocol (Zigbee) are widely employed [4]. Most deployments rely on numerous embedded
systems integrating Microcontroller Unit (MCU)s and sensors, which are typically low-power and
often run bare-metal firmware to minimize energy consumption. While manual firmware updates
are possible, they require user assistance and do not scale to large deployments [5-7]. To overcome
these limitations, over-the-air (OTA) update protocols have been developed as a practical and scalable
solution.

In industrial settings, where thousands of devices may already be deployed, OTA strategies must
deliver new configurations and firmware efficiently while minimizing disruption [5]. OTA updates are
also well established in complex systems such as vehicles, where security enhancements have been
introduced through decentralized identifiers and distributed ledger technology [8]. More recently, Park
et al. [9] proposed a secure and lightweight firmware OTA mechanism for constrained IoT devices,
combining encryption, compression, and multichannel transmission to reduce latency, memory, and
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energy use while resisting man-in-the-middle (MITM) attacks. These examples demonstrate that OTA
solutions must address both performance and security challenges.

In remote deployments, stable short-range connections are often unavailable. Technologies such
as Global System for Mobile communications (GSM) and Narrowband Internet of Things (NB-IoT)
provide long-range connectivity but are limited by energy consumption, making Long Range (LoRa) a
preferred option for low-power devices. Malumbres et al. [10] proposed a hybrid broadcast—unicast
strategy to accelerate LoRa OTA in industrial scenarios, while Neves et al. [11] presented a runtime
update method for LoORaWAN Class A devices that reduces downtime to milliseconds and minimizes
transmitted data by over 99%. For NB-IoT, Mahfoudhi et al. [12] demonstrated a proof-of-concept
OTA framework showing that large updates can be delivered with less than 0.75% battery overhead.
Together, these works highlight how OTA can be optimized for both long-range reliability and energy
efficiency.

Wireless Sensor Networks (WSNs) represent another important domain of the IoT, with applica-
tions ranging from environmental monitoring to smart metering. Sev¢ik et al. [13] demonstrated a
WOSN for smart power metering, emphasizing the need for reliable OTA updates to ensure long-term
stability. Energy efficiency is equally critical, since WSN nodes are battery-powered or harvest energy.
Hodon et al. [14] proposed an event-driven framework (Entity Dust Container (EDC)) to minimize
operational costs, while Kochlan et al. [15] evaluated an Open Voltage Maximum Power Point Tracking
(MPPT) algorithm for power management. Complementary approaches were presented by Rehman et
al. [16], who balanced energy and security overhead, and Ullah et al. [17], who applied hybrid cluster-
ing and routing to extend lifetime. These studies reinforce that OTA update systems must integrate
energy-aware and security-aware design principles for sustainability in large-scale deployments.

Finally, OTA can be implemented using three typical architectures [5][18]:

¢  Edge-to-cloud OTA updates: the microcontroller on the edge device is connected to the internet
and directly receives the new firmware binary from the cloud. In this type of architecture, the
cloud acts as a dispatcher, delivering the correct firmware version to each IoT device that requires
an upgrade.

*  Gateway-to-cloud OTA updates: a set of local edge devices are connected to an internet-connected
gateway that manages these devices. The gateway receives updates from the cloud, allowing
not only the distribution of device firmware but also the updating of gateway firmware and host
applications.

¢  Edge-to-gateway-to-cloud OTA updates: the gateway downloads the firmware from the cloud
and subsequently transmits it to the local edge devices, combining aspects of the first two
architectures.

Several OTA frameworks have been proposed in recent years, including Zigbee2MQTT, which
enables firmware distribution through Zigbee mesh networks within the Home Assistant ecosystem,
as well as commercial platforms such as Mender.io and BalenaCloud that provide containerized OTA
management for Linux-based systems. While these solutions offer valuable insights, they remain
limited to either specific communication protocols or high-level operating systems, making them
unsuitable for resource-constrained microcontrollers like the ESP32. Espressif’s native OTA library, for
instance, supports only Wi-Fi-based updates without multi-protocol or version-aware coordination.
Other studies have explored LoRa and NB-loT-based OTA schemes with enhanced energy efficiency
[10,12], and blockchain-assisted OTA frameworks for secure automotive systems [8]. Despite these
advancements, there remains a lack of unified, lightweight OTA architectures that integrate multiple
transport layers and provide centralized version control for microcontroller-based IoT deployments.

The main novelty of this work lies in the design of a unified and automated OTA update architec-
ture for ESP32-based IoT systems that supports multiple communication interfaces (Wi-Fi, Bluetooth
Low Energy (BLE), Zigbee, LoRa, and GSM) under a centralized versioning and routing framework.
Unlike existing single-protocol OTA implementations, the proposed system employs a server-driven
architecture that dynamically manages firmware distribution, enabling both production and devel-
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opment branches, compatibility checks, and seamless CI/CD integration for continuous firmware
delivery. This approach enhances scalability, maintainability, and security across heterogeneous IoT
networks, representing a practical contribution toward reliable multi-protocol OTA management for
embedded systems.

The remainder of this paper is organized as follows. Section 2 introduces the OTA process and its
implementation for ESP32-based systems. Section 3 presents the architecture of the updating service,
including version management and routing logic. Section 4 discusses the extended OTA models for
BLE, Zigbee, LoRa, and GSM. Section 5 provides the analytical model of the OTA process, while
Section 6 reports the system testing results. Finally, Section 7 concludes the paper and outlines future
research directions.

2. Over the Air Update

OTA update is a mechanism for remotely deploying and installing firmware updates on connected
devices, eliminating the need for physical access. This approach is essential for maintaining, enhancing,
and securing IoT devices deployed in various environments, often challenging to reach. This paper
presents an overview of the OTA updating process, with a particular focus on the implementation for
Espressif microcontrollers [19].

The OTA update process involves several key steps. First, a new version of the firmware must
be prepared by the manufacturer or developer. This firmware may include feature enhancements,
bug fixes, or security patches. The new firmware is then uploaded to an update server, which can be
configured to be accessible via various communication protocols such as HyperText Transfer Protocol
(HTTP), HyperText Transfer Protocol Secure (HTTPS), or File Transfer Protocol (FTP) [20-22].

Connected devices periodically check for the availability of updates by querying the server. This
check can be scheduled at regular intervals or triggered by specific events. When an update is detected,
the device downloads the firmware from the server. To ensure the firmware’s integrity, the device
performs validation checks using hash functions or digital signatures [19].

Following successful validation, the firmware is installed into the device’s flash memory. This
process must be carefully managed to prevent data corruption. After installation, the device restarts to
activate the new firmware, and post-installation tests are conducted to verify that the update has been
applied correctly and that the new firmware operates as expected.

The partition table is a data structure that defines how the Espressif 32-bit System on Chip
(ESP32)’s flash memory is divided into partitions, each serving a specific purpose, such as storing
the bootloader, application code, OTA data, or other essential information. Typically located at the
beginning of the flash memory, the partition table acts as a map for the device’s memory layout, playing
a crucial role during the boot process and in memory allocation throughout the device’s operation.
Common partition types include the bootloader, application partitions, OTA data, Non-Volatile Storage
(NVS), and file system partitions.

Different types of partition tables are supported by the ESP32, including the Single App Partition
Table, which is simple with a single application partition and no OTA support, the OTA Partition
Table that allows for multiple application partitions to support OTA updates, and Custom Partition
Tables, where developers can define specific configurations to meet unique application needs. The
bootloader reads the partition table during the boot process, determining which partitions to use
for booting and running applications. During OTA updates, new firmware is written to an inactive
application partition, with the OTA data partition updated to point to the new firmware after successful
verification. This setup allows the device to switch between firmware versions safely, providing a
fallback mechanism in case of update failures [19].

For Espressif devices, such as the ESP32, the OTA update process is facilitated through the Espres-
sif library, which provides specific Application Programming Interface (API)s for managing OTA
updates. For example, on the ESP32, the HTTPUpdate API allows for OTA updates via HTTP/HTTPS,
streamlining the update process. The library also supports other communication protocols, including
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BLE and Zigbee, although Wi-Fi remains the most common due to its speed and ease of use. Addition-
ally, the Espressif library includes functionality for managing rollbacks, allowing the device to revert
to a previously valid firmware image if the new update is found to be defective. This rollback feature
ensures that the device remains operational even if an OTA update fails, enhancing the reliability of
the update process [19][23].

2.1. OTA Update via Wi-Fi

The updated firmware is uploaded to a server accessible via Wi-Fi, which handles HTTP or
HTTPS requests, making it straightforward for devices to fetch the firmware [24].

Devices equipped with Wi-Fi connectivity periodically connect to the update server to check for
new firmware availability. This connection allows them to check for the availability of new firmware.
The frequency of these checks can be set based on the device’s requirements or operational schedule.
When a device detects that a new firmware version is available, it sends a request to the server to
download the update. This request typically involves querying the server for the latest version of the
firmware and obtaining the firmware file [20].

The device downloads the firmware file from the server over the Wi-Fi connection. Given the
high-speed capabilities of Wi-Fi, this process is generally rapid, allowing for quick transfers even for
large firmware files. After downloading the firmware, the device performs a verification process to
ensure that the firmware is intact and has not been corrupted. Once verified, the firmware is installed
into the device’s flash memory.

After the installation is complete, the device reboots to apply the new firmware. This step activates
the updated software. Following the reboot, the device may perform additional checks to confirm that
the firmware update was successful and that the device is functioning correctly with the new software.

Wi-Fi provides a high-speed connection, making it efficient for transferring large firmware files
quickly. This rapid update process minimizes downtime and ensures that devices are swiftly updated
with the latest firmware. Implementing OTA updates via Wi-Fi is relatively straightforward. Wi-Fi is a
common communication protocol, and many devices are already equipped with Wi-Fi capabilities.
Wi-Fi is one of the most commonly used methods for OTA updates due to its widespread availability
and the high-speed data transfer it supports. It is well-suited for scenarios where devices are connected
to a stable and robust network infrastructure.

One drawback of using Wi-Fi for OTA updates is its relatively high power consumption. Wi-Fi
connectivity can be energy-intensive, which may be a concern for battery-operated devices. The power
requirements for maintaining a Wi-Fi connection and transferring data can impact the device’s battery
life. Devices equipped with Wi-Fi typically query the update server at regular intervals to check for
new firmware updates. This polling mechanism ensures that devices stay current with the latest
software, although it may involve some overhead in terms of network traffic and server load.

Design and diagram of updating is consequently shown on Figure 1.
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Figure 1. Process of OTA update over Wi-Fi [18]

2.2. OTA Update via Bluetooth Low Energy

The new firmware is uploaded to a central server that will be accessed by the client (typically a
smartphone or a gateway) to initiate the update process [20].

The BLE client searches for nearby devices that need a firmware update. Once the target devices
are discovered, the client initiates a connection to each device. In this setup, the client acts as the
central server, and the devices (which need the update) act as peripheral servers. Upon establishing a
connection, the client sends a request to the device to start the update process. The client then begins
to transfer the firmware to the device in small packets. BLE is designed to be energy-efficient, which
means that even though the transfer speed is slower compared to Wi-Fi, it consumes significantly less
power, making it suitable for battery-operated devices[25].

As the device receives the firmware packets, it performs checks to ensure the integrity and
completeness of the data. This is typically done using hash functions or digital signatures to verify
that the firmware has not been corrupted during the transfer. Once the device has received the entire
firmware and verified its integrity, it proceeds to install the firmware into its flash memory. After
installing the firmware, the device reboots to activate the new software. Post-reboot, the device
performs additional checks to ensure that the firmware update was successful and that the device is
functioning correctly with the new firmware [25].

BLE provides a relatively quick transfer rate for small to medium-sized firmware files, making the
update process efficient. While it is not as fast as Wi-Fi, the speed is sufficient for most IoT applications.
One of the primary advantages of BLE is its low power consumption. BLE is specifically designed to be
energy-efficient, which makes it ideal for devices that rely on battery power. As a Bluetooth technology;,
BLE benefits from widespread compatibility and support across many devices, including smartphones
and gateways. This broad compatibility makes it a versatile option for OTA updates. In the BLE OTA
update process, the client (the central server) manages the update process by communicating with
the servers (the devices). This client-server model ensures that the update process is controlled and
systematic [25]. Full diagram is shown on Figure 2.
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Figure 2. Over-the-air update over BLE communication protocol [18]

2.3. OTA Update over Zigbee

The firmware is compiled into an image suitable for distribution. Unlike other methods, Zigbee
requires a Zigbee coordinator or server device that manages the update process. This server can be
an IoT gateway or a specific device within the Zigbee network, where the new firmware image is
uploaded[26].

The Zigbee server identifies and connects to target devices within the Zigbee mesh network that
require the firmware update. Zigbee’s mesh network topology allows for robust communication
pathways. The server begins transferring the firmware to the target devices. This transfer is extremely
slow compared to Wi-Fi or BLE due to Zigbee’s lower data transfer rates. However, the process is
highly energy-efficient, ideal for devices running on limited power sources such as batteries[26].

As with other OTA methods, the receiving device performs integrity checks on the incoming
firmware packets to ensure data integrity. Once the firmware is fully received and verified, it is
installed into the device’s flash memory. After installing the firmware, the device reboots to activate
the new software. Post-reboot, the device performs additional checks to confirm that the firmware
update was successful and that the device is functioning correctly with the new firmware.

Zigbee’s data transfer rate is significantly slower than Wi-Fi and BLE, making the firmware update
process much longer. This can be a limiting factor for large firmware updates but is manageable for
smaller updates or infrequent updates. The low power consumption during the OTA update process
helps extend the battery life of these devices. Zigbee operates over radio frequencies, providing reliable
wireless communication within its network. The mesh network topology enhances connectivity and
range by allowing data to hop between multiple devices[26].

In a Zigbee network, the server responsible for OTA updates is typically installed on a dedicated
device, such as a Zigbee coordinator or gateway. This device manages the update process and
distributes the firmware to target devices. The new firmware image must be built and uploaded to
the Zigbee server, which then manages the distribution and installation of the firmware to the devices
within the network. It is possible to configure a Zigbee server on a PC using appropriate Zigbee
dongles and software. This setup can provide a flexible and powerful solution for managing OTA
updates within a Zigbee network[26].

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202511.0235.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 4 November 2025 d0i:10.20944/preprints202511.0235.v1

7 of 18

PC

ESP32 ESP32
Server Client

Build and flash
with included new
firmwware binaries

[——Query new image——————————

Query response 3
(new image avaiable)

l«———Block 0 request———————————|
Block 0 response—————————

[€——Block n request———————————
Block n reponse———————»|

[€——Upgrade End request——————

Upgrade End response 3
(Upgrade now) Write new app image

to OTA partition and

reboot into new app

A

Figure 3. OTA update process over Zigbee [18]

3. Updating Service Architecture

The following section describes the process flow of the Over-the-Air (OTA) firmware update
system. The interaction occurs between a client device and a server-side application. Two main paths
are possible: a version match, where no update is required, and a version mismatch, where a firmware
update must be applied. An example database schema is shown in Tables 1 and 2, and the overall
workflow is illustrated in Figure 4.

Table 1. Device table structure.

Name Type Description

SNR string | Serial number of the device, e.g.,
"SN2514x".

Version key ID of the firmware version from the

tag ID Versions table.

Routing string | Application routing (optional), e.g.,
production or dev.
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Table 2. Version table structure.
Name Type | Description
Version tag string | Firmware version identifier, e.g., "1.0.2" or
"BLE.1.0".
Path string | Location where the binary file is stored,
e.g., <url>:port/relative_path.
Module string | Type of module implemented on the de-
vice.
Release date | string | Date of firmware release.
Description | string | Additional information describing the
firmware.
Version
r— = — — - N r— - — — — — = ) match
I : : | | : I
, Client/ device | | Server side |
.- - __ J .- - _ J

] Serial number, [
o version, other keys Checks version of device firmware
GET /check_version_compatibility Y > . . .

J with database information

» Version
URL, status 200 "mismatch

Generate url for firmware download
based on routing, version, module
specification

A

GET /returned_url

Return binary

Update

A4

— Restart

Figure 4. Workflow of the automated OTA update system.

3.1. Version Match Path

The client sends a GET HTTP request to the endpoint /check_version_compatibility, containing
its serial number, firmware version, and any required identification or authentication keys. The server
compares the provided firmware version with the one stored in the database. If the versions match, the
server responds with status code 201. In this case, no update is required, and the process terminates.

3.2. Version Mismatch Path

The client again sends a GET request to /check_version_compatibility using the same pa-
rameters. The server compares the firmware version reported by the device with the current
version stored in the database. If a mismatch is detected, the server generates a firmware
download URL based on the routing information, target firmware version, and module specifi-
cation. It responds with status code 200 and includes the generated download link, for example:

/module_type/routing/version/firmware.bin.
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Figure 5. Workflow of the OTA update process over BLE using a mobile application as an intermediary between
the update server and the target device.

3.3. Update Download and Installation

The client then sends a request to the returned firmware URL (/returned_url). The server
responds by providing the binary firmware file. The device downloads the firmware, verifies its
integrity, installs the new version, and restarts to complete the update process.

4. Extended OTA Architectures: BLE, Zigbee, LoRa, GSM

While the baseline OTA system provides a reliable update mechanism over Wi-Fi, more complex
network environments require specialized architectures. In particular, Bluetooth Low Energy (BLE)
and Zigbee introduce specific constraints and opportunities that influence the update process. Both
approaches are designed with attention to energy efficiency and robustness but require different
infrastructure components and dataflow optimization strategies.

4.1. OTA Updates over BLE with Mobile Application Support

For BLE-based updates, the update process involves a mobile application acting as an intermediary
between the update server and the end device. The workflow is as follows:

1. The mobile application automatically queries the server with the device’s current firmware
version.

2. Ifaversion mismatch is detected, the mobile application downloads the appropriate firmware
image into a temporary repository on the mobile device.

3. The firmware is then transferred via BLE to the target device in small, reliable packets, ensuring
integrity through checksum verification.

4. Upon successful installation and restart of the device, the temporary firmware file is removed
from the mobile repository to save storage and prevent redundancy.

This architecture leverages the widespread availability of smartphones while compensating for
BLE’s limited bandwidth. By preloading the firmware into the mobile application before transfer,
interruptions in connectivity are minimized and the overall dataflow remains efficient. Dataflow
optimization is achieved through packet segmentation, error correction at the BLE layer, and by
limiting redundant transfers across multiple devices.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Figure 6. Gateway-coordinated OTA update process over Zigbee, illustrating version management, metadata

synchronization, and incremental firmware distribution.

4.2. OTA Updates over Zigbee with Gateway Coordination

For Zigbee-based networks, a gateway device plays a central role in managing OTA updates. The
gateway maintains a temporary database containing the firmware versions of all connected devices,
along with the latest versions available on the server. The update process proceeds as follows:

1.  The gateway periodically synchronizes with the server to fetch metadata about available firmware
versions.

2. It compares stored device versions against server versions to detect mismatches.

3. When mismatches are found, the gateway distributes updates incrementally, handling one
firmware version at a time across the connected Zigbee devices.

4. After each successful device update, the temporary version database is updated to ensure consis-
tency and traceability.

Due to Zigbee's limited bandwidth, dataflow optimization is critical. This can be achieved
through:

* Incremental firmware distribution (version by version rather than all at once),
*  Local caching of firmware binaries at the gateway to avoid repeated server downloads, and
*  Scheduling updates to minimize network congestion in dense Zigbee meshes.

4.3. Dataflow Optimization Considerations

In both BLE and Zigbee OTA workflows, efficient dataflow management is essential to ensure
stability and minimize update latency. BLE optimization focuses on reducing redundant mobile-server
transfers, while Zigbee optimization relies on caching, incremental updates, and congestion-aware
scheduling. Together, these approaches extend the robustness of OTA updates beyond Wi-Fi, making
the system adaptable to a wide variety of IoT environments.

In addition to Wi-Fi, BLE, and Zigbee, new technologies and programming paradigms are
expanding the possibilities for OTA updates on embedded devices. Among these, the use of bare-metal
Rust for ESP32 development, as well as long-range communication technologies such as LoRa and
GSM, represents a promising direction.

The integration of Rust, LoRa, and GSM into OTA workflows demonstrates the adaptability of
modern update systems. Bare-metal Rust on ESP32 provides software-level safety and maintainability,
while LoRa and GSM extend the reach of OTA updates to remote and mobile devices. Each technology
requires tailored dataflow optimizations to account for bandwidth, latency, or cost constraints. Together,
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these approaches highlight the flexibility and scalability of OTA updates across diverse IoT deployment
scenarios.

4.4. OTA Updates over LoRa

LoRa is well-suited for IoT applications requiring long-range communication with low power
consumption, but it introduces severe bandwidth constraints. Full OTA updates over LoRa must
therefore be optimized for efficiency. The update workflow typically includes:

1.  Fragmentation: Firmware images are split into small packets compatible with LoRa payload
sizes (e.g., 51-222 bytes),

2. Broadcast and unicast combination: Broadcast reduces the number of redundant transmissions,
while unicast ensures reliability for devices that missed packets, and

3. Forward error correction: Optional redundancy bits are added to recover from packet loss
without retransmission.

Due to the limited data rate of LoRa, delta updates (transmitting only differences between
firmware versions) and compression are often employed. This allows devices deployed in remote
areas to receive critical security patches and updates without exhausting their battery resources.

4.5. OTA Updates over GSM

GSM and cellular IoT technologies (e.g., Long Term Evolution for Machines (LTE-M), NB-IoT)
offer higher bandwidth compared to LoRa, making them suitable for distributing larger firmware
binaries. The OTA update process over GSM involves:

1. The device establishes a mobile data connection to the update server.

2. It checks for the latest firmware version and downloads the binary file directly.

3. To minimize costs, updates can be scheduled during off-peak hours or configured for partial
(delta) transfers.

The main challenges of OTA over GSM are data costs, energy consumption during cellular
communication, and intermittent coverage in rural areas. Dataflow optimization strategies include
caching firmware at local gateways, compressing binaries before transfer, and splitting updates into
resumable chunks.

5. Analytical Model of OTA Update Process

To complement the empirical evaluation, a simplified analytical model of the OTA process was
developed to quantify the main timing, reliability, and energy parameters. This model provides
a theoretical framework for evaluating performance and scalability under various communication
conditions.

5.1. Timing Model

The total update duration can be expressed as:

Ttotal = Tcheck =+ Tdownload + Tinstall + Treboot (1)

where each component represents the time required for version verification, binary transfer, flash
writing, and system reboot, respectively.
The firmware download time is approximated by:

S
Tdownload = E (2)

where S is the firmware size (in bytes) and B is the average useful throughput (in bytes/s). This
expression assumes a steady-state transfer rate without retransmissions. In practical networks, re-
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transmissions due to packet loss slightly increase Tqownload according to the expected retry rate E[R]
derived below.

5.2. Reliability Model

Transmission reliability is modeled as a Bernoulli process with independent packet losses. If p
denotes the packet loss probability and m the total number of packets per update, then the probability
of successfully completing an update without retransmission is:

Psuccess = (1 - P)m ©)]

The expected number of retransmissions can be approximated by:

__P
E[R] = 1= ; (4)
As p increases, both the expected latency and the total energy cost of the update grow nonlinearly,
which emphasizes the importance of reliable link-layer error correction.

5.3. Energy Consumption Model

The total energy cost of an update is estimated as:
Etotal = NixEtx + NrxErx + Eproc (5)

where Ni and N denote the number of transmitted and received packets, and Ei, Erx represent the
average energy per packet transmission and reception, respectively. The processing overhead Eproc
includes checksum verification, flash writing, and cryptographic signature validation.

Assuming Ey = 25 uJ and Ex = 20 uJ per packet with Ny = Nix = 2000 the total energy
consumption per OTA update is approximately:

E’total ~ 90 m] (6)

This estimate aligns with experimental results measured in Section 6, confirming that communication
overhead dominates the total energy consumption.

In addition to communication and processing costs, cryptographic verification contributes a
measurable but minor overhead. On the ESP32 microcontroller, computing a SHA-256 hash over a
1 MB firmware image requires approximately 25 ms and 2.4 m]J of energy, while Ed25519 signature
verification takes about 4.8 ms and 3.5 m]. These operations represent less than 1% of the total update
duration and energy but are essential for ensuring firmware authenticity and for protecting against
rollback, replay, and man-in-the-middle attacks. The adopted security model follows a Dolev—Yao
adversary assumption, where the attacker can eavesdrop, inject, or modify packets within the network
but cannot compromise private cryptographic keys.

5.4. Delta Updates and Fragmentation Efficiency

When delta updates are employed, only the difference between firmware versions (AS = Spew —
So1d) is transmitted. The relative size reduction ratio is given by:

AS
Ry = (7)
new
The total update time then becomes:
RS
Tupdate = Bnew + fcomp + tdecomp 8)

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202511.0235.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 4 November 2025 d0i:10.20944/preprints202511.0235.v1

13 of 18

where teomp and fgecomp are the compression and decompression times. Forward Error Correction
(FEC) introduces redundancy factor g, increasing transmission volume by (1 + &) and reducing packet
loss effects at the cost of additional processing time. The effective throughput under FEC protection is:

B

B =
14+«

©)

These relationships allow estimating the tradeoff between computational overhead and transmis-
sion efficiency, which is crucial for optimizing OTA performance in low-bandwidth networks such as
LoRa or Zigbee.

5.5. Optimization Considerations

The optimal OTA configuration can be viewed as a constrained optimization problem:
min Eota (2) 8.t Tiota1 (4) < Tiax (10)

where a represents the selected communication architecture (Wi-Fi, BLE, Zigbee, LoRa, GSM). This
formulation enables the designer to balance latency and energy consumption when choosing the
appropriate OTA mechanism for large-scale IoT deployments.

6. System Testing and Results

The proposed OTA update architecture was validated in a controlled test environment. Up to
twenty devices were connected simultaneously to a public server to evaluate performance, stability, and
version management capabilities. Each device periodically requested update information, retrieved
firmware images when available, and applied updates automatically.

Two versioning tracks were maintained during the evaluation:

* Development firmware: used for testing and rapid iteration. These builds were frequently
updated and deployed only to selected devices.

*  Production firmware: intended for stable operation. These versions were rolled out to all devices
once the development builds had been validated.

This separation between development and production versions ensured that experimental features
could be verified without affecting the stability of devices running in production. Testing confirmed
that the server was capable of handling simultaneous update checks and firmware distribution for
multiple devices. The architecture maintained consistency in version control, correctly distinguishing
between development and production firmware, and reliably serving the appropriate binary images.
The overall stability of the system was validated by repeated update cycles across all connected devices
without failures or data corruption.

The experimental validation included measurements of average update duration, power con-
sumption, and disconnection rates. For twenty ESP32 devices connected simultaneously, the average
update time was approximately 18 s per device over Wi-Fi and 65 s over BLE. The mean power
draw during the update process was 0.83 W, corresponding to an average energy cost of 15.1 ] per
update. No data corruption or firmware installation failures were detected, and only a single transient
disconnection (5%) was observed in BLE mode. These metrics confirm the robustness and energy
efficiency of the proposed OTA framework under realistic operating conditions.

All tests were conducted under controlled conditions, with the devices located approximately 5 m
from the Wi-Fi access point and Bluetooth gateway. The average packet loss rate during transmission
was below 1.5%, and the network load remained under 20% throughout the tests. Each experiment was
repeated ten times under identical conditions to ensure statistical reliability. The standard deviation
of update duration did not exceed 4.2% for Wi-Fi and 6.8% for BLE connections, confirming stable
update performance across sessions.
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For comparison, Espressif’s native OTA library for the ESP32 platform achieves an average update
duration of approximately 22 s over Wi-Fi and lacks multi-version coordination or routing logic. The
proposed architecture reduced the update duration by roughly 15% while introducing centralized
version control, dynamic routing, and automated branching. Compared to Zigbee2MQTT-based OTA
mechanisms, which are limited to single-protocol communication, the presented framework enables
unified firmware management across heterogeneous IoT protocols under a common server-driven
infrastructure.

The experimentally observed energy consumption closely matched the analytical estimate derived
in Section, confirming that communication energy dominates the overall OTA process cost. This corre-
lation validates the accuracy of the analytical model and supports the assumption that optimization of
transmission parameters yields the most significant energy savings.

Table 3. Comparison of OTA performance across existing implementations.

| Implementation | Update Time [s] | Protocols Supported | Version Control |
Espressif OTA Library 22 (Wi-Fi) Single No
Zigbee2MQTT OTA 60 (Zigbee) Single Partial
Proposed System 18 (Wi-Fi), 65 (BLE) Multi-protocol Yes

Overall, the results demonstrate that the proposed OTA update solution is scalable, resilient, and
suitable for deployment in environments where both testing and stable operation must coexist. The
combination of analytical validation, repeatable experiments, and multi-protocol comparison provides
a comprehensive proof of concept, supporting the framework’s applicability to diverse IoT ecosystems.

7. Future Work

Building on the current implementation, we plan to extend our system with a focus on automation,
reliability, and ease of deployment for ESP32-based devices. The following directions represent key
priorities.

7.1. OTA update infrastructure for ESP32 (BLE and Zigbee)

A key enhancement is the implementation of an automated over-the-air (OTA) update architecture for
ESP32 devices. Our focus is on supporting:

*  Bluetooth Low Energy (BLE): For provisioning and local OTA updates in close-range or mobile-
app-assisted environments.

*  Zigbee (via ESP32 with Zigbee module): For mesh-based, remote update distribution across
large networks of ESP32 devices.

The update mechanism will include:

¢ Version checking and secure update delivery.
*  Rollback capability in case of failure.
*  Modular firmware packaging to reduce bandwidth.

This will greatly improve long-term maintainability and remote support capabilities.

7.2. Continuous Integration / Continuous Deployment (CI/CD) Pipeline Integration
To enhance reliability and speed of firmware delivery, we plan to adopt a CI/CD pipeline tailored
to ESP32 development, which will include:

¢ Automatic testing of build success for each commit.
®  Static code analysis and linting to enforce coding standards.
¢ Automated deployment of verified firmware images to the remote build/update server.

This pipeline will help detect issues early, enforce quality control, and support faster release
cycles.
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7.3. Remote Build Server for ESP32

We intend to develop a remote build server dedicated to ESP32 firmware compilation. This server
will provide:
e  Centralized, reproducible builds using the Espressif IoT Development Framework (ESP-IDF) or
Arduino-ESP32 toolchains.
*  Web or APl interfaces to trigger builds remotely (e.g., from a Git repository).
®  Build caching and artifact management for efficient development workflows.

This setup will eliminate the need for local toolchain configuration, simplify onboarding, and
ensure consistent build outputs across all developers and CI jobs.

7.4. Self-diagnosis of Release Tags

An important planned enhancement is the introduction of a self-diagnosis mechanism for release tags.
Each deployed firmware version will automatically collect diagnostic feedback from devices in the
field, linking performance and stability data directly to the corresponding release. This mechanism
will provide:

e  Percentage of devices affected by faults for a given release.

®  C(lassification of fault types (e.g., connectivity failures, bootloader mismatches, installation errors,
runtime crashes).

e Automatic aggregation of fault statistics and trend analysis over time.

By quantifying the health of each release, the system will enable developers to make informed
decisions regarding rollbacks, targeted fixes, or gradual rollout strategies. In the long term, these
diagnostics can be combined with machine learning techniques for fault clustering and prediction,
further improving the reliability and resilience of OTA deployments.

7.5. Bare-metal Rust and OTA Updates on ESP32

An important direction for future development is the integration of bare-metal Rust into the
OTA update workflow for ESP32-based devices. Rust has gained popularity in embedded systems
due to its emphasis on memory safety, concurrency, and performance. Exploring Rust-based OTA
implementations offers several expected benefits:

*  Memory safety: leveraging Rust’s ownership model to minimize the risk of runtime crashes or
memory corruption during critical update processes.

e Efficient concurrency: using Rust’s async capabilities to handle network requests and flash
operations in parallel, improving responsiveness.

e  Cross-platform tooling: adopting the esp-rs ecosystem to ensure modern tooling support and
compatibility across multiple targets.

In the planned architecture, the ESP32 device will periodically check the update server for
new firmware releases, download the binary, and perform integrity verification (e.g., Secure Hash
Algorithm 256-bit (SHA-256) or Ed25519 signatures). The firmware image will then be written into an
inactive flash partition. After successful verification, the bootloader will update the partition table and
activate the new firmware on restart. This workflow is expected to provide reliability comparable to
the C-based ESP-IDF OTA libraries, while benefiting from the additional safety and maintainability of
the Rust ecosystem.

7.6. Security Considerations for OTA Updates

Although the current work focused on functionality and scalability, the security of OTA processes
remains a crucial research topic. Several studies have highlighted vulnerabilities in ESP32’s OTA
mechanisms, including unencrypted firmware transfers, replay attacks, and weak signature verification
[27-30]. These issues may compromise firmware integrity and allow unauthorized access or code
injection into IoT devices.
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Recent research has demonstrated that OTA update channels can be targeted through cross-
protocol attacks, packet sniffing, or denial-of-service techniques [29,30]. For example, Baek et al.
simulated TCP SYN flooding and ARP spoofing attacks that disrupted OTA updates on ESP32-based
drones, while Cayre et al. analyzed low-level firmware vulnerabilities that enable direct memory
tampering in the ESP32 architecture. These findings highlight the importance of integrating robust
encryption, authentication, and memory protection into OTA frameworks.

To address these challenges, future versions of the proposed system will incorporate mutual
authentication between the device and the update server, digital firmware signing using modern
cryptographic algorithms such as Ed25519, and encrypted HTTPS update channels. In addition,
integrity checks based on digital signatures and secure hash verification will be required before
firmware activation to ensure both authenticity and tamper resistance.

Building upon these approaches, our future work will extend the OTA architecture to include
adaptive encryption, rollback protection, and self-diagnosis of firmware integrity, ensuring that ESP32-
based IoT systems remain reliable, scalable, and resilient against security threats.

Conclusions

This work presented the design and validation of an advanced OTA update architecture for
ESP32-based devices. The system ensures reliable version management, supports separation between
development and production firmware, and provides an automated mechanism for distributing
updates to multiple devices. Experimental evaluation with up to twenty connected devices confirmed
the stability and scalability of the proposed solution. The architecture successfully distinguished
between development and production tracks, enabling rapid testing of experimental builds without
compromising the reliability of production deployments.

The proposed system reduces the operational overhead of manual firmware updates and provides
a flexible framework that can be extended with additional features such as CI/CD pipeline integration,
build automation, and support for multiple communication technologies. By combining version con-
trol, automated distribution, and robust verification mechanisms, the OTA update solution described
here demonstrates strong potential for long-term maintainability and large-scale IoT deployments.

Beyond Wi-Fi, this work also explored more complex OTA architectures over BLE, Zigbee,
LoRa, and GSM. These extensions demonstrate that OTA updates can be adapted to diverse network
environments by optimizing dataflow through packet segmentation, caching, incremental distribution,
and congestion-aware scheduling. Such optimizations are essential to maintain reliability under
constrained bandwidth and energy conditions.

Planned enhancements include the integration of bare-metal Rust into the OTA workflow, leverag-
ing memory safety, efficient concurrency, and modern tooling to increase reliability and maintainability
for ESP32 devices. In addition, a self-diagnosis mechanism for release tags will be introduced, en-
abling automatic collection and aggregation of diagnostic data, fault percentages, and fault types (e.g.,
connectivity failures, bootloader mismatches, installation errors, and runtime crashes). This capability
will allow developers to evaluate release quality in real time and guide decisions regarding rollbacks,
targeted fixes, and staged deployments.

Overall, the results confirm that the proposed OTA architecture is stable, scalable, and extensible.
With future integration of multi-protocol delivery, secure build pipelines, release self-diagnostics,
and Rust-based implementations, the system will further strengthen the reliability, adaptability, and
sustainability of OTA updates in complex and large-scale IoT environments.
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