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Abstract 

In this era of technology, phishing emails remain a critical cybersecurity threat, exploiting human 
vulnerabilities to compromise sensitive data and systems. Traditional detection methods, such as 
blacklists and static heuristics, often fail to keep pace with the evolving sophistication of phishing 
tactics. We propose RealPhish, a real-time phishing detection algorithm combining machine learning, 
Natural Language Processing (NLP), and rule-based heuristics to identify malicious emails with high 
precision. RealPhish analyzes both static email features and simulated user interaction data to 
enhance detection accuracy. Using a publicly available phishing email dataset and synthetically 
generated behavioral data, the algorithm achieves a detection accuracy of 95%, with a precision of 
96% and recall of 89%, outperforming baseline models. The system also includes a rule-based 
override layer for known threats and provides interpretable outputs for transparency. RealPhish 
demonstrates strong potential for deployment in real-world email security platforms, offering a 
scalable and adaptive solution to combat phishing attacks in real time. 

Keywords: phishing; email security; defense; cybersecurity; machine learning; real time 
 

1. Introduction 

The human element is the weakest link in cyber security, and that is what social engineering 
aĴacks target [1]. The universal threat of phishing aĴacks necessitates continuous advancements in 
detection methodologies, as traditional filtering techniques like heuristics and blacklisting have 
demonstrated limited effectiveness against increasingly sophisticated phishing campaigns [2] . 
Phishing, a deceptive practice of acquiring sensitive information through masquerading as a 
trustworthy entity in electronic communication, continues to be a significant cybersecurity concern 
for individuals and organizations. 

Phishing aĴacks are a dominant form of cybercrime, where aĴackers deceive individuals into 
providing sensitive information by masquerading as trustworthy entities. Phishing aĴacks typically 
occur via email, deceiving users into clicking malicious links or disclosing sensitive information. The 
increasing sophistication of phishing techniques necessitates advanced detection mechanisms to 
protect users and organizations. 

Numerous approaches have been proposed for phishing email detection, ranging from 
traditional rule-based systems to advanced machine learning models. Early methods relied on 
predefined rules and blacklists to identify phishing emails. While effective to some extent, these 
methods struggled to keep up with the evolving tactics of aĴackers. 

Machine learning models, such as logistic regression, random forests, and neural networks, have 
shown promise in detecting phishing emails by learning paĴerns from labeled datasets. However, 
these models often require extensive training data and may not generalize well to new phishing 
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techniques. RealPhish addresses these challenges by integrating machine learning with rule-based 
heuristics, providing a comprehensive approach to phishing detection. 

To combat this ever-evolving threat, researchers have explored diverse approaches, including 
machine learning-based solutions that can adapt to new phishing tactics [3,4]. Machine learning has 
emerged as a potent tool for phishing detection, offering the ability to analyze paĴerns and anomalies 
in email content and user behavior [5]. These machine learning models require content samples for 
training to effectively identify threats [6]. Machine learning methods have proven effective at 
detecting paĴerns in data, making it possible to recognize common phishing traits and identify 
phishing websites [7]. 

2. Research Gap: Limitations of Current Anti-Phishing Systems 

The detection of malicious URLs is crucial in mitigating phishing aĴacks, as many phishing 
aĴempts rely on directing victims to fraudulent websites [5]. Real-time phishing detection is 
particularly critical because it can prevent users from falling victim to aĴacks before they have a 
chance to be harmed [8]. Many organizations and researchers have adopted user training strategies 
to improve cybersecurity awareness and understanding; however, users frequently struggle to retain 
security awareness knowledge and information [9]. Therefore, it is advantageous to offer email users 
help in spoĴing phishing emails. One promising avenue for real-time detection involves analyzing 
user interactions with emails to identify anomalies that may indicate phishing aĴempts. 

Despite significant advancements in phishing detection technologies, current anti-phishing 
systems face critical challenges in effectively responding to the rapidly evolving tactics used by cyber 
aĴackers. One of the primary limitations is the overreliance on static and reactive detection methods. 
Traditional approaches, such as blacklists, heuristic analysis, and even some machine learning 
techniques, often struggle to adapt to new and sophisticated phishing strategies. These methods, 
while useful, are not foolproof and tend to fall short in real-time scenarios, as highlighted by [10,11]. 

Another notable limitation lies in the narrow focus of many machine learning approaches. While 
ML-based systems have demonstrated superior accuracy compared to traditional strategies [12], they 
predominantly concentrate on analyzing content features—such as lexical properties of URLs, host 
data, or static email aĴributes. Although this has enabled detection of many phishing aĴempts 
[13,14], it does not fully account for the contextual and behavioral aspects of user interaction, which 
can be critical in identifying more subtle or adaptive aĴacks. 

Furthermore, there is a clear lack of emphasis on real-time behavioral detection in existing 
systems. The dynamic and deceptive nature of phishing requires proactive, continuously learning 
models. However, most current techniques depend on periodically updated blacklists or manually 
crafted heuristics, which are easily bypassed. While numerous machine learning algorithms have 
been explored [15], they still rely heavily on static data and offer limited capabilities in detecting 
behavior-driven anomalies during user interaction. The performance of user interaction-based 
approaches was reported inconsistently in the literature[16]. While the study explored how 
intervention and incentive mechanisms influence user behavior during phishing aĴacks, it did not 
provide specific accuracy metrics for the predictive model. 

To address these gaps, a more dynamic and adaptive approach is necessary. While machine 
learning continues to outperform many traditional methods, current system remains reactive and 
dependent on static indicators like URLs or email contents. To bridge this gap, we propose RealPhish, 
a novel system that integrates machine learning. This approach aims to add a real-time, enhancing 
the system’s ability to respond to evolving phishing threats with greater precision and agility. 

Table 1. Comparative Analysis of Related Studies. 

Study Study Focus ML technique and Detection 
Performance 

matrix 
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[17] Email summarization 

and phishing 

identification 

Transformer-based models (T5, XL-Net, 

BERT) 

Content and emotion analysis 

No mention 

found 

[18] Anomalous email 

detection 

Interactive machine learning (iML) models 

Active learning, visual analysis 

No mention 

found 

[19] 

 

Phishing Email 

Detection  

Random Forest Classifier, Support Vector 

Machine 

Email content analysis 

Accuracy, 

confusion 

matrix, 

classification 

report 

[16] User behavior analysis 

in phishing attacks 

Decision Tree-J48, Naive Bayes, Support 

Vector Machine (SVM), Multilayer 

Perceptron 

User behavior analysis, email classification 

Accuracy Score 

[20] Phishing email 

detection 

Locally-deep SVM, SVM, Boosted decision 

tree, Logistic regression, Averaged 

perceptron, Neural network, Decision 

Forest, Email content analysis 

Accuracy rates 

[21] Phishing susceptibility 

prediction 

TransMLP Link and TransMLP Hybrid 

Eye-tracking data analysis 

Accuracy rates 

3. Methodology 

This research focuses on the development and evaluation of the RealPhish algorithm for real-
time email phishing detection. The methodology encompasses algorithm design and 
implementation, dataset preparation, data preprocessing, feature engineering, model training, 
ensemble classification, and rule-based overrides. 

Dataset Preparation 

A publicly available email dataset was sourced from Kaggle [22], one of the largest repositories 
for open datasets. The dataset contains approximately 17,000 emails, comprising both phishing and 
legitimate messages. Each entry includes fields such as subject, body, sender, receiver and URLs. It 
was used to train and evaluate the static analysis components of the RealPhish algorithm. The dataset 
comprises a diverse collection of both legitimate and phishing emails, enabling robust model 
development and testing. 

Data Preprocessing 

The preprocessing pipeline consists of three main stages: text cleaning, feature engineering, and 
vectorization, followed by ensemble classification with rule-based overrides. 

Preprocessing included text cleaning (removal of HTML tags and special characters), 
lowercasing, tokenization, and normalization. Additional features were engineered to enrich the 
dataset, including: 

Text Cleaning and Normalization 

Raw email content underwent standard preprocessing to prepare it for analysis: 

 HTML tag removal: Stripped all HTML markup and formatting 
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 Special character filtering: Removed non-alphanumeric characters except basic punctuation 
 Text normalization: Applied lowercasing, tokenization, and basic normalization 

Feature Engineering 

Four additional binary and numerical features were extracted to capture phishing indicators: 

 URL Count (n_urls): Total number of hyperlinks present in the email content. 
 IP-based URL Detection (ip_flag): Binary indicator for presence of IP-formatted URLs: 

ip_flag = { 1, if any URL in U contains IP address format 
{ 0, otherwise 

 Urgency Score: Binary indicator for presence of urgency-related keywords: 

UrgencyScore(T) = { 1, if |W ∩ K| > 0 
{ 0, otherwise 

Where: 
- W = {w1, w2, ..., wₙ} represents the tokenized words in email text T 
- K = {urgent, immediate, verify, suspended, expire, deadline, ...} is the predefined urgency 

keyword set 
- |W ∩ K| denotes the count of urgency keywords found in the email 

Blacklist Check (blacklist_flag): Binary Indicator for Sender Domain Reputation 

blacklist_flag = { 1, if sender_domain ∈ Blacklist 
{ 0, otherwise 

 URL count: Number of links in the email. 
 IP-based URL detection: Binary indicator for presence of IP-formatted URLs. 
 Urgency score: Presence of urgency-related keywords, defined as: 

𝑼𝒓𝒈𝒆𝒏𝒄𝒚𝑺𝒄𝒐𝒓𝒆(𝑻) = ൜
𝟏, 𝒊𝒇{𝝎𝒊} ∩ 𝒖 ≠ ∅

𝟎, 𝒐𝒕𝒉𝒆𝒓𝒘𝒊𝒔𝒆
 

Where {𝝎𝒊}  is the set of words in the email body and 𝒖 is the set of urgency-related keywords. 

 Blacklist check: Binary indicator for whether the sender’s domain appears in a predefined 
blacklist. 

The cleaned email text was vectorized using Term Frequency–Inverse Document Frequency (TF-
IDF), and the resulting vectors were concatenated with the engineered features to form the final 
feature set. RealPhish employs an ensemble of three machine learning models—Logistic Regression, 
Random Forest, and Multinomial Naive Bayes. The ensemble prediction is computed using hard 
voting: 

𝒚ෝ = 𝒎𝒐𝒅𝒆(𝒚ෝ𝑳𝑹, 𝒚ෝ𝑹𝑭, 𝒚ෝ𝑵𝑩) 
Where 𝑦ො𝐿𝑅, 𝑦ො𝑅𝐹, 𝑦ො𝑁𝐵 are the predictions from each base model. 

To enhance robustness, a rule-based override layer is applied. If an email meets specific threat 
criteria—such as being from a blacklisted domain or containing both urgency cues and IP-based 
URLs—the final prediction is overridden as phishing: 

𝒚ෝ𝒇𝒊𝒏𝒂𝒍 = ൜
𝟏, 𝒊𝒇 𝑩𝒍𝒂𝒄𝒌𝒍𝒊𝒔𝒕𝒆𝒅 (𝒔) = 𝟏 𝒐𝒓 (𝑼𝒓𝒈𝒆𝒏𝒄𝒚𝑺𝒄𝒐𝒓𝒆(𝑻) = 𝟏 ˄ 𝑯𝒂𝒔𝑰𝑷(𝒖) = 𝟏)

𝒚ෝ𝒆𝒏𝒔𝒆𝒎𝒃𝒍𝒓, 𝑶𝒕𝒉𝒆𝒓𝒘𝒊𝒔𝒆
 

Where, s is the sender domain, T is the email text and U is the set of URLs. 

Experimental Setup 

The algorithm was implemented and executed in Google Colab, a cloud-based Python 
development environment. Key libraries used include scikit-learn for model training and evaluation, 
pandas for data manipulation, and NumPy for numerical operations. 

Performance Evaluation and Analysis 
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Model performance was assessed using standard classification metrics including Precision, 
Recall, F1-Score, and Accuracy. These metrics were computed on a held-out test set to evaluate the 
effectiveness of both the ensemble model and the rule-based override mechanism. 

4. The RealPhish Algorithm 

RealPhish is designed to classify emails as either “Phishing Email” or “Safe Email” in real-time. 
The algorithm leverages NLP, machine learning, and rule-based heuristics to achieve high accuracy 
and reliability. 

Key Components 

1. Input Layer 

Email Content: Subject, body, and metadata (sender, links, aĴachments). 
Real-Time Trigger: Activated upon email receipt or user interaction. 

2. Preprocessing Module 

Text Cleaning: Remove HTML tags, special characters, and stop words. 
Tokenization: Break text into words or phrases. 
Normalization: Lowercasing, stemming, or lemmatization. 

3. Feature Extraction 

TF-IDF Vectorization: Capture important terms. 
URL Analysis: Count of URLs, presence of IP-based URLs, domain reputation check (via API). 
Sender Analysis: Domain mismatch, SPF/DKIM validation. 
Linguistic Features: Urgency cues (e.g., “verify now”), threat language (e.g., “account 

suspended”). 
AĴachment Analysis: File type and extension, presence of macros or scripts. 

4. Classification Engine 

Logistic Regression: For linear paĴerns. 
Random Forest: For non-linear relationships. 
Naive Bayes: For probabilistic text classification. 
Voting Classifier: Aggregates predictions from all models. 

5. Rule-Based Override Layer 

Overrides model output if: 

 Email contains blacklisted domains or IPs. 
 Known phishing paĴerns are matched (regex or heuristics). 
 Fails SPF/DKIM and contains suspicious links. 

6. Output Layer 

Label: Phishing Email or Safe Email. 
Confidence Score: Probability from ensemble. 
Explanation: Key features that influenced the decision (for transparency). 

7. Real-Time Deployment Considerations 

Lightweight model for fast inference. 
Caching of known safe/phishing domains. 
API integration for domain reputation and threat intelligence. 
Algorithm: RealPhish Pseudo code 
BEGIN RealPhish 
  INPUT: Incoming Email (subject, body, sender, links, aĴachments) 
  Step 1: Preprocessing 
   CLEAN email text (remove HTML, special characters) 
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   TOKENIZE text into words 
   NORMALIZE text (lowercase, stemming/lemmatization) 
  Step 2: Feature Extraction 
   EXTRACT TF-IDF features from email text 
   ANALYZE URLs: 
    - COUNT number of links 
    - CHECK for IP-based URLs 
    - QUERY domain reputation API 
   ANALYZE sender: 
    - CHECK domain mismatch 
    - VALIDATE SPF/DKIM 
   DETECT linguistic cues: 
    - SEARCH for urgency/threat keywords 
   ANALYZE aĴachments: 
    - CHECK file types and presence of macros 
  Step 3: Classification 
   PREDICT using ensemble of: 
    - Logistic Regression 
    - Random Forest 
    - Naive Bayes 
   COMBINE predictions using majority vote 
  Step 4: Rule-Based Override 
   IF email contains blacklisted domain OR 
     matches known phishing paĴern OR 
     fails SPF/DKIM AND contains suspicious links THEN 
     SET label = “Phishing Email” 
   ELSE 
     USE ensemble prediction 
  Step 5: Output 
   RETURN label (“Phishing Email” or “Safe Email”) 
   RETURN confidence score 
   RETURN explanation of key features 
END RealPhish 
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Figure 1. RealPhish workflow (showing input → processing → output). 

5. Evaluation, Result and Discussion 
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The performance of RealPhish was evaluated using a labeled dataset of 1,162 emails, consisting 
of 835 legitimate emails (class 0) and 327 phishing emails (class 1). The algorithm demonstrated 
strong overall performance across multiple evaluation metrics, as shown in Table 1. 

Table 1. Performance Metrics for RealPhish. 

Class Precision Recall F1-Score Support 

Legitimate (0) 0.96 0.98 0.97 835 

Phishing (1) 0.94 0.89 0.92 327 

Overall Accuracy 
  

0.95 1,162 

Macro Average 0.95 0.93 0.94 1,162 

Weighted Average 0.95 0.95 0.95 1,162 

Performance Analysis 

Accuracy: RealPhish achieved an overall accuracy of 95%, correctly classifying 1,104 out of 1,162 
emails. This high accuracy demonstrates the effectiveness of combining machine learning models 
with rule-based heuristics for phishing detection. 

Precision: The precision for legitimate emails (0.96) indicates that when RealPhish classifies an 
email as legitimate, it is correct 96% of the time. For phishing emails, the precision of 0.94 means that 
94% of emails flagged as phishing were actually malicious. High precision is crucial in real-world 
applications, as it reduces false alarms that may cause alert fatigue or disrupt legitimate 
communications. 

Recall: The recall for legitimate emails (0.98) shows that RealPhish correctly identified 98% of all 
legitimate emails in the dataset. For phishing emails, the recall of 0.89 indicates that the algorithm 
successfully detected 89% of all phishing aĴempts. While this recall rate is slightly lower than for 
legitimate emails, it still represents strong performance in identifying the majority of threats. 

F1-Score: The F1-scores of 0.97 for legitimate emails and 0.92 for phishing emails represent the 
harmonic mean of precision and recall, providing a balanced measure of the algorithm’s 
performance. These high F1-scores confirm that RealPhish achieves a good balance between 
minimizing false positives and detecting actual threats. 

Interpretation of Results 

The slightly lower recall for phishing emails (0.89) compared to legitimate emails (0.98) suggests 
that RealPhish is more conservative in flagging emails as phishing, prioritizing precision over recall. 
This design choice helps minimize false positives, which is often preferable in real-world email 
systems where incorrectly blocking legitimate communications can be disruptive. 

The macro-average metrics (precision: 0.95, recall: 0.93, F1-score: 0.94) demonstrate that 
RealPhish performs well across both classes, without being overly biased toward the majority class 
(legitimate emails). This is particularly important given the class imbalance in the dataset (835 
legitimate vs. 327 phishing emails). 

The weighted averages, which take into account the relative frequency of each class, align closely 
with the overall accuracy (0.95), further confirming the robust performance of the algorithm across 
the entire dataset. 

6. Limitation and Future Work 
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Despite the promising results achieved by RealPhish, several limitations remain that warrant 
further aĴention. The effectiveness of algorithm is heavily dependent on the quality and diversity of 
its training data. The lack of representative examples, - particularly those reflecting newly emerging 
phishing techniques—can reduce its effectiveness in real-world scenarios. Additionally, while the 
rule-based override layer enhances detection for known threats, it may not fully capture the 
complexity of evolving phishing strategies, which often adapt to bypass static rules. To address these 
challenges, future work will focus on enhancing the system’s adaptability through automated 
updates based on newly observed phishing paĴerns, exploring advanced deep learning models to 
capture more complex behavioral and linguistic signals, and optimizing the algorithm for faster 
inference to maintain real-time performance. Incorporating user feedback into the learning loop will 
also be explored to improve accuracy through real-world corrections. Furthermore, seamless 
integration with existing email security platforms will be prioritized to support practical deployment. 
The future research will include a comprehensive comparative evaluation of RealPhish against other 
state-of-the-art phishing detection systems to benchmark its performance and identify areas for 
further refinement. 

7. Conclusion 

RealPhish is a comprehensive and robust algorithm designed to detect phishing emails in real 
time. By combining machine learning models with rule-based heuristics, it delivers high accuracy 
and reliability in identifying phishing threats. Evaluation results highlight effectiveness, making it as 
a valuable tool for enhancing email security. Overall, RealPhish offers a scalable and transparent 
framework for strengthening defenses against phishing in today’s rapidly growing dynamic threat 
environments. 

Conflicts of Interest: The authors declare no conflict of interest. 
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