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Abstract 

From a critical feminist perspective, the digital gender gap is linked to new forms of virtual gender-

based violence that particularly affect girls and young women. These forms of violence are related to 

the exploitation or misuse of the digital divide. To illustrate this phenomenon, we review different 

cases in which the well-being of children and adolescents is endangered when technology becomes 

a tool for promoting self-harm and suicide among minors through exposure to harmful content, 

grooming, sexting and/or sextortion; the digital sexual exploitation of underage girls through 

deepfakes or intimate images generated with AI; the consumption of violent and hateful content in 

mass chats; and the incitement to sexist violence through video games. Given the reproduction and 

perpetuation of sexist violence in the digital world, to guarantee safe, inclusive and equitable digital 

environments, various measures are essential, including European policies or plans aimed at 

guaranteeing digital security and rights, and those related to critical digital literacy with a gender 

perspective in formal education (school and university) and informal education (parents, carers and 

guardians). Finally, we urge that the focus be placed on personal digital resilience, since thinking of 

a completely secure digital world is a naive and unattainable utopia. 

Keywords: digital gender gap; digital gender-based violence; childhood; adolescence; critical digital 

literacy; health and well-being; feminism 

 

1. Digital Competence Within the DigComp Framework 

Contemporary society is undergoing a profound digital transformation, which has elevated 

digital education to the centre of educational strategies. In this context, digital competence is 

recognised as one of the basic skills for lifelong learning and active participation in an increasingly 

digitalised world.  

The European Digital Competence Framework for Citizens (DigComp) emerged as the main 

regulatory benchmark promoted by the European Parliament and Council in 2006. DigComp defines 

digital competence as the safe, critical, and responsible use of digital technologies for learning, work, 

and participation in society, including effective interaction with these tools (Vuorikari et al., 2022). 

The most recent version, DigComp 2.2, continues to structure this competence into five key areas 

(Vuorikari et al., 2022): (1) information and data literacy, (2) communication and collaboration, (3) 

digital content creation, (4) safety (including digital well-being and cybersecurity-related 

competences), and (5) problem solving. These areas are broken down into 21 specific competences 

with eight levels of mastery (foundation encompassing levels 1 and 2, intermediate encompassing 

levels 3 and 4, advanced encompassing levels 5 and 6, and highly specialised encompassing levels 7 

and 8), providing detailed guidance on what every citizen should know, know how to do, and be in 

digital environments (see Figure 1). 
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Figure 1. Digital competence areas and specific digital competences of DigComp.Source: https://joint-research-

centre.ec.europa.eu/projects-and-activities/education-and-training/digital-transformation-education/digital-

competence-framework-citizens-digcomp_en. 

The most relevant additions to DigComp 2.2 are detailed below. On the one hand, in line with 

emerging concerns, special attention is paid to the identification and management of misinformation 

and disinformation on social media and news sites (López-de-Arana Prado et al., 2024a; Vuorikari et 

al., 2022). On the other hand, it also includes the management of what are known as "advanced 

technologies" related to robotics, artificial intelligence (AI), extended reality (augmented and virtual), 

and the Internet of Things (IoT) (Vuorikari et al., 2022). These considerations are further enhanced by 

the incorporation of risks associated with "datafication" and environmental sustainability (Vuorikari 

et al., 2022). Finally, specifically within the area of security, the sub-competence "4.3. Protection of 

health and well-being" stands out, revealing a direct link between the framework and digital well-

being (Vuorikari et al., 2022). 

Although the DigComp 2.2 framework does not explicitly address the contextual variables that 

influence digital competence, numerous studies indicate that access to technology, as well as skills in 

its use and exploitation, are conditioned by factors such as age, gender, place of residence, race, 

educational level, and income (Fundación Telefónica, 2022; Vázquez & Castaño, 2011). The 

differences or inequalities in access to, use of, and utilization of ICTs among different social groups, 

territories, or individuals are referred to as the digital divide, which is yet another manifestation of 

the structural social inequalities that surround us (UNESCO, 2021). 

2. Dimensions of the Digital Divide 

The concept of the digital divide has evolved significantly since its inception in the late 20th 

century to the present day. Initially, it was simply defined as the difference between those who had 

access to the Internet and Information and Communication Technologies (ICTs) and those who did 

not (Fundación Telefónica, 2023; Fundación Telefónica, 2022; Vázquez & Castaño, 2011). This 

quantitative conception focused mainly on connectivity. However, with the growing complexity and 

ubiquity of the digital revolution, the limitations of this definition have become apparent, revealing 

its reductionist nature. Currently, the digital divide is understood to reflect the existing "enormous 

social divide," which encompasses a wide range of inequalities that go beyond simple access 

(Vázquez & Castaño, 2011; Prats & Sintes, 2023, p. 42). 

Currently, three main dimensions of the digital divide are recognised: the access gap, the usage 

gap, and the utilization or quality of use gap (Panadero et al., 2020, p. 5; Prats & Sintes, 2023, p. 42).  

The first dimension encompasses the access gap, which includes equipment and connectivity. 

This gap refers to the disparity in people's ability to access the Internet and ICTs (Panadero et al., 

2020, p. 7; Prats & Sintes, 2023, p. 43). It manifests as a lack of access to the necessary digital devices, 
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software, or a network connection (Panadero et al., 2020, p. 7; Prats & Sintes, 2023, p. 43). Although 

this access gap has been significantly reduced worldwide, it is worth noting that it has not been 

completely eliminated. In countries such as Spain, for example, in 2023, 8.4% of the Spanish 

population still lacked internet access (Fundación Telefónica, 2023, p. 145). This gap is accentuated 

by sociodemographic factors, including age, gender, race, educational level, and socioeconomic or 

income level (Vázquez & Castaño, 2011).  

The digital usage or skills gap constitutes the second dimension and is related to differences in 

the level of knowledge and skills needed to function adequately in the digital world (Panadero et al., 

2020, p. 11; Prats & Sintes, 2023, p. 43). It is not enough to have access—to have a device and a 

network—it is essential to understand what the Internet is, what social networks are, what fake news 

is, what artificial intelligence is, and how they work, as well as what can be carried out and how to 

do it. Therefore, this gap is related to the acquisition of digital competence, which is facilitated by the 

education system (López-de-Arana et al., 2024b; Prats & Sintes, 2023, p. 43). It primarily affects older 

individuals, those who have not completed compulsory education, women, and individuals on low 

incomes (Fundación Telefónica, 2022, p. 131; López-de-Arana et al., 2024b; Panadero et al., 2020, p. 

13). 

The third and final dimension is the gap in utilisation or quality of use. This gap focuses on how 

access to and use of technologies translate into concrete and effective benefits for all people, without 

exception (Panadero et al., 2020, p. 17). This gap arises when people lack equal opportunities to utilize 

ICTs and when there is a lack of digital empowerment equality. Currently, this gap has attracted 

greater interest because the skills gap tends to overlook the importance of using technologies in a 

meaningful, healthy, responsible, ethical, critical, and safe manner, ignoring digital inclusion and the 

violence that can emerge in this new digital age. However, it is still in the process of being properly 

conceptualised with all its vicissitudes. It is important to emphasise that it is linked to the cultural 

and relational capital of the individual's environment, including the family context and, above all, 

the school context (Prats & Sintes, 2023, p. 44). Digital education must therefore transcend the mere 

teaching of instrumental skills to incorporate support and the development of critical thinking, 

ensuring that access and use translate into real empowerment; the absence of any type of exclusion—

which is often related to different functional diversities—or violence—which is often intersected by 

the component of gender diversity or affective-sexual orientation; and the attainment of tangible 

benefits (social, cultural, economic, personal, political, etc.) (Panadero et al., 2020, p. 17). 

3. Digital Gender Gap According to Dimensions 

As detailed in the previous section, gender, that is, being a woman or not conforming to 

heteronormative gender stereotypes, makes certain groups digitally vulnerable (Fundación 

Telefónica, 2022, p. 131; López-de-Arana et al., 2024b; Panadero et al., 2020, p. 13; Vázquez & Castaño, 

2011). However, despite this evidence, the digital gender gap is one of the most persistent and often 

underestimated inequalities.  

Women's inequality in access to devices and/or connectivity has been the most prominent 

dimension of the digital gender gap. For more than 10 years, various individuals have focused on 

this issue (Vázquez & Castaño, 2011). However, more recent analyses indicate that the digital gender 

gap persists worldwide, with 70% of men using the Internet, compared to 65% of women. 

Furthermore, the number of women who are disconnected is 17% higher than that of men 

(International Telecommunication Union, 2024).  

The digital gender gap is not only a question of access, but also of use and appropriation of 

technology (Vázquez & Castaño, 2011). Historically, technology has been designed "by and for men," 

which has detracted from women's prominence and interest in its use, as well as the development of 

their digital skills (Vázquez & Castaño, 2011; Pujol, 2015). Masculinized designs and the lack of 

female role models in scientific and technological fields may be contributing to girls' lack of 

motivation in STEM (science, technology, engineering, and mathematics) studies. Consequently, in 

ICT-related professions, women represent only 1.7% of ICT specialists in total employment, 
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compared to 6.2% for men; there is also a gender pay gap of 9% (Fundación Telefónica, 2023, p. 21). 

This trend is particularly curious, as girls often achieve better aptitude results in STEM areas, yet 

paradoxically, their presence ends up being scarce (Fundación Telefónica, 2023, p. 233). Therefore, 

given this reality, it can be said that the stereotypes of "female technophobia" and "male technophilia" 

discussed by Vázquez and Castaño (2011) persist today.  

Finally, in the digital gender gap, the dimension related to the use or quality of use is intertwined 

with the emergence of exclusion and new forms of digital violence. To contextualise this issue, it must 

be recognised that the binary system imposed by our society reproduces stereotypes and roles, 

leading to exclusion and, consequently, suffering for all those who do not comply with 

heteronormative mandates related to gender identity and/or affective-sexual orientation (Hermoso-

Larzabal et al., 2021). The absence of feminist or queer pedagogies is the perfect breeding ground for 

ensuring the continuity of sexism, machismo, homophobia, and transphobia (Hermoso-Larzabal et 

al., 2021). If we add to this uncritical digital literacy, girls, young women, and, in general, all those 

who do not conform to heteronormative mandates become potential targets of virtual violence (Jane, 

2016; Organisation for Economic Co-operation and Development – OECD, 2025; Third et al., 2017; 

UNICEF Innocenti – Global Office of Research and Foresight, 2025). Among the various 

manifestations of digital violence, cyberbullying stands out, and specifically, sexist cyberviolence, 

which manifests itself when threats or attacks are directed against women and girls with an explicit 

component of domination, control, humiliation, or sexual exploitation. Examples of these practices 

include harmful content and hate speech shared on social media or in mass chats, and gender-based 

violence in immersive environments such as video games, sexting, sexual deepfakes, grooming, 

sextortion, and revenge porn (see Table 1). 

Table 1. Manifestations of digital gender-based violence. 

Type of digital gender-

based violence 
Definition 

Exposure to harmful 

content 

Access to communities or algorithms that 

promote self-harm, anorexia, violence, or 

suicide. 

Hate speech 

Spreading discriminatory or hateful messages 

(racism, sexism, homophobia, etc.) in digital 

environments. 

Sexist violence in 

immersive 

environments 

Harassment, insults, simulated assaults, or 

incitement to sexual violence within online 

games. 

Sexting 

Sending sexual photos, videos, or messages 

via digital devices. Although it may be 

consensual, it carries the risk of non-

consensual dissemination. 

Sexual deepfakes 
Creation of fake images or videos using AI to 

damage reputation or harass. 

Grooming 

A strategy of sexual manipulation used by an 

adult towards a minor on the internet, seeking 

to obtain intimate material or encounters. 

Sextortion 
Blackmailing the victim with the threat of 

disseminating intimate material if they do not 
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comply with demands (money, more images, 

sexual favours). 

Revenge porn 
Publishing or sending sexual content without 

the consent of the person involved. 

Note: Own elaboration. 

Therefore, without a critical gender perspective in digital literacy, young people are bound to 

reproduce stereotypes in a more radicalised way in the virtual world, to normalise any form of 

violence, and specifically gender-based violence, which will jeopardise their own well-being and that 

of others, both now and in the future. 

4. When Digital Technology Is "Exploited" Against Girls: New Forms of  

Gender-Based Violence That Threaten Their Well-Being 

The digital age has revealed a dark side to new forms of gender-based violence that manifest 

and spread through instant messaging, social media, and video games. Recent news stories highlight 

how technology can become a tool for promoting self-harm and suicide among minors through 

exposure to harmful content, grooming, sexting, and/or sextortion; the digital sexual exploitation of 

underage girls through deepfakes or intimate images generated with AI; the consumption of violent 

and hateful content in mass chats; and the incitement of gender-based sexual violence through video 

games. 

Below are several cases that illustrate these issues. 

4.1. Self-Harm and Suicide Among Minors 

If we review the news stories that point to the digital world as responsible for encouraging and 

inducing young people to engage in self-harming behaviour or suicide attempts, we find a significant 

number. There are cases where the impact is related to exposure to certain content that incites self-

harm and suicide, but there are other cases where the outcome is death because adults are extorting 

them. 

4.1.1. Due to Exposure to Harmful Content 

Responsibility in dealing with this issue is essential because not all cases reported in the press 

are true or have clear evidence to support them.  

In this section, we will look at two cases that were widely reported in the media at the time, but 

for which there was never any evidence linking them to self-harming behaviour or suicide attempts 

among young people. These are the "Blue Whale Challenge" and the "Momo Challenge".  

The first, the Blue Whale Challenge, began in Russia in 2015, and in 2016 rumours began to 

spread about the existence of an alleged online "suicide game". The challenge, according to rumours, 

consisted of completing 50 tasks in 50 days, ranging from watching horror films to self-harm, 

culminating in a final challenge: taking one's own life (Adeane, 2019). Alleged suicides due to this 

game were reported in Russia, the United States, and India (Adeane, 2019). However, subsequent 

investigations indicated that the "Blue Whale Challenge" may not have existed in a concrete form 

until its existence was published and disseminated in the traditional media (Adeane, 2019).  

The second game, the Momo Challenge, was another alleged viral phenomenon that originated 

in Japan and appeared to have spread worldwide via WhatsApp, Facebook, and YouTube. It was 

described as a macabre game that culminated in the death of the participants. Despite reports of 

alleged cases in different parts of the world: Germany, Argentina, Belgium, Colombia, Scotland, the 

United States, France, and India (ABC Tecnología, 2018; Infobae, 2019), investigations found no 

evidence to link suicides among young people with participation in the game (Waterson, 2019).  
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In addition to the impact of the "Blue Whale Challenge" and "Momo Challenge" games on self-

harming and/or suicidal behaviour in young people not being considered accurate, it is noteworthy 

that none of the cases are good examples of the differential impact that the digital world has across 

genders. The false cases do not confirm these issues. This is noteworthy and significant because the 

true cases do, such as the example of Molly Russell, which shows that girls are more vulnerable to 

certain content and may suffer more from anxiety, depression, etc. (Twenge & Martin, 2020).  

The case of Molly Russell illustrates how social media algorithms can promote self-harm and 

suicide, particularly among girls and adolescents. According to Zamorano (2022), in 2017, Molly, a 

14-year-old from London, took her own life after consuming a massive and repeated amount of 

content related to depression, self-harm, and suicide on Instagram and Pinterest. Her father, Ian 

Russell, described the content as "the darkest of worlds," an "online ghetto" where the algorithm 

prevents escape and continues to recommend more similar content (Zamorano, 2022). During the 

court proceedings, Elizabeth Lagone, a representative of Meta, admitted that the content viewed by 

Molly was "completely inappropriate" by the platform's standards or expected "regulation" 

(Zamorano, 2022). Finally, the UK court ruled that Molly died as a result of "an act of self-harm while 

suffering from depression and the negative effects of online content," which was an explicit 

acknowledgement of the responsibility of algorithms in this outcome (Zamorano, 2022).  

The tragic case of Molly Russell highlights the real risk that access to content related to self-harm 

and suicide on social media poses to the well-being of girls and young women. However, it should 

be noted that the impact of this type of content in digital environments is not as widespread as has 

sometimes been claimed; that is, not all—or even the majority—of young people who access it end 

up self-harming or committing suicide. It would therefore be interesting to reflect on what interest 

might lie behind the social construction of this belief, which leads us to demonise ICTs (Font Comas 

d'Argemir, 2023; Lacort, 2025; L' Ecuyer et al., 2025), and to jeopardise the possibility of critical digital 

literacy, especially when the institutional response translates into the elimination or prohibition of 

technology in educational centres (Campos Ramírez, 2025; Organisation for Economic Co-operation 

and Development–OECD, 2025; UNICEF Innocenti–Global Office of Research and Foresight, 2025). 

4.1.2. Due to Grooming, Sexting, and Sextortion 

When the outcome of a digital interaction is that a minor self-harms or takes their own life, we 

are dealing with cases of grooming, sexting, and sextortion. Grooming and sexting are the crimes that 

precede sextortion. Grooming occurs when an adult tries to gain the trust of a minor to manipulate 

and sexually exploit them. Sexting often occurs in this interaction, as the adult usually asks the minor 

for sexual photos or videos at some point. These practices sometimes evolve into real-life encounters 

or sextortion, threatening the minor with publishing the content if they do not comply with the 

requests.  

The case of Amanda Todd was a tragic example of the consequences of sextortion. Monge (2012) 

recounted the ordeal of Amanda, who at the age of 15 ended up committing suicide in Canada after 

suffering cyberbullying since the age of 12. At that age, a stranger contacted her online and asked her 

for a photo of her breasts. She agreed, and from then on, her life became hell. The cyberbully 

blackmailed her into performing an "online dance", which apparently involved a striptease. When 

Amanda refused, the attacker carried out his threat and published her topless photo, even creating a 

Facebook profile with the photo of her bare breasts as the profile picture. Although she moved and 

changed schools, the image always reappeared in her new environment. This image motivated her 

classmates to bully her. Self-harm and suicide attempts alternated with virtual and real attacks. 

Finally, Amanda took her own life, but days before, she recorded a video in which she recounted her 

torment. This devastating case of sextortion leading to bullying triggered awareness and the 

emergence of considering these situations within the legal framework. 

Another of the most alarming cases came to light in April 2025, when the US Department of 

Justice announced the dismantling of the international child exploitation network known as "764". 

The network operated with a high degree of technological sophistication (United States Department 
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of Justice, District of Columbia, 2025). The leaders of the network were charged with multiple crimes, 

including the production and distribution of child sexual abuse material, grooming of minors, and 

various forms of sextortion. Between 2020 and 2025, at least eight teenagers—some as young as 

thirteen—were direct victims, forced to self-harm, participate in sexual acts both online and in person, 

abuse animals, and even assault family members, in a pattern of planned and repeated violence. The 

prosecution sought life imprisonment for those responsible. 

More than a decade has passed between the cases presented here. The case of Amanda Todd 

represents the social awareness of the tragic realities that can be experienced on social media. And 

the dismantling of the "764" network highlights the evolution of grooming and sextortion. Whereas 

victims previously faced a single cyberbully, they are now or may be extorted by technologically 

sophisticated organisations with patterns of cyberviolence shared by a large, more structured 

community. The impact on victims remains devastating, as it always leads to profound deterioration 

in mental health, depersonalisation of minors, and, in extreme situations, self-harm and suicide. What 

has changed substantially is the difficulty in detecting cyberbullies, their capacity for expansion, and 

their resistance to disappearing.  

Given this reality, critical digital literacy and awareness of children's digital rights are crucial, as 

they equip them with the tools to safeguard their safety (Organisation for Economic Co-operation 

and Development – OECD, 2025; UNICEF Innocenti – Global Office of Research and Foresight, 2025). 

When self-protection fails, awareness of the possibility of reporting and doing so without delay is 

key to dismantling cybercriminal networks that engage in digital violence. And if these are 

international, the establishment of global legal frameworks, such as the European one, will be of great 

help (European Commission, 2025). 

4.2. Digital Sexual Exploitation of Underage Girls Through Deepfakes 

An alarming manifestation of digital gender-based violence is the creation and dissemination of 

sexual images of minors using artificial intelligence (AI). In September 2023, dozens of underage girls 

in Almendralejo, Extremadura (Spain), accompanied by their mothers, reported the creation of 

images manipulated with artificial intelligence in which fake nude images of them appeared and 

their subsequent dissemination via mobile devices (Viejo, 2023). The judicial police identified several 

alleged perpetrators and referred the case to the Juvenile Prosecutor's Office (Judicial Branch 

Communication, 2024). However, the main problem was the legal vacuum that existed, and still 

exists, in Spain, as there is no specific law regulating AI-generated pornography or the digital sexual 

exploitation of underage girls through deepfakes (La Sexta, 2023). Finally, 15 schoolchildren were 

found guilty of 20 counts of child pornography and 20 counts of crimes against moral integrity, and 

the sentence included one year of probation, with affective-sexual education, gender equality 

awareness, and responsible use of ICTs (Judicial Power Communication, 2024).  

Subsequently, two similar cases were reported in Cyprus. The first incident occurred in 

Famagusta, a Sovereign Base Area of the United Kingdom, in 2024, and the second in Limassol in 

2025 (Knews, 2024; Mantzipa, 2025). In both cases, male minors were accused of creating and 

distributing AI-generated pornographic material via instant messaging, featuring the faces of female 

classmates and teachers (Knews, 2024; Mantzipa, 2025). The minors in the Limassol case face multiple 

serious charges, including the production, possession, and distribution of pornographic material and, 

specifically, child pornography (Mantzipa, 2025). 

These cases clearly highlight the differences in the use of ICTs across genders, as the literature 

shows that children and young people tend to be more prone to engaging in risky online behaviour 

(Twenge & Martin, 2020), in these cases, digital sexual exploitation. However, what is not usually 

pointed out is that these risky or violent behaviours are often directed towards girls and/or women, 

and the focus is usually on the emotional–sexual level. Aware of these disparities, we can therefore 

consider the need for personalized interventions that take into account the diverse experiences and 

needs of different genders. The ruling on the Almendralejo children highlights potential avenues for 

educational diversification, focusing on effective sexual education, gender equality awareness, and 
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the responsible use of ICTs for boys (Judiciary Communication, 2024). To this proposal, we could add 

the promotion of empathy—both cognitive and affective—moral commitment, and the introjection 

of norms (Cunha, 2024; Devleeschouwer et al., 2025). On the other hand, without forgetting the 

female gender, in the case of women, empowerment should be facilitated through sisterhood 

(Lagarde, 2006). This trend emerges spontaneously and naturally, as seen in the case of Spain, where 

mothers provide unconditional support to their daughters, resulting in a support network among 

them. 

4.3. Consumption of Violent and Hateful Content in Mass Chats 

The proliferation of mass chats on instant messaging platforms such as WhatsApp, where 

minors are introduced without their consent and inappropriate and criminal content is disseminated, 

is another worrying manifestation of digital violence. In different parts of Spain—Cantabria, 

Catalonia, the Basque Country, and Madrid—groups have been investigated that share images and 

videos of extreme explicit violence, pornography, paedophilia, animal abuse, sexism, homophobia, 

and fascism (Melo & Ortiz de Guinea, 2023; Pérez Mendoza, 2023).  

The mechanism for including so many children is to make the minors themselves administrators 

of the group, allowing them to bring in their peers (Pérez Mendoza, 2023). The supposed objective of 

these mass chats is to make the group as large as possible, with names such as "add people until we 

become famous", "add people until we reach a million", or "add everyone you know on WhatsApp" 

(Pérez Mendoza, 2023). Generally, the creators of these groups are often young people from the 

school environment itself (Pérez Mendoza, 2023). For this reason, minors are often identified as both 

victims and perpetrators (Pérez Mendoza, 2023). However, the important thing is not who created 

the group, but who disseminates the content, because sometimes it is created with one intention and 

then transformed (Pérez Mendoza, 2023). 

Most of the minors who were included, without their consent, in these mass chats with violent 

content showed boredom and disgust, but none of them left (Pérez Mendoza, 2023). Two hypotheses 

are being considered to understand this permanence.  

The first has to do with minors not being aware that sharing certain content through digital 

platforms is a crime, depending on the content and the victim, crimes of humiliation, crimes against 

privacy, child pornography, corruption of minors, etc. There is a common misconception that certain 

laws do not apply or operate in the digital world (Costello et al., 2016; Pérez Mendoza, 2023). It is 

believed that what happens online is less serious. However, it has been shown that virtual gender-

based violence has serious effects on people's emotional well-being in their offline lives (Twenge & 

Martin, 2020).  

The second hypothesis pertains to the sense of belonging to a group, which is particularly 

important during puberty and adolescence (Seijo et al., 2023). Participating in these types of chats can 

promote a sense of belonging or affiliation to a tribe (Allen et al., 2021; Seijo et al., 2023), but it also 

increases vulnerability or puts the well-being of minors at risk if these spaces are permeated by 

dynamics of abuse, exclusion, or violence (Seijo et al., 2023).  

Concern about these groups arises because early exposure to sexual violence and pornographic 

content encourages the normalisation of such behaviour and increases the risk of future reproduction 

of sexist practices (de Andrade Rocha et al., 2025; Feijóo et al., 2025; Leon et al., 2025). Therefore, when 

the existence of these chats is detected in any context, whether in a family or school setting, it would 

be advisable to inform the rest of those involved, as has happened in some cases where schools have 

taken responsibility for communicating this to families (Pérez Mendoza, 2023). In addition, as a 

preventive measure, it would be beneficial to incorporate effective sexual education more forcefully 

into basic education curricula, as this is an effective strategy for preventing the normalisation and 

emergence of sexist behaviour both offline and online (Aznar-Martínez et al., 2024; Buenestado-

Fernández, 2024). Likewise, it would be advisable to educate minors about the existence of digital 

rights (European Commission, 2025), which would help minimize the trivialization of certain violent 

behaviors and foster a sense of accountability on digital networks and platforms. 
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4.4. Incitement to Sexist Violence Through Video Games 

The development and distribution of video games with content that directly incites sexual 

violence against women is one of the most explicit forms of sexist violence in the digital world. The 

video game "No Mercy" is a clear example of this.  

"No Mercy" has been described as a "non-consensual sex" simulator, where players are 

encouraged to become "women's worst nightmare", embodying the type of man who "never takes no 

for an answer" (Bernal-Triviño, 2025; El País, 2025). The game allowed players to control a character 

who rapes, tortures, and kills women (Rajab, 2025).  

As a result of social pressure, and specifically from feminist associations, "No Mercy" has been 

removed from the Steam platform—the world's largest video game distributor—in several countries: 

Australia, Canada, Spain, the United States, and the United Kingdom (El País, 2025; Rajab, 2025). 

As mentioned above, there is scientific evidence linking the consumption or perpetration of acts 

of male sexual violence in digital environments with real crimes (de Andrade Rocha et al., 2025; Feijóo 

et al., 2025; Leon et al., 2025). These types of video games fuel and perpetuate a culture of misogyny 

and rape by dehumanising women, objectifying them, and establishing a relationship of sexual 

power over them (Bernal-Triviño, 2025). 

Fortunately, there are now "Guidelines on prohibited artificial intelligence practices established" 

(European Commission, 2025) which, although they do not specifically mention anything related to 

video game content, it opens the door or reinforces the possibility of sanctioning agencies or 

individuals responsible for distributing digital content that incites sexual abuse or violence through 

online platforms or games (Vasco Gómez, 2022). 

However, the answer to ending this social scourge in the offline and online world is not 

punishment or prohibition, but education (Campos Ramírez, 2025). Hence, there is a demand to 

explicitly and categorically incorporate effective sexual education into the curricula of all educational 

stages, as it is an effective alternative to curb the normalization and adoption of sexist behavior in 

both face-to-face and digital contexts (Aznar-Martínez et al., 2024; Buenestado-Fernández, 2024). 

Furthermore, taking into account the differences in the use of ICTs across genders reflected in the 

cases described and in the scientific literature (Twenge & Martin, 2020), it is advisable to encourage 

empathy, moral commitment and the internalisation of norms in male minors (Cunha, 2024; 

Devleeschouwer et al., 2025), and in female minors, facilitate empowerment through sisterhood 

(Lagarde, 2006). 

5. Measures/Actions to Minimise the Digital Gender Gap: Let Us Fight For Girls’ 

Well-Being, So That They Are Not "Taken Advantage Of" 

Given the context described above, in which new forms of digital gender-based violence are 

flourishing and running rampant, institutional responsibilities are crucial. The digital age demands 

a collaborative effort and the transfer of "anthropo-ethics" to the digital world, to understand that the 

individual, the social, and the global—the consideration of the human species as a whole—are 

interconnected (Morin, 1999). It involves the regeneration of democracy, civility, solidarity, and 

responsibility (Morin, 1999). Taking advantage of new technologies without forgetting ethics enables 

individuals to develop as role models in life, both offline and online (Ugalde Herrera, 2024), as it 

would be unthinkable to exclude, benefit, or ensure the well-being of a few while harming the most 

vulnerable. 

It is essential to create a safe and beneficial digital environment, particularly for children and 

adolescents. The approach must be intersectional and multifaceted (policies, formal training, and 

community families). Only in this way can effective strategies be developed to ensure safe, inclusive, 

and equitable digital environments, in which no form of violence is encouraged, and the well-being 

of children and young people is not at risk. 

5.1. European Policies or Plans Aimed at Guaranteeing Digital Rights and Security 
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Digitalisation must integrate the protection of citizens' rights – especially those of minors – and 

not be limited merely to technological advances (Fundación Telefónica, 2022). Several actions can 

help us exemplify this necessary shift.  

The actions to be presented are part of the 2030 policy programme 'Path to the Digital Decade' 

(Council of the European Union, 2022). This policy programme, which has been in development for 

several years, was approved in 2022. The objectives are to ensure digital skills among the population 

(basic skills for citizens and specialised skills for ICT professionals); secure and sustainable digital 

infrastructures through improved connectivity, minimising any type of risk as much as possible; 

digital transformation of businesses; and digitisation of public services (see Figure 2). 

 

Figure 2. Four cardinal points of the Digital Decade. Source: https://digital-

strategy.ec.europa.eu/sites/default/files/styles/extra_large/public/2023-

01/digital%20decade%20compass_updated%20January.png?itok=PKmHJ_wp. 

Within this framework, the European declaration on digital rights and principles for the digital 

decade (European Commission, 2022a) (see Figure 3) has been published, preceded by the Charter of 

Digital Rights published by the European Commission in 2021 to equalise the protection of 

individuals in the offline and online worlds (Fundación Telefónica, 2022, pp. 295-307). 
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Figure 3. Digital rights. Source: https://commission.europa.eu/strategy-and-policy/priorities-2019-

2024/europe-fit-digital-age/europes-digital-decade-digital-targets-2030_en 

Also published in 2022 is A digital decade for children and youth: the new European strategy 

for a better internet for kids (BIK+) (European Commission, 2022b), which is based on three pillars: 

1) safe digital experiences, based on protecting children from harmful and illegal online content, 

conduct, and risks and improving their well-being through a safe, age-appropriate digital 

environment; 2) digital empowerment so that children acquire the necessary skills and competences 

to make informed choices and express themselves in the online environment safely and responsibly; 

and 3) active participation, respecting children by giving them a say in the digital environment, with 

more child-led activities to foster innovative and creative safe digital experiences. 

In February 2025, guidelines on prohibited artificial intelligence practices, established by 

Regulation (EU) 2024/1689 (AI Act) (European Commission, 2025), were released. Although the 

guidelines are not legally binding, they provide guidance for supervision, compliance assessment, 

and the development of operational policies. In addition, specific AI practices are outlined that are 

expressly prohibited because their potential to cause harm is considered high and incompatible with 

fundamental European values. This specificity facilitates the transfer of risks to different situations. 

It ensures the following requirements or principles: proportionality, limitation of data use, 

transparency, human oversight, accountability, security, respect for the autonomy, dignity, and 

integrity of individuals, and non-discrimination. 

However, these European frameworks are not sufficient to ensure the protection of minors in 

the digital world. Laws would be needed to explicitly regulate institutions such as families, 

educational centers, sports centers, healthcare facilities, and other similar entities. For example, 

schools should be encouraged to include content on digital rights and cybercrime in the curriculum, 

as well as promoting the use and quality of ICTs (critical, ethical, responsible use); to define protocols 

for action to intervene in cases of possible online violence occurring among students (cyberbullying, 

sextortion, grooming, dissemination of images without consent); to ensure that the organisational 

chart includes people responsible for child and youth welfare and/or people in charge of developing 

digital citizenship skills (DigComp), teaching skills (DigCompEdu) and organisational skills 

(DigCompOrg).  
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Mere guidelines do not directly inspire anyone to change or transformation. The realities 

reviewed call for direct, concrete, and forceful action. 

5.2. Contexts of Critical Digital Literacy in Formal Education: Schools and Universities 

To understand the following measures that will be proposed, it is necessary to avoid 

"technosolutionism," which tends to delegate the generation of responses to social, political, 

educational, or cultural problems to digital technology (Morozov, 2014). Such proposals are often 

simplistic, partial, and/or biased, as they overlook the complexity of the issues by ignoring structural 

factors and the intersectionality that surrounds them.  

Therefore, redefining the algorithms that govern social media is a partial and ineffective 

measure, as it is insufficient on its own. Citizens need to be empowered and develop complex and 

critical thinking skills to inhabit and live in the digital world in a safe, inclusive, and not only fair but 

equitable manner, recognising the structural inequalities that affect girls and adolescents (Morin, 

1999; Organisation for Economic Co-operation and Development–OECD, 2025; UNICEF Innocenti–

Global Office of Research and Foresight, 2025; Panadero et al., 2020, p. 17; Ugalde Herrera, 2024; 

Vuorikari et al., 2022). And for this, there is no better context than formal education (Campos 

Ramírez, 2025; Organisation for Economic Co-operation and Development–OECD, 2025; UNICEF 

Innocenti–Global Office of Research and Foresight, 2025). 

5.2.1. Critical Digital Literacy in Schools 

These new forms of virtual gender-based violence make it more important than ever to equip 

citizens—especially children and adolescents—with digital skills. Of the five competence areas of 

DigComp 2.2 (Vuorikari et al., 2022), the most decisive in tackling this social cyber scourge would be 

the fourth, relating to digital safety, because it encompasses not only the protection of one's own 

devices and personal data (privacy control, password management) and those of others, but also 

health and psychological, emotional and relational health and well-being in digital environments, 

enabling minors to identify risky consumption or interactions (harmful content on social networks, 

instant messaging chats or video games; sharing personal/private data belonging to themselves or 

others without consent; sexting; creation and dissemination of deepfakes; cyberbullying, sextortion, 

grooming, etc.).  

Furthermore, this area of competence facilitates understanding of the ethical and legal 

implications of using technology. In this regard, teaching minors that there are digital rights that 

protect us and must be respected helps them understand and internalise that certain actions, even if 

carried out in the virtual environment, constitute crimes (Organisation for Economic Co-operation 

and Development–OECD, 2025; UNICEF Innocenti–Global Office of Research and Foresight, 2025). 

It is necessary to make minors aware that virtual gender-based violence has serious effects on the 

emotional well-being of people in their offline lives (Twenge & Martin, 2020). Accountability urges 

minors not to engage in gender-based violence in any digital environment and to report it when they 

are victims or witnesses of it. This will encourage minors to refrain from feeding their sense of 

belonging or affiliation to a group through participation in digital groups permeated by dynamics of 

abuse, exclusion, or violence (Allen et al., 2021; Devleeschouwer et al., 2025; Seijo et al., 2023).  

Competence in safety contributes significantly to the development of critical digital literacy, 

which, to be truly effective, must be adapted to personal characteristics, such as gender, i.e., 

differences in the use of ICTs across genders. In relation to male minors, it is necessary to reinforce 

effective sexual education from a feminist and intersectional approach, raise awareness of gender 

equality as a right, promote empathy (both cognitive and affective), moral commitment, the 

internalisation of norms, and the responsible use of ICTs (Aznar-Martínez et al., 2024; Buenestado-

Fernández, 2024; Comunicación Poder Judicial, 2024; Cunha, 2024; Devleeschouwer et al., 2025; 

Fonseca & Borges-Tiago, 2024). On the other hand, in the case of female minors, their empowerment 

should be achieved through sisterhood (Lagarde, 2006), that is, by building relationships based on 

solidarity, alliance and mutual support among women; which, based on the recognition of structural 
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inequalities derived from patriarchy, are based on promoting equality and eradicating gender-based 

violence in all its forms, including digital violence. This would involve appealing for social 

transformation through female and feminist care networks, whether digital or not, whose values are 

trust, respect, and co-operation. 

Finally, given that there is scientific evidence linking the consumption or perpetration of acts of 

gender-based sexual violence in digital environments with real crimes (de Andrade Rocha et al., 2025; 

Feijóo et al., 2025; Leon et al., 2025), institutions such as schools cannot stand on the sidelines and 

refuse to educate minors, because this is currently one of the most effective measures for ensuring 

the well-being of children and young people in the digital world and reducing the digital gender gap 

(Organisation for Economic Co-operation and Development–OECD, 2025). 

5.2.2. Critical Digital Literacy for Future Teachers in Education Faculties 

It is undeniable that Digital Competence for Educators (DCE) is key for children and adolescents 

to develop DC in educational centres (López-de-Arana et al., 2021). DCE was defined as the set of 

knowledge, skills, and attitudes that teachers need to master ICT and integrate it in a transformative 

way into the teaching–learning processes implemented during daily practice (UNESCO, 2011; López-

de-Arana et al., 2021, 2024b). Currently, DCE refers to "the integration of knowledge, skills, abilities, 

and attitudes that must be simultaneously brought into play to perform their duties by implementing 

digital technologies and to solve problems and unforeseen events that may arise in a specific situation 

as education professionals" (Redecker & Punie, 2017). DCE is independent of the educational stage, 

subject, or type of teaching (Redecker & Punie, 2017). It is therefore general in nature, and DCE is 

structured around the functions shared by all teachers (Redecker & Punie, 2017).  

The Digital Competence Framework for Educators, known as DigCompEdu, establishes six 

areas of competence (Redecker & Punie, 2017): (1) professional engagement, (2) digital resources, (3) 

teaching and learning, (4) assessment, (5) empowering learners, and (6) facilitating learners' digital 

competence. Like DigComp, each of the six areas of DigCompEdu consists of 22 specific competences 

(see Figure 4). Six levels of proficiency are established. At the first two stages, Newcomer (A1) and 

Explorer (A2), educators assimilate new information and develop basic digital practices; at the 

following two stages, Integrator (B1) and Expert (B2), they apply, further expand, and structure on 

their digital practices; at the highest stages, Leader (C1) and Pioneer (C2), they pass on their 

knowledge, critique existing practice, and develop new practices. 

 

Figure 4. The synthesis of the DigCompEdu framework. Source: Redecker & Punie, 2017, p. 19. 
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The six areas are organised into three blocks (Redecker & Punie, 2017): educators' professional 

competences (made up of competence area 1), educators' pedagogical competences (made up of 

competence areas 2, 3, 4, and 5), and learners' competences (made up of competence area 6) (see 

Figure 4). The fundamental basis of DigCompEdu is supported by competency areas 2, 3, 4, and 5, 

which constitute the so-called pedagogical competencies essential for teachers to integrate ICT into 

teaching and learning processes inclusively and innovatively (Redecker & Punie, 2017).  

Considering the issue at hand, new forms of virtual gender-based violence, it is worth noting 

that competence area 1, educators' pedagogical competences, is particularly important, as it is where 

institutional protocols for cyber coexistence and cyberbullying prevention would be located from an 

educational, inclusive, gender-equitable, and restorative perspective. In this regard, recent studies 

emphasise that digital training for teachers and the existence of clear and up-to-date protocols are 

decisive factors in ensuring the protection of students and promoting an ethical and respectful digital 

school culture (Fonseca & Borges-Tiago, 2024). 

5.3. Contexts of Critical Digital Literacy in Informal Education: Parents, Carers, and Guardians 

In the face of new forms of gender-based violence in digital environments, it is not only schools 

as educational institutions that must take an active role; parents, carers, and guardians must also take 

responsibility for the digital and emotional education of their children. Although these may be 

conditioned by various gaps – access, use, and exploitation – it is imperative that they contribute to 

the critical digital literacy of children and adolescents to the extent possible. Delegating this task is 

no longer an option. 

This imperative places pressure on the institutions responsible for promoting digital literacy 

among parents or caregivers. As a result, many countries are implementing family digital education 

programmes (Organisation for Economic Co-operation and Development–OECD, 2025). 

Digital parenting must evolve in tandem with the child's age (Organisation for Economic Co-

operation and Development–OECD, 2025). In childhood, firm rules are needed to limit exposure time 

and close supervision of the digital content consumed. In adolescence, rules should be more flexible 

and agreed upon, with opportunities for dialogue based on trust and unconditional acceptance.  

Furthermore, it is essential to be healthy role models and avoid engaging in "distracted 

parenting" due to screen dependency (Organisation for Economic Co-operation and Development–

OECD, 2025). To this end, parental self-assessment and self-regulation are key in terms of the time 

spent online and the content consumed. The digital world should not hinder the creation and 

strengthening of emotional bonds and communication with children (Organisation for Economic Co-

operation and Development–OECD, 2025). 

Active and responsible digital parenting is essential, involving a shared responsibility for 

ensuring their children's digital literacy. For a safe digital world, parents and educators must be part 

of a trained network, so that the home can serve as a refuge for growth, considering the coexistence 

of both the offline and online worlds. 

6. Conclusions: From Institutional Security to Personal Digital Resilience 

Believing that a totally secure digital world is currently possible is a naive and unattainable 

utopia. It would be like thinking that a real world without risks exists.  

And to think that the best way to prevent digital dangers is to ban people from inhabiting the 

online world would be similar to thinking that the answer to ensuring the safety and well-being of 

children and adolescents is to keep them from leaving the house. 

It is extremely important to have institutional measures in place to protect against digital threats. 

However, they must be prepared for when all this fails, because it inevitably will. 

In these situations, what will save minors is critical digital literacy, as it addresses the need to 

develop personal digital resilience—the ability of children and adolescents to overcome negative 

online experiences and transform vulnerability into strength by learning from past experiences 
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(European Commission, 2022b). This framework not only calls for children to be protected, but also 

for them to be digitally competent and resilient. 

Funding: The work presented in this chapter have been developed within the Erasmus+ KA2 project entitled 

"Fighting the online Post-Truth conspiracy (Newspiracy)", which has a duration of 24 months and whose 

reference is: 2022-1-ES01-KA220-HED-000089608. 

Institutional Review Board Statement: Not applicable. 

Informed Consent Statement: Not applicable. 

Data Availability Statement: The original contributions presented in this study are included in the 

article/supplementary material. Further inquiries can be directed to the corresponding author. 

Conflicts of Interest: The author declares no conflict of interest. 

Abbreviations 

The following abbreviations are used in this manuscript: 

ICT Information and Communication Technologies 

DCE Digital Competence for Educators 

References 

ABC Tecnología (2018, September 4th). Investigan la relación entre el viral «Momo» y dos nuevos suicidios de menores. 

ABC. https://www.abc.es/tecnologia/redes/abci-whatsapp-investigan-relacion-entre-viral-momo-y-

nuevos-suicidios-menores-201809041812_noticia.html 

Adeane, A. (2019, January 27th). La verdadera historia del reto suicida de la "Ballena Azul" que se hizo viral en internet. 

BBC. https://www.bbc.com/mundo/noticias-46974250 

Allen, K. A., Kern, M. L., Rozek, C. S., McInerney, D. M., & Slavich, G. M. (2021). Belonging: A review of 

conceptual issues, an integrative framework, and directions for future research. Australian Journal of 

Psychology, 73, 87-102. https://doi.org/10.1080/00049530.2021.1883409 

Aznar-Martínez, B., Lorente-De-Sanz, J., López-i-Martín, X., & Castillo-Garayoa, J. A. (2024). Pornography and 

gender-based violence: two neglected topics in sexuality education. A systematic review. Sex Education, 

25(2), 256-272. https://doi.org/10.1080/14681811.2024.2316154 

Bernal-Triviño, A. (2025, April 23rd). El videojuego que incitaba a violar mujeres. Público. 

https://www.publico.es/opinion/columnas/videojuego-incitaba-violar-mujeres.html 

Buenestado-Fernández, M. (2024). Comprehensive sexuality education as a preventive strategy against gender-

based violence in the digital sphere: a training proposal. In M. Buenestado-Fernández, A. Jiménez-Millán, 

and F. J. Palacios-Hidalgo (Eds.), Comprehensive Sexuality Education for Gender-Based Violence Prevention (pp. 

211-228). IGI Global Scientific Publishing. 

Campos Ramírez, R. (2025, February 15th). Laura Cuesta, educadora digital: “Los padres quieren un cole sin 

pantallas. Pero luego las estadísticas dicen que los niños las usan cuatro horas al día en casa”. El País. 

https://elpais.com/mamas-papas/expertos/2025-02-15/laura-cuesta-educadora-digital-los-padres-quieren-

un-cole-sin-pantallas-pero-luego-las-estadisticas-dicen-que-los-ninos-las-usan-cuatro-horas-al-dia-en-

casa.html 

Comunicación Poder Judicial (2024, July 9th). Imponen la medida de libertad vigilada durante un año a los 15 menores 

acusados de manipular y difundir imágenes de menores desnudas en Badajoz. Consejo General del Poder Judicial 

(CGPJ). https://www.poderjudicial.es/cgpj/es/Poder-Judicial/Noticias-Judiciales/Imponen-la-medida-de-

libertad-vigilada-durante-un-ano-a-los-15-menores-acusados-de-manipular-y-difundir-imagenes-de-

menores-desnudas-en-Badajoz?utm_source=chatgpt.com 

Costello, C. R., McNiel D. E., & Binder R. L. (2016). Adolescents and Social Media: Privacy, Brain Development, 

and the Law. The Journal of the American Academy of Psychiatry and the Law, 44(3), 313-321. 

https://web.archive.org/web/20200321095330id_/http://jaapl.org/content/jaapl/44/3/313.full.pdf 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 21 October 2025 doi:10.20944/preprints202510.1685.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202510.1685.v1
http://creativecommons.org/licenses/by/4.0/


 16 of 19 

 

Council of the European Union. (2022, December 8th). Path to the Digital Decade: Council adopts key policy programme 

for EU’s digital transformation. https://www.consilium.europa.eu/en/press/press-releases/2022/12/08/path-

to-the-digital-decade-council-adopts-key-policy-programme-for-eu-s-digital-transformation/ 

Cunha, M. N. (2024). Empatia: A Chave para Combater o Bullying entre Crianças e Adolescentes. RCMOS - 

Revista Científica Multidisciplinar O Saber, 1(2), 1-13. https://doi.org/10.51473/rcmos.v1i2.2024.794 

de Andrade Rocha, F., Gilbert, N., Velasquez, C. T., Bégin, V., Garon-Carrier, G., & Fitzpatrick, C. (2025). Child 

Exposure to Violent Content and Aggression: A Novel Approach to an Old Debate. Academic Pediatrics, 

102879. https://doi.org/10.1016/j.acap.2025.102879 

Devleeschouwer, C., Galand, B., Tolmatcheff, C., & Salmivalli, C. (2025). Longitudinal Relationships Between 

Empathy and Bullying Among Boys and Girls: A Random Intercept Cross-Lagged Panel Model Study. 

Aggressive Behavior, 51(3), e70026. https://doi.org/10.1002/ab.70026 

El País (2025, April 11st). La plataforma Steam retira un videojuego sobre violencia sexual e incesto. El País. 

https://elpais.com/sociedad/2025-04-11/la-plataforma-steam-retira-un-videojuego-sobre-violencia-sexual-

e-incesto.html 

European Commission. (2022a). Establishing a European declaration on digital rights and principles for the digital 

decade. Publications Office of the European Union. 

https://ec.europa.eu/newsroom/dae/redirection/document/82705 

European Commission. (2022b). A digital decade for children and youth: the new European strategy for a better internet 

for kids (BIK+). Publications Office of the European Union. https://eur-lex.europa.eu/legal-

content/EN/TXT/PDF/?uri=CELEX:52022DC0212 

European Commission (2025). Guidelines on prohibited artificial intelligence practices established by Regulation (EU) 

2024/1689 (AI Act). European Commission. 

https://ec.europa.eu/newsroom/dae/redirection/document/112367 

European Parliament and Council. (2006). Recommendation of the European Parliament and of the Council of 18 

December 2006 on key competences for lifelong learning. Official Journal of the European Union, L394/10. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006H0962 

Feijóo, S., Portela, V., & Rial, A. (2025). Online Pornography Consumption, Risky Behaviors, and Sexist Attitudes 

in Adolescence: A Cross-Sectional Survey Study. Archives of Sexual Behavior, 1-11. 

https://doi.org/10.1007/s10508-025-03217-z 

Fonseca, J. & Borges-Tiago, T. (2024). Digital Literacy Education and Cyberbullying Combat: Scope and 

Perspectives. En A. Kavoura; T. Borges-Tiago; F. Tiago (Eds.), Strategic Innovative Marketing and Tourism. 

Springer. https://doi.org/10.1007/978-3-031-51038-0_18 

Font Comas d'Argemir, J. (2023, October 29th). Francisco Villar, especialista en conductasuicida: «El móvil, prohibido 

hasta los 16años». El Correo de Andalucía. https://www.elcorreoweb.es/espana/2023/10/29/francisco-villar-

especialista-conducta-suicida-104409483.html 

Fundación Telefónica (2023). Sociedad digital en España 2023. Penguin Random House Grupo Editorial. 

https://publiadmin.fundaciontelefonica.com/media/publicaciones/780/Sociedad_Digital_en_Espana_2023.

pdf 

Fundación Telefónica (2022). Sociedad digital en España 2022. Penguin Random House Grupo Editorial. 

https://publiadmin.fundaciontelefonica.com/media/publicaciones/760/Sociedad_Digital_en_Espa%C3%B

1a_2022.pdf 

Hermoso-Larzabal, E., Aristizabal, P., & López-de-Arana, E. (2021). Del "status quo" al "status queer" en la 

formación del profesorado. Cuadernos de Pedagogía, 525, 122-127. 

Infobae (2019, February 26th). Resurge Momo, el peligroso reto de internet que insta a niños y adolescentes a suicidarse. 

Infobae. https://www.infobae.com/america/mundo/2019/02/26/resurge-el-peligroso-reto-de-internet-que-

insta-a-ninos-y-adolescentes-a-suicidarse/%23337FT6GYO5B2LBTKEQVG2GHP2I/ 

International Telecommunication Union (2024). Measuring digital development: Facts and figures 2024. International 

Telecommunication Union. https://www.itu.int/dms_pub/itu-d/opb/ind/d-ind-ict_mdd-2024-4-pdf-e.pdf 

Jane, E. A. (2016). Misogyny online: A short (and brutish) history. SAGE. 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 21 October 2025 doi:10.20944/preprints202510.1685.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202510.1685.v1
http://creativecommons.org/licenses/by/4.0/


 17 of 19 

 

Knews (2024, October 25th). 14-year-old arrested in AI image manipulation scandal at Famagusta school. Knews. 

https://knews.kathimerini.com.cy/en/news/14-year-old-arrested-in-ai-image-manipulation-scandal-at-

famagusta-school?utm_source=chatgpt.com 

Lacort, J. (2025, March 26th). La contrarrevolución digital llega a las aulas: siete CCAA dan marcha atrás con las pantallas 

y marcan un cambio de tendencia. Xataka. https://www.xataka.com/empresas-y-economia/contrarrevolucion-

digital-llega-a-aulas-siete-comunidades-dan-marcha-atras-pantallas-marcan-cambio-tendencia 

Lagarde, M. (2006). Pacto entre mujeres. Sororidad. Aportes para el debate, 25, 123-135. 

https://www.asociacionag.org.ar/pdfaportes/25/09.pdf 

La Sexta (2023, Septembre 19th). El vacío legal de la inteligencia artificial: ¿qué delito han cometido los autores de las fotos 

de menores desnudas? La Sexta. https://www.lasexta.com/programas/lasexta-clave/vacio-legal-inteligencia-

artificial-que-delito-han-cometido-autores-fotos-menores-

desnudas_202309196509fdd54fd7bf0001a5050a.html 

Leon, C. M., Quiñonez-Toral, T., & Aizpurua, E. (2025). From Pornography Consumption to Sexually Violent 

Practices: Uncovering the Hidden Influence of Sexual Norms. Behavioral Sciences, 15(3), 243. 

https://doi.org/10.3390/bs15030243 

López-de-Arana, E., Gamito, R., & Rappoport, S. (2021). Análisis de la competencia digital docente en el 

alumnado del grado de educación primaria de dos universidades estatales. Journal of Supranational Policies 

of Education, 14, 71-93. https://doi.org/10.15366/jospoe2021.14.005 

López-de-Arana Prado, E., Sanz-Prieto, M., & de Pablo González, G. (2024a). Propuestas pedagógicas para 

ayudar a la infancia y adolescencia a descubrir la verdad sobre las fake news. In, A. Neubaeur, (coord.), La 

educación intercultural en la sociedad digital: teoría y propuestas innovadoras (pp. 79-97). Editorial Universitas 

S.L. 

López-de-Arana Prado, E., Cámara Manquillo, A., & Santiago Zurita, I. (2024b). Realidad amentada y robótica: 

claves para la capacitando digital de la infancia. In, A. Neubaeur, (coord.), La educación intercultural en la 

sociedad digital: teoría y propuestas innovadoras (pp. 53-77). Editorial Universitas S.L. 

L' Ecuyer, C., Hidalgo, D., Salmerón M. A., & Villanueva D. (2025. March 24th). La necesaria desescalada tecnológica 

de las aulas. El Mundo. https://www.elmundo.es/opinion/2025/03/24/67dfeef6fdddff165f8b4587.html 

Mantzipa, I. (2025, March 11th). Limassol minors face court over AI-generated explicit images of schoolmates. In-Cyprus. 

https://in-cyprus.philenews.com/local/cyprus-minors-face-court-ai-generated-pornography-

school/?utm_source=chatgpt.com 

Melo, V., & Ortiz de Guinea, O. (2023, November 23rd). Los centros con alumnos afectados por los chats con contenido 

pornográfico superan ya la decena. El Diario Vasco. 

https://www.diariovasco.com/sociedad/educacion/whatsapp-pornografico-20231123225958-nt.html 

Monge, Y. (2012, October 17th). Un caso de ciberacoso conmociona a la sociedad canadiense. El País. 

https://elpais.com/sociedad/2012/10/17/actualidad/1350506605_509352.html 

Morin, E. (1999). Los siete saberes necesarios para la educación del futuro. UNESCO. 

https://repositorio.minedu.gob.pe/bitstream/handle/20.500.12799/1448/Los%207%20saberes%20necesarios

%20para%20la%20educaci%c3%b3n%20del%20futuro.pdf?sequence=1&isAllowed=y 

Morozov, E. (2014). To save everything, click here: the folly of technological solutionism. Journal of Information 

Policy, 4, 173-175.  

Organisation for Economic Co-operation and Development - OECD (2025). How's Life for Children in the Digital 

Age? OECD Publishing. https://doi.org/10.1787/0854b900-en 

Panadero, H., Gómez, S., & Luque, S. (2020). Brechas Digitales: nuevas expresiones de las desigualdades. Fundació 

Ferrer i Guàrdia. https://www.ferrerguardia.org/web/content/7185?access_token=c9cf494a-10af-4829-a471-

46b7749b43cc&unique=bc25d8783fbbfb30c010db7136dd7175551e1bd4 

Pérez Mendoza, S. (2023, December 1st). "Meter gente hasta llegar al millón": los chats de Whatsapp con contenido 

violento y porno alarman a las escuelas. El Diario. https://www.eldiario.es/sociedad/meter-gente-llegar-

millon-chats-whatsapp-contenido-violento-porno-alarman-escuelas_1_10728108.html 

Prats, M. À., & Sintes, E. (2023). Escuela híbrida: Cómo impulsar la transformación digital en la escuela (segunda 

edición). Fundació Bofill. https://fundaciobofill.cat/uploads/docs/5/7/n/ces-ib-hibrida-cast-digital.pdf 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 21 October 2025 doi:10.20944/preprints202510.1685.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202510.1685.v1
http://creativecommons.org/licenses/by/4.0/


 18 of 19 

 

Pujol, J., & Montenegro, M. (2015). Technology and feminism: A strange couple. Revista de Estudios Sociales, 51, 

173-185. http://dx.doi.org/10.7440/res51.2015.13 

Rajab, T. (2025, April 11st). What Is ‘No Mercy’? The Controversial Game Banned Abroad and Removed in US. 

Newsweek. https://www.newsweek.com/no-mercy-game-us-2058679 

Redecker, C., & Punie, Y. (2017). European Framework for the Digital Competence of Educators: DigCompEdu. 

Publications Office of the European Union. https://doi.org/10.2760/159770 

Seijo, D., Vázquez, M. J., Novo, M., & Fariña, F. (2023). Studying the effects of sense of belonging to virtual 

communities in psychological well-being and adjustment to academic setting. Educación XX1, 26(1), 229-

247. https://doi.org/10.5944/educxx1.31818 

Third, A., Bellerose, D., Oliveira, J. D., Lala, G., & Theakstone, G. (2017) Young and Online: Children’s Perspectives 

on Life in the Digital Age (The State of the World’s Children 2017 Companion Report). Sydney: Western Sydney 

University. http://dx.doi.org/10.4225/35/5a1b885f6d4db 

Twenge, J. M., & Martin, G. N. (2020). Gender differences in associations between digital media use and 

psychological well-being: Evidence from three large datasets. Journal of adolescence, 79, 91-102. 

https://doi.org/10.1016/j.adolescence.2019.12.018Get rights and content 

Ugalde Herrera, M. del P. (2024). El ODS 5, los retos de la ética en las aulas universitarias para la mejora de 

procesos educativos. Revista Académica Institucional, 6(1), 1-13. https://doi.org/10.64183/k2zyck49 

UNESCO (2011). UNESCO ICT Competence Framework for Teachers. United Nations Educational, Scientific and 

Cultural Organization. https://iite.unesco.org/pics/publications/en/files/3214694.pdf 

UNESCO. (2021). Reimaginar juntos nuestros futuros: Un nuevo contrato social para la educación. Organización de las 

Naciones Unidas para la Educación, la Ciencia y la Cultura. 

https://unesdoc.unesco.org/ark:/48223/pf0000379707 

UNICEF Innocenti – Global Office of Research and Foresight (2025). Childhood in a digital world: Screen time, skills 

and mental health. UNICEF Innocenti. 

https://www.unicef.org/innocenti/innocenti/innocenti/media/11296/file/UNICEF-Innocenti-Childhood-in-

a-Digital%20World-report-2025.pdf 

United States Department of Justice - District of Columbia (2025, April 30th). Leaders of 764 Arrested and 

Charged for Operating Global Child Exploitation Enterprise. https://www.justice.gov/usao-dc/pr/leaders-

764-arrested-and-charged-operating-global-child-exploitation-enterprise 

Vasco Gómez, A. (2022). Spanish Criminal Law in Sexual Crimes Committed in the Metaverse: Applicability and 

solutions to a present and future problem. VISUAL REVIEW. International Visual Culture Review Revista 

Internacional De Cultura Visual, 12(1), 1–15. https://doi.org/10.37467/revvisual.v9.3724 

Vázquez, S., & Castaño, C. (2011). La brecha digital de género: prácticas de e-inclusión y razones de exclusión 

de las mujeres. Asparkia: Investigació feminista, 22, 33-50. 

https://dialnet.unirioja.es/descarga/articulo/3824402.pdf 

Viejo, M. (2023, September 18th). Decenas de menores de Extremadura denuncian que circulan fotos de falsos desnudos 

suyos creadas por inteligencia artificial: “Me dioun vuelco el corazón”. El País. https://elpais.com/espana/2023-

09-18/la-policia-investiga-el-desnudo-integral-de-varias-menores-en-extremadura-con-inteligencia-

artificial-me-dio-un-vuelco-el-corazon.html 

Vuorikari, R., Kluzer, S. & Punie, Y. (2022). DigComp 2.2: Marco de Competencias Digitales para la Ciudadanía, con 

nuevos ejemplos de conocimientos, habilidades y actitudes. Versión española: Asociación Somos Digital. 

https://somos-digital.org/digcomp/ 

Waterson, J. (2019, February 28th). Viral 'Momo challenge' is a malicious hoax, say charities. The Guardian. 

https://www.theguardian.com/technology/2019/feb/28/viral-momo-challenge-is-a-malicious-hoax-say-

charities 

Zamorano, E. (2022, October 31th). ¿Cómo se condena a un algoritmo por la muerte de alguien? El caso de Molly Russell. 

El Confidencial. https://www.elconfidencial.com/alma-corazon-vida/2022-10-31/molly-russell-suicidio-

algoritmo-condena-social_3510281/ 

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those 

of the individual author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 21 October 2025 doi:10.20944/preprints202510.1685.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202510.1685.v1
http://creativecommons.org/licenses/by/4.0/


 19 of 19 

 

disclaim responsibility for any injury to people or property resulting from any ideas, methods, instructions or 

products referred to in the content. 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 21 October 2025 doi:10.20944/preprints202510.1685.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202510.1685.v1
http://creativecommons.org/licenses/by/4.0/

