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Abstract

This study addresses the challenges of privacy protection and data silos in the intelligent analysis
and health risk prediction of electronic health records by proposing a federated learning-based
framework. In this framework, data from different medical institutions do not require centralized
storage but instead achieve cross-institutional collaborative optimization through local model
training and secure parameter aggregation, thereby improving model performance under conditions
of compliance and privacy protection. A multimodal feature fusion mechanism is introduced to
jointly model structured diagnostic information, clinical text, and time-series data, enabling the
capture of complex semantic associations and temporal relationships across modalities. At the output
stage, the model adopts a probabilistic prediction strategy optimized with cross-entropy loss, which
effectively enhances the accuracy and stability of risk identification. Experiments conducted on a
public electronic health record dataset show that the proposed method outperforms several baseline
models in accuracy, precision, recall, and F1-Score, achieving a good balance between privacy
protection and predictive robustness. Overall, this study establishes an integrated framework that
combines federated learning with multimodal modeling, providing a feasible path for the efficient
use of electronic health records and health risk prediction, while demonstrating significant
advantages in improving the value of medical data and supporting better health management
decisions.

Keywords: federated learning; electronic health records; risk prediction; multimodal fusion

I. Introduction

In the context of the rapid development of digital healthcare, electronic health records have
become a core foundation of medical services, clinical decision-making, and health management.
With the explosive growth of medical data in volume and dimension, traditional centralized data
analysis has revealed significant problems such as high risks of privacy leakage, barriers to data
sharing, and difficulties in cross-institutional collaboration[1]. In particular, when highly sensitive
personal health information is involved, centralized storage and processing face strict legal
compliance challenges and may cause a crisis of public trust. Therefore, achieving efficient and
intelligent analysis of electronic health records and scientific prediction of potential health risks while
ensuring data privacy and security has become a central problem in medical artificial intelligence[2].

Federated learning provides a breakthrough solution to this challenge [3-5]. Unlike traditional
data aggregation, federated learning allows each medical institution to train models locally. It then
achieves cross-institutional optimization through secure aggregation of parameters or gradients [6—
9]. This decentralized framework reduces the risk of privacy leakage and improves model
generalization without accessing raw data. For electronic health records, federated learning not only
solves the long-standing problem of data silos but also enables the integration of heterogeneous
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health data distributed across regions and medical systems at the algorithmic level. This mechanism
creates conditions for cross-institutional knowledge sharing and the development of generalizable
risk prediction models [10], driving healthcare intelligence toward larger scale and higher
reliability[11].

At the same time, the complexity of electronic health records raises higher demands for risk
prediction modeling. The data include structured diagnostic information, unstructured clinical text,
multimodal imaging, and time-series physiological monitoring. These data are high-dimensional,
noisy, and dynamic. Without effective modeling methods, improper feature selection and inadequate
pattern capture may occur, reducing accuracy and stability[12]. In this context, the federated learning
framework shows unique advantages. It can integrate feature patterns from different data sources
through distributed collaborative learning and achieve cross-domain knowledge transfer through
algorithmic optimization [13]. This supports scientific approaches for early disease warning, chronic
disease management, and emergency risk control, while also creating new pathways for precision
medicine and public health governance[14].

From a macro perspective, research on federated learning for electronic health record analysis
and risk prediction has important social value. First, it aligns with international trends in medical
data governance, enabling intelligent use of medical resources while ensuring compliance with
privacy protection regulations. Second, it helps remove barriers between regions and institutions,
promoting balanced medical service development and allowing smaller or remote institutions to
share expertise from large hospitals. Third, it provides more sensitive tools for public health
monitoring, allowing potential threats to be detected and addressed at the population level in
advance, which reduces pressure on medical systems and lowers social costs. These contributions are
significant not only in academic research but also in medical practice and social governance.

In conclusion, the introduction of federated learning into electronic health record analysis and
health risk prediction provides an innovative approach to the challenges of data privacy and sharing.
It also creates opportunities for deeper value extraction from complex medical data. This research
direction stands at the frontier of medical artificial intelligence, combining technological innovation
with social responsibility. It addresses the challenges of the big data era in healthcare while
responding to the goals of national health strategies. By exploring federated learning-driven
intelligent analysis, it is possible to restructure the medical data value chain and promote the
transformation of healthcare services from experience-driven to data-driven and from passive
reaction to proactive prediction, thereby improving human health and well-being at a broader level.

I1. Related Work

In recent years, the importance of electronic health records in medical big data analysis has
become increasingly prominent. Related research has mainly focused on intelligent analysis and
health risk prediction. On the one hand, researchers aim to extract potential value from massive,
multi-source, and heterogeneous health data. By building predictive models, they seek to support
disease diagnosis, chronic disease management, and personalized interventions[15]. Traditional
methods often rely on centralized machine learning or deep learning frameworks, where distributed
health data are aggregated and modeled in a unified way. These methods achieved progress in the
early stage and enabled effective prediction under relatively complete data conditions. However,
their dependence on centralized data sharing also brings challenges of privacy leakage and
compliance, which severely restrict large-scale applications in real healthcare settings.

To address privacy protection and compliance issues, distributed learning has gradually become
a research focus. In this approach, data no longer need to be centrally transmitted. Instead,
collaborative optimization is achieved through parameter exchange or model updates. Federated
learning has been widely introduced into medical data analysis under this framework. With secure
aggregation and decentralized training, it effectively prevents raw data leakage. Current research
shows that federated learning can integrate multi-source data from different medical institutions
without sacrificing model performance. It alleviates the problem of data silos and improves model
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generalization. These characteristics make federated learning highly advantageous in the analysis
and prediction of electronic health records, especially in cross-institution collaboration and multi-
region joint modeling[16].

At the same time, efficient modeling of the multimodal and temporal features of electronic health
records has also become a key research direction. Existing studies have explored deep learning
structures such as convolutional networks for imaging data, recurrent networks or their variants for
time-series signals, and attention mechanisms or graph structures for complex clinical semantics.
Through multimodal fusion and feature enhancement, these methods can better capture the full
picture of health data and provide more accurate support for health risk prediction. However, due
to the high dimensionality, strong noise, and imbalance of electronic health records, a single
modeling approach often struggles to balance efficiency and effectiveness. As a result, new
techniques such as multi-task learning, contrastive learning, and structure-aware modeling are
increasingly introduced into this field to further improve robustness and interpretability[17].

Overall, existing research has produced valuable results in intelligent analysis and health risk
prediction of electronic health records, but several bottlenecks remain. On the one hand,
communication efficiency, secure aggregation mechanisms, and personalized modeling in federated
learning for healthcare need further refinement to meet the demands of large-scale applications. On
the other hand, enhancing the modeling of multimodal features while ensuring privacy and building
predictive frameworks that are both generalizable and sensitive to individual differences remain
important directions. The continuous exploration of these issues provides a solid foundation for this
study and highlights the importance and necessity of conducting in-depth research at the intersection
of electronic health records and federated learning.

IT1. Method

The methodological framework of this study is based on the overall idea of federated learning,
which aims to achieve intelligent analysis and health risk prediction while protecting the privacy of
electronic health records. The model architecture is shown in Figure 1.
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Figure 1. Overall model architecture.

First, assume that K medical institutions are participating in the modeling, the data distribution

TR D . . ..n . o
of each institution is recorded as ¥, and its sample size is ¥ . The global goal is to minimize the
weighted empirical risk, and its optimization goal can be expressed as:

minF(w):ZK:n F. (W), n:ink M
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F (W)

contribution of different institutions to the global optimization is proportional to their sample size,

Here, represents the local objective function of the kth institution. In this way, the
thus ensuring the fairness and effectiveness of training.

In each iteration, the kth mechanism performs gradient descent locally, and its update formula
is:

Wi =W -V (W) (2)

n . . VE (W) .
Among them, is the learning rate, and is the gradient of the current model on
the local data. Subsequently, the server side performs a weighted average of the parameter updates

uploaded by each organization to obtain the iterative update result of the global model:

Wit — i no WD 3)

k=1

This parameter aggregation method effectively avoids the centralized transmission of original
data and ensures the protection of data privacy.

To address the multimodal nature of electronic health records, this method applies a feature
fusion mechanism within the model architecture. Deep learning and NLP techniques are used to
extract and represent information from both structured records and free-text clinical notes,
supporting unified summarization and data structuring[18]. Uncertainty quantification and risk-
aware modeling are integrated into the fusion layer to enhance both the reliability and interpretability
of risk predictions[19]. Dynamic prompt fusion approaches are employed to flexibly align and
incorporate different data modalities, allowing the system to adapt to complex, heterogeneous EHR
datasets[20]. The model further utilizes multimodal integration strategies to jointly learn from
physiological measurements, clinical data, and imaging, thereby improving the comprehensiveness
and accuracy of health risk prediction[21].Assuming that the input multimodal feature vector

. X .. . X . . . X
consists of structured data "°, clinical text representation "', and time series signal ~*9, the
overall feature embedding can be modeled as:

h =¢S(XS) ®¢t(xt) ®¢seq(xseq) (4)
¢s‘ ¢t‘ ¢

represents the feature concatenation or fusion operation. Through this mechanism, the model can

Here, ¥4 represents the feature encoding functions of different modalities, and ®
simultaneously capture the structural information, semantic features, and dynamic change patterns
of different modalities, providing a more comprehensive representation for risk prediction.

In the risk prediction output stage, this study designed a probabilistic modeling method,
inputting the fusion feature h into the classifier and calculating the prediction probability through
the Softmax function:

y = Softmax (Wh +Db) %)

Among them, W and b are learnable parameters and y represent the predicted distribution of
risk categories. To achieve effective training, the loss function adopts the cross-entropy form:

L= _z Yi Iog yi (6)

i=1

Yi

predicted probability. This optimization objective, combined with the update mechanism of

where C is the number of categories, is the one-hot encoding of the true label, and Yi is the

federated learning, enables the model to have efficient and robust prediction capabilities while
protecting privacy.
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IV. Experimental Results

A. Dataset

This study uses MIMIC-IV as the sole data source. The dataset is a rigorously de-identified
electronic health record that covers years of inpatient and intensive care scenarios. It contains
structured visit and diagnosis codes, laboratory tests and medication records, vital sign time series,
and unstructured clinical text such as admission notes and discharge summaries. The multimodal
features, long time span, and large sample size make it well-suited for health risk prediction research
and cross-modal modeling. All data were generated in real clinical environments, preserving the
temporal sequence and heterogeneity of medical processes. Before public release, compliance de-
identification was completed, making the dataset suitable for methodological research under privacy
constraints.

To align with the study objectives, in-hospital mortality was chosen as the prediction label, and
input features were constructed from information available during hospitalization. The study
population mainly included adult patients. First hospital admissions or first ICU stays were
prioritized to reduce bias from repeated admissions. Samples with very high missingness or
abnormal timestamps were excluded. Structured numerical features were normalized after unit
unification and outlier truncation. Time-series features were aggregated by fixed windows, with
missing masks retained to explicitly indicate data sparsity. Diagnosis and procedure codes were
mapped to unified levels. Clinical text was normalized, tokenized, and transformed into sparse or
dense representations to allow joint modeling with numerical modalities.

Considering data distribution differences under federated learning, samples were partitioned
by care unit type, clinical department, or time slice to simulate cross-institutional heterogeneity and
population variation. The split ensured that the same patient did not appear across clients or across
different dataset partitions, avoiding information leakage. A 70%/10%/20% train-validation-test split
was applied at the patient level, with temporal order preserved to approximate real-world
deployment. Data usage followed public access protocols and ethical compliance requirements. All
research was conducted only on de-identified data. Processing workflows emphasized
reproducibility and portability, enabling reuse and extension to other compliant clinical data sources.

B. Experimental Results

This paper also gives the comparative experimental results, as shown in Table 1.

From the results in Table 1, it can be seen that different models show clear differences in the
alignment robustness benchmark. The traditional method, DeepMPM, reports relatively low values
across the four metrics, with Recall only reaching 0.819. This indicates that the method misses some
potential risk patterns and has limitations in capturing complex features of electronic health records.
In contrast, Metapred and Scehr achieve better overall performance. This suggests that with more
advanced modeling mechanisms, the models improve their ability to integrate multi-source data and
extract features.

Table 1. Comparative experimental results.

Model ACC Precision Recall F1-Score
DeepMPM]I22] 0.841 0.827 0.819 0.823
Metapred[23] 0.864 0.852 0.846 0.849
Scehr[24] 0.872 0.861 0.857 0.859
Health-atm[25] 0.888 0.873 0.869 0.871
Ours 0.917 0.903 0.897 0.900
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Looking further, Health-atm outperforms the previous methods on all four metrics. Its ACC
reaches 0.888, while Precision and Recall rise to 0.873 and 0.869, respectively. This shows that the
method balances accuracy and recall, demonstrating stronger robustness in handling heterogeneous
medical data. It maintains good generalization across different samples. However, despite
outperforming other compared methods, it still has limitations in capturing deep semantic
associations and complex temporal features.

The proposed method achieves the highest values across all metrics. ACC reaches 0.917, while
Precision, Recall, and F1-Score are 0.903, 0.897, and 0.900, respectively, all significantly higher than
the comparison models. These results show that the federated learning-driven framework can
effectively integrate multimodal electronic health record features while preserving data privacy. It
improves robustness and predictive accuracy across different scenarios. In particular, the
improvement in Recall indicates that the method reduces missed detections of risk patterns and
enhances the ability to capture high-risk individuals. Overall, the experimental results confirm the
advantages of the proposed method on the alignment robustness task. It not only surpasses existing
methods in overall performance but also maintains balanced improvements across all metrics. This
outcome aligns well with the research objectives and highlights the practical value of the method in
medical data analysis and health risk prediction. By enabling high-precision prediction under privacy
protection, the framework provides strong technical support for the intelligent use of electronic
health records and lays an important foundation for future clinical decision support and public health
management. This paper also presents an experiment on the sensitivity of the number of layers to the
F1-Score, and the experimental results are shown in Figure 2.

Sensitivity of F1-Score to Layer Depth

S S S S S
2 vy e A vy e 6 vy e 2 vay ef 10 vy et

Model Depth

Figure 2. Experiment on the sensitivity of the number of layers to F1-Score.

From the results in Figure 2, it can be seen that increasing the number of layers has a significant
positive effect on F1-Score. At shallow depths (2 layers and 4 layers), the F1-Score values are 0.861
and 0.873, respectively, which remain relatively low. This indicates that with shallow structures, the
model has a limited ability to capture complex features of electronic health records. It struggles to
fully integrate semantic and temporal information across modalities, leading to weaker performance
in health risk prediction. When the number of layers increases to 6, the F1-Score improves to 0.885,
showing a clear performance gain. This stage of improvement suggests that deeper architectures
allow the model to better capture nonlinear relationships between cross-modal features, thereby
enhancing its discriminative power in risk prediction tasks. The result verifies that moderate
increases in depth can strengthen the model's representational ability and generalization.

With further increases to 8 and 10 layers, the F1-Score reaches 0.892 and 0.900, respectively. This
provides additional evidence of the advantage of deeper structures in modeling complex medical
data. At 10 layers, the model achieves its highest F1-Score, showing that greater depth can effectively
reduce information loss in alignment and feature fusion. This makes the model more robust in
capturing potential health risk patterns.Overall, the experimental results demonstrate a strong
correlation between the number of layers and performance improvement. A moderate increase in
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depth brings clear benefits. However, excessive depth may cause higher computational costs and a
risk of overfitting. Therefore, when designing a federated learning framework for electronic health
record analysis, it is necessary to balance performance gains with efficiency. This ensures robust and
reliable risk prediction while maintaining privacy protection.

V. Conclusions

This study focuses on federated learning-driven intelligent analysis and health risk prediction
of electronic health records, aiming to address the challenges of privacy protection and data silos
under traditional centralized modeling. By introducing decentralized collaborative optimization and
multimodal feature fusion strategies, the proposed framework achieves effective representation and
health risk identification of complex medical data while ensuring data security. The study not only
provides a feasible path for the development of medical artificial intelligence but also responds to the
dual needs of intelligent processing and privacy compliance in the era of big data. The results clearly
show that in the context of electronic health records, federated learning demonstrates robust
modeling capacity and good generalization in multi-institution collaboration. By avoiding
centralized transmission of raw data, the framework effectively reduces the risk of privacy leakage
while ensuring the reliability and scalability of predictive models. This outcome has practical
significance for promoting efficient use of medical data. It helps overcome barriers to data sharing
across institutions and enhances the practical value of risk prediction in clinical decision-making and
patient management.

More importantly, this study not only proposes innovative technical solutions but also
highlights broad application prospects. By improving robustness and accuracy in health risk
prediction tasks, the framework provides stronger support for early disease intervention, chronic
disease management, and population health monitoring. At the same time, its support for cross-
institutional collaboration makes it possible for regions with limited medical resources to access
intelligent analytical tools. This contributes to promoting healthcare equity and improving public
health outcomes.

V1. Future Work

Looking ahead, federated learning-driven intelligent analysis and health risk prediction of
electronic health records still have broad development space. On the technical side, more efficient
communication mechanisms, more flexible personalized modeling methods, and stronger privacy
protection strategies can be further explored to adapt to large-scale heterogeneous environments. On
the application side, with the continuous expansion of electronic health record sources and
multimodal features, this framework has the potential to integrate deeply with smart healthcare,
precision medicine, and public health management. It will promote the transformation of healthcare
services from experience-driven to data-driven and from passive response to proactive prediction,
providing long-term and sustained support for human health and well-being worldwide.
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