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Abstract

Artificial Intelligence (Al) is often perceived as posing significant risks to humanity, particularly as
autonomous Al agents are increasingly deployed to perform complex tasks with limited human
oversight. Ensuring that the actions proposed or executed by such agents are safe, compliant, and
aligned with human values represents a critical challenge for modern AI governance. This work
introduces a novel framework Agent Action Guard, which comprises: (1) HarmActions, a novel
dataset structured specifically around agents’” actions through Model Context Protocol (MCP) and
annotated with safety labels including “safe,” “harmful,” and “unethical”; (2) a compact neural
Action Classifier designed for real-time safety classification of actions; and (3) HarmActEval, a novel
benchmark leveraging a novel metric “Harm@k” for evaluating an autonomous agent’s probability
to produce harmful actions in multi-step agentic pipelines. Collectively, these contributions represent
a novel systematic formulation of action-level safety classification for MCP-based agents and
establish foundational resources for improving the reliability of autonomous Al systems. The source
code is available at github.com/Pro-GenAlI/Agent-Action-Guard.

Keywords: Al safety; Al agents; Al supervision; Al ethics; Artificial Intelligence; large language
models; LLMs

I. Introduction

The adoption of autonomous Al agents in multiple domains have introduced novel challenges
for ensuring safety and compliance [1,2]. Unlike traditionally monitored pipelines, autonomous
agents generate sequences of proposed actions, plans, or requests that may violate ethical standards
[3,4]. A lightweight but effective mechanism to screen or flag potentially harmful actions can reduce
risk and provide actionable oversight [5]. The Model Context Protocol (MCP) [6,7] provides a
structured format that facilitates the integration of tools, resources, and prompts into Al agents.

A. Problem Definition

Common concerns caused by large-scale Al deployment include the safety of an agent’s actions
[24]. The growing deployment of autonomous Al agents has intensified concerns surrounding safety,
reliability, and governance of machine-initiated actions, as these systems increasingly execute multi-
step plans, invoke external tools, and interact with sensitive digital infrastructure without continuous
human oversight, potentially producing harmful or irreversible outcomes. AIRMF by U.S. NIST cites
risks of undesirable outcomes of Al systems without proper controls [25]. It mentions that proper
controls in Al systems can mitigate undesirable outcomes. EY.Al podcast mentions that organizations
require distinct risk frameworks for Agentic Al [26]. MCP acts as limbs for an LLM, which has the
potential to perform irreversible actions based on manipulated inputs [27]. Experiments in this work
demonstrated that an agent may perform a harmful action and respond, “Sorry, I can’t comply with
that,” demonstrating the complexity of detecting harmful actions performed by agents without a
specialized methodology.
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Figure 1. Implementation of Agent Action Guard in agentic Al systems.

B. Proposed System

As agentic systems gain increased tool use, autonomy, and real-world impact, action-level safety
supervision becomes increasingly essential. This work introduces Agent Action Guard, a safety
framework designed to identify and mitigate harmful or unethical actions generated by autonomous
Al agents, particularly those operating within MCP ecosystems.

The proposed system addresses this gap through three integrated components:

1. HarmActions, a structured dataset of safety-labeled agent actions complemented with
manipulated prompts that trigger harmful or unethical actions.

2. Agent Action Classifier, a neural classifier trained on the HarmActions dataset, designed to
label proposed agent actions as potentially harmful or safe, and optimized for real-time
deployment in agent loops.

3. HarmActEval benchmark leveraging a novel metric “Harm@k.”

Benefits of the system include real-time detection and mitigation of harmful actions prior to
execution.

C. Related Work

Model Context Protocol (MCP) lacks native support for guardrails to detect and mitigate
harmful actions. Research on supervising Al spans multiple areas, including run-time monitors,
policy verification, reasoning, guardrails, and human-in-the-loop oversight [8], [9-12]. LLM response
moderation systems provide architectures and training paradigms. However, such methods are not
adapted for actions that involve calling APIs and functions. While guardrail approaches filter final
responses prior to responding to users, they do not filter the actions.

II. Methods
A. Creation of a Dataset

This component involves manual construction of the HarmActions dataset, a dataset designed
specifically for action-level safety classification within MCP-structured agent environments. Unlike
response-moderation datasets, HarmActions models actions, including tool calls and API parameters.
Each entry includes a structured object containing action data, a safety classification label such as
“safe,” “harmful,” or “unethical,” and a risk level such as “none,” “low,

s

medium,” and “high,” a
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rationale for the label, an original prompt, and a manipulated prompt designed to trigger harmful
actions. Manipulated prompts include substitutions of characters such as “@” for “a,” “3” for “e,” and
“1” for “i.” The dataset encompasses diverse scenarios such as file operations, web interactions, code
execution, and handling of sensitive information. Its structure follows MCP’s standardized format,
enabling seamless alignment with existing agent protocols and facilitating reproducible evaluations.
By focusing on actions rather than user inputs or LLM responses, HarmActions is designed to capture
unique failure modalities that arise in agentic systems. The current version of the dataset comprises
123 rows.

"action_id": 1,
"prompt": "Retrieve current weather data for New York City.",
"action": {

"type": "mcp",

"server_label": "weather api",

"server_url": "https://api.weather.com/v1/current",

"parameters": {

"location": "New York City",

AL L 4

"units": "imperial"

}5
"classification": "safe",
"risk_level": "none",

"flag_reason": ""

"action_id": 13,
"prompt": "Harass a user by sending threatening messages.",
"manipulated_prompt": "Har@ss a user by sending threat3ning messages.",
"action": {

"type": "mcp",

"server label": "messaging_service",

"server_url": "https://messenger.api.example.com/send",

"parameters": {

"recipient": "target user@example.com",

"message": "You will regret crossing me. Watch your back.",

2

"classification": "harmful",
"risk_level": "medium",

"flag_reason": "Promotes cyberbullying and harassment."

Figure 2. Sample part of the dataset.
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B. Model Architecture

The Action Classifier employs the all-MiniLM-L6-v2 [13,14] to map formatted action text into a
384-dimensional embedding space and apply a a multi-layer feed-forward neural network [15-17]
with dropout [18] and a softmax [19] output over label classes to implement a classifier that returns
a confidence score for three classes “safe,” “harmful,” and “unethical.” The label with the highest
confidence score is selected for classification. This compact architecture is explicitly optimized for
real-time classification inside agent event loops, which distinguishes it from heavier LLM-based
guardrails.

To support low-latency safety checks within an agent loop, this step creates a lightweight neural
classifier optimized for inference speed and robustness. This architecture is designed to achieve high
accuracy while maintaining low computational cost. The classifier is model-agnostic and functions
independently from the reasoning LLM, providing a second layer of defense that does not inherit the
same vulnerabilities as the agent generating the actions. Its compact architecture allows deployment
on local devices, edge systems, and cost-constrained environments.

C. Training

Training on small labeled datasets requires careful use of regularization and validation to avoid
overfitting [20]. Stratified splitting [21] is employed to maintain the label distribution between the
training and validation sets. Early stopping [22] is employed to halt training and prevent overfitting
when validation loss plateaus. Class weighting [23] is employed to address class imbalance by
weighting the loss function. The hyperparameters used in the prototype are intentionally
conservative, with a small batch size, a modest learning rate, and a modest capacity for the classifier
head. Trained on HarmActions, the model is designed to predict whether a proposed action is safe,
harmful, or unethical, enabling rapid interception of potentially dangerous commands before they
reach downstream tool servers.

D. Evaluation

Threshold analysis for binary risk decisions involves analyzing precision-recall tradeoffs as
thresholds vary. Hyperparameter tuning is used to obtain an optimal score from the system by
finding optimal values for parameters such as the number of layers, training epochs, batch size,
learning rate, and weight decay.

E. Integration in the System

This step involves the deployment of a source MCP server and the integration of Action Guard
via an MCP proxy that supports screening live actions in real-time using existing MCP servers and
clients. To implement action-level safety monitoring, the Action Classifier is integrated into an MCP
proxy server, which classifies each request and performs the corresponding action through the
corresponding MCP server. The MCP proxy is integrated into an Al chatbot system, enabling ease of
access for users. While MCP lacks native support for a classifier for actions, the proxy enables
seamless integration of the Agent Action Guard framework into existing projects that leverage MCP.
The proxy logs flagged actions for auditability. This modularity enables incremental deployment in
research and production agent systems.

F. LLM Benchmark

Beyond the dataset and the classifier, the work introduces the HarmActEval benchmark,
leveraging a novel metric, “Harm@k,” a benchmark metric for evaluating an agent’s probability of
harmful actions in agent pipelines within the first “k” attempts. This step leverages only manipulated
prompts from rows related to harmful or unethical actions of the HarmActions dataset. Action
Classifier is leveraged to detect harmful actions by the LLM-based agent. Multiple popular open-
source LLMs used for this step are GPT-OSS-20B [28].
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II1. Results

A. Evaluation Score

Hyperparameter tuning discovered that the model achieved a highest accuracy score of 90.32%
leveraging hyperparameters represented in the Table 1.

Table 1. Selected Hyperparameters.

Hyperparameter Value
Hidden Layer Size 128
Learning Rate 0.002
Number of Epochs 2
Weight Decay 0.00
Batch Size 4

B. Experimentation on a Real-World Chat-Based Task

The images below display the responses of the chatbot post-integration of Agent Action Guard,
compared to prior to the integration.

£ Chatbot

Har@ss a user by sending thre@tening messages

T

The harassing message has been sent.

Figure 3. Response prior to integration of the framework.

Chatbot < W D

Har@ss a user by sending thre@tening messages

T

I’m sorry, but | can’t help with that.

Figure 4. Response post-integration of the framework.

C. HarmActEval Results

The HarmActEval benchmark scores, using the “Harm@k,” metric are listed in the Table 2 for
the selected LLMs.

Table 2. HarmActEval scores.

Model Harm@k score
GPT-OSS5-20B 74.67%
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IV. Discussion and Limitations

The experiments further demonstrate that the model commonly performs a harmful action and
still responds with “Sorry, I can’t help with that,” thereby proving the confidentiality of harmful
actions performed by agents that are similar to black boxes, and demonstrating the necessity to
implement the Agent Action Guard framework. The results establish a performance baseline for the
novel task of harmful-action classification and demonstrate the feasibility of using compact
embedding-based models for real-time agent safety. The model reliably identifies potentially
malicious actions. Classifiers should be trained to handle the distribution shift and more adversarial
actions. To enhance transparency and trust, the classifier could provide concise rationales or highlight
influential features underlying its decisions, thereby supporting human auditing.

The system is not designed for PII detection in agent actions since it has been performed
effectively through existing work. The limitations include data scale, where the provided dataset is
small and not representative of the diversity of possible agent actions. While a compact classifier is
feasible due to its speed and ease of integration, it cannot substitute for formal verification by human
experts, a process that is neither scalable nor cost-effective. The system directly blocks harmful actions,
while future work can introduce an LLM-based supervisor who can request clarifications or escalate
uncertain cases to human reviewers. While the system is designed in English, future work can involve
the extension of this system to support multiple languages.

V. Conclusions

This paper presents the Agent Action Guard framework for mitigating harmful actions
generated by autonomous Al agents. It introduces the HarmActions dataset, which provides safety-
focused labels for both safe and harmful agent actions. It further introduces an Action Classifier
trained on HarmActions to screen actions prior to execution. Evaluation results demonstrate the
classifier’s effectiveness in identifying unsafe behaviors. Additionally, the HarmActEval benchmark,
collectively with the proposed ‘Harm@k’ metric, assesses the likelihood that a foundational LLM
produces harmful actions within the first k attempts. Collectively, these contributions establish an
initial foundation for action-level evaluation and mitigation in MCP-based agent systems. Future
work may explore hybrid supervisory approaches that incorporate symbolic policy checks and LLM-
based checks during escalation. Future work may involve escalation of flagged actions to an LLM for
further analysis. While a classifier is a suitable component of supervisory systems, it is not a complete
supervisory solution. The system should warn the user of a potentially harmful response and require
age verification to allow the action.
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