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Abstract 

This paper proposes a deep risk discrimination framework that integrates a Siamese network 
structure with a federated optimization mechanism to address challenges in financial transaction 
environments, including multi-source heterogeneity, data silos, and unclear decision boundaries. The 
method preserves data privacy by deploying structurally symmetric and parameter-sharing Siamese 
subnetworks across multiple clients. It performs contrastive encoding on transaction sample pairs 
and uses a contrastive loss function to pull normal samples closer and push anomalous ones apart in 
the embedding space. To improve the detection of low-frequency, high-impact behaviors, the model 
incorporates an entropy-aware regularization term and an embedding compression module. These 
components guide local training to suppress redundant representations and enhance embedding 
compactness. During the federated optimization process, the classic FedAvg strategy is used to 
aggregate models from different clients, improving global semantic alignment and generalization. 
Experiments on real transaction datasets demonstrate the superior performance of the proposed 
method across multiple metrics. The model shows particularly strong results in embedding 
consistency and anomaly boundary detection, confirming its modeling value and discriminative 
power in financial risk control. 

Keywords: siamese network; federated optimization; contrastive representation; financial risk 
identification 

CCS CONCEPTS: Computing methodologies~Machine learning~Machine learning approaches 
 

I. Introduction 

With the rapid evolution of global financial markets, the forms of financial risk have become 
increasingly complex and variable. Traditional risk management models are no longer sufficient to 
handle the current environment characterized by multi-source, heterogeneous, and high-dimensional 
non-stationary financial data. In highly digitalized trading systems, financial behavior data exhibits 
strong structural, temporal, and hidden features, which significantly increase the difficulty of risk 
identification. Especially in critical financial scenarios such as portfolio management, credit default, 
and anti-fraud, risk behaviors are often hidden among large volumes of normal transactions. These 
behaviors are typically low-frequency and high-impact, posing stringent requirements on model 
precision and generalization. Accurately and promptly identifying potential financial risks while 
ensuring system security has become a key research challenge in financial technology[1]. 

Traditional risk discrimination methods rely on centralized modeling paradigms. These 
methods mainly collect large-scale user behavior data and conduct unified training on central servers. 
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However, as data privacy awareness grows and regulations become more stringent, centralized 
models face critical challenges in data scheduling and computational efficiency. On one hand, large 
financial institutions suffer from data silos, where sensitive user data cannot be shared. This prevents 
models from learning global patterns effectively. On the other hand, in distributed financial scenarios, 
data distributions are highly imbalanced. Risk behaviors vary greatly across regions and systems, 
limiting the adaptability and generalization of centralized models. Therefore, there is an urgent need 
for a distributed intelligent modeling mechanism that balances data privacy and model performance 
to enable efficient risk identification across systems and institutions. 

Federated learning, as an emerging privacy-preserving distributed learning paradigm, offers a 
potential solution to these problems[2]. Under the federated framework, multiple financial parties 
can collaboratively train shared models without sharing raw data. This approach preserves data 
locality and security, overcoming the limitations of traditional centralized models in privacy, safety, 
and resource efficiency. The application of federated learning in financial risk control enhances model 
adaptability in multi-source heterogeneous environments and provides theoretical support for high-
fidelity cross-institutional modeling. However, due to differences in customer structures, risk 
preferences, and behavioral patterns among participants, federated models are prone to semantic 
drift and feature shift during joint optimization. These issues reduce model robustness and 
discrimination capability. Thus, building a stable and discriminative risk identification model under 
federated learning remains a key technical bottleneck. 

Against this backdrop, the Siamese network, as a symmetric deep representation learning model 
with shared parameters, offers a powerful tool for modeling behavioral similarity and structural 
mapping in financial risk scenarios[3]. The core idea is to compare the semantic differences between 
input samples through parallel network structures and learn a more discriminative latent embedding 
space. In financial risk identification, the Siamese network can model behavioral pairs such as 
ʺnormal-abnormalʺ and ʺhigh risk-low riskʺ effectively. It captures representational differences at a 
micro level by mining similarity structures in the embedding space, thus enhancing overall 
discrimination accuracy. More importantly, the Siamese network naturally supports contrastive 
learning, which helps mitigate model drift caused by feature heterogeneity in federated 
environments. This contributes to better alignment and generalization during the federated 
optimization process. 

Therefore, embedding the Siamese network into the federated learning framework to construct 
a financial risk discrimination algorithm that integrates contrastive representation learning with 
privacy-preserving mechanisms holds significant theoretical and practical value. On one hand, the 
integrated mechanism can effectively alleviate the non-independent and identically distributed 
problem in multi-source heterogeneous financial environments and achieve collaborative modeling 
of risk features across clients. On the other hand, guided by the Siamese network, the model can 
enhance structural awareness and semantic alignment while preserving data isolation. This improves 
the accuracy and generalization in identifying potential anomalous behaviors. The study expands the 
applicability of federated learning in complex financial environments and provides a viable path 
toward building trustworthy, secure, and efficient next-generation financial risk control systems[4]. 

II. Related Work 

Deep learning has brought a wealth of advanced methodologies that underpin modern financial 
risk discrimination, especially in privacy-sensitive and distributed environments. Graph neural 
networks (GNNs) provide essential tools for extracting structured and relational information from 
heterogeneous and multi-source data, which is fundamental for complex transaction modeling. Early 
works on entity-aware graph neural modeling [5], knowledge-enhanced neural architectures [6], and 
the integration of GNNs with temporal sequences [7] offer robust strategies for high-fidelity 
representation and risk feature extraction. Techniques such as heterogeneous GNNs with graph 
attention [8] and federated GNNs for privacy-preserving cross-institutional learning [9] further 
inform federated modeling in distributed financial systems. 
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Contrastive learning and advanced representation learning serve as the backbone for building 
models capable of high discrimination in noisy or low-frequency risk scenarios. Methodologies such 
as contrastive learning for multimodal knowledge graph construction [10], contrastive alignment and 
structural guidance [11], and feature attention integrated with temporal modeling [12] directly 
inspire the adoption of Siamese and contrastive architectures in this work. 

Federated learning paradigms address the pressing need for collaborative yet privacy-
preserving optimization. Key strategies include federated distillation with structural perturbation 
[13], and federated graph-based frameworks [9], ensuring robust optimization under data isolation 
and heterogeneity constraints. 

Large language models (LLMs), semantic modeling, and sequence representation also 
contribute important methodologies. Hierarchical semantic-structural encoding [14], BERT-based 
consistency regularization [15], prompt fusion for cross-domain adaptation [16], and local-global 
semantic fusion [17] provide powerful mechanisms for semantic alignment, context modeling, and 
adaptation in evolving multi-client environments. 

In addition, temporal modeling, hybrid deep architectures, and reinforcement learning support 
the modeling of dynamic risk and behavioral uncertainty. Unsupervised temporal encoding [18], 
hybrid LSTM-CNN-Transformer architectures [19], generative time-aware diffusion frameworks [20], 
unified multi-intent representation [21], and reinforcement learning for workflow dynamics [22] 
extend the toolbox for learning from sequential, uncertain, and diverse financial signals. 

Finally, transformer-based transaction graph integration provides scalable solutions for anti-
money laundering and anomaly detection in large-scale environments [23]. 

Collectively, these methodologies—from GNNs, contrastive and federated learning, semantic 
and temporal modeling, to hybrid architectures—form the technical backbone of this paper’s 
federated risk discrimination framework, allowing robust, adaptive, and privacy-preserving 
financial anomaly detection across distributed institutions. 

III. Proposed Approach 

This network architecture illustrates a financial risk discrimination framework that integrates 
Siamese contrastive learning with a federated optimization mechanism. Each client locally extracts 
deep embeddings of risk behavior pairs using Siamese subnetworks with shared parameters. An 
entropy-aware regularization and embedding compression module is introduced to enhance the 
representation of low-frequency anomalous patterns. Through the FedAvg aggregation strategy, the 
global model achieves semantic alignment and collaborative optimization of risk decision-making 
while preserving data privacy. The model architecture is shown in Figure 1. 

In this study, a unified learning framework is proposed by integrating a Siamese network 
structure with a federated optimization mechanism, aiming to achieve efficient modeling and secure 
collaboration over multi-source heterogeneous data in distributed financial risk discrimination tasks. 
The framework adopts a federated averaging strategy as the communication backbone and 
incorporates contrastive modeling through a Siamese architecture. This enables the construction of a 
shared risk-embedding space while preserving data locality on each participantʹs side. Each client 
holds local sample pairs that include positive cases (normal behavior) and negative cases (risky 
behavior). These pairs are encoded by two parameter-sharing subnetworks to generate high-
dimensional embeddings, which are used to measure semantic distances between behaviors. During 
each training round, clients update their local models independently and then upload the gradients 
to a central aggregation server. The global model is updated accordingly to maintain consistency in 
representation learning across nodes. 
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Figure 1. Architecture of the Proposed Federated Siamese Risk Discrimination Model. 

Specifically, assuming that each sample pair ),( 21
ii xx   is mapped to an embedding vector 

),( 21
ii hh   via a Siamese network, its similarity calculation is measured in the form of Euclidean 

distance or cosine similarity. To enhance the modelʹs ability to distinguish risk behaviors, the contrast 
loss function is introduced to construct the structural constraints of the embedding space. If the 
sample pairs are of the same type (that is, the label is 1), it is hoped that their representations are as 
close as possible; if they are different (the label is 0), a certain interval should be maintained in the 
vector space. The contrast loss can be formalized as: 

221221 ||)||,0max()1(|||| iiiiiicontrast hhmyhhyL −−⋅−+−⋅=   (1) 

where m   is the set boundary threshold, which controls the minimum separation distance of 
heterogeneous samples. 

In the federated optimization process, the classic federated average (FedAvg) strategy is used to 
aggregate the model parameters of each client to ensure that the training of the unified model is 

completed without exchanging the original data. Assume that the local model parameter of the k th 
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where  == k
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k nn 1  represents the total number of samples. To alleviate the local optimal problem 

caused by inconsistent data distribution, a local perturbation term is further introduced to improve 
the robustness of the model. In the local training phase, each client adopts a local optimization 
objective with a regularization term, and its overall objective function can be expressed as: 

2|||| t
kcontrastlocal LL θθλ −⋅+=       (3) 

where λ  is the regularization coefficient, which is used to regulate the degree of deviation between 
the local model and the global model. 

In addition to improving the modelʹs ability to perceive a small number of abnormal samples, 
the framework introduces an auxiliary embedding compression strategy to enhance embedding 
aggregation by minimizing the distribution entropy of sample pairs in the embedding space. Let the 

embedding vector set be 
N
iih 1}{ = , then its entropy regularization term can be defined as: 
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where )( ihp   represents the embedding point density function obtained by kernel density 
estimation. Finally, the complete training objective function combines contrast loss, federated 
regularization term, and embedding compression mechanism, which is expressed as follows: 

entropylocalcontrasttotal LLLL ⋅+⋅+⋅= γβα     (5) 

γβα ,,  is the weight coefficient for each item, which is used to control the contribution of different 
objectives in joint training and ensure that the model achieves a balance in privacy protection, 
discrimination accuracy, and feature stability. 

IV. Performance Evaluation 

A. Dataset 

This study uses the ʺCredit Card Fraud Detection Dataset 2023ʺ published on the Kaggle 
platform. The dataset contains a large number of real or highly realistic simulated credit card 
transaction records. Each entry includes multiple dimensions such as transaction time, amount, type, 
and geographic information. The task focuses on an extremely imbalanced binary classification 
problem. Malicious transactions represent only a small proportion but carry a very high risk. This 
property closely aligns with the needs of financial risk control, which aims to accurately identify rare 
but high-impact behaviors. It provides an ideal setting for Siamese networks that rely on contrastive 
structures in the embedding space. 

In terms of data distribution, the dataset integrates real business logs or near-realistic simulation 
data. It includes typical multi-source heterogeneous behavior samples, such as high-frequency low-
value, low-frequency high-value, and geographically diverse transactions. These distributional 
differences across multiple clients form the core motivation for federated training in this study. Under 
the FedAvg aggregation strategy, the global model must align and maintain consistency across 
diverse local distributions. In addition, the dataset supports flexible construction of sample pairs, 
including normal-normal, normal-abnormal, and abnormal-abnormal combinations. This facilitates 
the implementation of contrastive loss and tuning of the embedding space structure. 

From a research perspective, the dataset effectively supports the two core modules in this paper. 
First, the Siamese contrastive network requires sample pair construction to learn discriminative 
boundaries. Second, the federated learning framework needs to simulate local training on multiple 
clients, global model aggregation, and collaborative optimization of the risk embedding space. The 
dataset has a complete structure, clear labels, and well-defined temporal and geographic settings. It 
is well-suited to evaluate the proposed method in terms of privacy-preserving learning and 
contrastive representation for improved cross-client generalization and anomaly detection. 

B. Experimental Results 

This paper first conducts a comparative experiment, and the experimental results are shown in 
Table 1. 

Table 1. Comparative experimental results. 

Model Precision Recall F1 Score AUROC EAS 

MoRF[24] 0.842 0.761 0.799 0.902 0.651 
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ARFD [25] 0.868 0.779 0.821 0.918 0.684 

FRED [26] 0.889 0.812 0.849 0.931 0.703 

SAAF [27] 0.873 0.825 0.848 0.928 0.727 

Ours (FedSiamRisk) 0.902 0.846 0.873 0.943 0.764 

From the overall performance, FedSiamRisk achieves significant improvements across all five 
evaluation metrics, with the most notable advantage observed in the Embedding Alignment Score 
(EAS). Compared with FRED, which operates in a federated setting but lacks contrastive learning, 
and SAAF, which adopts a structural fusion paradigm, FedSiamRisk maintains high Precision and 
Recall while further enhancing AUROC. This indicates that the proposed federated Siamese 
contrastive framework not only ensures local discrimination accuracy but also improves the 
separability of global risk boundaries, leading to a more stable risk identification curve. 

The core reason behind this performance gap lies in the geometric constraints introduced by the 
Siamese network. By explicitly comparing paired samples, the model constructs a ̋ tight intra-cluster, 
wide inter-clusterʺ distribution in the embedding space. Normal transactions are compressed into a 
low-entropy subspace, while anomalous ones are pulled away from the cluster. This helps preserve 
a high F1 score even under extreme class imbalance. Compared to ARFD, which relies only on 
attention-based feature decoupling, the Siamese network offers a more direct distance-based metric. 
This enhances the modelʹs sensitivity to rare, high-impact anomalies. The simultaneous improvement 
in Precision and F1 is attributed to this advantage. 

The federated optimization strategy stabilizes cross-client learning in a multi-source 
heterogeneous environment. FedSiamRisk introduces entropy-aware and embedding compactness 
regularization during local updates, suppressing parameter oscillations and reducing the negative 
impact of client drift on Recall. Despite significant behavioral differences, the model achieves high 
AUROC through FedAvg aggregation. This suggests globally consistent risk representations. The 
improvement in EAS confirms the model’s effectiveness in semantic alignment under privacy-
preserving conditions. The embedding compactness module reduces spatial redundancy and 
promotes high-similarity aggregation of normal transaction vectors. Anomalous transactions remain 
well separated, ensuring the robustness and transferability of the discrimination threshold. 
FedSiamRisk mitigates feature fragmentation caused by privacy isolation and strengthens the 
embedding geometry through contrastive loss and regularization. It provides a feasible solution 
balancing security, interpretability, and generalization for real-time risk control in complex financial 
environments. 

This paper also experiments on the impact of the Siamese network embedding dimension on 
risk discrimination performance. The experimental results are shown in Figure 2. 

The experimental results show that as the embedding dimension increases, the model 
performance exhibits a trend of rising first and then stabilizing, with a performance peak observed 
at 128 dimensions. This trend indicates that the dimensionality of the embedding space has a direct 
impact on the discriminative power of the Siamese network. A low dimension limits the modelʹs 
ability to capture complex semantic relationships. In contrast, an excessively high dimension may 
introduce redundant noise, weakening the boundary tension of anomalous behaviors in the 
embedding space and leading to reduced accuracy and stability. 

For both F1 and AUROC, increasing the embedding dimension significantly enhances the 
modelʹs overall discrimination ability. This improvement is particularly evident when the dimension 
increases from 64 to 128, during which the model more effectively distinguishes between positive 
and negative transaction pairs. This suggests that, under the Siamese network framework, a proper 
embedding dimension helps form a more separable geometric structure. Anomalous samples are 
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pulled away from the normal cluster under the guidance of contrastive loss, improving the balance 
between recall and precision. 

 

Figure 2. Analysis of the Impact of Siamese Network Embedding Dimension on Risk Discrimination 
Performance. 

The EAS metric continues to improve in the mid to high-dimensional settings. This reflects that 
the model, within the federated framework, constructs more consistent embedding spaces across 
different clients. As the dimensionality increases, the capacity of the embeddings also grows. This 
makes it easier for local representations learned by clients to align during aggregation, reducing 
embedding shift caused by non-independent data distributions and improving stability in cross-
domain recognition. On the other hand, when the embedding dimension exceeds 128, several metrics 
show a slight decline, especially in Recall and EAS, which become more volatile. This suggests that 
an overly high dimension may weaken the constraint effect of the entropy-aware compression 
module. The sparse representation of anomalies could be masked by high-dimensional features, 
causing the embedding space to become loose. This affects the compactness of the risk boundary and 
reduces the modelʹs sensitivity to low-frequency behaviors. This paper also conducts a sensitivity 
experiment on the federation aggregation frequency on the model stability. The experimental results 
are shown in Figure 3. 

 

Figure 3. Sensitivity experiment trend chart of federation aggregation frequency to model stability. 

The experimental results show that the model performs most stably when the federated 
aggregation frequency is set to a moderate value, such as aggregating every five rounds. Multiple 
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metrics reach their peak under this setting. This indicates that, in a federated framework, moderately 
extending the local update period allows each client to better fit its local distribution. This enhances 
both the discriminative power and consistency of the embedding representation. In particular, the 
improvements in AUROC and F1 suggest that the global decision boundary for anomaly detection 
becomes clearer. Local contrastive learning also benefits from better convergence and expressive 
capacity. 

When the aggregation frequency is too low, such as aggregating after every round, the model 
synchronizes quickly. However, due to significant distribution differences among clients, frequent 
parameter sharing intensifies semantic drift. As a result, the global embedding space becomes 
flattened under contrastive constraints. Although accuracy remains stable, structural tension is weak, 
leading to poor Recall and EAS. This shows that low-frequency aggregation limits the Siamese 
networkʹs ability to adapt to heterogeneous behaviors. It becomes especially ineffective for modeling 
rare but important risk patterns. 

On the other hand, when the aggregation frequency is too high, such as aggregating every 20 
rounds, the local model updates on each client diverge from the global objective. This leads to 
structural collapse in the aggregated embedding space and significantly degrades both accuracy and 
consistency. Although clients gain deeper modeling of local behavior features, the large distribution 
gap introduces parameter shifts and convergence instability during global fusion. This results in 
failed embedding alignment and reduced contrastive learning effectiveness. 

The best performance is observed when aggregation occurs every five rounds. This suggests that 
the federated optimization strategy requires a delicate balance between local modeling capability and 
global alignment. Under this setting, each client can generate stable embedding structures through 
the Siamese contrastive mechanism. At the same time, periodic aggregation helps adjust embedding 
positions, maintaining representational diversity while ensuring cross-domain consistency. This 
further improves the robustness and generalization ability of risk detection. 

V. Conclusions 

This paper addresses key challenges in financial risk discrimination, including multi-source 
heterogeneity, privacy isolation, and blurred decision boundaries. A deep discriminative framework 
is proposed by integrating Siamese networks with federated learning. The method preserves data 
locality on each client and constructs a global embedding space through contrastive learning. This 
enhances the separability of normal and abnormal behaviors in the representation space. The model 
is trained with shared parameters across multiple clients and performs semantic alignment and risk 
knowledge transfer through federated aggregation. It enables high-accuracy and robust risk 
identification without accessing raw data. 

The main contribution of this work lies in introducing structural contrastive learning into 
federated settings. By incorporating entropy-aware regularization and embedding compression 
mechanisms, the model improves its capacity to represent low-frequency and high-impact behaviors. 
At the same time, it alleviates the representation shift caused by data heterogeneity. Experimental 
results demonstrate that the model achieves significant advantages in precision, recall, and 
embedding consistency under different settings. It shows strong generalization ability, especially in 
imbalanced, highly heterogeneous, and non-independent environments. These findings suggest that 
the federated contrastive modeling paradigm can serve as an effective complement to existing 
financial risk control systems. It also provides a theoretical and practical foundation for building 
scalable risk control platforms for the future. 

From an application perspective, the proposed method can be widely deployed in real-world 
scenarios such as credit card fraud detection, anti-money laundering audits, and cross-bank risk 
assessment. It is especially suitable for financial alliance ecosystems involving multiple institutions, 
high data sensitivity, and limited collaboration space. The framework ensures privacy and security 
while offering a modeling paradigm with structural awareness and end-to-end discriminative ability. 
It has the potential to shift financial technology systems from integrated detection to collaborative 
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intelligent discrimination. This supports the development of more dynamic risk control capabilities 
with higher dimensionality and finer granularity. 

VI. Future Work 

Future research can explore the scalability of this framework to multimodal, cross-platform, and 
even cross-lingual financial behavior data. In particular, there is strong potential in combining self-
supervised learning, graph-based modeling, and heterogeneous federated optimization. 
Communication compression and privacy-enhancing technologies such as differential privacy and 
homomorphic encryption can also be introduced to reduce deployment costs and improve regulatory 
compliance. These extensions will support the construction of intelligent risk discrimination systems 
that are secure, interpretable, and scalable. Continued work in this direction will promote the 
evolution of smart financial systems toward more federated, personalized, and autonomous 
paradigms. 
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