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Abstract

The proliferation of Digital Twins (DTs) across industries like manufacturing, healthcare, and logistics
is leading to the formation of complex ecosystems where heterogeneous DTs must cooperate. In
such environments, establishing trust becomes paramount. However, trust in DTs remains an under-
investigated problem, with current research predominantly focused on security and privacy, which
are prerequisites but not sole constituents of trust. This paper presents a comprehensive framework
for analyzing and enhancing the trustworthiness of Digital Twins. First, we propose a novel 5-layer
symmetrical reference architecture (Asset, Synchronization, Data, Application, Integration) that models
physical and digital twins as peers, improving reusability and maintainability. Using this architecture
as a foundation, we then develop a multi-dimensional taxonomy to categorize DT trust issues from
three critical perspectives: (1) an architectural perspective, which identifies and maps trust issues
(e.g., model accuracy, data latency, application usability) to specific layers and behavioral attributes
like conformance and dependability; (2) a massive twinning perspective, which explores emergent
challenges in ecosystems of cooperating DTs, such as relationship complexity and data management;
and (3) a stakeholder perspective, which addresses the need for both qualitative and quantitative
trust assurances. Our analysis reveals that trust is a composite property requiring a holistic approach
beyond conventional security. The paper concludes by synthesizing these perspectives into a unified
view of DT trust and outlining critical open challenges and future research directions, providing a
foundational roadmap for developing truly trustworthy Digital Twin systems.

Keywords: digital twins; trustworthiness; behavioral trust; reference architecture; taxonomy; massive
twinning; stakeholder trust

1. Introduction

With the rapid growth of the Metaverse, companies are using Digital Twins (DT) to create a
virtual world for their customers and employees. Hence, DTs are becoming the next breakthrough in
digitization [1-3], which have gained significant traction recently with applications across domains
according to recent state-of-the-art reviews in agriculture [4], automotive [5], manufacturing [6],
construction [7] and healthcare [8]. DTs are virtual copies of systems that are built through fusion
of high fidelity system models and data [9,10]. According to Grieves and Vickers [11] a DT can be
defined as "a set of virtual information constructs that fully describes a potential or actual physical
manufactured product from the micro atomic level to the macro geometrical level. At its optimum,
any information that could be obtained from inspecting a physical manufactured product can be
obtained from its Digital Twin". Grieves [11] characterized them as having three distinct spaces,
namely, physical, communication and digital. In the physical space, the real space contains that actual
system or process and operational technology infrastructure for capturing and manipulating it (i.e.
sensors and actuators). The digital space houses a high-fidelity digital replica of the physical system or
process which is able to simulate all aspects of it. The communication space allows for communication
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between the digital and physical spaces. Communication mode between the physical and virtual
entities differentiates between a DT, digital shadow and digital model. In DTs, bi-directional real time
data flow exists between the physical entity and the digital entity. In a digital shadow [12] a one-way
real-time data flows from the physical entity to the digital entity. In a digital model [13,14], no data flow
occurs between the entities. These spaces and all their services were further detailed and presented in
a layered reference architecture for DTs proposed in [15], where Alam et al. [16] identified four main
functional layers: (i) data dissemination and acquisition, (i) data management and synchronization,
(iif) data modeling and additional services, and (iv) data visualization and accessibility.

DT can be used to improve the monitoring, performance, efficiency, and reliability of physical
entities or systems by enabling real-time data analysis and feedback[17]. For example, DTs can be
used in conjunction with augmented reality and virtual reality technologies to provide immersive and
interactive experiences in virtual environments which allow for rich visualization of the physical entity
[18]. Also, Machine Learning (ML) and Artificial Intelligence (AI) can be used to predict potential
problems before they occur and to support decision making through insights based on behavioral
analysis and simulations[19]. Additionally, DT is platform for connecting physical infrastructure by
providing a platform with common services for collaboration, data sharing, and visualization [19].

The future significance of DT is evident due to its application in everyday life. It continues to
grow rapidly because of the breakthroughs in its enabling technologies, including but not limited to,
IoT, Al, and Big Data. For example, recent advances in wireless communication technology such as
WiFi 6/7 and 5G/6G has richer experiences for DT because of the increased bandwidth and reliability
[20]. Current projections for DT market estimate that its market is expected to reach $48.2 billion by
2026 and $1.3 trillion by 2030.

The rapid increase in the adoption of DT technology across all fields will inevitably lead to
ecosystems of DTs forming, where heterogeneous DTs created and maintained by many stakeholders
will need to cooperate and share data to realize stakeholder goals [21,22]. This requires trust rela-
tionships to be established between the stakeholders and DTs and between the different DTs [23].
Despite its importance [24,25], it remains an under-investigated problem without any concrete trust
models for DTs. Recent reviews [8,16,26,27] show that from a technical perspective most of the work
is focused on security, safety and privacy, which is not enough for trust assurance [28]. From a non
technical perspective (i.e. stakeholder trust), Trauer et al [29] presented a trust framework based on
a literature review and an interview study with 7 recommendations to improve stakeholder trust in
DTs. Furthermore, the trust problem is encompassing [30], and DTs are inherently complex [19], which
requires modeling from different perspectives [25]. Therefore, we attempt to characterize the potential
trust issues of DTs from 3 different perspectives, trust issues in single DT, trust issues for cooperating
DTs, and trust issues for stakeholders and their DTs. In sharp contrast to the survey articles found in
the literature, our main contributions in this article can be summarized as follows:

e  Proposal of a 5 layer reference architecture for DTs.

e  Taxonomy and categorization DT trust issues from 3 perspectives: architectural, massive twinning
and stakeholders.

e A parametric analysis of trust issues and their mapping to possible solutions for DT.

e Future directions highlighting possible solutions for open DT trust problems.

Based on that, the rest of this paper is organized as follows: Section 2 presents background about
trust. Section 3 presents our proposed reference architecture and an illustrative of how its is used to
build architect a DT for a logistics hub. Section 5 discuss the trust issues and recommendations for
improving the trustworthiness form an architectural perspective based on our proposed reference
architecture. Then, Section 6 discusses the concept of massive twinning and its trust issues and
recommendations. After that, Section 7 discusses stakeholder trust in DT system and how it can be
improved. Section 8 presents a discussion of our architecture and findings while Section 9 discusses
related work. Finally, Section 10 concludes and envisions future directions.
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2. Trust Background

Trust is the belief or confidence that one has in another person, organization, or system to act
in a reliable, honest, and competent manner[31]. Trust involves taking a leap of faith based on past
experiences, reputation, or other factors, with the expectation that the person, organization, or system
will act in a predictable and consistent manner. In the context of cooperating systems, it is the degree of
confidence or belief that the systems will collaborate for a common purpose in a reliable, honest, and
competent manner, according to their intended functions and ethical principles, and in coordination
with humans and other systems [32].

Trustworthiness, on the other hand, refers to the degree to which a system is perceived to be
trustworthy. It is a measure of the reliability, honesty, and competence of the system, and is based
on past experiences and reputation. It is a key factor in establishing and maintaining trust and it has
several attributes. According to [33] and [28], trustworthiness has 14 attributes which we classify as
either behavioral or non behavioral. These attributes are summarized in Figure 1.

Configuration related attribute

Security

Non-behavioral

Compatibility

Complexity

Usability

Trust Attributes [

Data quality

Privacy

Compliance

Behavioral Safety

Dependability

[ Correctness

Conformance

Figure 1. Hierarchical Taxonomy of Behavioral and Non-Behavioral Trust Properties

2.1. Trust Attributes: Behavioral

Attributes in this category are measured based on the behavior of the system. The attributes in this
category are: Correctness, Safety, Performance, Compliance, Dependability, Privacy and Data quality.
Correctness refers to the conformance of the behavior of the system to its formal specification[34]. It
can be verified and validated using several techniques such as testing and formal methods[35]. Safety
is an attribute the describes how well the system prevents harm to its users, assets and environment
in case of hazards and threats [33]. Performance is an attribute that measures how well the system
provides its functionality and achieves its goals [28,33]. Several metrics could be used to measure
the performance of a system such as throughput and latency[36]. Compliance covers a wide range
of areas [33] and it is an attribute that describes the degree to which the system adheres to laws,
regulations, and industry standards. For example, a system that stores data in non-standard formats
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or uses non-standard processing methods is less trustworthy. Dependability is complex attribute
that describes several behavioral aspects of a system. A dependable system executes predictably
and functions as intended. It encompasses several quality attributes of a system including: accuracy,
availability, fault tolerance, flexibility, reliability, and scalability. [28,33]. It can be measured based
on runtime metrics such as failure rate and mean time to failure [37]. Privacy refers to protection of
sensitive information by allowing stakeholders/users to control how data is collected, used and stored
[33]. Data quality attribute measures the quality of the data in terms of its validity, timeliness and
integrity [33].

These attributes apply to most computer systems but they become more important in the context
of DTs because of the critical nature of the systems they are made for. For example, the trustworthiness
of DTs of human beings must be continually assessed based on these attributes [38]. On the other
hand, conformance is a DT-specific trustworthiness attribute that measures how well a DT reflects its
physical twin in terms of behavior [28].

2.2. Trust Attributes: Non-Behavioral

Attributes in this category are not measured based on the behavior of the system, rather they are
quantitatively or qualitatively measured based on aspects such as design or operation. Attributes in this
category are: Usability, Complexity, Compatibility, Security, Cost, and Configuration-related attributes.
Usability is a subjective attribute that measures the ease with which a system could be operated[33].
Complexity is an attributes the measures the intricacy, inter-connectivity and heterogeneity of the
system’s components and its data[28,33]. Compatibility is an attribute that measures the ease with
which the system can integrate with other systems [33]. Security refers to the ability of the system to
protect itself and its data from attacks and misuse [33,39]. It can be measured by looking at qualitative
aspects of the system including: Accountability, Traceability, Confidentiality, Integrity and Non-
Repudiation. Cost is an attribute that quantifies trustworthiness of the system based on the investment
to make it trustworthy [33]. For example, investing in the certifying processes can be utilized to build
and make the system more trustworthy [28]. Configuration related attribute measure the degree of
completeness and customizability of a system. In general, the more complete and customizable a
system is, the more trustworthy it becomes [33].

Most of the attributes in this category measure fundamental aspects of the system that are pre-
requisites for a trustworthy system [28]. For example, an unsecure system is untrustworthy regardless
of the other attributes, because security is a pre-requisite for trustworthiness [40].

3. Digital Twins Architecture
3.1. Overview

DTs are complex systems that require a deep understanding of both the physical asset or system
being replicated and the technology used to create the virtual replica. A DT is a virtual representation
of a physical asset or system that is used to simulate and predict its behavior in real-time. This
requires a significant amount of data to be gathered from the physical asset or system, which is then
used to create a digital model. The data can come from various sources, such as sensors, cameras,
and other monitoring devices [41]. The complexity of DTs is further compounded by the need for
advanced analytics, modeling, and simulation capabilities. The data gathered from the physical asset
or system needs to be analyzed and processed to create an accurate digital model that can be used for
simulations and predictions. This requires expertise in data analytics, artificial intelligence, and ML
[42]. Furthermore, DTs can generate a tremendous amount of data, which can be overwhelming to
manage and analyze. The data needs to be stored, processed, and analyzed in real-time, which requires
robust data management and analysis capabilities. The management of DTs also requires continuous
updates and maintenance to ensure their accuracy and relevance [43]. Reference architectures are
essential for DTs, as they provide a standardized framework for designing and implementing these
technologies. A reference architecture is a standardized blueprint that outlines the key components,
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functionalities, and interactions required for a particular technology or system. In the case of DTs, a
reference architecture provides a standardized approach for building and managing virtual replicas of
physical assets or systems. In this work, we propose a reference architecture and use it to highlight a
the DTs trust issues in terms of the components of the architecture. This section discusses the details of
our proposed architecture and presents an application for constructing DT of logistics hub.

The proposed architecture is shown in Figure 2, which depicts the twins as almost identical in
terms of components and functionality. It is a layered architecture where each layer is present in both
twins with some differences in terms of the included functionality in some layers between them. It has
5 layers: asset layer, synchronization layer, data layer, application layer and integration layer. The rest
of this section is dedicated to describing the functionality of each layer the physical twin and its digital

counterpart.
/ Physical Twin \ / Digital Twin \
\ Digital Thread [ Twi Massi
i : < > win assive

Integration Platform ‘ Custom APIs ‘ Twin Access P > Access twinning APIS Custom APIs

- T Custom = 7 - —— Custom
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Synchronization [ Data acquisition | [ Data dissemination | [ Data acquisition | [ Data dissemination |
Asset [Physical System/Process || Sensors |[Actuators | Virtual System/Process || Virual || Virtual
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Figure 2. Proposed architecture for digital twins

3.2. Asset Layer

The asset layer includes the physical system/process on the physical twin and its digital replica
on the DT. On the physical side, it can include a wide range of entities, such as machines, equipment,
sensors, and devices, as well as the environment in which they operate. These entities generate data
that is collected and used to create and enhance a digital replica on the DT. The digital replica is
modeled can be modeled using different techniques depending on the complexity, available data, and
analysis purpose[44].

The most common modeling techniques [44,45] include first principles models, data-driven
models, and hybrid models. First principles models are based on physical laws and equations that
govern the behavior of the physical system, making them reliable but computationally demanding.
Data-driven models use ML and statistical methods to learn from the data collected from the physical
system, making them flexible but requiring a lot of data and validation. Hybrid models combine both
first principles and data-driven approaches to leverage the strengths and overcome the limitations
of each method, achieving high accuracy and efficiency but requiring a lot of coordination between
different modeling techniques.

3.3. Synchronization Layer

The synchronization layer serves as a middleware that abstracts the complexity of data delivery
from the asset and data layers, within the physical and DTs. It provides a platform for managing
the communication and integration of the asset layer and the data layer, with the following key
functionalities:

*  Data collection: Collects data from the assets and devices in the system. This includes data from
sensors, cameras, and other monitoring devices.

¢  Data filtering and processing: Provides filtering and processing facilities for the data between
the two layers. This can help to reduce the volume of data that needs to be processed at the
destination, improving the performance and scalability of the system.
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e  Data transmission: Reliably transmits the data from the asset layer to the data layer and vice
versa.

* Interoperability and integration: Provides a common platform for integrating and enabling com-
munication between different heterogeneous devices and systems. This reduces the complexity
and cost of integration and improves the interoperability of the system.

®  Security: Provides security features such as authentication, access control, encryption, and
traceability and accountability to protect the data flow in both directions.

¢  Fault tolerance and resilience: Implements Logic to detect and recover from communication
failures or other faults that may occur during data transmission. This can help to ensure the
robustness and reliability of the DT system, even in the presence of unexpected events or failures.

3.4. Data Layer

The data layer implements data related functionality, which includes processing, storage and
analytics. Both twins implement these functionalities, but the data layer is richer and more complex
on the DT side. This is because the DT stores its own data and that of its physical counterpart, and it
is intended to provide more services (e.g. simulation) which require more complex systems. More
specifically, it provides the following functions:

e Data storage: Provides a storage mechanism for all collected and computed data, which can be
in different formats such as structured, semi-structured, and unstructured data. It can also use
different database technologies such as relational databases, NoSQL databases, and time-series
databases, depending on the type of data and the requirements of the DT application.

e  Data processing and analytics: Provides facilities for processing and analyzing stored data
generate insights and predictions about the underlying assets. This involves using various
techniques such as statistical analysis, ML, and artificial intelligence algorithms to identify
patterns and relationships in the data.

e Data access: Provides a platform for accessing and querying the stored data, which includes
providing APIs and other interfaces for accessing the data, as well as providing tools for data
visualization and analysis.

*  Data security: Ensures the security and privacy of the stored data. This includes implementing
access control mechanisms, data encryption, and other security features to prevent unauthorized
access and data breaches [46]. This also includes data governance policies, data retention policies,
and data anonymization policies, which ensure that the data is used appropriately.

¢ Data backup and recovery: Ensures that the data stored is protected from data loss or corruption.
This involves implementing data replication, mirroring, and backup processes to create redundant
copies. Also, it involves testing and validating the backup and recovery processes to ensure their
reliability and effectiveness in the event of a data loss or corruption.

*  Model validation and verification (V&V) and accreditation: Involves checking that a DT model
accurately represents the physical system under specified conditions, while Model Accreditation
involves certifying that a DT model is suitable for a specific purpose or application. There
are several methods and challenges for conducting V&V and accreditation of DTs, including
continuous V&V, hybrid V&V, and hybrid framework. Continuous V&V involves performing it
throughout the lifecycle of a DT, while the hybrid framework combines different V&V techniques
for evaluating different aspects of a DT model. The hybrid framework establishes a systematic
approach for conducting V&V and Accreditation of DTs. It is based on clear definitions, criteria,
metrics, and documentation to facilitate communication and collaboration among different
stakeholders.
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3.5. Application Layer

The application layer implements a platform where applications could be developed to allow
users and stakeholders to interact with the underlying assets using graphical user interfaces. However,
it provides the following core functionality:

1.  Monitoring and control: Allows users to monitors the underlying control assets in realtime.

2. Simulation and modeling: Allows users to simulate the behavior of the physical twin under
different conditions, which can be performed based on real-time data or historical data, depending
on the requirements of the DT application.

3. Analysis and optimization: Allows users to analyze the data and optimize the performance of the
physical system, which can be performed using various techniques such as statistical analysis,
ML, and Al algorithms.

4. Reporting and visualization: Allows users to generate reports and visualize the data in vari-
ous formats such as charts, graphs, and tables, which can be customized based on the user’s
requirements and preferences.

Some applications are implemented on both twins (e.g. control and monitoring), while others are
usually only implemented on the DT (e.g. visualization).

3.6. Integration Layer

The integration layer is a platform that allows stakeholders to define services and interfaces,
which allow their twins to communicate with external systems. It provides the core functionality of
synchronizing the physical twin to its digital counterpart through the twin access component, which
handles data ingestion, protocol translation, and real-time state updates. Another component that
could be included in this layer is a massive twinning component that allows DTs of different systems
to cooperate, creating a network of interoperable digital models.

This interoperability is the key to unlocking system-of-systems intelligence. By enabling DTs to
leverage existing cloud-based systems and services, the integration layer facilitates the creation of
richer, composite services. For instance, a DT from a logistics network can share data with a DT from a
manufacturing plant, allowing for dynamic, just-in-time part delivery and production rescheduling.

Ultimately, this layer acts as the central nervous system for the entire DT ecosystem. It not
only ensures seamless data flow but also manages security, access control, and governance across all
connected twins and external services, transforming isolated digital models into a cohesive, intelligent,
and actionable enterprise asset.

4. IMlustrative and Comparative Study
4.1. Illustrative Example

This example describes the construction of a DT of a logistics hub using our proposed architecture.
A logistics hub is a central location where goods are received, sorted, stored, and distributed to their
final destinations. The environment of a logistics hub is typically a large warehouse or distribution
center, where a variety of technologies are used to manage the movement of goods.

A logistics hub is a complex facility that comprises several components, including receiving and
shipping areas, storage areas, material handling systems, inventory management systems, transporta-
tion management systems, office and administrative areas, and security and safety systems. These
components work together to ensure that goods are moved and stored efficiently and effectively.
Material handling systems, such as conveyor belts and robotic arms, help to move goods around the
facility, while inventory management and transportation management systems track the movement
of goods from the warehouse to their final destination. Office and administrative areas allow staff
to manage the movement of goods and coordinate with carriers, while security and safety systems
ensure the safety of staff and goods.

Figure 3 shows where each of the components fit according to our architecture. For the physical
twin, the asset layer contains the material handling, transportation and inventory management
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systems, in addition to all other sensors and actuators (e.g. cameras, control terminals etc..). At the
synchronization layer, dedicated IoT infrastructure that synchronizes the asset and data layers is
introduced, such as message brokers, which completely decouples them. This greatly improves the
maintainability at each of the layer, but more so for the asset layer, as broken assets are often replaced
and new assets are introduced. The data layer stores, processes and analyzes all data within the
physical twin. The application layer contains applications that staff use to manage the facility, such
as the warehouse management system. At the integration, custom APIs are defined to integrate the
physical twin with local services and its DT.

The DT has an identical structure and functionality to its physical counterpart. However, the DT
has a more complex data, application and integration layers because it provides more complex services.
For example, it might provide predictive analysis at the data layer, simulation at the application layer,
and integrations with other DTs and other systems owned by the same company (e.g. ERP systems).

Other digital twins (e.qg. digital twin Logistics Company Other
of another logistics hub) systems

- - Digital Twin
/ Physical Twin \ 9
Digital Thread . .
i i < - Twin Massive
Integration Platform Custom APIs | | Twin Access <€ P Access T AT Custom APIs
‘ Warehouse Management System ‘
Application Platform Warehouse Management : —
System ‘Montiroing‘ ‘ Simulation ‘ ‘Vlsuallzatlon‘
Data Platform ‘ Storage H Processing H Analytics ‘ ‘ Storage H Processing H Analytics ‘
L Data collection HData dessemination‘ Data collection HDatadessemination‘
Synchronization = - =
Monitoring and logging HSynchronization protocol‘ Monitoring and logging HSynchromzatlon protocol‘
N ‘ Material handling H Inventory ‘ ‘ Sensors ‘ ‘ Material handling H Inventory ‘ ‘ Sensors ‘
sset
‘ Transportation H Facility security‘ Actuators ‘ Transportation H Facility security‘ Actuators

Figure 3. Illustrative Example for the Architecture

4.2. Comparison With Existing Architectures

Existing architectures such as the ones described in [16] and [47] often envision the physical twin
to have a different architecture from its DT. For example, the architecture [16] presents the physical
twin as a layer in the architecture of the DT, where a digital thread is introduced to connect it to the
first layer in the DT. This greatly simplifies the development of the DT, because all the integration with
the physical twin is taken care of by the digital thread. However, it introduces several problems with
it, as follows:

1.  The DT is fully dependent on the physical twin, because it is part of the architecture of the DT.
This greatly impacts several quality attributes of the DT, such as testability, because the physical
twin has to be present to test the DT. Also, flexibility and scalability are impacted, as it is unclear
how to connect multiple DTs to the same physical counterpart.

2. The architecture of the physical twin and the DT could be different. This makes the DT difficult
to maintain, as developers look at different specifications when working with the twins.

3.  There is a clear distinction between the physical twin and the DT, because each DT depends
on its physical twin. This simplifies finding the physical twin when its digital counterpart is
compromised.

On the other hand, in our proposed architecture the DT is an extended digital replica of the
physical twin and they both integrate through their integration layers. This solves the first problem
because a given twin could be configured to connect to one or multiple twins by extending the
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twin access component. Furthermore, since both twins have the same architecture, perhaps with
extended features on the digital side, maintaining both systems becomes simpler and cheaper because
the components of the upper layers on physical side are reused on the digital side. Finally, in our
architecture there is no clear distinction between the physical and DTs, because they are modeled like
peers that can be connected at will.

5. Toward Trustworthy Digital Twins Architecture
5.1. Overview

Ensuring trust in DTs is critical for their effective use in decision-making and optimization. To
integrate trust into our DT architecture, the potential trust issues need to be considered at each of the
layers of our architecture. These trust issues affect the trust attributes that we discussed in section 2.

In this work we focus on how the behavioral attributes are impacted by the trust issues at each layer.
Table 1 presents a summary of these attributes.

Table 1. Trust Attributes Considered at Each Layer

Layers/attributes Conformance Correctness Dependability Safety Compliance Privacy Data quality

Asset v v v v v v v
Synchronization v v v

Data v v v v
Application v v v v
Integration v v v v

5.2. Asset Layer

The asset layer has a physical side and a digital side, that represent each of the twins, respectively.
All the trust attributes are impacted at this layer because of its sheer complexity, where interactions
between humans, machines and data are managed. The trust issues at this layer can be categorized
into four categories, namely, safety related issues, data related issues, dependability related issues, and
digital model issues.

5.2.1. Safety Related Trust Issues

Safety is the ability to operate without risk of injury or harm to the system’s environment and
its users and it can be achieved by ensuring that there are no consequences on them [33]. Safety is a
critical aspect of trustworthiness and a major concern in critical systems, because those could cause
harm to the environment if they did not have designed-in safety mechanisms that mitigate potential
risks to a tolerable level [48]. In addition to mitigating common issues and failures at design time
[49], this requires the behavior of the system to be monitored to detect potential issues at runtime and
activate those safety mechanisms [50]. This highlights two major safety-related trust issues, namely,
safety control effectiveness and behavioral based detection accuracy.

5.2.2. Data Related Trust Issues

There are 3 data related trust issues, namely, data quality issues, data compliance issues, and data
privacy issues. The quality of the data according to [33] is measured in terms of its integrity, reliability,
timeliness and validity. Data compliance issues are related to legal compliance legal requirements of
waht data is collected and how it is collected, such as complying with the General Data Protection
Regulation (GDPR). Privacy is defined as the protection of personal or sensitive information that is
collected, processed, or transmitted by interconnected devices and systems[51]. It is a major concern
for DTs in certain contexts (e.g. smart cities) because these technologies enable continuous sensing and
data sharing, which may expose users’ identities, locations, preferences, or behaviors to unauthorized
parties [51].
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5.2.3. Dependability Related Trust Issues

There are two dependability-related trust issues, namely, inconsistent performance and system
failures. These occur as a result of poor practices during the lifecycle of the DT [52]. They are partially
addressed partially during the development of the DT by improving its scalability, reliability and
resilience [52-54]. Reliability is the ability of interconnected devices, systems, and applications to
perform consistently and accurately in their environments [55]. Scalability means that a system can
cope with the rising workload caused by the expansion of elements in the system during its functioning
without compromising its efficiency [54,56]. Resilience is defined as the ability of a system to withstand
cyber attacks, recover from failures, and maintain its functionality and security throughout its lifecycle
[53,57]. Then, at run time, the behavior of the DT is monitored to detect potential scenarios that might
lead to a failure or performance issues[58]. For example, during the operation of the DT, monitoring is
imperative to anticipate unforeseen load based on the behavior of the system. Otherwise, the system
may have inconsistent performance or fail.

5.2.4. Model Related Trust Issues

Model complexity is the degree of difficulty in understanding, designing and managing a system
that has many interrelated parts and behaviors [59]. It is a key challenge for trustworthiness in DTs
because it increases uncertainty, variability and unpredictability of the system [60]. It might also
require more data, computation and communication resources, which can introduce errors, biases
and vulnerabilities [59,60]. Atkinson et al. [59] analyzed the current DT standards and architectures,
and identified some of the sources of unnecessary accidental complexity. The work proposed new
standards and architectures that could support the efficient implementation of DTs and their seamless
integration with other systems. The work also suggested some best practices and guidelines for
reducing complexity and enhancing quality in DTs. Composability, is one way of managing complexity,
and it is defined as the ability to combine digital elements into larger assemblies and models that can be
reused and modified [61]. It can help improve trustworthiness at this layer by enabling interoperability,
modularity and flexibility. It can also facilitate verification and validation by allowing reuse of existing
components and models that have been tested and verified. Composing DTs to build more complex
DTs is referred to as massive twinning which introduces more trust issues [62] that we discuss later.

Model accuracy is the degree to which the DT model reflects the reality and behavior of the
physical system. It is a measure of how closely the model matches the actual system in terms of inputs,
outputs and dynamics.Accuracy can be improved through the use of verification and validation
procedures [28,63]. Verification is the process of checking whether the model is correctly implemented
according to its specifications. Validation is the process of checking whether the model is consistent
with the observed data and phenomena. Verification and validation can help ensure that the model is
reliable, accurate and credible. Furthermore, according to [28] the accuracy of the model changes over
time because of the temporal aspect of the physical system, which naturally degrades over time. Tao
et al. [64] proposed a DT modeling theoretical system, which deconstructed and investigated the DT
modeling from six aspects: model construction, model assembly, model fusion, model verification,
model modification, and model management. Also, they presented a DT modeling framework based
on the theoretical system, and applied it to a case study of an aircraft engine DT. This trust issue
depends on the correctness and conformance attributes.

5.3. Synchronization Layer

This layer in a DT architecture abstracts the complexity of data delivery from the asset and data
layers. It serves as a bridge between the asset and data layers in the physical twin and the DT, which
abstracts the data delivery logic from both layers. There are two major trust issues at this layer, data
latency /loss and destination mismatch[65]. Data latency/loss occurs when data is delayed or not
delivered to the destination, which can be due to network factors, such as network congestion or
bandwidth limitations, or a fault in the synchronization system itself. This can lead to inconsistencies
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in the destination’s state, affecting its accuracy and reliability. On the other hand, destination mismatch
occurs when data is delivered to the wrong destination, which can happen due to configuration errors,
network issues, or compromise of the system itself. This can result in an inconsistent state at the
intended and wrong destinations. These issues impact the correctness, dependability, and privacy
trustworthiness attributes.

5.4. Data Layer

DTs are complex systems that generate and process large volumes of data, often in real-time,
depending on the application and the complexity of the system. The purpose of this layer is to store
and process all of this data. The physical and DTs also share the trust issues at this layer, although they
become more pronounced in the latter because of its inherent complexity [16]. There are three main
trust issues at this layer, namely, poor data platform dependability, data model complexity and data
storage and processing transparency.

Poor dependability of the data platform is a critical trust issue because the platform must be
able store big data, as the DT becomes more complex. This requires the platform to dynamically
adjust to meet the needs of the DT. The complexity of the data model is another trust issue, which
could lead to dependability and maintainability issues of the model and its applications [66]. This
includes degrading performance, increasing the difficulty for developing and maintaining applications
to leverage this data and increases the probability of bugs which degrades the quality of the data[67].
This issue affects the dependability and data quality attributes.

Clarity and comprehensibility of how data is collected, stored, analyzed, and used is a critical a
major trust issue at this layer. This is because the processing and storage of data affects the quality
of the data which is a key trustworthiness attribute [33]. For example, Al is used to analyze the data
and provide insights, which heavily depends on the suitability of the model used [61,68,69] and the
repeatability and reliability of the results are contingent on the used Al techniques being explainable
and verifiable[61,70]. These aspects become imperative in the context of critical systems [71]. This
issue affects the compliance and data quality attributes.

5.5. Application Layer

This layer is an application platform that allows users to interact with and visualize assets through
different applications. For example, CAD/ECAD (electronic computer-aided design) systems can
be used visualize and manipulate its geometric, physical and behavioral aspects [72]. Furthermore,
since these applications deal with complex and critical systems, it is important that they be easy to
use. Therefore, a critical trust isuue at this layer is the usability of those applications and in that
regard the literature on software usability can be leveraged to objectively benchmark their usability
as an attribute for computing trustworthiness [28,33]. Furthermore, the usability of the applications
affects several behavioral trust attributes, including dependability, compliance, privacy and data
quality. Dependability is affected when the applications do not perform well (e.g. constantly crash).
compliance is affected, if the applications collect data in such a way that they break the law, such as
collecting data from minors in a smart city context. privacy is affected when the applications leak data
to unauthorized entities. Finally, data quality is affected when, for example, an application displays
data with lower precision (e.g., by rounding or truncating numbers). This might compel the user to
make an incorrect decision based on that low-quality data.

5.6. Integration Layer

This layer is an interface/API platform where APIs are deployed to allow the physical and DTs
to synchronize and integrate with other systems. One of the trust concerns at this layer is usability,
which refers to how well it exposes the underlying functionality in terms of ease of use [73], which
can be addressed through different techniques such as usability testing and surveys. Another issue is
the trustworthiness of the DT from the perspective of the physical twin, which is introduced at this
layer because of the synchronization of the twins, and vice versa. Each twin continuously analyzes
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the behavior of the other in an attempt to detect malicious behavior [25,74]. This analysis considers
many properties, such as accuracy, to determine the trustworthiness of each of the entities by the other
[28,74]. Usability at this layer has the same implication in terms of impact on trust attributes.

6. Trust from a Massive Twinning Perspective

Massive twinning [75] is the concept of creating and maintaining a digital twin for almost
every physical entity (such as humans, machines, or processes) in a networked scenario, and using
these digital twins to provide data, insights, and control for various applications. Massive twinning is
envisaged to be a key feature of 6G networks, as it can enable pervasive intelligent services in industrial
and other domains. Massive twinning can also enhance the performance of emergent intelligence
(EI) applications, which rely on the interaction among massive agents with simple logic to achieve
complex behavior patterns. By migrating the data and logic from the physical agents to their digital
twins on the edge server, massive twinning can reduce the traffic load and improve the reliability of EI
applications.

Trust management in massive twinning context refers to the ability of digital twins to establish
and maintain trust relationships with other digital twins or human agents based on their behavior
and reputation [25]. It is a key element that enables better decision-making and improved operational
efficiency of digital twins [76]. It can also help enhance the resilience and adaptability of the cooperating
digital twins by detecting and resolving any conflicts or anomalies that may occur [25,76]. The first
trust issue is this context is relationship complexity, because in massive twinning the relationships
between two DTs is not always symmetric. This asymmetry introduces a lot of complexity that renders
most trust models that assume symmetric unusable (e.g. P2P trust models). Another trust issue is data
management, because cooperating DTs share a lot of data that has to be stored in a tamper proof way.

7. Trust from a Stakeholder Perspective

Stakeholder trust in a DT is the confidence they have in its design and behavior, which includes
its relationships to other systems and stakeholders[29]. Furthermore, as adoption for DT technology
increases, ecosystems will form where they cooperate and share data possibly across domains (i.e.
different organizations) which might result in conflicts of interest among stakeholders [29]. Hence,
the need for mechanisms to assure stakeholders of the trustworthiness of their DT (i.e. its value and
alignment with their goals). Recent literature indicates that two types of assurances that could be
provided to stakeholders:

1.  Qualitative trust assurance: Used to educate the stakeholder about the value of the DT and how
it provides that value[29,77]. This is difficult to quantify [77], but there are frameworks that
have concrete recommendations of how to achieve that such as [29]. Furthermore, educating the
stakeholders about the behavior of the DT can be done through using modelling techniques (e.g.
crystal-box and grey-box modelling) or examining the actual source code of the DT [77], the main
goal here is to provide transparency about the inner workings of the DT.

2. Quantitative trust assurance: Used to provide stakeholders with concrete estimations of the
conformance of the DT to its physical counterpart in terms of model and behavior [77,78]. This
involves performing automated model validation and verification based on uncertainty quan-
tification [77], for which open-source tools such as UQpy [79] exist. For behavioral estimations,
usually ML based approach (supervised, semi-supervised or unsupervised) are used to model
the behavior of the PT and use that to estimate errors in the DT [25].

Also, compliance with legal and regulatory requirements is another critical trust issue related
using DTs[80]. For example, DTs must comply with data protection laws such as the General Data
Protection Regulation and the California Consumer Privacy Act when they rely on sensitive data,
including personal data about individuals, which are designed to protect the privacy and security of
personal data and give individuals control over how their data is collected, processed, and used.
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8. Key Findings and Interpretations

In this paper, we have explored the trust issues of DTs from three different perspectives: architec-
tural perspective, massive twinning perspective, and stakeholders perspective. We have not discussed
any security issues in this paper, as security is a prerequisite for trust. Security refers to the protection
of DTs from unauthorized access, modification, or damage, while trust refers to the confidence that DTs
behave as expected and intended. Trust is built upon security, but also depends on other factors such
as transparency, accountability, reliability, and fairness. Therefore, we focus on the trust challenges that
go beyond security in the context of DTs. Also, security issues for DTs has been thoroughly explored in
the literature [16,81].

Our proposed architecture facilitates the development of DTs because it uses functional layers
that exist on both the physical and digital counterparts. In that way, the DT is presented as a digital
version of the physical twin with extra functionality. For example, at the application layer, some of the
same applications that exist on the physical twin could be deployed on the DT with DT specific ones.
This is a departure from the existing architectures in the literature, which present the physical twin as
the "physical layer" in the architecture of the DT such as [15,47,82]. Furthermore, isolating the digital
and physical assets into their own layer facilitates model validation and verification, as the process of
synchronizing it to the data layer is delegated to a separate layer. Also, the synchronization between
the twins happens through their respective integration layers which gives each of them full control
the their level of integration with their counterpart. Overall, the architecture maximizes reuse and
improves maintainability, as both sides (digital and physical) have identical structure.

From an architectural perspective, the trust issues at the asset layer revolve around the construc-
tion of the physical and digital assets, such as reliability and scalability. At the synchronization and
integration layers layer, the trust issues are mainly communication trust issues, such as interoperability
and performance. At the data layer, the complexity of the data models and transparency of AI/ML
algorithms are the most pronounced trust issues. At the application layer, application usability is
the most pronounced trust issue, as it directly impacts the decisions (or lack there of) taken by the
stakeholders.

Trust issues in massive twinning are going to become more pronounced as DTs become more
ubiquitous. These issues might seem similar to trust issues of peer to peer systems, however, in a
massive twining context the relationships between different DTs are much more complex and often
asymmetrical. For example, in massive twinning a single DT could be composed of several smaller
DTs, which have relations ships with each other and the one that encompasses all of them. However, it
is currently not feasible to develop trust management solutions in this context because its security and
privacy is under-investigated and some of the enabling technologies are still not widely in use such as
5G/6G networks [75].

From the perspective of stakeholders, trust issues revolve around understanding the value of the
DT and its methods. For example, they need to understand the internal processes of the DT and how
these processes add value to the them.

9. Related Work

Several reviews were published recently [83-89] that cover many aspects of DTs from concept
to implementation. Furthermore, other recent reviews that focus mainly on enabling technologies
and challenges in DTs were also published in [3,8,26,27,43]. These reviews show that cybersecurity
related research in DTs has been mainly focused security and privacy. Thus, the literature on building
trustworthy DTs is scarce, however, the concept of trustworthiness has been explored in other contexts
such as IoT [31] and Cyber Physical Systems [33] which could be leveraged in building for DTs. The
rest of this section discusses recent developments in cybersecurity and trust for DTs.
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9.1. Recent Advances in Security for DTs

Alcaraz et al. [16] presented a comprehensive survey of security threats for DTs. They analyze
the current state of the DT paradigm and its enabling technologies and identifies its operational
requirements. Then it classifies the security threats based on these operational requirements. The
reviews in [90,91] discuss blockchain-based DTs and the role blockchain technology plays in their
security. Examples of blockchain use in DTs can be found in [92,93], where blockchain is used to
manage DT data. Hasan et al [90] proposed a blockchain-based approach for creating DTs, which
can provide secure and trusted traceability, accessibility, and immutability of data and transactions
involved in the creation process of DTs. It uses InterPlanetary File System to host all the data resulting
from all interactions.

9.2. Recent Advances in Trust for DTs

Rivera et al. [76] proposed a maturity model for the development and sophistication for DTs,
from blueprint to cooperating DTs. Also, it proposes a framework that identifies five technical enablers
for achieving autonomic and cooperative DTs, where they highlight the importance of trust and how it
can be integrated into their framework. The authors in [94] proposed a trust and security analyzer for
cooperating DTs based on 6 criteria security, resilience, reliability, uncertainty, dependability, and goal
analysis. Bonney et al [77] proposed the use of crystal-box workflow improve trust and transparency
in a DT. The proposed workflow contextualizes the information of the DT to the user by allowing
them inspect how it acquires, processes the data is acquired, processed, and used by the DT, without
being able to modify them. The workflow was demonstrated using an open source digital platform
using a case study of a scaled 3 storey structure, which showed data is generated and processed and
how DT information is contextualized for the user. Trauer et al. [29] proposed a framework to help
practitioners create trust in DTs which consists of three main components: stakeholders, user stories,
and solution elements. Solution elements are the recommendations and measures to increase trust in
DTs, such as explaining the twin properly, creating a common incentive, ensuring IP protection and
IT security, proving the quality, ensuring a uniform environment, and documenting thoroughly. The
framework is based on a literature review, a market study, and an interview study with 10 experts
from various industries. It was evaluated by 12 experts, where they found it to be generally useful and
applicable.

10. Conclusions and Future Work

This paper has presented a comprehensive exploration of behavioral trust in DTs, addressing a
critical and under-investigated area as DT ecosystems become more complex and interconnected. Our
work provides a structured foundation for understanding, analyzing, and enhancing the trustworthi-
ness of DTs through three primary contributions.

First, we proposed a novel 5-layer reference architecture for DTs, comprising Asset, Synchro-
nization, Data, Application, and Integration layers. A key differentiator of this architecture is its
symmetrical design, where both the physical and DTs are modeled as peers with identical layered
structures. This approach facilitates greater reusability, maintainability, and a clearer conceptual model
compared to existing architectures that often subsume the physical twin within the DT’s structure.
The illustrative example of a logistics hub demonstrated the practical applicability of this architecture.
Second, we developed a systematic taxonomy and analysis of DT trust issues from three distinct yet
interconnected perspectives. The Architectural Perspective meticulously identifies and categorizes
potential trust issues at each layer of our proposed architecture, mapping them to key behavioral
trust attributes such as conformance, correctness, dependability, safety, compliance, privacy, and
data quality. This layer-by-layer analysis provides a granular blueprint for developers to pinpoint
and addpress trust vulnerabilities during the design and operation of a DT. The Massive Twinning
Perspective examines the emergent trust challenges in scenarios where numerous DTs cooperate. This
context introduces unique complexities, such as asymmetric relationships and sophisticated data
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management requirements, which render traditional symmetric trust models inadequate and call for
new, dynamic trust management solutions. The Stakeholder Perspective highlights the importance of
stakeholder confidence, distinguishing between qualitative assurances (e.g., transparency and value
communication) and quantitative assurances (e.g., model conformance metrics and behavioral error
estimation). This underscores that technical trustworthiness must be complemented by perceived trust
to ensure widespread adoption.

Finally, our parametric analysis and discussion synthesized these perspectives, clarifying that
security, while a fundamental prerequisite, is not sufficient for trust. True trustworthiness in DTs is built
upon a combination of robust architecture, reliable data, transparent processes, and usable interfaces,
all of which must function cohesively across potentially massive and collaborative ecosystems.

Looking ahead, several promising directions emerge. The proposed trust taxonomy and ar-
chitectural analysis require validation through empirical studies and real-world case studies across
different domains like manufacturing, healthcare, and smart cities. There is a pressing need to develop
concrete trust models and metrics tailored for the asymmetrical and composable nature of massive
twinning environments. Furthermore, integrating blockchain for tamper-proof data management and
advancing explainable Al for transparency in the Data and Application layers are critical technological
enablers. Standardizing methods for continuous Verification, Validation, and Accreditation will also
be essential for maintaining trust over the entire DT lifecycle. By addressing these open challenges, the
research community can pave the way for the development of truly trustworthy DTs that are reliable,
transparent, and fit for purpose in our increasingly digital world.
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