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Abstract

The integration of Artificial Intelligence (AI) and edge computing gives rise to Edge Intelligence (EI),
which offers effective solutions to the limitations of traditional cloud-based Al; however, deploying
models across distributed edge platforms raises concerns regarding authenticity, thereby necessitating
robust mechanisms for ownership verification. Currently, backdoor-based model watermarking
techniques represent a state-of-the-art approach for ownership verification; however, their reliance
on model poisoning introduces potential security risks and unintended behaviors. To solve this
challenge, we propose BIMW, a blockchain-enabled innocuous model watermarking framework that
ensures secure and trustworthy Al model deployment and sharing in distributed edge computing
environments. Unlike widely applied backdoor-based watermarking methods, BIMW adopts a novel
innocuous model watermarking method called Interpretable Watermarking (IW), which embeds
ownership information without compromising model integrity or functionality. In addition, BIMW
integrates a blockchain security fabric to ensure the integrity and auditability of the watermarked
data during storage and sharing. Extensive experiments are conducted on a Jetson Orin Nano board,
which simulates edge computing environments. The results demonstrate our framework’s superior
performance in terms of effectiveness and innocuousness, as well as its robustness against potential
model watermarking attacks.

Keywords: ownership verification; model watermarking; deep neural networks; blockchain; edge
computing

1. Introduction

Recent years have witnessed rapid progress in the Internet of Things (IoT), edge computing, and
cloud computing. Breakthroughs in artificial intelligence (AI), especially deep learning (DL), have
further accelerated this trend [1,2]. Edge intelligence (EI), which integrates Al with edge computing,
has shown great potential to overcome limitations of traditional cloud-based Al systems [3]. Al
model deployment on edge devices enables autonomous and resilient systems for smart cities [4],
while the integration of Al into edge platforms provides additional key benefits [5]. First, edge
computing enables Al models to operate locally, facilitating real-time processing with minimal latency.
Second, performing computations closer to the data source enhances data privacy by reducing the
need to transmit sensitive information to centralized servers [6]. Moreover, decreasing reliance on
cloud services lowers data transmission costs and mitigates network bandwidth limitations, thereby
improving the scalability and efficiency of Al applications [7]. While we primarily consider edge
intelligence (EI) as the general application scenario, the proposed framework is equally applicable in
cloud-based environments.

Advancing Al to distributed edge platforms introduces significant security challenges due to the
dynamic and heterogeneous nature of edge computing. Typically, cloud servers manage pretrained
Al models and deploy them to remote edge environments. However, models on edge platforms are
susceptible to model theft attacks, such as model extraction or weight stealing, which can replicate a
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model’s functionality and lead to intellectual property (IP) infringement [8]. In addition, an adversary
also launches poisoning attacks on original models, such as manipulating the training data or the
model parameters [9]. As a result, these unauthorized Al models can be published on Al model
marketplaces and then integrated into diverse smart applications. These issues not only compromise
the model’s commercial value and security but they also undermine the trustworthiness and reliability
of Al ecosystems. Therefore, Al model authenticity and ownership verification are critical to protect
model IP and prevent unauthorized access and even malicious use.

The fundamental concept of Al model ownership verification is to embed a specific pattern or
structure into the model as a unique identifier (watermark), which can later be extracted to demonstrate
ownership when necessary during the inference stage [10]. The verification process typically involves
three key phases: watermark embedding, extraction, and validation [11]. In the embedding phase, wa-
termark information is incorporated into the model either during training or through post-processing
to establish ownership. Embedding techniques can operate at the parameter level, such as encoding
the watermark within model weights, or at the functional level, such as introducing a trigger-based
watermark that produces specific outputs for designated inputs [12]. Furthermore, the embedding
process must ensure imperceptibility, meaning that the watermark does not degrade the model’s
performance on its primary task.

During the watermark extraction phase, predefined methods are used to retrieve the watermark
from the target model during inference or auditing. If the extracted watermark matches the original
one, ownership of the model can be verified [13]. The extraction method typically corresponds to
the embedding technique; for example, if the watermark is encoded within model weights, specific
parameter patterns must be analyzed to extract it, whereas trigger-based watermarks require feeding
specially crafted inputs to activate the watermark response [14]. Finally, in the ownership verification
phase, the extracted watermark is compared against the original to confirm the model’s legitimacy.
This verification process should have legal enforceability, allowing it to serve as valid evidence in
intellectual property protection. Additionally, the watermark must be robust against various attacks,
such as model compression, fine-tuning, pruning, and adversarial attacks, ensuring that it remains
intact and detectable even after modifications. An ideal model watermarking technique should meet
several core requirements. First, it must exhibit robustness, meaning that the watermark remains
extractable even if the model undergoes modifications such as pruning or fine-tuning [15]. Second,
the embedding should be imperceptible, ensuring that it does not degrade the model’s normal task
performance. Furthermore, the watermark should possess security, making it difficult for attackers to
remove, forge, or alter the embedded information. Finally, the ownership verification process must be
efficient, ensuring that watermark embedding and extraction incur minimal computational overhead,
making it suitable for resource-constrained edge devices [16-18].

Currently, backdoor-based watermarking methods are among the most advanced techniques
for ownership verification [14]. These methods rely on backdoor trigger mechanisms, embedding
watermarks by injecting backdoors into models so that they produce predetermined responses when ex-
posed to specific trigger samples. However, despite their effectiveness, backdoor-based watermarking
fundamentally relies on poisoning the model, introducing additional security risks [19]. For instance, if
an attacker discovers the trigger pattern, they could exploit the backdoor to launch adversarial attacks
against the model. Additionally, even if the trigger pattern has a minimal impact, it may still cause
unexpected erroneous predictions, affecting the model’s reliability. Moreover, as research on backdoor
detection advances, backdoor-based watermarking techniques may become increasingly susceptible to
detection and removal, compromising their long-term effectiveness.

Our Work. To solve these challenges, we propose BIMW, a novel blockchain-enabled innocuous
model watermarking framework for secure ownership verification of AI models within distributed Al
application ecosystems. As Figure 1 shows, owners rely on cloud servers to manage pretrained models
and deploy models for authorized users. However, an adversary can publish unauthorized models
(copied or manipulated) in Al applications. To ensure verifiable and robust model ownership verifica-
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tion, BIMW introduces an interpretable watermarking (IW) method that avoids model poisoning while
maintaining robustness. Instead of embedding watermarks directly into model outputs, the cloud
server (model owner) employs feature impact analysis algorithms to generate interpretation-based
watermarks, along with corresponding trigger samples. Ownership is verified by using these trigger
samples for the model inference and then comparing the resulting interpretations with the original
watermark. Thus, users can confirm that models are published by trusted sources with authorized
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Figure 1. The system overview of BIMW framework.

To further enhance security and transparency of model ownership verification under a distributed
network environment, BIMW integrates a blockchain-based security fabric that ensures the integrity
and auditability of watermark data, models, and trigger samples during storage and distribution.
As the bottom of Figure 1 shows, model owner saves models and trigger samples into a IPFS-based
distributed storage and then records their reference information on a Ethereum Blockchain. Upon
model deployment and inference stages, users (or owners) use reference information to identify any
tampered models or trigger samples. Therefore, BIMW offers a decentralized, secure, and reliable
alternative to traditional backdoor-based watermarking methods. Our implementation is publicly
available at https://github.com/Xinyun999/BIMW.

The primary contributions are outlined as follows:

1)  We propose the system architecture of BIMW, a blockchain-enabled innocuous model water-
marking framework that ensures secure and trustworthy Al model deployment and sharing in
distributed edge computing environments.

2) We demonstrate a Innocuous Model Watermarking method, which consists of IW embedding and
feature impact analysis for watermark extraction.

3) We strengthen the data transmission security and transparency of watermark data, models, and
trigger samples by using blockchain encryption technology.

4)  We conduct comprehensive experiments by applying BIMW to various Al models. The results
demonstrate its effectiveness and resistance against both watermark-removal and adaptive attacks
and efficiency of model data authentication and ownership verification at edge computing
platforms.

The remainder of this paper is structured as follows. Section 2 provides a brief overview of
existing solutions for deep learning model watermarking and ownership verification. We also briefly
describe interpretable machine learning techniques and Blockchain technology. Section 3 presents
system framework of innocuous model watermarking method, emphasizing the synergic integration of
IW and feature impact analysis (FIA) for watermark embedding, extraction, and ownership verification.
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Section 4 describes the prototype implementation and shows the experimental results to verify the
effectiveness and performance of applying BIMW on edge computing platforms. Finally, Section 5
concludes this paper with a summary and some discussions about ongoing efforts.

2. Background Knowledge and Related Work
2.1. Edge Intelligence

With Al advancing rapidly, traditional cloud computing faces growing challenges like high latency,
bandwidth consumption, and data privacy risks [5]. Edge Intelligence, which integrates IoT, edge
computing, and Al technology, offers a promising solution. By directly deploying Al models on IoT
devices that are close to the network of the edge, edge intelligence demonstrates several merits, such as
local data processing, improving real-time responsiveness, enhancing privacy, reducing bandwidth use,
and increasing system stability. This technology is widely used in intelligent surveillance, autonomous
driving, smart healthcare, industrial inspection, and IoT systems, allowing efficient operation in
resource-limited environments [1,20,21]. However, deploying Al models on edge devices also raises
model theft risks. Limited computational power and weak security make these devices vulnerable to
model extraction and reverse engineering, leading to intellectual property theft and unauthorized use.
As a result, ownership verification has become a key challenge in ubiquitous smart applications based
on edge intelligence.

2.2. Model Watermarking and Ownership Verification

Model watermarking has emerged as a promising technique for embedding identifiable informa-
tion into neural networks, enabling model ownership verification while preserving model functionality
[22]. The watermark-based ownership verification typically includes three phases: embedding, extrac-
tion, and verification [11]. Watermarks can be embedded during training or post-processing, either at
the parameter level (e.g., within model weights) or functional level (e.g., trigger-based watermarks)
[12]. Extraction techniques align with embedding methods; for instance, weight-based schemes analyze
parameter patterns, while trigger-based approaches use crafted inputs to elicit responses [14].

Model watermarking techniques can be broadly categorized into white-box, black-box approaches.
White-box watermarking embeds a watermark directly into the model’s parameters, such as weights
and biases, making it retrievable only when internal access to the model is available [23]. This method
provides strong security but requires direct access to the model’s architecture and parameters. In
contrast, black-box watermarking enables verification through query-based interactions with the
model’s API, embedding specific responses or backdoor triggers that can be used to verify ownership
without requiring internal access [24].

The watermarking process generally consists of two key phases: embedding and extraction.
During the embedding phase, an unique watermark, such as a specific set of activations, adversarial
triggers, or modified training data, is introduced into the model during training. In the extraction phase,
the embedded watermark is later retrieved to verify model ownership, either by examining internal
parameters in a white-box setting or by evaluating specific outputs based on carefully crafted queries
in a black-box setting. An effective model watermarking scheme must satisfy several key properties.
Robustness ensures that the watermark remains intact even if the model undergoes transformations
such as pruning, fine-tuning, or compression [11]. Fidelity guarantees that the watermark does not
degrade the model’s primary performance on its intended tasks. Security is crucial, as the watermark
should be resistant to unauthorized removal or detection by adversaries. Finally, verifiability ensures
that the ownership verification process is reliable and legally admissible if required.

Ownership verification establishes the legitimacy of a deep learning model by extracting and vali-
dating embedded watermarks through techniques such as signature verification, challenge-response
mechanisms in black-box settings, and cryptographic hashing to ensure integrity and prevent tamper-
ing. Beyond technical validation, watermarks can also serve as admissible evidence in legal disputes,
reinforcing accountability in cases of intellectual property theft [25]. Effective verification requires a
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balance of robustness, security, and efficiency, ensuring ownership can be proven without impairing
model performance. In practice, model watermarking is widely applied to safeguard proprietary
Al assets, detect unauthorized or unlicensed usage [13], and protect distributed models in federated
learning and secure Al deployment. As deep learning continues to expand into critical domains,
watermarking remains essential for protecting and managing Al ownership.

2.3. Interpretable Machine Learning

Interpretable machine learning (IML) aims to enhance the transparency and understanding of
complex machine learning models, enabling users to comprehend how decisions are made [26]. As
machine learning models, particularly deep neural networks, become increasingly intricate, the need
for interpretability has grown in importance for ensuring trust, accountability, and fairness in Al-driven
decision-making. Interpretability in machine learning can be categorized into intrinsic and post-hoc
approaches. Intrinsic interpretability refers to models that are inherently transparent, such as decision
trees, linear regression, and rule-based classifiers, where the reasoning behind predictions is easily
understood. In contrast, post-hoc interpretability applies to complex models, such as deep neural
networks, where explanations are generated after training using techniques like feature importance
analysis, attention mechanisms, and surrogate models [27]. A key aspect of interpretable machine
learning is explainability, which provides insights into how models arrive at specific predictions.
Techniques such as SHAP (Shapley Additive Explanations) and LIME (Local Interpretable Model-
agnostic Explanations) help quantify the contribution of input features to the model’s output, making
it easier to interpret predictions [28]. Additionally, saliency maps and attention mechanisms provide
visualization-based explanations, particularly in deep learning applications such as image classification
and natural language processing.

Despite its advantages, achieving interpretability often presents trade-offs. Highly interpretable
models, such as linear regression and decision trees, may lack the predictive power of more complex
models like deep neural networks. Conversely, while deep learning models excel in performance, their
lack of transparency poses challenges in critical applications. Ongoing research in interpretable Al
focuses on developing techniques that balance interpretability with accuracy, ensuring that models
remain both effective and understandable [29]. Future directions in interpretable machine learning
involve the integration of interpretability with adversarial robustness, fairness, and causality. Develop-
ing standardized evaluation metrics for interpretability, enhancing human-AlI collaboration through
interactive explanations, and incorporating domain-specific knowledge into interpretable models are
key areas of interest.

2.4. Blockchain for Data Security

Edge computing poses significant challenges in ensuring data security, integrity, and transparency
due to its decentralized nature. Traditional centralized storage systems are inherently vulnerable to
single points of failure, data tampering, and unauthorized access. Blockchain technology, with its
decentralized and immutable nature, provides a promising solution for securing AI model ownership
and protecting sensitive data [25]. By leveraging blockchain as a decentralized authority, Al models
can be registered, verified, and tracked in a tamper-proof manner, thereby enhancing the reliability of
ownership verification mechanisms. One key advantage of blockchain technology is its immutability,
ensuring recorded data cannot be altered or deleted without network consensus [1]. This is particularly
critical for Al model ownership verification, as it allows watermarked models and ownership claims
to be permanently and securely recorded on the blockchain. Any unauthorized modifications to
the model or its metadata can be detected, mitigating intellectual property disputes. Blockchain’s
decentralized architecture enhances security by eliminating reliance on a central authority, reducing
risks of data breaches and system failures through distributed data storage.

In addition to security and integrity, blockchain also offers auditability and transparency. Every
transaction, including model registration, verification, and distribution, is permanently and verifiably
stored [1], providing an indisputable record for legal or forensic purposes. Additionally, stakeholders can
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monitor model usage without compromising data confidentiality. Smart contracts further reinforce the
system by automating access control, ensuring that only authorized parties can verify model ownership.
For AI model watermarking, blockchain serves as a trusted repository for watermark registration and
verification. The embedding details, verification protocols, and cryptographic hashes of the watermarked
model can be securely stored on the blockchain, ensuring that ownership claims are tamper-proof. When
disputes arise, the blockchain ledger acts as an authoritative source for validating ownership, reducing
reliance on third-party verification services. This integration enhances the robustness of watermarking
methods, making them more resistant to forgery and unauthorized modifications.

3. Methodology

In this section, we provide details of BIMW framework, especially for two sub-frameworks:
Interpretable Watermarking (IW) model and Blockchain-based data verification. Building upon [15],
our BIMW further enhances this line of work by improving both robustness and trustworthiness. In
contrast to the previous scheme, our approach not only achieves better concealment and ownership
verification but also strengthens the data transmission security and transparency of watermark data,
models, and trigger samples through blockchain-based encryption technology.

3.1. Insight of Interpretable Watermarking

As discussed in Section 1, traditional backdoor-based watermarking techniques rely on model
poisoning, which can introduce security risks and unintended behaviors. To address these challenges,
we pose a critical question: Is there an alternative space where we can embed an inconspicuous
watermark without affecting model predictions? Drawing inspiration from Interpretable Machine
Learning (IML) and feature impact analysis (FIA), we propose Interpretable Watermarking (IW). Our
key idea is that, rather than embedding watermarks directly within the model’s predicted classes, we
can utilize the interpretations generated by FIA algorithms as a hidden medium for watermarking.

Figure 2 presents an overview of the interpretable watermarking framework and contrasts it
with conventional backdoor-based methods. Unlike approaches that modify a model’s predicted
class when a marked sample is introduced, IW employs feature impact analysis techniques to derive
interpretations for these samples, embedding the watermark within these interpretability outputs.
The IW process consists of three distinct phases: (1) embedding the watermark, (2) extracting the
watermark, and (3) verifying ownership. Furthermore, we integrate blockchain technology to ensure
the immutability and auditability of watermarked model records.
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Figure 2. Interpretable model watermarking vs. backdoor-based model watermarking.
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3.2. Embedding the Watermark

As discussed in Section 1, an ownership verification mechanism aims to achieve three key
objectives: effectiveness, robustness, and innocuous. During the watermark embedding phase, the
watermark information is embedded into the model by adjusting the parameters ¢ of the trained
model during training to establish ownership. Moreover, the model’s original performance must be
maintained after embedding the watermark [15]. Thus, the watermark embedding process can be
framed as a multi-objective optimization problem based on these criteria, which is formally expressed
as follows:

rrgn L1(g(Iin U 151,4)), cuU CT) +ag- Ly (Interpret(l&, cl, ), Wum), (1)

where ¢ denotes the parameters of the model and W represents the target watermark. The data
I;, and labels ¢ correspond to the clean dataset, whereas I and c! represent the data and labels of the
watermarked set. In our proposed method, the true labels of I 51 are taken as cT, while backdoor-based
approaches rely on targeted, but incorrect, labels. The function Interpret(.) refers to an interpretability-
based feature impact analysis technique employed in our watermarking method for watermark
extraction, which will be detailed in Section 3-C. a1 denotes a coefficient. Equation (1) consists of two
components. The first term, £1, represents the model’s loss function on the primary task, ensuring that
the predictions on both the clean and marked datasets remain consistent, thus preserving the model’s
performance. The second term, £, measures the discrepancy between the output interpretation and
the target watermark. By optimizing £, the model can align the interpretation more closely with
the watermark. We use a hinge-like loss function for £, because it has been shown to enhance the
watermark’s resilience against removal attacks. The hinge-like loss function is expressed as follows:

n
L2(0,Wy) =Y max (0,6 — O; - Wp), ()
i=1
where © = Interpret(I],cT

W respectively. The parameter 6 serves as a control factor, promoting the absolute values of the

,¢). The symbols ©; and W), ; represent the i — th elemenets of ® and

elements in O to exceed 0. By optimizing Equation (2), the watermark is embedded into the sign of the
interpretation ©.

3.3. Extracting the Watermark via Feature Impact Analysis

The goal of embedding a model watermark is to determine the optimal set of model parameters,
denoted as ¢, that minimizes Equation (2). To leverage the widely used gradient descent algorithm
for this optimization, it is essential to develop a differentiable and model-agnostic method for feature
impact analysis. Drawing inspiration from the well-known Local Interpretable Model-Agnostic
Explanations (LIME) algorithm, we propose a LIME-based watermark extraction technique that
generates feature impact interpretations for the trigger sample. LIME operates by generating local
samples around a given input data point and assessing the significance of each feature based on the
model’s outputs for these samples. We adopt this fundamental idea while introducing modifications to
tailor the algorithm for watermark embedding and extraction. The overall workflow of our watermark
extraction approach is illustrated in Figure 3. Generally, the LIME-based watermark extraction process
consists of three key phases: (1) regional sampling, (2) model prediction and assessment, and (3)
obtaining the interpretation.

Phase 1: regional Sampling. Given that the input I;;, € R, regional sampling aims to generate
multiple samples that are locally adjacent to the trigger sample I! . To begin, the input space is divided
into n fundamental segments based on the length of the watermark Wy, € {—1,1}". Neighboring
features are grouped into a single segment, with each segment containing M /n features. Irrelevant
features are excluded, as the goal is to extract a watermark rather than interpret all the features.
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Figure 3. The core process of the watermark extraction algorithm based on feature impact analysis.

The core idea behind our algorithm is to determine which features have the greatest impact on
the prediction of a data point by systematically masking these fundamental components. To achieve
this, we first randomly generate s masks, denoted as M. Each mask in M is a binary vector (or matrix)
of the same size as Wj;. We refer to the i — th mask in M as M;, where for each i, M; € {—1,1}". Each
element within a mask corresponds to a specific component of the input.

Next, we generate the masked samples I, by applying random masks to the key components of the
trigger sample, thereby creating a dataset. This masking process is represented by ®, i.e., Iy = M ® IL.
Specifically, if the corresponding mask element M,; is 1, the related component in the input retains its
original value. If M, is 0, the component is replaced with a predefined value. Examples of the masked
samples can be found in Figure 3.

Phase 2: Model Prediction and Assessment. During this phase, the masked dataset generated in
Phase 1 is fed into the model, and the predictions y = f(I;;,, ¢) for the masked samples are obtained. In
label-only settings, the predictions y are binarized to either 0 or 1, depending on whether the sample
is classified correctly. Subsequently, a metric function Dist() is used to assess the accuracy of the
predictions in comparison to the ground-truth labels cT, and the metric vector v € R for the s masked
samples is computed according to Equation (3).

v = Dist(y,cT) 3)

The metric function, denoted as Dist(), must be differentiable and capable of offering a quanti-
tative assessment of the output. It can be tailored to suit specific deep learning tasks and prediction
types. Given that most deep learning tasks typically have a differentiable metric function (such as a
loss function), IW can be readily adapted for use in a wide range of deep learning applications.

Phase 3: Obtaining the Interpretation. Once the metric vector v is computed, the final phase
of the watermark extraction process involves fitting a linear model to assess the significance of each
component and determine their corresponding importance scores. We treat the metric vector v as z
and the masks M as d. In practice, we apply ridge regression to enhance the robustness of the resulting
weight matrix across various local samples. The weight matrix W, obtained through ridge regression,
reflects the importance of each component. This weight matrix W for the linear model can be derived
using the normal equation, as shown in Equation (4).

W= (M'M+1E) Mo (4)

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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where T denotes a hyper-parameter. Es represents an s x s identity matrix. The watermark is embedded
into the sign of the elements within the weight matrix. During the embedding process, we define
the weight matrix W as © = Interpret(I],cT,$) to optimize the watermark embedding loss function in
Equation (1). As stated in Equation (4), the derivative of W with respect to v exists, and since the derivative
of v with respect to the model parameters ¢ is also well-defined in DNN, the entire watermark extraction
algorithm remains differentiable based on the chain rule. Thus, the watermark can be embedded into the
model by leveraging the gradient descent algorithm to optimize Equation (1).

To further acquire the extracted watermark Wy, € {—1,1}", we binarize the weight matrix W by
applying the following binarization function bin(-).

- ) 1, W;>0
Wiy,i = bin(W;) = ®)
-1, W; <0
where WM,I- and W; are the i-th element of W) and W.

The key to applying watermark extraction across various tasks lies in designing the masking
operation rule, denoted by ®, and the metric function Dist(). The masking operation is responsible
for generating the masked samples, while the metric function evaluates the quality of predictions. To
illustrate, we present an example implementation with image classification models, as shown in Figure
3. Specifically, the masking operation sets the pixels in the masked region to 0, while retaining the
original values for the remaining pixels. Moreover, the metric function can be defined as the output
that provides the predicted probability for the ground-truth class label.

3.4. Verifying Ownership

If the model owner identifies a suspicious model deployed by an unauthorized entity, they can
determine whether it is a copy of the watermarked model by extracting the watermark from the
suspicious model. The extracted watermark is then compared to the original watermark held by the
model owner. This procedure is known as the ownership verification process for DNN models. For
a suspicious model ¢sys, the model owner will begin by extracting the watermark W), using trigger
samples and the watermark extraction algorithm based on feature impact analysis, as detailed in
Section 3-C. The task of comparing Wy, with W), is framed as a hypothesis testing problem, outlined
as follows.

Theorem 1. Let W), represent the watermark extracted from the suspicious model, and Wy,
denote the original watermark. We define the null hypothesis Qg as: W), is independent of Wy, and
the alternative hypothesis Q; as: W is related or associated with Wy;. The suspicious model can only
be considered an unauthorized copy if Q is rejected.

To verify ownership, we apply Pearson’s chi-squared test and determine the corresponding p-
value. If this p-value falls below a predefined significance threshold 8, the null hypothesis is dismissed,
confirming the model as the rightful intellectual property of its original owner. The ownership
verification procedure is outlined in pseudocode form in Algorithm 1.

Algorithm 1 Ownership verification via hypothesis testing.

Require: Trigger set (Igl, CT), suspicious model ¢s,s, reference watermark Wy, significance level .
Ensure: Boolean flag indicating whether ownership is verified.
1: Wy Interpret(lia,cT, Psus)
Wit + bin(Wy)
p-value < x2-Test(Wpyy, War)
if p-value < 8 then
return True
else
return False
end if
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3.5. Blockchain-based Data Verification

Both owners and users can rely on a Blockchain fabric to verify integrity of model data during
storage and sharing. The Blockchain fabric uses IPES [30] as distributed storage for model data
distribution. The owner 7 can publish a model data which includes a watermarked model M and
associated trigger sample images S; = {Sy, ..., 5S¢} where k is the count of trigger sample images.
After successfully uploading a model data onto IPFS network, the data owner can receive a set of
unique hash-based Content Identifiers (CIDs), which can retrieve model data from IPFS network.
The reference of a model data is represented as a Merkle tree of CIDs of watermarked model and
trigger sample, which denotes as MT_root = MerkleTree(Ds,, Ds,, ...Sx, Dyp). where D represents a
CID. Finally, a sequential list of CIDs D = (Ds,, Ds,, ...Sx, Dy) along with its merkle root MT_root
will be saved on Blockchain through smart contracts.

At model retrieval stage, model users call smart contract’s function to query D and MT_root
from Blockchain. To verify the integrity of model data, the user simply reconstruct a Merkle tree of
D and calculate its root hash MT_root . Any Modification on the sequential order of D or content
of watermarked model My and trigger sample images S; will lead to a different root hash value
MT _root of the Merkle tree. Thus, integrity of received model data can efficiently verified by comparing
M T_root/ with proof information MT_root recorded on the Blockchain.

4. Experimental Results

In this section, we implement IW in a widely used deep learning task: image classification.
We assess its effectiveness, safety, and uniqueness based on the objectives defined in Section 1. In
addition, we also evaluate latency incurred by different operation stages in the model data sharing
and authentication process. Furthermore, we examine IW’s robustness against different watermark
removal attacks.

Experimental Setup. The model is trained on using PyTorch and executed on four NVIDIA Tesla
V100 GPUs. After obtaining the pre-trained model, we deployed it on a Jetson Orin Nano Super
Developer Kit [31]. The Jetson Orin Nano is widely recognized as an effective edge device across
various research domains, particularly in artificial intelligence (Al), robotics, computer vision, and
embedded systems. Its combination of high computational power and energy efficiency makes it a
suitable choice for real-time processing at the edge. We also implemented a prototype of Blockchain-
based security fabric. We use Solidity [32] to develop smart contracts that record reference information
of model and it samples and verify data integrity during sharing. Ganache [33] is used to set up a
development Ethereum blockchain network. Truffle [34] is used to compile smart contracts and then
deploy binary code on the development Blockchain network. We setup a private IPFS [35] network to
simulate a distributed storage.

Watermark Definition. In the hypothesis test, we define the significance level as § = 0.01,
meaning that if the p-value falls below 0.01, the null hypothesis is rejected. Besides, we compute the
watermark success rate (WSR) to assess the similarity between the extracted and original watermarks.
The WSR represents the proportion of bits in the extracted watermark that correctly match those in the
original. It is defined by the following equation.

1& -
WSR = - Y x{Wm,i = Wi} (6)
i-1

where n represents the length of the watermark, and y denotes the indicator function. A lower p-value
and a higher WSR indicate that the extracted watermark W), ; closely resembles the original watermark
Wi, signifying a more effective watermark embedding process.

4.1. Performance Evaluation on Image Classification Models

In this section, we perform experiments on the CIFAR-10 and a subset of the ImageNet datasets
using the widely used convolutional neural network (CNN), ResNet-18. CIFAR-10 is a 10-class image

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202509.1649.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 22 September 2025 d0i:10.20944/preprints202509.1649.v1

11 of 16

classification dataset consisting of 32 x 32 color images. For the ImageNet dataset, we randomly
select a subset of 80 classes, with 500 training images and 100 testing images per class. The images in
ImageNet are resized to 224 x 224. Initially, we pre-train the ResNet-18 models on both the CIFAR-10
and ImageNet datasets for 400 epochs. Afterward, we fine-tune the models for 40 epochs to embed the
watermark using IW. In line with the original LIME paper, we use the predicted probability of each
sample’s target class to form the metric vector .

To assess the performance of IW, we implement various trigger set construction techniques
inspired by different backdoor watermarking methods. These include: (1) Noise, where Gaussian
noise is used as the trigger sample; (2) Patch, where a meaningful patch (e.g.,'MARK") is inserted into
the images; and (3) Black-edge, which involves adding a black border around the images.

To assess both Effectiveness and Innocuity, The Table 1 and Table 2 reports the model’s prediction
accuracy (Pred Acc), the p-value from a hypothesis test assessing the statistical significance of accuracy
differences, and the watermark success rate (WSR) under three different types of watermark triggers:
Noise, Patch, and Black-edge. The watermark length varies from 32 to 256.

Table 1. Prediction accuracy, p-value, and WSR for model watermarking performance testing on the CIFAR-10

dataset.

L %;;’Z:i MA]I;\)/I Noise Patch Black-edge

32 | Pred Acc. | 91.36 91.28 91.25 91.23
p-value / 14x107% | 1.3x 1073 | 1.6x 1073
WSR / 1.000 1.000 1.000

48 Pred Acc. 91.36 91.31 91.14 91.12
p-value / 76x107% | 82x107* | 63 x1074
WSR / 1.000 1.000 1.000

64 | Pred Acc. | 91.36 91.22 91.29 91.26
p-value / 23x107% | 31x107* | 1.8 x107*
WSR / 1.000 1.000 1.000

128 | Pred Acc. | 91.36 91.34 91.33 91.18
p-value / 9.8x107° | 89x 107> | 64 x107°
WSR / 1.000 1.000 1.000

256 | Pred Acc. | 91.36 91.26 91.18 91.31
p-value / 35x107° [ 47 x1075 | 52x107°
WSR / 1.000 1.000 1.000

'L’ represents the size of the embedded watermark.

Table 2. Model watermarking performance testing on a subset of the ImageNet dataset.

L %;;Z:i ‘/1\\7’;\)/1 Noise Patch Black-edge
32 | Pred Acc. | 75.81 74.93 75.06 74.72
p-value / 1.2x1073 | 1.1x1073 | 14x 1073
WSR / 1.000 1.000 1.000
64 | Pred Acc. | 75.81 74.98 75.15 74.89
p-value / 21x107% | 36 x107* | 45x107*
WSR / 1.000 1.000 1.000
256 | Pred Acc. | 75.81 75.12 75.37 75.03
p-value / 14x107° [ 1.9%x107° | 23x107°
WSR / 1.000 0.999 0.999

'L’ represents the size of the embedded watermark.

Across all experiments in Table 1 and Table 2, the baseline accuracy of the unwatermarked model
(No WM) remains consistently at 91.36% for the CIFAR-10 dataset and 75.81% for the ImageNet dataset.
When watermarks are embedded, the prediction accuracy shows only a negligible decline, indicating
minimal impact on classification performance. The largest deviation is observed with the Black-edge
trigger of length 48 in Table 1, where the accuracy slightly drops to 91.12%.
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The p-values are consistently low, ranging from 3.5 x 107> to 1.6 x 1072 in Table 1, which are
significantly lower than the threshold . Furthermore, the WSR values are remain close to 1.000, indicating
a nearly 100% success rate in watermark embedding and extraction across all configurations. The chi-
squared test statistic is approximately proportional to %, where n represents the watermark length.
Consequently, as n increases, the p-value correspondingly decreases. These findings clearly validate the
effectiveness of IW in embedding watermarks into models while preserving classification accuracy.

To analyze the differences from Backdoor Watermarks, we conduct a comparative experiment, as
shown in Table 3 and Table 4. To assess the level of harmlessness, we introduce the harmless degree H
as an evaluation metric. Specifically, H is determined based on the accuracy obtained from both the
benign testing dataset (x, y) and the trigger set (x;, y;) using their respective ground-truth labels, as
defined below:

Table 3. Performance on CIFAR-10 dataset: watermark success rate (WSR), the harmless degree H (Higher is
better), and prediction accuracy (Pred Acc).

Method.| Noise Patch Black-edge

L | Trigger— | Pred Accc. H WSR | Pred Acc. H WSR | Pred Accc H WSR

No WM 9136  / / 9136  / / 9136  / /
32 | Backdoor | 90.97 89.87 1.000 | 87.56 8538 1.000 | 87.92 84.68 1.000
w 91.28 9126 1.000 | 91.25 91.26 1.000 | 91.03 91.24 1.000

No WM 9136  / / 9136  / / 9136  / /
48 | Backdoor | 90.94 89.38 1.000 | 89.31 86.49 1.000 | 89.25 85.22 1.000
w 91.31 9129 1.000 | 91.14 9112 1.000 | 91.11 91.09 1.000

No WM 9136  / / 9136  / / 9136  / /
64 | Backdoor | 90.91 8924 1.000 | 90.02 87.83 1.000 | 89.81 87.04 1.000
w 91.22 9119 1.000 | 90.89 90.68 1.000 | 90.97 90.73 1.000

No WM 9136  / / 9136  / / 9136  / /
128 | Backdoor | 90.89 87.68 1.000 | 838.47 87.21 1.000 | 90.03 87.36 1.000
Iw 91.34 9132 1.000 | 91.12 90.01 1.000 | 91.26 90.17 1.000

No WM 9136  / / 9136  / / 9136  / /
256 | Backdoor | 90.85 86.33 0.979 | 90.18 81.65 0.998 | 90.11 85.79 1.000
IW 9126 91.23 1.000 | 89.63 89.87 1.000 | 91.29 90.03 1.000

"L’ represents the size of the embedded watermark.

Table 4. Performance on ImageNet dataset: watermark success rate (WSR), the harmless degree H (Higher is
better), and prediction accuracy (Pred Acc).

Method) Noise Patch Black-edge
L | Trigger— | Pred Accc H WSR | Pred Accc¢ H WSR | Pred Acc. H WSR
No WM 7581  / / 7581  / / 7581  / /
32 | Backdoor | 72.09 71.87 0813 | 71.63 7138 0.806 | 71.72 7140 0.811
W 7542 7539 1.000 | 7548 7541 099 | 7546 7540 1.000
No WM 7581 / / 7581 / / 7581  / /
64 | Backdoor | 73.25 7216 0857 | 7331 7292 0.864 | 7343 7312 0.89
W 7553 7541 1.000 | 7555 7543 0998 | 75.62 7545 1.000
No WM 7581 / / 7581 / / 7581 / /
256 | Backdoor | 7328 7231 0932 | 73.34 7299 0941 | 7341 73.08 0.935
w 7564 7549 1.000 | 75.67 7551 1.000 | 75.68 75.53 0.997

"L’ represents the size of the embedded watermark.

_ 1

o L xUe) =g}

nl Iel,uIl

(7)

where the function g(I) consistently outputs the ground-truth label for I. A larger H means the
watermarks have less effect on the utility of the models.

As presented in Table 3 and Table 4, our IW outperforms backdoor-based methods, as reflected in
its higher harmlessness degree H. For instance, with a trigger size of 256, our IW achieves an H value
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approximately 5.5% higher than that of backdoor-based watermarking techniques, demonstrating its
effectiveness, which is comparable to or even surpasses that of baseline backdoor-based approaches.

4.2. Resilience Against Watermark Removal Attacks

Once adversaries acquire the model from external sources, they may employ different strategies
to eliminate watermarks or bypass detection. In this section, we assess whether our IW can withstand
such attempts. We specifically examine two types of attacks: fine-tuning and model pruning. Fine-tuning
involves training the watermarked model on a local benign dataset for a limited number of epochs. In this
type of attack, an adversary seeks to eliminate the embedded watermark by fine-tuning the model. On
the other hand, model pruning can act as a watermark-removal attack by eliminating neurons associated
with the watermark. In this study, we perform pruning by setting to zero the neurons with the smallest /4
norm. Specifically, the pruning rate represents the fraction of neurons that are removed.

As shown in Figure 4, we firstly test the resilience against fine-tuning attack (left). We fine-tune
IW-watermarked models for 30 epochs using the testing set, achieving a WSR exceeding 0.84. These
findings highlight the robustness of our IW against fine-tuning attacks. We attribute this mainly to
preserving the original labels of watermarked samples during training, which minimizes the impact
of fine-tuning compared to backdoor-based approaches. Then, we evaluate the resilience against
model-pruning attack (right). As the pruning rate increases, the prediction accuracy of ResNet-18
declines, demonstrating a reduction in the model’s effectiveness. Nevertheless, the WSR remains
above 0.9. These findings indicate that our IW withstands the model-pruning attack.

ResNet-18 ResNet-18
1.00 1.00 1.00 g > - 1.00
0.75 { **eePeg®®0g®lgeettstgeet®yed, |75 0754 * d * *——e [0.75
3 ©
£ o a2 =
- 0.50 050» 050 FO.50 L0
) = 0 =
| 1=
(= W) =™
0.25 Pred Acc. F0.25 0251 Pred Acc. F0.25
— WSR — WSR
0.00 1= : T T T T +0.00 0.00 L= : - - - —= 0,00
] 5 10 15 20 25 a0 0.0 01 0.2 0.3 0.4 0.5
Epochs Pruning Rate

Figure 4. Watermark success rate (WSR) and prediction accuracy of watermarked ResNet-18 against fine-tuning
attack (left) and model-pruning attack (right) respectively.

4.3. Latency of Model Data Authentication

We evaluate time latency of BIMW for model data authentication consisting of six stages. It needs
three stages to publish model and samples at model owner side: 1) Watermark embedding; 2) Publish
model data onto IPFS; 3) Record reference on Blockchain. The user needs three stages to verify model
data integrity and model ownership: 4) Query reference from Blockchain; 5) Retrieve model data from
IPFS and verify integrity; 6) Watermark extraction. We conducted 50 Monte Carlo test runs for each
test scenario and used the averages to measure the results.

Table 5 shows time latency incurred by key stages of BIMW during model authentication process.
All test cases are conducted on Jetson Orin Nano platform. The watermark embedding process takes
an average of 0.11 s to create interpretable watermarked model on the owner’s side. At model users’
side, it takes about 0.02 s to extract watermarks by using trigger sample images and verify model’s
ownership. The numeral results demonstrate efficiency of running the proposed innocuous Model
watermarking method under the edge computing environment.
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Table 5. Latency of model data authentication process (Seconds).

Stage 1 2 3 4 5 6
Latency | 0.11 | 45 | 1.36 | 0.53 | 0.66 | 0.02

Model Data Authentication Stage: 1: Watermark embedding; 2: Publish model data onto IPFS; 3: Record reference on
Blockchain; 4: Query reference from Blockchain; 5: Retrieve model data from IPFS and verify integrity; 6: Watermark Extraction
and ownership verification.

We use 10 trigger sample images (about 86 Bytes per figure) and a watermarked model (about 43.7
MB) to evaluate delays incurred by model data distribution and retrieval atop the Blockchain fabric. Due
to the large size of watermarked model, it takes about 4.5 s to upload model data to the IPFS network.
However, retrieving model data from the IPFS network only introduces small delays (about 0.7 s). The
latency of recording reference through smart contracts is greatly impacted by the consensus protocol.
It takes about 1.36 s to save reference on test Ganache network. In contrast, querying reference from
Blockchain takes much less time (about 0.5 s). We can see fact that publishing data on Blockchain fabric
cause more delays (5.86 s) than verification process (1.19 s). However, these overheads only occur once
when owners firstly publish and distribute their model data. In sum, our solution brings lower latency
during model data retrieval and verification procedures on edge computing platforms.

5. Conclusions

This paper introduces a novel BIMW, a decentralized AI model watermarking framework to
guarantees the security and verifiable ownership of model usages under a distributed edge computing
environment. To solve issues in widely applied backdoor-based model watermarking approaches,
we propose a innocuous model Watermarking method by leveraging interpretable watermarking
algorithm and feature impact analysis. The comprehensive experiments demonstrate the effectiveness,
robustness, and harmlessness of BIMW compared with backdoor-based model watermarking solutions.
Through integration of a Blockchain-based security fabric, BIMW promises to facilitate secure and
trustworthy Al model deployment and sharing under distributed edge computing environments.

However, the current prototype of BIMW remains nascent, and several challenges are yet to be
addressed. Our ongoing efforts will focus on several directions. While IW has minimal effect on the
watermarked model, it remains an intrusive watermarking technique. It might be more beneficial to
explore advanced interpretable Al approaches. As edge computing continues to expand, deploying
and managing model watermarks at scale across numerous devices presents significant challenges,
particularly in terms of scalability and management efficiency, making it essential to ensure their
reliable performance across different hardware platforms and devices.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence

EI Edge Intelligence

w Interpretable Watermarking
IoT Internet of Things

DL Deep learning

IP Intellectual property

FIA Feature impact analysis

IML Interpretable machine learning

SHAP  Shapley Additive Explanations

LIME  Local Interpretable Model-agnostic Explanations
CIDs  Content Identifiers

WSR  Watermark success rate
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