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Abstract 

The integration of artificial intelligence (AI) in digital pathology has shown significant promise in 
advancing cancer diagnostics, grading, and treatment response prediction. However, widespread 
development and deployment of robust AI models face critical challenges due to data silos, privacy 
concerns, and the need for large-scale multi-institutional datasets. Federated Learning (FL) presents 
a transformative approach by enabling collaborative model training across hospitals without direct 
data sharing. In this review, we summarize recent developments in FL as applied to digital 
pathology, highlight pioneering use cases, and explore the technical, regulatory, and ethical hurdles. 
We discuss how FL can enable scalable, privacy-preserving AI models, and outline future directions 
for standardizing and validating FL-based approaches in clinical workflows. 
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1. Introduction 

The digitization of histopathological slide, enabled by whole-slide imaging (WSI), has ushered 
in a new era in diagnostic pathology. By converting traditional glass slides into high-resolution digital 
images, digital pathology has enabled novel opportunities for computational analysis, remote 
consultations, and AI-driven decision support systems. At the same time, the growing application of 
deep learning (DL) in cancer diagnostics, prognostication, and biomarker discovery has significantly 
improved the accuracy and reproducibility of pathology workflows [1,2]. Despite these advances, 
one of the critical limitations of developing robust and generalizable AI models in digital pathology 
is the fragmentation of data across institutions. Medical imaging data, particularly pathology slides, 
are often stored locally within hospital networks due to patient privacy concerns, regulatory 
requirements (e.g., GDPR, HIPAA), and logistical barriers. This leads to the creation of data silos, 
which in turn restrict the scale and diversity of training datasets [3]. The resulting models are often 
biased toward institution-specific staining, scanner types, or patient populations—limiting their 
external validity and real-world clinical deployment [4]. Federated Learning (FL), introduced by 
Google in 2016 [5], offers a promising paradigm for training AI models across multiple institutions 
without the need to share raw data. In FL, each institution (or “client”) retains its data locally and 
only shares model parameters or gradients with a central aggregator. This decentralization preserves 
privacy while still allowing collaboration across a wide network of hospitals or laboratories [6]. In 
recent years, FL has gained considerable traction in healthcare, especially in radiology, oncology, and 
genomics, but its application to digital pathology is still in early stages [7,8]. The integration of FL 
into digital pathology presents a unique set of challenges and opportunities. On one hand, it enables 
the development of more robust and generalizable models by leveraging diverse datasets from 
multiple sites. On the other hand, it introduces complexities such as non-IID data distributions, 
differences in WSI formats and staining protocols, and system-level concerns including latency and 
communication costs [9,10]. This review aims to provide a comprehensive overview of the current 
landscape of Federated Learning in digital pathology. We examine recent advances, highlight key 
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use cases, and discuss ongoing technical and ethical challenges. Our goal is to inform researchers, 
clinicians, and policy-makers about the potential of FL to transform collaborative AI in pathology 
while ensuring patient privacy and data sovereignty. 

2. Opportunities and Challenges in Digital Pathology 

Digital pathology, which involves the acquisition, management, and interpretation of pathology 
information in a digital environment, has gained substantial momentum in recent years due to 
advances in whole-slide imaging (WSI), image storage infrastructure, and artificial intelligence (AI). 
The ability to digitize histopathological slides allows pathologists to access, annotate, and analyze 
tissue samples remotely and at scale, fundamentally reshaping traditional diagnostic workflows 
[11,12]. The integration of computational techniques, particularly deep learning (DL), into digital 
pathology has enabled automated tumor detection, grading, immune cell quantification, biomarker 
prediction, and survival analysis [13–15]. These AI models can augment the diagnostic capabilities of 
pathologists by improving speed, reproducibility, and sensitivity, while also opening new frontiers 
for discovery in translational oncology and personalized medicine [16,17]. However, realizing the 
full potential of digital pathology faces several critical challenges: Pathology slides vary widely in 
staining protocols, scanner hardware, image resolution, and compression methods across 
institutions. Hematoxylin and eosin (H&E) staining, while standardized to a degree, is subject to 
differences in color intensity, section thickness, and background artifacts [18]. Additionally, 
discrepancies between WSI scanners (e.g., Hamamatsu, Leica, Philips) introduce variability in image 
contrast, brightness, and focus [19], which can significantly impact model generalizability. High-
quality annotations are critical for supervised learning, but generating them is time-consuming, 
expensive, and subject to inter-observer variability. Unlike radiology, where labels such as lesion 
boundaries can often be determined programmatically, pathology annotations require meticulous 
outlining of regions of interest at cellular resolution by expert pathologists [20,21]. WSIs are extremely 
large (often exceeding 100,000 × 100,000 pixels), making them computationally expensive to store, 
process, and analyze. Training on such images requires special handling, such as patch extraction, 
multi-scale processing, and advanced data augmentation strategies [22]. Additionally, the 
hierarchical and spatial structure of tissue requires context-aware models that can capture patterns 
at both cellular and tissue levels [23]. Many current AI models are trained on single-institution 
datasets, often with homogeneous patient populations and uniform imaging conditions. As a result, 
models trained in one setting may underperform when deployed elsewhere, due to domain shift and 
cohort bias [24]. This lack of generalization is a major barrier to clinical adoption and regulatory 
approval [25]. Histopathological images, even when de-identified, may contain potentially re-
identifiable information, especially when linked to rare cancers or unique tissue features. 
Furthermore, regulations like the General Data Protection Regulation (GDPR) and the Health 
Insurance Portability and Accountability Act (HIPAA) impose strict constraints on data sharing and 
cross-border transfers [26]. These constraints hinder the development of large, diverse, and 
representative datasets needed for robust model training. Digital pathology lacks universally 
adopted standards for WSI formats, annotations, and metadata. Although efforts like the Digital 
Imaging and Communications in Medicine (DICOM) for pathology exist, adoption is still limited [27]. 
The fragmentation across imaging platforms, software tools, and proprietary formats poses 
integration challenges and increases the risk of vendor lock-in [28]. Despite technological 
advancements, deploying AI in pathology labs requires seamless integration into existing laboratory 
information systems (LIS), compliance with accreditation bodies, and acceptance by clinical 
pathologists [29,30]. Resistance to workflow disruption, lack of trust in AI, and medicolegal liabilities 
remain significant hurdles. 
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3. Federated Learning in Healthcare 

The application of artificial intelligence in medicine has been rapidly advancing, driven by large-
scale datasets, powerful computational resources, and novel deep learning architectures. However, 
clinical data often resides in isolated silos across hospitals, laboratories, and countries. Ethical, legal, 
and technical barriers prevent the centralization of sensitive patient data, which limits the 
development of diverse and generalizable machine learning (ML) models [31,32]. Federated Learning 
(FL) offers a compelling solution to this problem by enabling collaborative model training without 
data sharing. Federated Learning is a decentralized framework for training models across edge 
devices [33]. In FL, each participating site (or client) trains a model locally using its own data and 
sends only model parameters (gradients or weights) to a central server. The server performs secure 
aggregation (such as FedAvg) and updates the global model, which is then redistributed to all clients 
[34]. This cycle continues for multiple rounds until convergence. Depending on the nature of data 
partitioning, FL can be classified into four groups as Horizontal FL (Clients share the same feature 
space but have different patients such as hospitals with WSI data of the same format), Vertical FL 
(Clients have different features about the same patients for instance in case of one hospital has 
genomic data, another has pathology), Federated Transfer Learning (Combines both, used when 
clients differ in both features and data points [35]). Key components of FL include, Model aggregation 
protocols Privacy-preserving techniques (such as differential privacy and secure multiparty 
computation), and System orchestration (for synchronization and determining fault tolerance) The 
medical imaging domain has been one of the earliest adopters of FL in healthcare, particularly in 
radiology and neuroimaging. Sheller et al. conducted one of the first FL studies for brain tumor 
segmentation across institutions in the BraTS challenge [36]. The study showed that FL-trained 
models could achieve performance nearly equivalent to centrally trained models. During the last 
years, numerous FL projects have emerged including, Federated Tumor Segmentation (FeTS) for 
glioma classification [37], FL for chest X-ray classification [38], FL in mammography, dermatology, 
and ophthalmology [39–41]. These studies validate the feasibility of FL in real-world healthcare 
settings, demonstrating its potential to overcome data silos while preserving performance and 
privacy. FL aligns with GDPR, HIPAA, and local data regulations by avoiding raw data transfer [42] 
(Data privacy compliance). Additionally, hospitals retain custody of data, avoiding centralized 
monopolization (Data ownership and control). FL also incorporates diverse populations, devices, and 
practices that leads to improving external validity (Model generalizability) [13]. It enables multi-
center studies across borders and institutions that otherwise could not share data (Collaborative 
networks). Despite FL promise, FL in healthcare also faces major hurdles. Clinical data is 
heterogeneously distributed (in terms of differing demographics, and imaging protocols), which can 
destabilize model convergence [44]. Communication overhead is another problem. Iterative updates 
and synchronization across clients are computationally and network intensive. In terms of label 
scarcity and inconsistency, variability in annotations and labeling practices can reduce model 
reliability [45]. And also, still using privacy preserving techniques cause security vulnerabilities such 
as risks of model inversion, poisoning attacks, or reconstruction of sensitive data from updates [46]. 
To address these, researchers are integrating robust aggregation (FedProx, FedDyn), privacy-
preserving machine learning (PPML) techniques, and heterogeneity-aware federated optimization 
strategies [47]. The evolution of FL toward healthcare-grade maturity involves combining it with 
differential privacy and homomorphic encryption, secure aggregation protocols, self-supervised and 
weakly-supervised learning to reduce annotation burden and, model explainability tools to enhance 
trust and regulatory acceptability The increasing availability of open-source FL frameworks (For 
instance TensorFlow Federated, PySyft, NVIDIA Clara, Flower) and FL-specific healthcare 
benchmarks (such as MedPerf, OpenFL, FeTS) is accelerating the field’s growth. In summary, 
Federated Learning is poised to transform collaborative AI development in healthcare by reconciling 
the demand for large-scale data with the imperatives of privacy. 
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4. Federated Learning in Digital Pathology 

Federated Learning (FL) holds great potential for transforming digital pathology [48–50] by 
enabling collaborative training of AI models across hospitals without direct data sharing. However, 
applying FL to digital pathology requires adapting the generic FL paradigm to the unique 
characteristics of whole-slide images (WSIs), annotation styles, and computational constraints in 
pathology departments. This section presents the core workflow and architectural considerations for 
deploying FL in digital pathology, drawing on current implementations and research prototypes. 
WSIs are gigapixel images, often exceeding 10 GB in size, and are typically stored in vendor-specific 
formats (such as .svs). Their large size and high spatial resolution require preprocessing (e.g., tiling, 
stain normalization, tissue segmentation) before model training. In FL, this processing must happen 
locally at each client, increasing the need for reliable, decentralized infrastructure [51–53]. Annotation 
practices in pathology also vary widely across institutions. Labels may be at the slide level (e.g., 
tumor present/absent), region level (e.g., ROI annotations), or pixel level (e.g., segmentation masks). 
The inconsistent granularity of annotations complicates standardization across FL clients [54,55]. 
Moreover, domain shifts—due to staining variability, scanner models, and patient population—are 
more pronounced in pathology than in radiology. These non-IID (non-independent and identically 
distributed) data distributions are a known challenge in federated optimization and must be handled 
via personalization or domain adaptation strategies [56,57]. Mainly, a typical FL pipeline for digital 
pathology follows several steps (Figure 1). Firstly, local preprocessing is needed. Each hospital tiles 
WSIs into smaller patches applies stain normalization, and filters non-informative regions (mainly, 
whitespace or artifacts) [58]. Then, a local model training is needed. Each client uses its own patches 
and annotations to train a deep learning model (Such as ResNet, EfficientNet, or attention-based 
models). Training occurs entirely on-premise, ensuring data never leaves the hospital [59]. The next 
step is model update transmission. After a defined number of local training steps (epochs), each client 
sends its model parameters or gradients to a central server. These updates are optionally encrypted 
or noise-injected for privacy [60]. Global model aggregation is the next block of the pipeline. The 
central server aggregates the updates using methods like Federated Averaging (FedAvg) or more 
robust schemes (such as FedProx, Scaffold) to update the global model [61,62]. Then, global model 
distribution is needed. The updated global model is then redistributed to all clients, who resume local 
training from this point. Finally, convergence and evaluation is required. This cycle continues until 
model convergence or satisfactory validation performance. Clients may also perform local testing to 
assess model generalization [63]. 

Digital pathology FL requires both hardware and software support at each participating 
institution. Federated orchestration frameworks include Flower: Lightweight and highly 
customizable FL framework [64] NVIDIA Clara Train: Optimized for healthcare imaging workloads 
[65] TensorFlow Federated (TFF): Research-focused framework with strong integration into 
TensorFlow ecosystem [66] OpenFL (Intel) and MedPerf (MLCommons): Emphasize benchmarking 
and reproducibility [67,68]. In digital pathology, domain shifts are inevitable and several strategies 
are used to mitigate their effects in FL. We can use Federated domain adaptation for the models 
trained to generalize across client-specific data distributions using adversarial losses or domain-
invariant feature extractors [69]. We can also use local fine-tuning. In this case, each client fine-tunes 
the final global model on its own data, improving downstream performance. Clustered FL is another 
solution. Clients are grouped into similar clusters (by scanner type or staining profile), and separate 
models are trained per group [70]. Federated learning workflows in digital pathology require 
substantial adaptation to account for data scale, annotation variability, and domain heterogeneity. 
Despite these challenges, real-world implementations and benchmarking initiatives demonstrate that 
FL can enable privacy-preserving, multi-institutional collaboration in pathology without 
compromising model performance. As digital pathology becomes more widespread, the integration 
of standardized FL pipelines will be critical for democratizing access to high-quality AI models in 
clinical environments. Multiple studies and collaborations have demonstrated the feasibility of FL in 
digital pathology. 
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Figure 1. A typical FL pipeline for digital pathology. 

5. Case Studies and Recent Advances 

As we already stated, recent years have seen a surge in efforts to apply Federated Learning (FL) 
within digital pathology, moving beyond theoretical frameworks to tangible implementations across 
academic and clinical settings. These pioneering studies illustrate both the promise and complexity 
of deploying FL in environments where histopathological data is inherently large, heterogeneous, 
and sensitive. One of the most influential case studies in medical FL, though not limited to pathology, 
was the Federated Tumor Segmentation (FeTS) initiative. Launched to address glioma segmentation 
using MRI data, FeTS laid the groundwork for applying federated principles to segmentation tasks 
in gigapixel whole-slide images (WSIs) [37]. It showed that a decentralized cohort of hospitals could 
train performant models without exchanging patient data, thus reducing legal and logistical friction 
while preserving data diversity. Although primarily focused on radiology, the infrastructure and 
protocols developed by FeTS have been adapted in pathology-oriented networks and have informed 
the design of similar federated trials. In order to determine whether a more privacy-preserving 
federated learning approach can achieve comparable diagnostic performance to a classical 
centralized (i.e., single-model) and ensemble learning approach for AI-based melanoma diagnostics, 
the study included 1025 whole-slide images of clinically melanoma-suspicious skin lesions from 923 
patients, including 388 histopathologically confirmed invasive melanomas and 637 nevi [71]. Based 
on a clinically relevant distributed dataset, the results of this diagnostic investigation indicate that 
federated learning is a feasible method for the binary classification of invasive melanomas and nevi. 
A Convolutional Neural Network (CNN) is trained locally to categorize tissue patches that have been 
labeled using the local WSI dataset [72]. The Federated Averaging (FedAVG) approach is then used 
to aggregate the models and guarantee convergence. FL makes it possible to train deep learning 
models collectively on dispersed data, protecting patient privacy while gaining access to a vast and 
varied dataset. Using accuracy, sensitivity, specificity, and F-1 score, the authors evaluate the FL-
trained model’s performance against that of a centralized model. According to the results, the 
simulated FL models perform as well as or better than centralized learning, with accuracy ratings 
ranging from 75-87% compared to 82% for centralized learning. This innovative method has the 
potential to transform computational pathology and aid in better medical decision-making [73,74]. 
This research [75] specifically looks at the performance of a YOLOv6 model trained with FedL across 
a number of customers. To protect data privacy, a novel homomorphic encryption and decryption 
technique is also suggested. A novel pruned YOLOv6 model with FedL is introduced in this study to 
differentiate benign and malignant tissues. The BreakHis and BUSI pathology datasets for breast 
cancer are used to train the model. On the BreakHis and BUSI datasets, the suggested model’s 
validation accuracy was 98% and 97%, respectively. An accurate instrument for early identification 
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and successful treatment approaches against the lung cancer scourge is provided by Usharani & 
Selvapandian [76]. While maintaining data security and privacy, the federated learning technique 
makes it possible to leverage dispersed data. The suggested method was contrasted with other 
cutting-edge algorithms. After extensive testing, our system demonstrates impressive improvements 
with a 99.40% classification accuracy. To efficiently differentiate between different forms of lung 
cancer, the authors of [77] suggest Lung-AttNet, which combines a convolutional block with a 
Lightweight Global Attention Module (LGAM). With two and three clients, Lung-AttNet obtains a 
92% accuracy rate in the FL environment, demonstrating its resilience and versatility for practical 
uses. Beyond classification and segmentation, FL has been explored for high-dimensional predictive 
tasks such as survival analysis and biomarker discovery. For instance, in multi-site breast cancer 
cohorts, federated Cox proportional hazards models have been trained on WSI-derived features to 
predict recurrence, while maintaining compliance with patient data privacy laws. These studies 
signal that FL is not limited to binary or categorical outputs but is extensible to more nuanced, 
clinically actionable outcomes. There is also increasing interest in combining FL with emerging 
learning paradigms such as self-supervised learning and multiple instance learning (MIL), which are 
particularly well suited to pathology. Given that WSIs are typically labeled at the slide level, MIL 
allows models to learn from weak labels without requiring exhaustive pixel-level annotation. Studies 
combining FL and MIL have shown that diagnostic performance can be preserved even when clients 
differ significantly in data quantity and annotation quality—a crucial consideration in federated 
pathology networks. Moreover, some projects are experimenting with Swarm Learning, a variant of 
FL in which there is no centralized aggregator. This decentralized topology—demonstrated in 
hematopathology and inflammatory disease histology—relies on blockchain or secure consensus 
protocols to coordinate model updates, thereby reducing single points of failure and increasing trust 
among participants. Swarm Learning approaches align closely with European values of data 
sovereignty and may see increased adoption in multi-national collaborations. Taken together, these 
case studies provide compelling evidence that Federated Learning is not only technically feasible in 
digital pathology but increasingly being adapted to the constraints and goals of real-world medical 
environments. They highlight that federated models can maintain high performance across variable 
cohorts, institutions, and conditions—paving the way for AI systems that are robust, generalizable, 
and compliant with evolving privacy frameworks.. 

6. Conclusions 

The integration of Federated Learning (FL) into digital pathology represents a significant 
advancement in the pursuit of collaborative, privacy-preserving artificial intelligence in healthcare. 
By enabling multi-institutional model development without requiring direct data sharing, FL 
addresses the longstanding tension between the need for large, diverse datasets and the ethical, legal, 
and logistical barriers to data centralization. In pathology, where data is not only massive in size but 
also highly variable across institutions in terms of staining, scanner type, and annotation practices, 
FL offers a scalable solution for building robust and generalizable AI models. This review has 
outlined the technical foundations of FL, its applications in healthcare imaging, and its adaptation to 
the unique challenges posed by digital pathology. We have discussed emerging workflows, 
architectures, and real-world case studies that demonstrate the feasibility and utility of federated 
models in pathology-based diagnosis, prognosis, and biomarker discovery. Although challenges 
remain—including non-IID data, interoperability issues, and the need for trust and transparency—
advances in federated optimization, privacy-enhancing technologies, and open-source frameworks 
are rapidly closing these gaps. As digital pathology continues its transition from research to routine 
clinical use, FL will play a central role in enabling equitable access to AI-driven tools across 
institutions, regardless of size or resources. Future efforts must focus on standardizing FL protocols, 
integrating clinical workflows, and ensuring rigorous validation under regulatory standards. By 
doing so, federated learning can serve as a cornerstone of the next generation of computational 
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pathology—one that is not only intelligent and efficient, but also secure, inclusive, and globally 
connected.. 
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