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Abstract

Peer-to-peer (P2P) lending platforms have transformed the financial technology sector by facilitating
direct interactions between borrowers and lenders, eliminating the need for traditional financial
intermediaries. While this innovation enhances financial inclusion and efficiency, it is subject to
significant fraud risks such as identity theft, misrepresentation, predatory lending, and Ponzi schemes.
These fraudulent activities undermine platform integrity and erode user trust. This paper presents
a comprehensive systematic literature review of fraud detection strategies in P2P lending platforms,
emphasizing the role of advanced analytics and machine learning (ML) models in effectively identifying
and preventing fraud. The study addresses key research questions, including the definition of fraud
within the P2P lending context, the human dynamics influencing fraudulent behavior, and the ML
and Al techniques suited for fraud prevention. Our findings highlight the importance of real-time
data analysis, continuous updating of detection models, and the integration of behavioral insights
to effectively mitigate fraud risks. By synthesizing current methodologies and technologies, the
paper contributes to both theoretical advancements and practical applications in fraud detection. It
underscores the need for robust, adaptable frameworks that ensure a secure lending environment,
enhance platform sustainability, and strengthen user confidence in P2P lending systems.

Keywords: P2P lending; fraud; machine learning; systematic literature review

1. Introduction

In an era defined by rapid digital innovation, peer-to-peer (P2P) lending platforms have disrupted
traditional finance, transformed the landscape of digital lending and e-commerce by enabling direct
interactions between lenders and borrowers without the need for traditional intermediaries but through
online services (Morse 2015). While P2P platforms offer opportunities for greater access to finance and
marketplaces, and supports inclusion for those otherwise excluded from traditional financial systems,
they are also subject to greater vulnerabilities, posing unique risks derived from digital nature of the
platforms. Fraudulent activities, including misrepresentation, identity theft, and Ponzi schemes, are
common concerns (Xu et al. 2022), which efficient and effective prevention, detection and correction
is essential for maintaining trust and security in such decentralized systems. This systematic review
synthesizes recent literature on P2P fraud detection methods, such those implementing machine
learning applications, while as well discuss the challenges faced in this domain. Altogether, we here
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explore effective strategies for identifying and preventing fraudulent activities, pivotal for maintaining
the integrity and trustworthiness of these financial systems.

Accompanying a rapidly evolving digital finance landscape, we also live an unprecedented
expansion in the availability of intelligent algorithmic systems. With the proliferation of Big Data
technologies and sophisticated analytical tools, such as machine learning (ML) and artificial intel-
ligence (AI) solutions, P2P platforms have the potential to harness these advancements to detect
and mitigate fraud risks effectively (Bello et al. 2024; Hassan et al. 2023). Specifically, combining the
power of data and machine learning holds great promise for detecting fraudulent behavior in P2P
lending by unraveling anomalous patterns hidden in large-scale trends. Leveraging computer science
solutions on the large datasets P2P platforms collect, such as transaction history, user activity, or
communication logs, platforms can pinpoint irregularities that deviate from default behaviors (Wu
et al. 2022; Jayathilaka et al. 2018). The development and deployment of appropriate machine learning
methods for fraud detection holds the potential to automatize and improve fraud risk management,
ultimately fostering a safer lending environment, thus protecting both lenders and borrowers and
ensuring a sustainable development and long-viability of P2P alternative finance (Xu et al. 2015, 2016).

In recent years, the implementation of advanced machine learning algorithms and predictive
models has proven instrumental in elevating fraud detection capabilities, though much remains to
be learned as P2P fraud is a rare event and, therefore, Al modeling frequently makes false negative
predictions, tragic as these can lead to large losses (Xu et al. 2022). Another dimension in which
P2P fraud ML/AI detection systems might be sensitive is on temporal dynamics, as even if these
technologies facilitate real-time analysis of and rapid response to suspicious activities, fundamental
for rapidly counteract the financial losses associated with detected fraud (Xu et al. 2015), the scalable
integration of new data points requires flexible and expensive database systems. Therefore, a long
path of improvement and debate is still open towards the continuous refinement of ML/ Al solutions,
requiring a deep understanding of both technological aspects and the behavioral patterns of fraudsters
(Xu et al. 2016).

Practical examples of fraud in P2P lending evidence their diversity and complexity, including
identity theft, where individuals falsify information to secure loans illegally, predatory lending prac-
tices, where borrowers are misled into agreeing to unfavorable terms, transaction manipulation, loan
stacking, or Ponzi schemes. Effective fraud detection strategies, only if able to account for this behav-
ioral diversity, could enable platforms to prevent such scenarios, ensuring fair practices and adherence
to regulatory standards (Bello et al. 2024; Jayathilaka et al. 2018), but to do so need ML /Al systems
need to be resilient and aware of human dynamics. Therefore, this review study also delves into the
human dynamics, and socioeconomic factors and impacts of fraudulent activities in P2P lending.

The importance of leveraging technological solutions to detect and prevent P2P fraud is un-
questionable, as an increasing number of platforms are investing in advanced security measures,
regulatory compliance, and recognizing the significance of robust fraud detection technology. In
addition, fraud detection, especially in connection with anti-money-laundering requirements and
know-your-customer-obligations, are increasingly a regulatory condition to be able to operate a P2P
lending platform (Wenzlaff et al. 2022; Alibrandi and Grossule 2022; Louisse 2022; Ferretti 2022). This
technological adaptation path could lead to the enhancement of operational resilience and support
regulatory compliance (Xu et al. 2015, 2016).

However, to start with, the necessity for a clear and precise definition of fraud in P2P lending
is critical. The absence of a standardized definition hampers the development of effective detection
algorithms and contributes to inconsistencies in research outcomes, leading to challenges in the
comparability of studies, as different researchers may adopt varying definitions and thresholds
Cumming et al. (2021). A unified definition would facilitate the creation of robust detection frameworks,
which on the technology side suffer from the various challenges previously exposed Machado et al.
(2024), and would ultimately also solve the evaluation dilemma, where the comparison of detection
algorithms does not yet count with a unified benchmark system. If all these challenges are addressed,
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detection frameworks could ultimately help improve the interoperability of P2P systems across
different platforms, which is essential given the decentralized nature of P2P networks Liu et al. (2024).

In an era characterized by the rapid evolution of financial technologies, peer-to-peer (P2P) lending
has emerged as a transformative force in alternative finance, connecting borrowers directly with lenders
via online platforms Agarwal and Zhang (2020). By bypassing traditional financial intermediaries,
P2P lending enhances financial inclusion and operational efficiency. However, this disruption comes
with significant challenges, notably the risk of fraud, which includes activities such as identity theft,
misrepresentation, predatory lending, and Ponzi schemes. These fraudulent practices undermine
platform integrity, erode consumer trust, and pose significant operational and reputational risks.

Fraud in P2P lending can be broadly defined as deliberate acts of deception aimed at securing
financial or reputational gains at the expense of others. Unlike conventional financial systems, where
centralized oversight can mitigate risks, P2P platforms rely heavily on decentralized, data-driven
processes. This reliance amplifies vulnerabilities, necessitating sophisticated detection and prevention
strategies to maintain trust and sustain growth in this dynamic market.

This study presents a systematic literature review that synthesizes the state-of-the-art machine
learning (ML) and artificial intelligence (AI) techniques used in P2P fraud detection. Beyond detecting
fraud, we emphasize the integration of these technologies into platform operations to proactively
prevent fraudulent activities. By providing a consensus definition of P2P fraud and examining the latest
technological advancements, this study bridges the gap between theoretical research and practical
applications, ultimately addressing critical managerial and consumer service implications.

By gathering evidence that meets predefined eligibility criteria, this study seeks to answer the
following research questions:

1. What is the definition of fraud within the context of P2P lending?

2. Which machine learning and Al techniques and schemes are suited for P2P lending fraud
detection and prevention?

3. What are the managerial and ethical implications?

Here reported insights are intended to benefit both practitioners and researchers, particularly but
not exclusively in the finance field. For industry professionals, having an overview of fraud detection
and prevention methods is a must starting point towards advancing platform integrity towards
ultimately enhancing user trust towards using P2P lending. For academics, this SLR lays foundational
knowledge on the field history and state-of-the-art, serving as groundwork for developing further
research and innovative fraud detection techniques.

The paper is structured as follows: Section 2 outlines the methodology employed to conduct the
systematic literature review. Section 3 presents the quantitative aspects of the literature concerning
fraud detection models. Section 4 the role of Al in fraud detection. Section 5 provides a thematic
analysis of the retrieved literature. Finally, Sections 6 and 7 present the managerial implications of the
findings and the conclusion of this study.

2. Methodology

In our systematic literature review study, we follow a structured methodology to guarantee
thorough and impartial results. Utilizing the framework employed by Varsha et al. (2024); Amato et al.
(2024), our methodology consists of eight crucial steps that establish the direction and extent of our
review.

¢  First, we define the study problem by formulating research questions.

*  Second, we establish and verify a systematic approach for reviewing to offer direction for our
data exploration and examination (i.e., we draw a research map, more details in Figure ??).

¢ The third step involves conducting a thorough analysis and exploration of the relevant literature,
ensuring a comprehensive examination of the subject area.

¢  Pourth, we use certain criteria to carefully evaluate the collected studies for inclusion, ensuring
their relevance and high quality.
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e The fifth step involves a thorough evaluation of the quality of each selected study.

e  Sixth, the data extraction procedure begins, when pertinent information is systematically gathered
from each study.

*  The seventh step, data analysis and synthesis, allows us to combine findings and extract meaning-
ful insights.

*  In the eighth and final step, we summarize the results in detailed reports, presenting our findings
in a systematic and easily comprehensible manner.

The methodological approach used ensures the precision and dependability of our literature
review, thus providing significant information on the topic.

Scopus' was selected as the primary database for this systematic literature review due to its
comprehensive coverage of peer-reviewed scholarly publications across a wide range of disciplines,
including finance, computer science, and management—fields critical to understanding fraud detection
in P2P lending platforms. Scopus is renowned for its advanced search capabilities, which allow for
precise and customizable queries using logical operators, enabling researchers to filter and retrieve
relevant studies efficiently. We did not choose Web of Science (WoS), as it is subscription based and
Scopus is freely available. Majority of papers indexed in WoS are also indexed in Scopus so we
eliminated duplicates from the start. Additionally, Scopus includes a robust citation tracking system,
making it easier to identify influential papers and trends in the field (Kushwaha et al. 2021; Ngai
et al. 2009). The advanced search function was employed to generate customized search queries,
incorporating keywords such as: "Fraud’, "Fraudulent Activities’, 'Fraud detection’, 'P2P Lending’,
"P2P’, and "Alternative Financ*'. The keywords, along with the logical operators "AND’ and "OR’, were
used to create one search query. These questions were designed to focus on fraud in P2P settings.

*  (“Fraud" OR “Fraudulent Activities” OR “Fraud Detection") AND (“P2P Lending" OR “P2P" OR
“ Alternative Financ*")

This query targeted keywords, abstracts, and titles of articles in the initial retrieval phase. It was
applied to Scopus and the resulting papers were filtered based on the exclusion criteria outlined in
Table 1. Using a four-phase strategy, we start by collecting 134 publications using the systematic method
as outlined in this section and depicted in Figure 1. Furthermore, the total number of publications
analyzed in this study is 38.

N=134 N=124 N=120

¥ [ v [ v

. Selection of Papers . . Final Selection Based
S Implementation of (Field, Journal Applying Inclusion & on Title, Key Words and
copus Search Query g ’ Exclusion Criteria y
Database Conferences) Abstract

Figure 1. Illustration of the article selection process.

Table 1. Summary of article selection criteria.

Criteria Decision
Inclusion of pre-defined keywords in title, abstract, or keyword list Inclusion
Article publication in a scientific journal Inclusion
Article written in English Inclusion
Duplicates of an original article Exclusion
Relevance of abstract, title, and content to research objective Exclusion

1 https:/ /www.scopus.com/home.uri
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3. Deconstructing the Research Landscape

The current literature landscape presents a diverse range of studies distributed across various
fields with a concentration in Business & Finance, Computer Science, and Engineering, indicating the
multidisciplinary nature of the topics covered (see Figure 2). This is substantiated by the keyword

"o

word cloud, which highlights terms like "Peer Networks," "Finance," "Machine Learning," and "Fraud
Detection" as prominent themes. These keywords (see Figure 3) not only underscore the primary focus
areas but also reflect ongoing concerns and developments in financial technologies and cybersecurity
within digital transaction systems. The substantial representation of topics related to electronic
commerce, peer-to-peer lending, and fraud detection suggests a strong emphasis on understanding

and innovating within the digital transaction space.
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o
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Figure 2. Field of study of published papers.
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appearance in papers reviewed.

Furthermore, the analysis of publication types (see Figure 4) and years (see Figure 5) reveals that
the majority of the literature comprises journal papers, which make up 58% of the studies, followed
by conference papers at 39%. This distribution indicates a balanced mix of theoretical exploration
and practical applications that are shared at academic and professional gatherings. The temporal
distribution of publications highlights peaks in research output during certain years, with notable
increases in recent years, which may correspond to technological advancements and heightened
industry interest in blockchain technologies and Al-driven financial solutions. Moreover, the frequency
distribution of citations per publication (see Figure 6), particularly the clustering around papers with
10-25 citations, reflects a consistent engagement with these topics within the academic and professional
communities, highlighting their ongoing relevance and the community’s acknowledgement of the
importance of continued research in these areas.
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Figure 4. Type of papers published: Journal, Review, and Conference papers are peer-reviewed studies.
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Figure 6. Frequency of citations of publications.
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Table 2. Fraud detection research categories, papers, advantages, limitations, and applications.

Category

Paper(s)

Advantages

Limitations

Applications

Data-Driven Analysis

Wang Y.; Li E; Hu J.; Zhuang D.

Correctly detects fraud users and creates mean index combinations for fraud
recognition.

Classification of fraud is limited; sample size limited to one website and one
cryptocurrency.

Fraud detection in P2P lending by identifying users with negative ratings.

Xu].J;LuY.; Chau M.

Potential use of many different methods and a unique dataset.

Work in progress, potential bias form sample bias - single platform China.

(Potential) Fraud detection in P2P lending using meta-learning and classifica-
tion algorithms.

Tsuchiya T.; Cuevas A.; Christin N.

Builds machine learning models to predict account suspension.

limited transferability across markets.

Predicting account suspension on P2P platforms.

Chen Y.; Wang D.

Designs and analyzes the detailed design process of the prototype system of
anti-fraud.

Needs more classifiers for AdaBoost.

Anti-fraud system design in P2P lending.

Chengeta K.; Mabika E.R.

XGBoost, Deep Learning, and CatBoost performed better in classifying P2P
lending defaults; identifies key parameters leading to loan defaults.

Suggest future work in quantum ML, cloud computing.

Classifying P2P lending defaults and identifying key risk factors.

Wang H.; Wang Z.; Zhang B.; Zhou J.

Provides an overview of a data collection system for anti-fraud in P2P financial
markets, addressing challenges like ActiveX controllers and JavaScript encryp-
tion.

Does not specify detailed validation methods.

Data collection for anti-fraud systems in P2P lending.

Folino E; Folino G.; Pontieri L.

Introduces an incremental learning framework for detecting deviant business
process instances; demonstrates scalability with a distributed peer-to-peer
architecture.

Performance can be improved.

Detecting deviant business process instances in P2P systems.

LuS,; Xu X.; Wang H.; Zhao J.; Wu Z.

Unsupervised learning approach to extract groups that exhibit potentially
fraudulent behavior.

No advanced labels; relies on clustering methods.

Identifying potentially fraudulent groups in P2P lending.

Wang H.

Study shows that standard ML methods yield quite good predictions (AUC >
0.780).

Fraudulent users and users with overdue payments are labeled, but it is not
mentioned how; only features from transaction data; only Chinese market.

Fraud detection using standard ML methods.

Xu]J.; Chen D.; Chau M,; Li L.; Zheng
H.

Empirical evidence of features that predict P2P loan fraud based on meaningful
fraud labels.

Needs more borrower behavior features.

Predicting P2P loan fraud using various ML models.

Yang B.; Garcia-Molina H.

Robust scheme that makes fraudulent behavior unattractive and protects
against it.

No data (theoretical instance).

Preventing coin fraud using rule-based detection.

Behavioral Analysis

LiuF; You Y.

Leverages social network and consumption data.

Few ML models tested.

Fraud detection based on consumption behavior.

Islam M.M.; Sohag A.; Hasan M.; Islam
M.K.; Sultan M.N.

Random Forest outperforms other algorithms; uses XAI tools to find the ex-
plainability of the datasets with the top-score model.

Models and explanations derived from this study are specific to the dataset
used.

Fraud detection using behavioral data and explainable Al

Lai W.

Provides a new method that combines feature extraction with imbalanced data
processing, and verifies the effectiveness of this combination.

Model robustness and applicability need further validation.

Fraud detection using imbalanced data processing.

FuX,; Zhang S.; Chen J.; Ouyang T.; Wu
J.

It is helpful to use changes in investor sentiment to study trading volume;
this data may provide important reference information for government and
enterprises.

Precision and recall values still have room for improvement.

Using investor sentiment to detect fraud.

Text Analysis LiL; Zhao T; Xie Y.; Feng Y. Mixes text method and theory from behavioral theory to not only detect but Only applies when there is a lot of text describing the company. Fraud detection using text analysis and behavioral theory.
also try to explain why companies are fraudulent.
Network Analysis LiY,;BuH.,; Wu]. Novel approach using company ownership structure. Only Chinese firms, features are country specific. Fraud detection using ego-network models.

Musau E; Wang G.; Abdullahi M.B.

Model can deal with malicious attacks efficiently compared with existing
models.

Reliance on simulations; real-world applicability and scalability need further
validation.

Fraud detection using trust mechanisms and simulation techniques.

Wang Q.; Liu Y.

Contributes a new approach to incorporating graph and text data for P2P
lending fraud detection; demonstrates improved performance over existing
methods.

The complexity of the attention mechanisms may require significant computa-
tional resources.

Fraud detection using graph attentive networks.

Trust and Reputation Analysis

Acampora G.; Alghazzawi D.; Hagras
H.; Vitiello A.

Proposes a new method (type-2 fuzzy logic) to evaluate reputation; aims at not
only buyers but also sellers in the P2P environment.

No cross platform validation, lacks comparison with other methods.

Classifying fraudulent users in P2P environments using fuzzy logic.

Wang Y.; Yang J.; Qi L.

This model imitates real P2P platforms by allowing sellers to be of different
types with type information unavailable to buyers.

Sample size; how steady-state equilibria can be approximately reached in a
finite time.

Modeling P2P platforms using game theory.

Pereira R.H.; Gongalves M.J.A.; Coelho
M.AGM.

Comprehensive framework in classification of fraud, methods, and validation
techniques.

Theoretical, needs empirical development.

Theoretical discussion on fraud classification.

Musau F; Wang G.; Abdullahi M.B.

Reduces malicious behaviors by comparing

Simulation - based, assumes honest peers, scallability and generalisibility
concerns

Trust model based on neighbor similarity
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Table 3. Categories Table.

Category

Description

Basic Principles

Covered

Includes Data-Driven Analysis, Behavioral Analysis, Text Analy-
sis, Network Analysis, Trust and Reputation Analysis, Risk As-
sessment, Ensemble Methods, Feature Engineering, and Explain-
able Al (XAI).

Using ML (Yes)

k-means algorithm, logistic regression, Ego-network, Ad boost,
random forest, meta-learning algorithm, decision trees, SVM, NN,
text logistic regression, CNN LSTM, LIME model, type-2 fuzzy
logic, Imbalance-XGBoost, XGBoost, NGBoost, AdaBoost GBDT,
Graph Attentive Network model (FDNE), ensemble-based de-
viance detection model.

Using ML (No)

Analytic Hierarchy Process (AHP), game theory model, CFA and
SEM analysis, trust mechanisms and simulation techniques, Cox
Hazard Model, qualitative analysis, unsupervised learning and
clustering, reputation models, collaborative filtering, auctions,
social networking, rule-based detection (invariants).

Data-Driven Analy-
sis

Wang Y.; Li E; HuJ.; Zhuang D. (using k-means), Xu J.J.; Lu'Y.;
Chau M. (potential use of meta-learning), Tsuchiya T.; Cuevas A.;
Christin N. (building ML models). Applications: Fraud detection
in P2P lending, predicting account suspension, anti-fraud system
design.

Behavioral Analy-
sis

LiuE; You Y. (using Random Forest), Islam M.M.; Sohag A.; Hasan
M.; Islam M.K,; Sultan M.N. (using 10 ML algorithms), Lai W.
(using Imbalance-XGBoost). Applications: Fraud detection based
on consumption behavior, using behavioral data and explainable
Al, using imbalanced data processing.

Text Analysis Li L.; Zhao T.; Xie Y.; Feng Y. (using text logistic regression, SVM,
CNN LSTM). Applications: Fraud detection using text analysis
and behavioral theory.

Network Analysis | LiY.; BuH.; Wu]. (using logistic regression, Ego-network), Musau

F.; Wang G.; Abdullahi M.B. (using trust mechanisms), Wang Q.;
Liu Y. (using Graph Attentive Network model FDNE). Applica-
tions: Fraud detection using ego-network models, trust mecha-
nisms, and graph attentive networks.

Trust and Reputa-
tion Analysis

Acampora G.; Alghazzawi D.; Hagras H.; Vitiello A. (using type-2
fuzzy logic), Wang Y.; Yang J.; Qi L. (using a game theory model),
Li J; Liu L.; Xu J. (using a Fuzzy-Rep model). Applications:
Classifying fraudulent users using fuzzy logic, modeling P2P
platforms using game theory, improving P2P e-commerce security.

Risk Assessment

Xie X.L. (using Analytic Hierarchy Process), Shen L.H.; Khan H.U.;
Hammami H. (using CFA and SEM analysis), LiJ.; Hsu S.; Chen
Z.; Chen Y. (using Cox Hazard Model). Applications: Detecting
fraud, understanding lenders’ perceptions, analyzing the relation
among survival, interest rate, and capital.
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Table 4. Summary of Authors and Their Model/Method Used.

Authors Model/Method Used

Wang Y.; Li F; Hu J.; Zhuang D. k-means algorithm

LiY,; BuH.,; Wu]. logistic regression models, Ego-network, Ad boost, random forest
Xu]J,; LuY.; Chau M. meta-learning algorithm, decision trees, SVM, NN

Liu E; You Y. Random Forest

LiL.; Zhao T,; Xie Y.; Feng Y.

Acampora G.; Alghazzawi D.; Hagras H.; Vitiello
A.

Islam M.M.; Sohag A.; Hasan M.; Islam M.K,;
Sultan M.N.

Tsuchiya T.; Cuevas A.; Christin N.

Lai W.

Chen Y.; Wang D.

Fu X.; Zhang S.; Chen J.; Ouyang T.; Wu J.
Chengeta K.; Mabika E.R.

Xu]J.; Chen D.; Chau M.
LiJ.; LiuL,; Xu].
Wang H.; Wang Z.; Zhang B.; Zhou J.

Wang Q.; Liu Y.
Folino E,; Folino G.; Pontieri L.

Wang H.
Xu].J.; Chen D.; Chau M,; Li L.; Zheng H.
Kim H.-J; Jung J.J.; Jo G.-S.

Yadav A.S.; Kushwaha D.S

Xie X.L.

Wang Y.; Yang J.; Qi L.

Pereira R.H.; Gongalves M.J.A.; Coelho M.A.G.M.
Shen L.H.; Khan H.U.; Hammami H.

Musau F; Wang G.; Abdullahi M.B.

LiJ.; HsuS.; Chen Z.; Chen Y.

Cekerevac Z.; Dvorak Z.; Prigoda L.; Cekerevac
P

Chen D.; Deakin S.; Johnston A.; Wang B.

LuS.; Xu X,; Wang H.; Zhao J.; Wu Z.

Zhong Q.-Q.; Wei W.-H.

Sundaresan N.

Yang B.; Garcia-Molina H.

text logistic regression, SVM, CNN LSTM, decision tree, LIME
model
type-2 fuzzy logic

10 well-known ML algorithms, four XAI tools (Random Forest
outperforms)

random forest, gradient boosting

Imbalance-XGBoost, XGBoost, NGBoost, AdaBoost GBDT

Ad Boost algorithm

CNN

supervised learning techniques, deep convolution neural net-
works (CNN), XGBoost, Deep Learning, CatBoost

Blacklisting, Random Forest (RF), Support Vector Machines (SVM)
Fuzzy-Rep model, fuzzy logic

Bayesian Networks, Logistic Regression, other machine learning
techniques

Graph Attentive Network model called FDNE

ensemble-based deviance detection model (AODE and other clas-
sification algorithms)

supervised ML methods based on feature engineering, random
forest, gradient boosting decision tree

random forest (RF), XGBoost (XGB), deep neural network (DNN),
Long Short Term Memory (LSTM) neural network

cosine similarity, Recommend-Feedback-Re-recommend (RFR)
algorithm

(No specific model listed)

Analytic Hierarchy Process (AHP)

game theory model

(Theoretical discussion on ML methods)

CFA and SEM analysis

trust mechanisms and simulation techniques

Cox Hazard Model

(No specific model listed)

(Qualitative analysis)

Unsupervised learning, Minimum spanning tree extraction

(No specific model listed)

reputation models, collaborative filtering, auctions, social net-
working

rule-based detection (invariants)

4. The Role of Al in P2P Fraud Detection

Al has introduced a paradigm shift in fraud detection by enabling the analysis of vast amounts
of data in real-time, identifying patterns and anomalies that may indicate fraudulent activity. Peer-
to-peer (P2P) transactions, enabled by digital platforms, have revolutionized financial exchanges by
facilitating direct interactions between individuals and entities. This model, which bypasses traditional
intermediaries, offers efficiency and cost-effectiveness (Xu et al. 2015; Liu and You 2020). However,
it also presents new challenges, particularly in terms of fraud detection (Xu et al. 2022, 2015; Chen
and Wang 2020; Pereira et al. 2023; Wang 2019; Li et al. 2020). The anonymity (Teichmann et al. 2024),
decentralization (Yadav et al. 2022), and speed inherent in P2P transactions create vulnerabilities that
can be exploited by malicious actors (Acampora et al. 2016). As fraud schemes become increasingly
sophisticated, there is a growing need for advanced detection mechanisms (Xu et al. 2022). Artificial
Intelligence (AI) has emerged as a powerful tool in this domain, offering dynamic (Wang et al. 2017;
Folino et al. 2018; Zhong and Wei 2011), scalable (Xu et al. 2015; Liu and You 2020), and accurate
solutions to combat P2P fraud (Lai 2023). This chapter explores the role of Al in detecting P2P fraud,
examining its methodologies and potential limitations.

P2P fraud encompasses a wide range of deceptive practices aimed at exploiting the vulnerabilities
of decentralized transactions (Yadav et al. 2022). Common types of P2P fraud include identity theft
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(Pereira et al. 2023; Xu et al. 2016), transaction laundering (Teichmann et al. 2024), fake accounts
(Tsuchiya et al. 2024), loan request fraud (Xu et al. 2015) or others (Cumming et al. 2021; Beekun et al.
2008). The lack of centralized oversight and the reliance on digital identities increase the complexity of
fraud detection in P2P networks (Wang 2019; Li et al. 2010). Traditional fraud detection systems, which
often depend on rule-based approaches, struggle to adapt to the evolving tactics used by fraudsters in
P2P contexts (Lai 2023; Chengeta and Mabika 2021).

In P2P fraud detection, supervised learning models are commonly used, where the algorithm is
trained on labeled data containing known instances of fraud (Wang 2019). ML algorithms can learn
from historical transaction data to identify patterns associated with fraudulent activities. Decision
trees, random forests, and support vector machines are frequently employed in P2P fraud detection
due to their ability to handle large datasets and uncover complex relationships between variables (Liu
and You 2020; Chen and Wang 2020). Deep Learning, a more advanced subset of ML, leverages neural
networks with multiple layers to analyze complex data structures (Chengeta and Mabika 2021; Li et al.
2020). Natural Language Processing (NLP) is another Al methodology with significant implications
for P2P fraud detection. NLP techniques can analyze textual data, such as transaction descriptions,
communication between parties, or customer support interactions, to detect signs of fraud (Li et al.
2020).

Al in P2P fraud detection holds significant promise but faces several challenges, including the
need for large, high-quality datasets, which can be difficult to obtain in certain markets or platforms,
leading to inconsistencies that affect model performance (Xu et al. 2015; Liu and You 2020). The "black
box" nature of Al, particularly in deep learning models, poses issues with transparency, making it
difficult to explain decisions to stakeholders or regulatory bodies (Islam et al. 2024).

There are many dimensions in which this topic is analyzed. (Li et al. 2016) examine the risks
of P2P lending platforms in China by applying a Cox Hazard Model to model platform failure. It
identifies significant factors like platform age, interest rates, and loan types that impact the likelihood
of failure. Different perspective is offered by Chen and Wang (2020) as they explore anti-financial
fraud technology using machine learning, specifically the AdaBoost algorithm, to enhance credit
fraud detection in P2P networks. It emphasizes the importance of data preprocessing and adaptive
weight adjustments to improve model accuracy and minimize lending risks associated with fraudulent
applicants. Moreover, Bitcoin emerged as an alternative payment method following the decline of the
U.S. dollar’s reputation, offering benefits like lower transaction costs, privacy, and inflation protection
(Cekerevac et al. 2015). Risks associated with Bitcoin are discussed by Fu et al. (2019), including its
volatility, regulatory uncertainty, and potential for facilitating illegal activities. The authors analyze
these risks in the context of Bitcoin’s adoption as a currency and its implications for financial stability
and investor protection. Moreover, peer-to-peer (P2P) lending, a digital marketplace connecting
borrowers and lenders, has grown during the COVID-19 pandemic but faces significant challenges,
including information asymmetry and inadequate credit verification (Chengeta and Mabika 2021).
Machine learning algorithms like deep learning convolutional neural networks and frameworks
such as XGBoost and LightGBM are employed to predict loan defaults and fraudulent behavior,
outperforming traditional classifiers. The study, using datasets from Prosper and Lending Club,
identifies key predictors of loan defaults, including purpose, employment status, age, and credit grade
(Chengeta and Mabika 2021; Wang et al. 2020; Chen et al. 2021).

Ethical and legal concerns also arise, particularly regarding data privacy and the potential for
biased outcomes, necessitating compliance with varying data protection regulations (Pereira et al.
2023; Teichmann et al. 2024; Li et al. 2021). Overcoming these challenges while driving innovation is
crucial, with future directions focusing on developing interpretable Al models, leveraging federated
learning to enhance privacy while improving performance, and refining anomaly detection techniques
to reduce false positives and better identify novel fraud patterns (Li et al. 2020,?; Islam et al. 2024).
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5. Predominant Themes in Literature

This subsection summarizes the content-related aspects of the papers collected in this systematic
literature review. We categorize the content into settings, methods, and evaluation aspects of the
empirical studies reviewed. Additionally, Table A1 presents a summary of all the papers collected,
highlighting their main features. Fraud in P2P platforms extends beyond financial losses, having
significant implications for consumer trust, platform sustainability, and service delivery Xu et al.
(2022); Lo and Kan (2023). Fraudulent activities erode trust in digital platforms, reducing consumer
willingness to engage with P2P services so that detecting and mitigating fraud ensures the operational
sustainability of the platforms.

5.1. Defining Fraud in P2P Platforms

Fraud definitions in P2P literature vary based on the type of platform and context. Commonly
addressed forms of fraud include: a) misrepresentation and identity theft: users providing false
information to deceive lenders or sellers, often resulting in financial losses (Xu et al. 2016; Shen et al.
2021); b) reputation manipulation: fraudulent activities where users artificially inflate their reputations
through fake reviews or ratings, especially problematic in e-commerce settings (Acampora et al. 2016);
¢) platform-level fraud: some platforms themselves engage in fraudulent activities, such as Ponzi
schemes, where funds from new investors are used to pay returns to earlier investors without real profit
generation (Chen et al. 2021); d) payment and loan default fraud: in the context of P2P lending, fraud
can also involve defaulting on loans after receiving funds, often exacerbated by limited regulatory
frameworks in certain regions (Lai 2023).

Fraud in the digital context of P2P platforms consists of deliberate acts of deception aimed
at gaining financial or reputational advantage at the expense of others, facilitated by the unique
characteristics and vulnerabilities of online environments (see Figure 7). These forms of fraud exploit
the digital nature of peer-to-peer platforms, requiring robust detection and prevention mechanisms.

False information

Figure 7. Fraud Definition.

5.2. P2P Lending Platform and Fraud Divtersity

The settings in which fraud detection and management in Peer-to-Peer (P2P) lending and e-
commerce platforms have been explored demonstrate a wide range of environments, reflecting the
diversity of these platforms and the geographic regions where they operate. Several studies have
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concentrated on the Chinese P2P lending market, which has garnered significant attention due to its
rapid expansion and the subsequent regulatory challenges it faces (Wang 2019; Li et al. 2016; Chen
et al. 2021; Wan 2018). These studies highlight the unique risks associated with the Chinese market,
such as the prevalence of fraud and liquidity issues that have plagued the sector. Moreover, the focus
on emerging markets is evident in studies that examine P2P platforms within broader international
settings (Teichmann et al. 2024; Musau et al. 2011). These studies often address the challenges posed
by evolving regulatory frameworks and the need for robust fraud detection mechanisms in markets
where financial systems are still developing.

The platforms under study vary from specific P2P lending sites to broader e-commerce platforms
that utilize reputation management systems. For instance, research has focused on Chinese P2P lending
platforms (Xu et al. 2015; Li et al. 2020,?) as well as on platforms that manage trust and reputation in
decentralized e-commerce environments (Acampora et al. 2016; Wang et al. 2017). The diversity of
these platforms underscores the varying levels of risk and the different approaches required for fraud
detection and prevention. Additionally, some studies have explored cryptocurrency P2P marketplaces
(Tsuchiya et al. 2024), which present unique challenges due to their decentralized nature and the
increased risk of scams and fraud that comes with disintermediation.

From a technological perspective, the environments studied range from platforms leveraging big
data analytics to those implementing machine learning algorithms and blockchain technologies. Big
data approaches are particularly highlighted in studies that focus on the management and analysis of
large datasets, which is crucial for real-time fraud detection in large-scale P2P lending platforms (Xu
et al. 2015; Liu and You 2020). Blockchain technology, on the other hand, is explored as a means to
enhance transaction transparency and security, particularly in the context of digitizing land records
and mitigating document forgery in property transactions (Yadav et al. 2022). These technological
settings illustrate the critical role that advanced data processing and secure transaction systems play in
maintaining the integrity of P2P lending and e-commerce platforms.

5.3. Big Data and ML/AI Solutions for P2P Fraud Detection

Datasets play a central role in fraud detection, but data availability and labeling are major
challenges. Many studies use data from P2P platforms such as Lending Club and EasyLoans, which
provide transaction histories, user profiles, and rating data. These datasets often include labeled fraud
cases, typically based on user behavior such as defaults or negative ratings (Wang 2019). Data from
social media or business registration databases, such as Qichacha in China, are also used to supplement
platform data, especially in cases where internal data is unavailable (Li et al. 2020,?). In the absence of
real-world data, researchers sometimes use simulated datasets to model fraud detection, though these
are limited in terms of real-world applicability (Pereira et al. 2023; Musau et al. 2014).

Various methods are employed to detect fraud in P2P lending and e-commerce platforms, utilizing
approaches that range from traditional rule-based systems to complex machine learning (ML) models.
Traditional fraud detection relies on predefined rules, such as flagging users with a high number
of negative ratings or identifying unusual transaction patterns; however, these methods often lack
flexibility and can lead to false positives (Wang 2019; Wang et al. 2017; Wang and Liu 2015). Another
approach is the use of reputation systems, which assess trustworthiness based on user feedback
and transaction history, making them particularly useful in e-commerce settings. Techniques like
collaborative filtering and reputation-based clustering are employed in these systems to help detect
anomalies in user behavior (Acampora et al. 2016; Sundaresan 2007). Additionally, some studies have
focused on creating specific features that capture fraudulent behavior, such as indicators of social
connections, transaction sequences, and spending patterns, which enhance model performance by
targeting key behavioral attributes linked to fraud (Xu et al. 2016; Li et al. 2010, 2020).

Machine learning models have become increasingly popular for fraud detection in P2P platforms,
offering greater predictive accuracy and adaptability than traditional methods.The techniques em-
ployed in fraud detection across P2P lending and e-commerce platforms are as varied as the settings in
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which they are applied, with a strong emphasis on machine learning, big data analytics, and other
computational methods.

Machine learning and artificial intelligence (AI) techniques have emerged as the dominant tools
for detecting fraudulent activities. Supervised Learning Models like logistic regression, random forests,
and support vector machines (SVMs) are widely used to classify users as fraudulent or non-fraudulent
based on labeled datasets (Xu et al. 2015; Li et al. 2020).

Ensemble methods, including XGBoost and deep learning models like convolutional neural
networks (CNNs), are often applied to high-dimensional datasets for better fraud detection. Deep
learning models, in particular, are effective in capturing complex fraud patterns, though they require
large datasets and significant computational resources (Chengeta and Mabika 2021; Islam et al. 2024).

Many studies employ algorithms such as Random Forest, XGBoost, and Neural Networks, which
have proven effective in identifying patterns of fraud in large datasets (Wang et al. 2020; Chen et al.
2021). The integration of Explainable AI (XAI) tools further enhances these models by providing
transparency in decision-making processes, which is critical for gaining user trust and regulatory
approval (Islam et al. 2024).

Graph attentive networks (GATs) and ego-network models represent user relationships as nodes
and edges, allowing detection of fraud through network analysis and clustering of suspicious behaviors
(Wang et al. 2020; Musau et al. 2014).

Big data analytics is another significant technique utilized across several studies. This approach
is essential for handling the vast amounts of data generated by P2P lending platforms, allowing for
the real-time processing and analysis necessary for effective fraud detection (Xu et al. 2015; Liu and
You 2020). The ability to process and analyze large datasets quickly and accurately is particularly
important in the context of P2P lending, where transaction volumes can be immense and the potential
for fraudulent activity is high.

Blockchain and consensus algorithms have also been explored as innovative techniques to im-
prove the security and transparency of P2P transactions. For example, Yadav et al. (2022) propose
a blockchain-based framework for digitizing property transactions, which significantly reduces the
risk of document forgery and other fraudulent activities. This approach leverages the decentralized
nature of blockchain technology to create a secure, distributed ledger system that is less vulnerable to
tampering and fraud.

Reputation and trust management systems are critical in maintaining the integrity of P2P net-
works, especially in the absence of traditional intermediaries. Techniques such as fuzzy logic and
game-theoretic models are used to assess and manage trust among users on these platforms (Acampora
etal. 2016; Wang et al. 2017). These systems are designed to evaluate the trustworthiness of participants
based on their past behaviors and interactions, helping to prevent fraud by identifying potentially
malicious actors before they can cause harm.

5.4. Evaluation Methods Analysis

The evaluation methods employed in the studies reviewed are diverse, reflecting the complexity
of fraud detection in P2P lending and e-commerce platforms. Empirical validation is a common
approach, with many studies using real-world data from P2P platforms to test and refine their models.
For example, Li et al. (2016) utilize datasets from the Lending Club, a well-known P2P lending platform,
to validate their machine learning models. This empirical approach ensures that the models are not
only theoretically sound but also practically applicable in real-world scenarios.

Simulation studies are another frequently used method, particularly when empirical data is either
unavailable or insufficient. Simulations allow researchers to create controlled environments in which
they can test the performance of their models under various conditions before applying them to actual
data (Chengeta and Mabika 2021). This approach is valuable for understanding how different variables
and factors influence the effectiveness of fraud detection techniques.

Some studies also incorporate cross-platform comparisons to evaluate the generalizability of their
models. For instance, Tsuchiya et al. (2024) compare data from multiple cryptocurrency marketplaces
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to assess the performance of their fraud detection models across different platforms. This method
highlights the importance of developing models that are adaptable and can perform well in diverse
environments, which is crucial for the global applicability of fraud detection tools.

6. Managerial Implications

The findings from these studies offer significant insights for managers overseeing P2P lending
platforms and other decentralized marketplaces. One of the primary managerial implications is
the necessity for advanced risk management tools. The reviewed literature strongly suggests that
implementing machine learning models capable of detecting fraud patterns early can mitigate financial
losses and enhance platform integrity (Liu and You 2020; Wang 2019). For managers, investing in these
technologies is not just an option but a critical requirement for maintaining a competitive edge and
ensuring long-term platform sustainability.

Regulatory compliance is another crucial area where managerial attention is needed. The studies
reviewed emphasize the importance of aligning platform operations with evolving legal frameworks,
particularly in regions with less developed regulatory environments (Chen et al. 2021; Li et al. 2021).
Managers must stay informed about regulatory changes and proactively adjust their practices to
comply with new laws and guidelines. This is particularly important in markets like China, where
regulatory responses to the rapid growth of P2P lending have been both swift and significant.

Enhancing trust and reputation systems is also vital for maintaining user confidence in P2P plat-
forms. The literature highlights the effectiveness of employing fuzzy logic and game-theoretic models
to manage trust in decentralized environments (Acampora et al. 2016; Wang et al. 2017). For managers,
this means prioritizing the development and implementation of sophisticated reputation management
systems that can accurately assess and predict user behavior, thereby preventing fraudulent activities
and maintaining a secure trading environment.

Finally, the adoption of emerging technologies such as blockchain is recommended for improving
transaction transparency and reducing the risk of fraud. As illustrated by Yadav et al. (2022), blockchain
can play a transformative role in markets where traditional systems of record-keeping and transaction
verification are prone to fraud. Managers in high-risk markets, particularly in sectors like real estate or
large-scale P2P lending, should consider integrating blockchain technology into their operations to
safeguard against fraud and enhance the overall security of their platforms.

In conclusion, the systematic literature review underscores the importance of advanced techno-
logical solutions, regulatory compliance, and robust trust management systems in managing the risks
associated with P2P lending and decentralized e-commerce platforms. For managers, these findings
provide a clear road map for developing strategies that not only mitigate fraud risks but also promote
the sustainable growth and long-term success of their platforms.

Automation of fraud detection processes supports the operational efficiency through decreasing
the manual workload, in the same time improving the platform’s scalability and potential for handling
increased volumes of data and transactions. This operational efficiency reflects further on the strategic
planing and decision making processes based on big data and game theory models. Managerial
behavioral insights and decisions are in line with the developed reputation feedback systems, enabling
enhanced user engagement strategies and platform sustainability.

7. Conclusion

This study has conducted a comprehensive review of the current state of fraud detection in
Peer-to-Peer (P2P) lending and decentralized e-commerce platforms, focusing on the intersection of
advanced technologies, regulatory challenges, and managerial implications. The findings demonstrate
the critical role of machine learning, big data analytics, blockchain, and reputation management
systems in identifying and preventing fraudulent activities within these platforms. As P2P lending
continues to grow and evolve, the adoption of these technologies is not only essential for mitigating
risks but also for ensuring the sustainability and trustworthiness of these financial systems.
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The literature review highlights that while significant progress has been made in developing
sophisticated fraud detection models, the effectiveness of these models relies heavily on continuous
refinement and the integration of new data points. This dynamic process requires a deep understand-
ing of both technological advancements and the behavioral patterns of fraudsters. The reviewed
studies also emphasize the importance of regulatory compliance and the need for platforms to adapt to
evolving legal frameworks, particularly in regions where financial systems are still developing. More-
over, the integration of blockchain technology offers a promising avenue for enhancing transaction
transparency and reducing the risk of fraud in high-risk markets.

Fraud detection in P2P lending and e-commerce remains a dynamic and challenging field. While
machine learning has introduced powerful tools for detecting and predicting fraud, issues of gener-
alizability, scalability, and ethical compliance continue to shape research and practice. Future work
should focus on developing adaptable models that can operate across diverse contexts and platforms,
integrating explainability as a standard feature, and addressing regulatory and ethical considerations
to safeguard user trust and platform integrity.

One of the main ethical challenges requiring the implementation of explainable solutions is the
tendency of ML models to incur false negatives (FN) in the context of fraud detection (Raghavan and
El Gayar 2019; Al-dahasi et al. 2024). To address the ethical challenge of false negatives in ML-based
fraud detection, several solutions can be implemented. Explainable AI (XAI) techniques, such as SHAP
values, LIME, and decision tree visualizations, allow for greater transparency, enabling stakeholders to
understand model decisions and adjust for more accurate fraud detection. (Cirqueira et al. 2021; Gade
et al. 2019) Hybrid models, which combine rule-based systems with ML algorithms, offer a balanced
approach that leverages both precision and human intuition to reduce false negatives Malik et al. (2022).
Anomaly detection algorithms, like autoencoders and isolation forests, capture unusual behaviors
that traditional models might overlook, thus enhancing fraud detection accuracy (Pourhabibi et al.
2020). Regular model retraining and real-time monitoring further ensure models adapt to evolving
fraud patterns, while threshold optimization helps balance the trade-off between precision and recall
to minimize both false positives and false negatives. Ensemble methods, such as bagging, boosting,
and stacking, aggregate multiple model outputs to capture complex patterns that individual models
might miss Esenogho et al. (2022). Additionally, human-in-the-loop systems provide an extra layer of
scrutiny for high-stakes cases, allowing human analysts to review ambiguous cases and ensure more
reliable fraud detection (Chai et al. 2020). Collectively, these solutions work to improve explainability,
flexibility, and accuracy, reducing the ethical risks associated with false negatives in fraud detection.

7.1. Limitations and Future Recommendations

While this study provides valuable insights into the current landscape of fraud detection in P2P
lending, several limitations must be acknowledged. First, the review primarily focuses on studies
published in journals and conference proceedings, which may limit the inclusion of emerging research
from less traditional sources such as industry reports or unpublished studies. Additionally, the reliance
on data from specific regions, particularly China, may limit the generalizability of the findings to other
markets with different regulatory environments and user behaviors.

Another limitation is the inherent challenge of evaluating the effectiveness of fraud detection
models in real-world settings. Many of the studies reviewed rely on simulation or historical data,
which may not fully capture the complexities of live, real-time fraud detection in a rapidly evolving
technological landscape. Furthermore, the "black box" nature of many Al and machine learning
models poses a challenge in terms of transparency and explainability, particularly in highly regulated
industries where understanding the decision-making process is crucial.

Future research should address these limitations by expanding the scope of the review to include
a broader range of sources and geographic regions. Models trained on data from specific platforms
or regions may not perform well across different contexts due to variations in user behavior and
regulatory environments.
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A useful analogy to understand the potential of a unified fraud definition in P2P lending is the
Linux Foundation’s Hyperledger Fabric project. Hyperledger Fabric is an open-source blockchain
framework that provides modular and adaptable infrastructure, enabling different businesses to col-
laborate and share data securely. Despite diverse use cases, Hyperledger Fabric ensures all participants
adhere to the same fundamental standards, allowing companies from various sectors to build applica-
tions with shared protocols and data interoperability. Moreover, much like the Hyperledger Fabric
community benefits from collective governance and shared technical resources, a standardized fraud
framework would foster a more collaborative ecosystem among P2P platforms, academic researchers,
and regulators. It would encourage the development of open-access fraud datasets and enable plat-
forms to benchmark their fraud detection systems against industry-wide standards. This collaboration
would drive innovation, ensure faster responses to emerging fraud patterns, and ultimately enhance
the security and credibility of the entire P2P lending industry.

There is also a need for more empirical studies that evaluate fraud detection models in real-world
settings, providing insights into their practical applicability and effectiveness. Additionally, future
research should focus on developing more transparent and interpretable Al models that can be easily
understood by both regulatory bodies and platform users.

Supervised models depend on accurate labeling, which can be challenging to obtain, particularly
when distinguishing between legitimate users and those who engage in fraud without obvious
indicators. Unfortunately, for the platforms, publishing labeled data on individual users could result in
a breach of data protection requirements, therefore platforms are only required to publish aggregated
loan performance data (Louisse 2022).

Finally, as blockchain technology continues to evolve, further research is needed to explore its
potential in enhancing fraud detection and prevention in decentralized financial systems. This includes
investigating the integration of blockchain with existing fraud detection models and exploring its
application in new and emerging markets. By addressing these areas, future research can contribute to
the development of more robust, effective, and transparent fraud detection systems that support the
continued growth and sustainability of P2P lending and decentralized e-commerce platforms.

Fraud prevention strategies that incorporate behavioral dynamics can also be leveraged to per-
sonalize consumer services, but this aspects were not tackled in the current paper.

These findings provide actionable insights for platform managers, policymakers, and researchers,
promoting secure and sustainable P2P lending environments.
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Table A1. Table reporting all the articles that have been examined to conduct the research and highlighting their main features

Study Au-  Fraud definition? Datasets sources Label fraud? If so, Fraud detection ML methods used Validation methods Main contributions Main limitations
thors how? methods in the study used
(Wan Defined as users with  Bitcoin Exchange Based on negative  Rating-based k-means. N/A Combines different detection ~ Sample size limited to one website; may not gener-
2018) negative ratings. (https:/ /www.bitcoin- ratings. method. algorithms; accurate in identi-  alize well.
otc.com), 35,592 fying fraud.
obs., 5,881 users.
(Li et al. Fraud risk linked to  Qichacha busi- Based on company  Logistic regression, Adaboost, Random  10-fold cross-  Regulatory tool for fraud de-  Limited to Chinese data; difficult to apply globally.
2020) failed companies. ness database, failure. Ego-networks. Forest. validation. tection in P2P lending firms.
WDZJ.com (2,107
platforms).
(Xu et al.  Dictionary definition of  PPDai.com dataset. Not yet labeled. Meta-learning, de- N/A N/A Proposes diverse methods; = Work-in-progress; more features needed for im-
2015) fraud. cision trees, SVM, unique dataset. provement.
NN.
(Liu and  Differentiated by con- Consumption, so- Based on consump- Based on consump- Random Forest. Cross-validation. Predicts fraud using social net-  High-dimensional sample issues; more ML meth-
You 2020) sumption behavior. cial, and status tion ratings (0-3). tion types. work and consumption data. ods needed.
datasets (346,920
obs.).
(Li et al. Psychological fraud 4,554 P2P compa- Yes, based on the  Textmodels (NLP). Logistic regression,  Decision tree and Combines ML and be- Lacks depth on the validation methods. Only ap-
2020) intentions more likely  nies from the Home  size of the extracted SVM, CNN, LSTM. LIME model. havioural theory to both  plicable when text describing the company is abun-
for companies with  of Network Loan  text. detect and explain why com-  dant.
low-quality  executive  (https://www.wdzj.com). panies are fraudulent.
profiles
(Acampora Reputation of buy- eBay-like datasets. Based on eBay la-  Type-2 fuzzy logic. N/A Comparison statisti- ~ Proposes new method to eval- ~ Needs testing on non-Ebay platforms; compare
et al.  ers/sellers. bels. cal procedures (e.g., uate reputation and detect  with other methods.
2016) Friedman test). fraud.
(Xie 2017)  Not explicitly defined. N/A (theoretical Based on features  Analytic Hierarchy N/A N/A Proposes features to consider ~ Theoretical; needs testing with real data.
model). defined in the  Process (AHP). for future fraud detection.
model.
(Wang Not directly defined; N/A  (theoretical  Proportion of cheat- Reputation feed- Game theory model  Proof of lemma. Models real P2P platforms  Needs realistic modeling of trader entries/exits.
et al.  feedback system between  model). ing sellers. back systems. (non-atomic game with diverse seller types.
2017) sellers and buyers. setup).
(Pereira Deceptive practices un-  Simulated data. Based on various  Systematic review. Theoretical discus- N/A Classifies fraud, methods, and ~ Framework needs development.
et al.  dermining reputation sys- fraud types (e.g., sion on ML meth- validation techniques.
2023) tems. Sybil attacks). ods.
(Shen Misrepresentation, Ponzi ~ Questionnaire sur- Based on percep- CFA,SEM analysis.  N/A Identifies factors in- ~ Sample bias, limited scope,
et al.  schemes, identity theft, vey. tions of trust and fluencing P2P lend-  self-reporting data.
2021) platform misconduct. risk. ing intentions.
(Musau Various deceptive prac- Simulated data. Based on risk  Trust model based N/A Simulation experi- Reduces malicious behavior  Simulated validation; scalability and generalizabil-
et al.  tices in P2P e-commerce. management tech-  on neighbor similar- ments. via neighbor similarity. ity concerns.
2011) niques. ity.
(Islam Behavioral fraud in P2P Online data on cus-  Based on enterprise 10 ML algorithms  Random Forest,  Cross-validation (ac- Random Forest outperforms;  Generalizability, transparency, explainability tool
et al.  lending. tomer behavior. credit, residential  with XAI tools. SHAP, LIME. curacy, precision, re-  highlights explainability. limitations.
2024) status. call, F1).
(Tsuchiya ~ Vendor deceptive prac- Paxful, LocalCoin- Based on scams, Various ML meth- Random Forest, Gra- Cross-validation, High accuracy in predictingac- ~ Limited transferability across markets.
et al.  tices. Swap platforms. payment reversals, ods. dient Boosting. confusion matrix, count suspension.
2024) etc. ROC, AUC.
(Lai 2023)  Deliberate actions deceiv-  Lending Club plat- Based on false in- Imbalance- XGBoost, NGBoost,  Cross-validation, Combines feature extraction  Robustness and applicability of models.
ing lenders. form dataset. formation, identity =~ XGBoost, real-time  AdaBoost, GBDT. confusion matrix, with imbalanced data process-
theft, payment eva-  monitoring. ROC, AUC. ing.
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). Distributed under a Creative Com

CC BY license.



https://doi.org/10.20944/preprints202509.1144.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 15 September 2025

doi: 944/preprints202509.1144.

(Li et al.
2016)
(Cekerevac
et al.
2015)
(Chen
and Wang
2020)

(Fu et al.
2019)

(Chengeta
and
Mabika
2021)
(Musau

et al.
2014)

Xu et al.
2016)

(Li et al.
2010)

(Wang
2019)

(Li et al.
2021)

(Teichmann
et al.
2024)

(Wang
and Liu
2015)

Based on survival, inter-
est rate, capital.

Risks and benefits of Bit-
coin use.

Perceived from a mathe-
matical perspective.

Misrepresentation or
blind expansion by oper-
ators.

Based on loan sta-
tus (defaulting /non-
defaulting).

Dishonest negotiation, ex-
ploiting advantages.

Misleading ratings, loan
description, wrong info.

Vicious trust recom-
mendation within P2P
e-commerce

Not directly mentioned,
allusion to high fraud
rate in Chinese P2P mar-
kets.

"Runaway" platforms:
shutting down, los-
ing contact, or being
involved in economic
crimes.

Fake loans or identity
theft.

Fraudulent transactions
or failures of P2P plat-
forms.

WDZJ.com platform
data.
blockchain.info,
Measuring-
Worth.com.
Multiple data
sources (dis-
crete/continuous
data).

Sina Weibo, Baidu
Post Bar, P2P info
websites.

Prosper and Lend-
ing Club datasets.

Peer group data.

MyLending
form.

plat-

Simulated data, no
external sources

Data from various
Chinese  websites
(e.g., People’s Bank
of China, China
Mobile) via web
crawling.

Scraped data on Chi-
nese P2P-lending
platforms  (2007-
2016): company
information, news,
announcements, etc.

Data scraped from
various P2P plat-
forms, primarily fo-
cused on Chinese
markets.

Data collected
through web scrap-
ing and official
records from several
platforms.

Not labeled as
fraud.
Not labeled as
fraud.

Based on individual
characteristics.

Based on
itive/negative
sentiment.
Based on loan sta-
tus.

pos-

Based on risk man-
agement technique.

Based on learning,
past performance,
social networking,
manipulation.

No explicit labeling
of data as "fraud" or
"non-fraud"; trust is
evaluated through
the Fuzzy-Rep
model.

No explicit fraud la-
bels; data is used as
input for anti-fraud
processes.

Platforms are la-
beled as "runaways"
based on conditions
such as stopping
business, website
shutdown, fraud,
etc.

Fraudulent loans
are labeled based
on government
reports and news
announcements.
Platforms are la-
beled based on
transaction anoma-
lies and failures.

r(s). Distributed under a Creative Com

Cox Hazard Model.

Not in scope.

AdaBoost
rithm.

algo-

Text engineering.

Supervised learning
(loan specifics).

Trust mechanisms,
neighborhood
graph.

Blacklisting.

Fuzzy-Rep model
using direct trust,
indirect reputation,

fuzzy logic, and
penalty mecha-
nisms.

Anti-fraud methods
include feature
engineering on
collected data and
applying machine
learning-based

prediction methods.
Regression analysis
on the relationship
between business
friendliness, law en-
forcement, and P2P
platform runaways.

Logistic regression
and support vector

machines (SVM).

Decision trees,
support vector
machines  (SVM),

and random forests.

CC BY license.

N/A

N/A

N/A

CNN.

XGBoost, Deep
Learning, CatBoost.

Various graph mod-
els.

Random
SVM.

Forest,

Fuzzy logic is the
primary  method
used.

Bayesian Networks,
Logistic Regression,
etc.

Statistical regression
models.

Logistic regression,
SVM.

Decision trees, SVM,
random forests.

Log Likelihood.
N/A

System perfor-
mance.

Precision, Recall, F1.

TPR, ROC, FPR,
MAE, F-measure,
MCC, Recall, PRC.

Eigen Group Trust
model comparison.

Precision, F-
measure.

Validation through
simulation experi-
ments

Robustness and ef-
ficiency metrics for
the data collection
system.

Statistical relation
between predic-
tive variables and
incidence of P2P
runaways.

ROC curves, confu-
sion matrices for val-
idation.

Cross-validation,
precision, recall,
Fl-scores.

Links capital increase with re-
duced fraud risk.

Discusses Bitcoin’s risks and
benefits.

Designs a prototype anti-fraud
system.

Uses investor sentiment for
market prediction.

Identifies key parameters for
loan defaults.

Efficiently handles malicious
attacks.

Outperforms baseline features
in detecting fraud.

Introduces a fuzzy logic-based
reputation model to improve
P2P e-commerce security.

Data collection system for anti-
fraud in P2P financial markets,
addressing challenges such as
encryption.

Established link between
business-friendly  policies,
weak law enforcement and
higher rates of P2P platform
failures.

Combines financial and tex-
tual data to predict fraudulent
behavior in platforms.

Proposes new decision tree ap-
proaches for fraud detection.

18 of 23

Limited access to national credit system data.

Uncertainty about Bitcoin.

More classifiers needed for AdaBoost algorithm.

Precision and recall need improvement.

Recommends quantum ML and cloud computing
for future studies.

Needs more research on social communities and
game theory.

Needs more features for borrower behavior and
credibility.

Reliance on simulations; real-world applicability
and scalability need further validation.

Security measures on websites, complexity of main-
taining up-to-date crawlers, technical limitations
of current tools.

Potential measurement biases in the business
friendliness index and the generalizability of the
results to other contexts.

Focus on the Chinese market limits global applica-

bility.

Lack of scalability and complexity in global mar-
kets.



https://doi.org/10.20944/preprints202509.1144.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 15 September 2025

doi: 944/preprints202509.1144.

(Wang
et al.
2020)

(Chen
et al.
2021)

(Folino
et al.
2018)

(Lu et al.
2018)

(Zhong
and Wei
2011)
(Wang
2019)

Xu et al.
2022)

(Sundaresan
2007)

(Kim et al.
2004)

(Yang and
Garcia-
Molina
2003)

Identity theft and false re-
porting.

False reporting and loan
defaults.

False reporting and loan
defaults.

Not
Ponzi
tioned.
Misrepresentation of
creditworthiness.

directly defined;
scheme men-

Identity theft and over-
due payments.

Deliberate creation of
fraudulent loan requests.

Proxied through
trust/reputation.

Fraudulent ratings.
Coin fraud: replication,

denial of assignment,
double spending.

Data from various
Chinese platforms
using scraped infor-
mation on user ac-
tivities.

Data scraped from
Chinese P2P plat-
forms, focusing on
loan requests and re-
payment histories.
Data from Lending-
Club and Prosper,
focused on default
patterns.

WDZJ.com platform
data (March 2016-
February 2017).
N/A  (theoretical
work).

HC Financial Group,
60K overdue pay-
ments, 50K fraud
users.

EasyLoans dataset
(June 2007-
December 2014).
N/A

MovieLens dataset.

N/ A (theoretical in-
stance).

Labels based on
false user identities
and reports.

Labeled based on
loan defaults and re-
payment fraud.

Labels based on
loan defaults.

No advanced labels;
clustering method.

Misrepresentation
of creditworthiness.

Fraudulent/overdue
users labeled, un-
clear how.

Blacklisted in Easy-
Loans database.

Trust and reputation
as proxies.

Fraudulent ratings
based on collabora-
tive filtering.

Coin fraud defined
as per description.

Supervised learning
approaches with a
focus on detecting
behavioral anoma-
lies.

Supervised learning
models for fraud de-
tection in loan data.

Supervised ML ap-
proaches, decision
trees, ensemble
methods.

Unsupervised learn-
ing.
N/A

Supervised ML

methods.
Based on borrower
features.

Reputation models,
collaborative filter-

ing.

RFR algorithm
(recommendation-
based).

Rule-based  detec-
tion (invariants).

Random Forest, XG-
Boost.

XGBoost, Random
Forest.

Decision trees, Ran-
dom Forest.

Minimum spanning
tree extraction.

N/A

Random Forest, Gra-
dient Boosting.

Random Forest, XG-
Boost, DNN, LSTM.

Collaborative filter-
ing.

Cosine  similarity
clustering.

N/A

Precision, recall, F1-
scores, ROC curves.

Cross-validation,
ROC curves, AUC
scores.

Precision, recall, F1-
scores, AUC curves.

Distance metric.
Authenticity, robust-
ness, efficiency.
AUC.

F1 Measure, AUC.
Circles of trust, de-
grees of freedom.

F1 Measure, MAE.

Credit loss.

Identifies key behavioral pat-
terns leading to fraudulent ac-
tivities.

High accuracy in predicting
fraudulent behavior in loan re-
quests.

Highlights the role of ensem-
ble methods in improving
fraud detection accuracy.

Clusters applicants for poten-
tial fraudulent behavior.

Efficient communication pro-
tocol; prevents fraud.

Good predictions (AUC >
0.780).

Identifies key features predict-
ing P2P loan fraud.

Overview of trust/reputation
as fraud proxies.

Enhances robustness with col-
laborative filtering.

Robust scheme against fraud-
ulent behavior.

19 of 23

Relies on Chinese datasets; needs validation in
broader markets.

Limited to the Chinese market; may not be applica-
ble elsewhere.

Needs further exploration in non-lending plat-
forms.

No explicit fraud labels; systemic metrics not used.

Theoretical work, needs real-world application.

Feature engineering needed; no deep learning.

Limited to Chinese market data.

Introductory tutorial; lacks real content.

Poor performance at higher fraud rates.

Theoretical work; needs real-world application.

r(s). Distributed under a Creative C

CC BY license.
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