Pre prints.org

Article Not peer-reviewed version

Enhancing Blockchain Security with the
Safu Browser Extension

Koh Jia Yi, Ashley Chan Li Ling, Lau Zhe Hann, Loo Tan Yu Xian, Eng Yan Pin, Dylan Chua Jian Yi,
Siva Raja Sindiramutty ~

Posted Date: 2 September 2025
doi: 10.20944/preprints202509.0207v1

Keywords: blockchain security; smart contract vulnerabilities; social engineering attacks; Web3 browser
extension; phishing detection

Preprints.org is a free multidisciplinary platform providing preprint service
that is dedicated to making early versions of research outputs permanently
available and citable. Preprints posted at Preprints.org appear in Web of
Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This open access article is published under a Creative Commons CC BY 4.0
license, which permit the free download, distribution, and reuse, provided that the author
and preprint are cited in any reuse.



https://sciprofiles.com/profile/3217815

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 2 September 2025 d0i:10.20944/preprints202509.0207.v1

Disclaimer/Publisher’'s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Article

Enhancing Blockchain Security with the Safu
Browser Extension

Koh Jia Yi, Ashley Chan Li Ling, Lau Zhe Hann, Loo Tan Yu Xian, Eng Yan Pin,
Dylan Chua Jian Yi and Siva Raja Sindiramutty *

Taylor’s University, Subang Jaya, Malaysia

* Correspondence: magan.shiva9l@gmail.com

Abstract

Although blockchain has revolutionary potential across diverse areas, it faces significant security
vulnerabilities that threaten user assets and information. The primary security issues included smart
contract exploits and social engineering attacks. Smart contracts exploit target code vulnerabilities
and logic flaws, and social engineering involves fake websites and malicious browser extensions
designed to steal user credentials and private keys. This study will analyse two major real-world
attacks, the 2025 ByBit hack and the 2021 Poly Network attack. The ByBit attack led to $1,40 billion in
losses through social engineering, and the Poly Network resulted in $611 million being stolen by
exploiting cross-chain protocol vulnerabilities. Both cases highlight how human errors and technical
flaws can lead to severe security breaches. To address these challenges, this study proposes a web
browser security solution that has multi-layered protection mechanisms, the Safu Extension. The
system integrates phishing website detection, domain whitelisting and blacklisting, and community-
based threat reporting. Other than that, it also integrated Al-powered malicious code detection in
smart contracts and transaction simulation. A comparative analysis with existing solutions will
demonstrate that Safu Extension offers better overall protection by combining automated detection,
community intelligence, and a user-friendly interface.

Keywords: blockchain security; smart contract vulnerabilities; social engineering attacks; Web3
browser extension; phishing detection

1. Introduction

Blockchain is a distributed digital ledger technology that allows data to be stored across multiple
computers. It ensures that data is secure, transparent, and difficult to alter. Each block contains a set
of data and is cryptographically linked to the previous block to form a chain (Soltani et al., 2022).

1.1. Study Background

Blockchain has demonstrated significant utility across diverse areas, such as finance and
banking, supply chain and logistics, healthcare, etc. This breakthrough technology is a transformative
step in storing, sharing, and verifying digital information. Blockchain breaks the traditional
centralised systems by having unique components, concepts, and mechanisms (Chen et al., 2025).

1.1.1. Key Components and How Blockchain Works

The core components of blockchain technology include the distributed ledger, block,
cryptographic hash, consensus mechanism, and smart contract. The distributed ledger is the finalized
record added to a block, shared across all nodes instead of being stored centrally (An et al., 2023). A
block contains valid data such as transactions, a timestamp, its hash value, and the previous block’s
hash (Ahmed, 2025; Hussain et al., 2024). Cryptographic hashing secures the block’s content by
converting transaction data into a fixed-size string, with each block referencing the previous one with
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its hash (Feng et al., 2024; Hanif et al., 2022). The consensus mechanism allows nodes to agree on the
blockchain’s state with common types including Proof of Work(PoW) and Proof of Stake(PoS) (B.
Lashkari & P. Musilek, 2021). A smart contract is a self-executing blockchain program that runs
automatically when predefined conditions are met.

The general transaction flow in a blockchain involves a few processes. It begins when a user
initiates a transaction using their private key. The transaction will be broadcast to the network of
nodes and temporarily stored in a holding area called Mempool (Tong et al., 2025). All nodes that
received the transaction will perform a basic validation to ensure the transaction adheres to the
platform’s conditions (Xiao et al., 2020; Jun et al., 2024).

Next, the miner selects transactions on their Mempool and packages the data into a candidate
block. They usually prioritize the transactions with higher commission fees. The miner will attempt
to add the block to the blockchain based on the network’s consensus mechanism(Das, S. R., 2023).
When the consensus is achieved, the new block will be added to the existing chain of blocks, and the
block creator will be rewarded. Finally, all nodes verify the new block and add it to their copy
blockchain, hence allowing transaction data to become visible and immutable to all nodes (Tripathi
et al.,, 2023; Humayun et al., 2022).

1.1.2. Cyber Attacks on Blockchain

Smart contract exploits and phishing attacks are two of the most prevalent attacks on the
blockchain, but they operate in very different ways. Smart contract exploits can be code
vulnerabilities or logic flaws. These represent technical errors while logic flaws represent logical
errors in the smart contract code itself (Praitheeshan et al., 2020; Jabeen et al., 2023).

There are various ways to perform phishing, including fake websites and malicious browser
extensions. The attacker creates an interface that is extremely similar to the original website and steals
the user's login credentials and private keys. The phishing website can also prompt users to install
extensions to modify user transaction addresses (Ogundokun et al., 2023; Kiyani et al., 2024). Both
attacks can cause serious financial losses, but while smart contract exploits can lead to market
volatility, phishing attacks only cause reputational damage to individuals or platforms (Carpentier-
Desjardins et al., 2025).

1.2. Problem Identification

NIST defines social engineering as deceiving individuals into revealing their sensitive
information, such as passwords or credentials (Grassi et al., 2017). In comparison to the other
cybersecurity attacks, social engineering underscores the manipulation of human psychology to
breach security protocols, rather than exploiting technical vulnerabilities. Human factors remain a
critical weakpoint in computer systems as many human factors come into play, such as trust, fear
and lack of awareness (Wang et al., 2021; Krishnan et al., 2021). Hence, it is important to recognize
the human factors when developing comprehensive security strategies to combat social engineering.
According to Verizon, it has been reported that about 23% of data breaches involving humans were
due to acts of social engineering, that is, approximately 2500 cases (2025 Data Breach Investigations
Report, 2025). A myriad of social engineering tactics are used, including baiting, pretexting, and
scareware. A real-world example of this will be the 2022 Ronin Network hack. Attackers used social
engineering to convince a Sky Mavis engineer to download a malicious job offer document. This led
to access being granted to validator nodes, resulting in over $600 million in stolen assets. Such attacks
highlight how manipulation of human trust can bypass security imposed (Tidy, 2022; Khan et al.,
2021).

1.2.1. Limitations of Existing Systems

Despite advances in cybersecurity tools, current systems remain ineffective in preventing social
engineering attacks due to their reliance on reactive mechanisms and inability to adapt to evolving
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psychological manipulation techniques. The section below will be discussing about the limitations of
existing systems in the context of social engineering.

Reactive Approach

A primary limitation of current security tools is that their approach to malware and virus, the
majority often takes a reactive approach. For instance, most solutions in the market are built upon
the use of a blacklist and whitelist. In which, they block access to domains or smart contracts that are
already known to be malicious. However, this model is inherently insufficient for combating modern
social engineering campaigns as most of it is based on newly created or invented malicious content.
This poses a issue as it is found that that phishing URLs are often short lived, with some only lasting
for a few hours (Bell & Komisarczuk, 2020; Muzafar & Jhanjhi, 2019).

Biasnesses and False Positives

The integration of Artificial Intelligence (Al) into cybersecurity, particularly for detecting social
engineering attacks, is often presented as a definitive solution. One of the main reasons of algorithms
bias is due to the quality of data. The effectiveness of any Al model is reliant on the quality and
representativeness of its training data. Other than that, the lack of diversity in training data would
also cause bias to appear in Al models. For example, an Al model trained to detect phishing attacks
with data from Malaysia may fail to identify culturally specific social engineering campaigns of
another country. This could lead to both false negatives and false positives, which reduces the
reliability of the system (Basit et al., 2021; Muzammal et al., 2020).

2. Case Study Analysis

In this chapter, an in-depth analysis will be conducted on two real-world case studies that
happened recently, namely the ByBit Hack and the Poly Network Attack.

2.1. Bybit Hack

On the 21st of February 2025, Bybit experienced a security breach that caused a cryptocurrency
theft. This attack, known as the 2025 Bybit Hack, is the largest heist to date, with a loss of
approximately $1.40 billion. At that time, this amount was equivalent to 401,347 Ethereum. ByBit,
founded by Ben Zhou in the year of 2018, has over 60 million users currently. Bybit is amongst the
world’s top 5 cryptocurrency exchanges.. This attack was first suspected to be due to a compromise
of a ByBit employee device, however, further investigation reported that it was due to compromising
a Safe{Wallet} developer machine. (Rivas et al., 2025; Linqgiang et al., 2024). Safe{Wallet} is a third-
party multisignature wallet platform that provides a more secure transaction signing infrastructure.
ByBit utilizes Safe{Wallet}'s services to manage and authorize transactions from its Ethereum cold
wallet. (Schor, 2023; Saeed et al., 2022)

2.1.1. Chronology
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Figure 2.1.1. Timeline of ByBit Hack (Wilhoit & Dejesus, 2025).

The figure above shows the chronological timeline of the major events that happened, which
resulted in the ByBit Hack.

Initial Compromisation

On the 4th of February 2025, a malicious activity was detected on one of the workstations of a
Safe{Wallet} developer machine, referred to as “Developerl”. He was tricked into downloading and
executing a malicious Python application disguised as a Docker Project (Sygnia, 2025). The attacker
utilized PyYAML, a Python library that parses YAML files, to execute remote code execution. By
crafting a YAML file containing malicious payloads, the attacker achieved remote code execution on
Developerl’s machine. Through this, it also allowed the application to bypass antivirus detection
(Mandvi, 2025; Manchuri et al., 2024).

The next day, the attackers were able to hijack active AWS session tokens from Developerl’s
machine as the access had been granted. This allowed them to access the AWS infrastructure without
triggering any multi-factor authentication.

Smart Contract Manipulation

On the 18th of February 2025, the attackers pre-deployed two malicious smart contract on
Ethereum. One is the spoofing contract, while the other is a malicious implementation contract. The
attacker then submitted a transaction that utilized operator = 1 to delegate execution to the pre-
deployed smart contract. This delegate call allowed the original contract to execute logic from an
external smart contract. This malicious smart contract introduced sweepETH and sweepERC20
functions. Both of these functions were executed using the delegatecall operation, which allowed the
contract to run within the context of Bybit's wallet. Hence, this led to it bypassing the multisig
approval mechanism. Through that, the attackers were able to transfer over 400,000 ETH from Bybit’s
cold wallet. (Fang & Werlau, 2025; Janik, 2025)

Injection of Malicious Code

On the 19th of February 2025, the attackers injected a malicious JavaScript code into
Safe{Wallet}’s AWS S3 bucket. This could be proven using a snapshot of app.safe.global that was
captured by the Wayback Machine (Bybit Interim Investigation Report, 2025). This code altered
ByBit’s multisig transactions, redirecting funds to the attacker’s address. Other than that, it will also
be discovered that the code was designed specifically to target the Ethereum MultiSig Cold Wallet of
Bybit (SlowMist, 2025; Ravichandran et al., 2024). This is because the activation condition is
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designed to execute only when the source matches one of two contract addresses, which are Bybit’s
contract address and the attacker’s. This selective activation ensured that the malicious code
remained undetected by regular users and only affected targeted high-value transactions.

Execution of the Heist

This malicious code was only triggered on the 21st of February 2025, when ByBit was executing
a multisig transaction. Just two minutes after the fraudulent transaction was executed, the attackers
removed the malicious JavaScript code from Safe{Wallet}'s AWS S3 bucket, replacing it with the
original, clean version. This swift action was an attempt to cover their tracks and minimise the
window for detection and response.

2.1.2. Lazarus Group

On the 26th of February 2025, the Federal Bureau of Investigation (FBI) released a Public Service
Announcement confirming that the culprit behind this attack was the Lazarus Group (Federal Bureau
of Investigation, 2025). They are a group of cyber threat actors funded by the North Korean
government. Their operations often involve custom-developed malware and advanced social
engineering tactics to infiltrate targeted systems (Perdana et al., 2024; Riza et al., 2025).

2.1.3. Impact

After news of the 1.4 billion USD theft became public, many users rushed to withdraw their
funds from the platform. Hence, Bybit saw over 5.5 billion USD in withdrawal requests in a short
period. Despite the pressure, the company was able to process more than 350,000 withdrawal
transactions within just 10 hours. This quick response helped calm some user concerns, and 99.9 per
cent of those withdrawal requests were completed successfully (Rodrigues, 2025; Shah et al., 2022).

At the same time, Bybit's total assets dropped sharply. According to DefilLlama, Bybit's asset
holdings fell from around $16.9 billion to $10.8 billion in the days following the incident. The platform
also lost a large portion of its market share. Before the attack, Bybit controlled about 11 to 12 per cent
of the global spot trading volume among cryptocurrency exchanges. However, after the incident, that
number dropped to as low as 4 per cent (McMillan & Ge, 2025; Peak, 2025). The hack also affected
the broader cryptocurrency market. The price of Ethereum dropped by around 4 percent, and Bitcoin
fell more than 5 percent (Waheed et al., 2024). The depth of trading in the ETH-USDT pair on Bybit
dropped by 59 percent, which shows that many traders were leaving the platform or becoming
inactive during the crisis (The ByBit Hack: What Happened and What It Means for the Crypto Market?,
2025)

To recover from the hack, Bybit took several emergency steps. The company secured loans from
partners like Bitget and bought nearly $300 million worth of Ethereum over-the-counter to refill its
cold wallet. Bybit also launched a $140 million bounty program to try and recover the stolen funds.
These actions helped stabilize the platform, and within a few days, Bybit was able to restore about 77
percent of its assets under management (McMillan & Ge, 2025)

2.1.4. Lessons Learned

Although this attack was due to a series of events, it all boils down to the start of everything,
social engineering. The attackers exploited human trust to bypass technical safeguards, which led to
the initial compromise of the victim's device (CertiK - Bybit Incident Technical Analysis, 2025).
Numerous social engineering campaigns attempt to convince the user to download and execute some
kind of project or application. While technical defenses are essential, this incident highlights that
human factors could lead to major setbacks. Companies should always ensure employees are trained
and up-to-date on the latest social engineering tactics, especially when engaging with outside entities
and open source communities.
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2.2. Poly Network Attack

The Poly Network attack is the second-largest asset theft, with stolen digital assets reaching 611
million dollars (Browne, 2021). This event happened in August 2021 when decentralized finance
(DeFi) was rapidly growing (TRM Tracks the Poly Network Hack as Attacker Communicates in Real Time,
2021). This new environment changed the traditional financial system but came with significant
security challenges. The Poly Network is a set of decentralized protocols that cross multiple
blockchains. It enables users to transfer or swap digital assets across different blockchains, solving
the problem of blockchain isolation, which is where blockchains cannot easily transfer value across
platforms (Zhang et al., 2023; Seng et al., 2024). Although Poly Network had integrated with multiple
blockchains, the attacker only targeted three specific blockchains, namely Ethereum, Binance Smart
Chain, and Polygon (Poly Network, 2023).

There was a security vulnerability in the administration verification system of the Poly Network
protocol. The attacker found a way to use one contract as a tool to manipulate another contract
(Gagliardoni, 2021; Sindiramutty, Jhanjhi, Tan, Lau, et al., 2024). There were two main targeted
contracts inside the protocol, which were EthCrossChainManager and EthCrossChainData. The main
function of EthCrossChainManager was as a transaction processor, which had three functions:
processing transactions, validating incoming requests, and executing transfers. On the other hand,
EthCrossChainData acted as the address book and rule storage; its main function was to store critical
configuration data, keeper addresses (public key addresses), and maintain protocol rules
(Thummavet, 2021; Weiqi et al., 2024).

2.2.1. Chronology and Vulnerability of the Poly Network Attack

2021

| $611 million is stolen across different blockchain
August 10

Ethereum: $273 million stolen
Binance Smart Chain: 253 million stolen
Polygon: $85 million stolen

August 11 $260 million is returned

Mr. White Hat state they performed the hack to
highlight security flaws in the network

August 13 Offer $500,000 bounty

Poly Network team offer Mr. White
Hat $500.000 bounty as an incentive to return the funds

August 17 Offer a job to Mr White Hat

Poly Network team offer Mr. White Hat to become
their chief security advisor

All assets are returned

August 23

They always intended to return the stolen cryptocurrency
after exposing security flaws

Figure 2.2.1. Poly Network Attack Timeline.

In Figure 2.1.1, the diagram demonstrates the key event and their corresponding date in the Poly
Network attack (England, 2021).

In the beginning, the attacker sent malicious code to EthCrossChainManager, which then checked
with EthCrossChainData to ensure the command was issued by the administrator (krakenfx, 2021).
Due to the flaws in verification, the system considered the attacker to be the admin, which led to them
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having permission to modify one of the EthCrossChainManager functions called
“verifyHeaderAndExecuteTx” (Rekt - Poly Network, 2021). Under the general condition, a normal user is
only able to use this function to read the keeper address from EthCrossChainData; only the admin has
permission to modify the keeper address. The attacker changed all keeper addresses to three different
wallet addresses, where each target blockchain had one wallet address (Benhke, 2021; Sindiramutty
et al., 2024). Hence, when a normal user creates a transaction, the digital assets are automatically sent
to the attacker's address (Ventures, 2023; Wen et al., 2023). Users were only able to see the destination
address; they were not able to see the keeper address, which had already been changed. The
transaction looked normal from the user's perspective. Users realised the digital assets were stolen
when the assets never appeared at the public address.

Return of Funds and White Hat Recognition

On the 23rd of August 2021, the attacker returned all stolen funds to the users, explaining that
the hack was to show the serious security vulnerability, thus earning the name “Mr. White Hat” from
the community. The Poly Network team offered 500,000 dollars to Mr. White Hat as an incentive to
return the funds and invited him to become their chief security advisor, but Mr. White Hat declined
the job offer (Poly Network, 2021)

Impact on Poly Network and DeFi Market

This attack resulted in the theft of more than 20 different types of cryptocurrencies, with stolen
assets distributed across three major blockchain networks: $273 million from Ethereum, $253 million
from Binance Smart Chain, and $85 million from the Polygon Network (Chainanalysis, 2021). Bitcoin
dropped almost 2 per cent after the attack happened, while Ethereum dropped 5 per cent, reflecting
shaken investor confidence and growing fears over systemic vulnerabilities in cross-chain DeFi
protocols (Wilson et al., 2021; Sindiramutty et al., 2024). This incident significantly damaged Poly
Network’s reputation, and the cross-chain interoperability sector was also viewed as high risk at the
time. In response, the Poly Network protocol temporarily shut down to implement security fixes, and
other cross-chain protocols also paused operations to address similar vulnerabilities(Jhanjhi, 2024)
and (Jhanjhi 2025)

Lessons from the Poly Network Exploit

Mr. White Hat highlighted a crucial vulnerability in cross-chain protocols by exploiting
vulnerabilities in smart contracts that allowed them to override validation processes and manipulate
keeper roles (BlockSec, 2021; Xun et al, 2025). This incident underscores the importance of
implementing formal and comprehensive validation mechanisms to prevent access control from
becoming a vulnerability. Moreover, the protocol must adopt proper role-based control by clearly
separating read and write permissions within smart contracts. This attack reminds the company that
it needs to establish a robust auditing system and integrate circuit breakers for unusual transaction
conditions in the future (CertiK - Poly Network Exploit, 2022).

3. Proposed Secure System

Blockchain Internet security can be covered from both Web 2.0 and Web 3.0 perspectives. Web
2.0 refers to the second generation of the World Wide Web, mainly consisting of user-generated
content and social networking. In contrast, Web 3.0 refers to the decentralised web, mainly focusing
on user control, privacy, and decentralisation (Saini, 2025). Although blockchain technology is a core
component of Web 3.0, its security can be addressed from Web 2.0. Therefore, our proposed secure
system aims to enhance blockchain internet security by incorporating security measures from a Web
2.0 perspective.

Our proposed secure system for blockchain internet security is a web extension, Safu Extension,
that consists of the following features:
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e Phishing website detection

e Domain blacklisting

e Community-based threat reporting
e  Whitelist functionality

e Real-time URL monitoring

e Malicious Code Detection

e Transaction Simulation

3.1. Security Approach

The following section will explain how our security approach works, which explains in detail
how our proposed solution will function.

3.1.1. Phishing Website Detection

According to the Cybersecurity & Infrastructure Security Agency (CISA), more than 90% of
cyberattacks start with phishing as a point of entry, and the rate of phishing will only go higher in
Web 3.0 (Elatoubi, 2023; Ying et al., 2024). Therefore, a concern is raised, and we aim to solve this
issue with a phishing website detection using whitelist functionality and the Levenshtein distance
algorithm.

Whitelist Functionality and Levenshtein Distance Algorithm

Whitelist functionality is a list consisting of more than 50 popular and trusted Web 3.0 domains.
This allows the extension to recognise trustworthy websites and allows users to access them without
hesitation.

The Levenshtein Distance Algorithm is a string comparison algorithm that calculates the
difference between two strings with three editing operations:

e Insertion
e Deletion

e Permutation

The Levenshtein Distance represents the number of changes required to convert one word into
another for these operations (Po, 2020; Sindiramutty, Prabagaran, Jhanjhi, Ghazanfar, et al., 2024). By
leveraging the Levenshtein Distance Algorithm, it enables Safu Extension to calculate the similarity
between the domain entered by users and the domain saved in the whitelist.

If the similarity score is 1, it means that both links are identical; if the similarity score is 0, it
means that they are completely different. Safu Extension detects domains with similarity scores of
more than 0.75 and is not identical to the whitelisted domain; it has a high possibility of being a
phishing website. This threshold is supported by research, which shows that most malicious domains
differ by only one character, hence resulting in similarity scores above 0.75 (Szurdi & Christin, 2017;
Ahmed et al., 2022). Using this cutoff allows Safu Extension to effectively detect deceptive domain
variants while minimising false positives. Therefore, user access to the website is blocked.

For example, if a user is attempting to access binance.com, but accidentally typed an extra letter,
resulting in binancee.com, this type of website may be used by cyber criminals as a phishing website
to steal credentials. In this case, Safu Extension will be triggered and prompt users back to the
legitimate website.
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Potential Phishing Attempt Detected

The website you're trying to visit looks suspicicusly similar to a legitimate website. This might be a phizhing
atternpt to steal your information

Suspicious: binancee.com ’

Legitimate: binance.com ’

Please verify the website URL carefully. Would you like to:

Go to Legitimate Site

Figure 3.1.1.1-1. Page Displayed when Users Tried to Access a Phishing Domain.

3.1.2. Domain Blacklisting

Domain blacklisting is a list consisting of more than three thousand phishing domains. This list
is extracted from a GitHub repository that updates regularly (refer to Appendix A for more
information). Safu Extension blocks user access to the website, preventing any potential cyber crimes
from happening.

Domain Blocked
This domain has been blocked by the Domain Filter extension:

securedledgerwallet. com

Figure 3.1.2-1. Page Displayed when Users Tried to Access a Blacklisted Domain.

3.1.3. Community-Based Threat Reporting

Community-based threat reporting is a function that allows users to report suspicious websites
to the extension.
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Dashboard Community Defense

Domain Blacklist Report Suspicious Domain

Phisting Protection Enter domain ple com

Enter domain to report (e.. example. co

‘Community Defense

Coming Soon

Coming Soon

Community Reported Domains
myfimes taylors edu my - reports

Figure 3.1.3.1. Community Defence Page in User Dashboard.

Community Warning
This domain has been reported as potentially dangerous by our community:
mytimes.taylors.edu.my

This domain has been reported 5 times by the community

Figure 3.1.3-2. Page Displayed when Users Tried to Access a Community-Reported Domain.

In this example, Taylor’s myTimes website has been reported by the community, resulting in
Safu Extension being triggered. However, users are given the choice to access the reported website
in case the website is falsely reported.

3.1.4. Malicious Code Detection in Smart Contract Using LLM

In order to ensure maximum security, Safu Extension is integrated with an AI API for malicious
code detection in smart contracts. Malicious code, including reentrancy attacks, backdoors and
hidden functions, could be hidden in a smart contract to exploit and manipulate users or even the
blockchain itself. On the other hand, smart contracts are digital contracts that are stored on blockchain
and executed when an agreement is met between all users (What Are Smart Contracts on Blockchain?,
2021).

The API leverages a Large Language Model (LLM) that was trained on various smart contract
code and cyber attack patterns to identify any potential security threats. It automatically scans smart
contract code before a transaction is executed. If any malicious code is detected, users will be blocked
from undergoing a transaction. This real-time detection ensures that users are protected while
interacting with smart contracts, regardless of their technical background.

3.1.5. Transaction Simulation

Transaction simulation refers to the ability to preview how a transaction will happen, before the
users officially authorise the transactions, specifically on-chain transactions (What Are Web3
Transaction Simulations?, 2025)
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After ensuring that the smart contract is safe, Safu Extension will simulate the transaction in
simple terms for users to understand what exactly is going on in this transaction.

For example, while undergoing a transaction to buy an NFT, Safu Extension will display “You
are paying 0.01 ETH to [address] for an NFT, and this action is irreversible. Are you sure?”

This layer acts as a double confirmation for users and prevents any confusion or misoperation.

3.2. Architecture

Figure 3.2.1 above shows the architecture diagram of Safu Extension. Safu Extension is mainly
built on HTML, CSS, and JavaScript. It is designed to improve users’ security while browsing the
Web 3.0 websites. The core of the extension is essentially a background script, specifically
background.js. It runs automatically in the background to detect and block malicious websites based
on the external API connected. The API contains a whitelist and blacklist of trusted and malicious
Web 3.0 websites, which allows users will be able to view the list in the Dashboard. Besides, the
background script also generates a transaction preview before a transaction is executed, allowing
users to fully understand the situation and prevent user confusion. With the real-time website
detection being enabled, users' safety is maximised.

Inside Chrome Ouiside Chrome

- - - - - - - - - - - - —-——-——-——-—T

ul Background

Popup window External API

Toolbar button

‘Safu Extension

Service_Worker
(background js)

|
|
|
|
|
Background Script | APl
|
[
[
[
|
|

Community Warning

ormain Blacktst Protocton | ()
Dashboard window
Phishing Protection o
o O | 7/
| dmaaergn A -
ST = Mert \
Dashboard 1 \! ces
— Alert Transaction Simulator
Whitelist
Database
Domain Blocked
Scamsniffer Suspicious
phishing htmi community_blocked htmi Blacklist Database
blocked himl el hishing Atfenpt Detsci
9

Figure 3.2.1. Architecture Diagram.

3.2.1. Manifest V3

Safu Extension is built using Manifest V3 compliant. Manifest V3 refers to the latest version of
the Chrome extension API, which has the most modern privacy, security, and performance protocols.
Other than that, it is widely accepted in the user base as it supports chromium-based browsers such
as Chrome, Edge, Brave, and Opera.

3.2.2. Background Service Worker

Safu Extension runs in the background with event listener logic and activates only when needed.
The background services are responsible for monitoring domain access and blockchain-related
activities like wallet transactions and malicious code detection. Besides that, it also intercepts the page
if users are trying to access phishing domains.

3.2.3. Popup Interface
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Safu Extension is displayed as a lightweight popup interface like many other extensions. This
provides convenience to the users to modify the extension to their preferences.

BEC 2@ @
: ) Other favorites
Safu Extension

a
 28°C @3 Sign in
Domain Blacklist Protection

Phishing Protection

Community Defense

Figure 3.2.3.1. Popup Interface of Safu Extension.

3.2.4. Dashboard for Details

There is a full-page dashboard where users are able to view the blacklist and whitelist domains,
as well as domains reported by the community. This enables a more in-depth understanding of the
users towards Safu Extension.

Dashboard Domain Blacklist

Domain Biackist

Prateny Protochon
sacursdiadgerwallal com
Community Defense:

1a0d159 ghvp.og

roddit8 2usv org

rasdt83 ghvp o1

ety £ophen com
eigitie zesec com
upgits com

sarid world

o wor

180 com-event nebver
heyure 1 com
Iustwall-cniverest aoe
mirgeation-golath com

apcanon-s00 o

e - |

Figure 3.2.4.1. Domain Blacklisted in User Dashboard.

3.2.5. Multiple Protection Layers

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.



https://doi.org/10.20944/preprints202509.0207.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 2 September 2025 d0i:10.20944/preprints202509.0207.v1

13 of 23

Safu Extension is built with multiple protection layers to ensure users’ online safety, specifically
on the blockchain Internet. It consists of the following layers:

e Blacklist Integration
e Phishing Detection
e Malicious Code Detection

e Community Reports

With these 4 protection layers, users are safe from any blockchain internet threats if used
correctly.

3.3. Prototype

A working prototype has been developed and successfully tested for functionality. The link to
the prototype can be found in Appendix B.

4. Implementation Challenges & Feasibility

While the proposed Safu Extension represents a solution toward Blockchain Internet Security, it
does have a few challenges, including both practical challenges and potential limitations.

4.1. Practical Challenges

The main practical challenges are Al implementation, maintenance of the whitelist, the safety of
databases, and zero-day vulnerability.

4.1.1. Al Implementation

Integrating an Al API into Safu Extension, specifically a custom Large Language Model (LLM),
is technically feasible but very challenging. The LLM has to be trained and fine-tuned on various
datasets of smart contracts, which is a huge challenge to overcome to ensure the accuracy and
behaviour of the AL

Additionally, with the continuous evolution of the Web 3.0 ecosystem, the LLM requires
continuous model retraining and prompt engineering to keep up-to-date with the latest smart
contract formats or cyber attack patterns. This will result in a huge increase in maintenance costs.
Moreover, using an Al model as a backend API can negatively impact the system’s performance.
Making requests to the AI API may introduce significant delays, particularly when browsing Web
3.0 domains.

4.1.2. Maintenance of Whitelisted Domains

Maintaining an up-to-date database of legitimate domains requires continuous human
monitoring and updates. Hundreds of blockchain-related domains are being launched every month
in the Web 3.0 ecosystem (DappRadar 2022). Hence, the Safu Extension must keep up with the new
platforms and domains released.

This process requires continuous monitoring of the market. Although an automated system can
help, human moderation is still required for final validation. A certain profession is required to
manage this system properly, which adds to the practical challenges of Safu Extension due to high
operational costs.

4.1.3. Database Safety

The whitelist and blacklist functionality of the Safu Extension relies on a third-party API. This
introduces security dependency as it is fully dependent on a third party. As the database is externally
maintained, it is vulnerable to potential security threats from attackers.
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If an attacker gains access to the API through vulnerabilities, insider threats, or breaches, the
content could be altered, resulting in a manipulated list of domains. It may fail to block harmful
domains and intentionally block legitimate domains, affecting the extension’s reputation and
undermining user trust.

Mitigating this risk requires regular audits on the API, ensuring that the list is not altered by any
unauthorised personnel.

4.1.4. Zero-Day Vulnerability

A zero-day vulnerability is a newly identified vulnerability unknown to the developer and has
no security patch or fix for the vulnerability at that moment (Roumani, 2021; Attaullah et al., 2022). It
is referred to as a zero-day because the developers have zero days to address and patch the security
vulnerability once it is discovered (Zengeni & Zolkipli, 2024; Sindiramutty et al., 2024). This
vulnerability poses a challenge to Safu Extension as the vulnerability can be exploited by attackers
before any patches or fixes are deployed by the developers.

Since zero-day vulnerability is technically unpredictable, defending or mitigating this
vulnerability requires a strong incident response plan that aims to act as a backup plan before, during,
and after a suspected security incident (Incident Response Plan (IRP) Basics | CISA, 2024). However,
emergency patching will be very costly and may introduce bugs that can be resource-intensive to fix.

4.2. Potential Limitations

The following section outlines the potential limitations that may affect the Safu Extension.

4.2.1. Reliability of Community-Based Reporting

A potential limitation of Safu Extension is its community-based reporting. Since the community
is empowered to report any suspicious domain, false reports, including accidental reports or
malicious reports, may block users from accessing legitimate websites. This not only damages the
system’s credibility but also damages the reputation of falsely reported websites. In the meantime,
implementing moderation to mitigate this requires continuous human monitoring and a validation
system, which contributes to the overall cost of the system, making it somewhat impractical to
maintain.

4.2.2. Ethical Considerations

The Safu Extension tracks website URLs and transaction details in order to ensure users' safety
in a Web 3.0 environment. To build trust, the extension should adopt privacy-by-design principles,
collecting only what is essential for security, minimising data retention, and ensuring transparency.
While this is one of its core features, it may still raise concerns about users' privacy, as some users
might consider the monitoring and tracking as an intrusive and unnecessary data collection feature.
Users may be concerned about how the data is collected and stored, and whether their data is being
misused. Therefore, this requires a transparent policy that explicitly states that the data collected will
be used only for security purposes without commercial use to gain user trust.

4.2.3. Compatibility Across Web 3.0 Platforms

With the rapidly evolving Web 3.0 ecosystem, different websites use different technologies,
smart contract standards, and blockchain networks. Ensuring the compatibility of Safu Extension,
detecting threats in smart contracts of websites, across every Web 3.0 domain, can be technically
challenging. Maintaining compatibility with major Web 3.0 ecosystems such as Ethereum, BNB
Chain, Solana, and others requires continuous development and adaptation. If the extension fails to
support specific platforms, it may result in incomplete protection and allow some potential threats.
This limitation may prevent widespread adoption.
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5. Evaluation & Discussion

This chapter reviews the proposed solution, "Safu Extension." It compares the system against
real-world use cases and existing solutions. The solution’s strength and weaknesses is critically
evaluated in this section.

5.1. Overview of Existing Solutions
In this sub-chapter, existing solutions in the market are introduced and analysed. These
solutions will then also be used for comparison with our proposed solution.

5.1.1. Web3 Antivirus

This extension is focused on comprehensive threat protection. It protects against over 60 types
of scams and has earned high user trust, making it a solid option for Web3 protection. However, this
extension lacks specialised smart contract analysis compared to other options.

5.1.2. WalletGuard

Focuses more on proactive and user-centric risk management. Its key function is detecting new
threats that are not listed in their blocklist and reminding users to cancel any high-risk token
approvals. Its main weakness is its lack of comprehensive and automated analysis for smart contracts.

5.1.3. AegisWeb3

AegisWeb3 focuses on real-time detection of phishing websites and catching hidden functions
and malicious logic in smart contracts. It uses deep analysis to detect and identify malicious websites.
However, research shows that it has a 9.8% miss rate for Ethereum-based phishing threats, and it

lacks the feature for users to report any threats (Sun et al., 2024).

5.2. Comparative Analysis

To contextualise the "Safu Extension" within the current Web3 security landscape, this section
provides a direct comparison against existing solutions. The analysis will evaluate key differences in
features, performance, and threat coverage to identify the unique strengths and potential gaps in our
proposed solution.

5.2.1. Feature Comparison

Table 1, shown below, shows a comparison of the features that the proposed solution with the
other solutions that are currently in the market.

Table 1. Feature Comparison between our Proposed Solution and Existing Solution.

Phishing Site Detection v/ 4 v v
Malicious Code Detection v v
Centralized Domain Blacklist v v v v

Community-Based Threat Reporting | v

Proactive Approval Reminders v
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Transaction Simulation

v/ v

5.2.2. Benchmarking with Existing Solutions

In Table 2 below, benchmarks our solution with industrial and recognized solutions in the

market, through metrics such as active users and financial loss prevented.

Table 2. Benchmarking with Existing Solutions.

Users Protected More than More than 50,000 More than -
35,000 140,000
Losses Prevented More than $1.5 | More than $40 - -
Million Million
Blacklisted More than 1.2 More than 15,000 More than Over 320,500
Domains / Million scams stopped 170,000 domains
Phishing sites blacklisted
detected
Scam Contracts More than 10.1 | - More than 1.2 -
Detected Million Million
Detection Fast detection | 98% of the scams 91.2% coverage Flags domain
Coverage algorithms that | that were detected on Ethereum- with more than
covers broad were not on the based phishing 0.75
range of threat | existing blocklist Levenshtein
similarity score
Transaction - Over 10 Million - -
Simulation

5.3. Strength and Weaknesses of Proposed Solution

This section provides an in-depth analysis of the core strengths and weaknesses of the proposed

solution, "Safu Extension”.

5.3.1. Stengths

The section below highlights the key strengths of our proposed system, Safu Extension. This

includes a layered security mechanism and the compatibility of our extension.
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Multi-Layered Phishing Defense

The security features are designed to work together synergistically. This layered security
architecture also known as defense in depth, with the main concept behind this is to defend the
system using several independent methods (Abdelghani, 2019; Sindiramutty, Tan, & Wei, 2024). As
they ensure that if one defense fails, others are in place to thwart an attack. For instance, a zero-day
phishing site not yet on the central blacklist might be caught by the Levenshtein algorithm if its URL
is deceptively similar to a legitimate one, or it could be quickly flagged by an alert user through the
community reporting feature (Azeem et al., 2021). This turns an individual’s data into collective
protection for the entire community, creating a network effect that strengthens the system over time.

Usability and Compatability

Furthermore, by being built on Manifest V3, the extension ensures compatibility across a wide
range of popular Chromium-based browsers such as Google Chrome and Microsoft Edge. This broad
compatibility removes technical barriers to adoption, hence allowing a larger and more diverse user
base to protect themselves.

5.3.2. Weaknesses

Despite its strengths, the extension faces significant challenges related to the practical
implementation of its advanced features, potential performance drawbacks, and the risks of over-
reliance on community-sourced data.

Feasibility and Maintenance of LLM

Training a specialized LLM on vast datasets of smart contract code is a computationally
intensive and expensive process. Moreover, the rapid evolution of Web3 technologies means the
model would be required ot be constantly updated to the latest technologies and concepts. If new
smart contract patterns and attack vectors emerge that the model was not trained on, the models
accuracy will be diminished over time. This also makes it susceptible to zero day vulnerabilities.
Constant retraining and fine-tuning would be necessary to maintain its effectiveness. This leads to
substantial and recurring operational costs.

Performance Overhead and Latency

The constant background monitoring, especially the real-time Levenshtein distance calculation
for every navigated URL, could introduce noticeable browser lag. This performance degradation
could be a significant drawback for users on less powerful devices, potentially leading them to disable
the extension for a smoother browsing experience.

Reliability of Community-Based Reporting

The system is susceptible to both accidental false positives and coordinated malicious reports.
Competitors or malicious actors could intentionally flag legitimate websites, causing them to be
temporarily blocked and leading to reputational and financial damage (Brohi et al., 2020). A fully
automated system could be easily abused, while a system requiring human moderation for every
report would create a significant bottleneck, slowing down the response to genuine threats. Hence,
our system should find a balance between both automation and human moderation.

6. Conclusions

This report has explored the critical security challenges that blockchain environments are facing,
focusing on social engineering attacks and smart contract vulnerabilities. The real-world examples of
these two attacks explored in the report are the Bybit Hack and the Poly Network Attack. The Bybit
Hack of 2025 led to $1.40 billion in losses, demonstrating how attackers can exploit human trust
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through social engineering to bypass robust security measures. Similarly, the Poly Network attack
resulted in $611 million in losses due to the vulnerabilities in smart contract validation mechanisms,
showing that technical flaws become exploitable when adequate security measures are lacking. The
proposed Safu Extension represents a solution that addresses these identified vulnerabilities with a
multi-layered security framework. The main feature including phishing detection using Levenshtein
Distance Algorithm, domain blacklisting, Al-driven code analysis, community threat reporting, and
transaction simulation to create a comprehensive security framework. This layered approach protects
users from common attacks while remaining user-friendly through an intuitive browser extension.

However, there are several challenges that the Safu extension must face. The integration of Al
requires significant computational resources and continuous updates to address evolving attack
patterns. Additionally, maintaining whitelists and managing community-based reporting present
ongoing operational challenges that require careful consideration and resource allocation. The risk of
false community reports is one limitation of the Safu Extension, where the community could block
legitimate websites and harm the system’s credibility. Addressing this problem will require constant
monitoring and validation, increasing system costs and reducing practicality.The findings of this
study contribute to a broader understanding of blockchain security challenges and provide a
foundation for developing more effective protection mechanisms that address both technical
vulnerabilities and human factors in the Web 3.0 ecosystem.
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