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Abstract 

This study addresses the growing complexity of transaction behaviors and the highly concealed 

nature of money laundering paths in current financial AML scenarios. It proposes a Transformer-

based risk monitoring model for anti-money laundering. The approach is grounded in transaction 

sequence modeling and integrates the structural information of transaction graphs. A context-aware 

classifier is introduced to enable accurate identification and risk scoring of high-risk accounts. The 

model first applies feature embedding and positional encoding to each transaction. It then uses 

multiple Transformer layers to capture long-range behavioral dependencies. At the same time, it 

incorporates account interaction information from the graph structure. This enhances the model's 

ability to detect abnormal transaction chains across accounts. At the output stage, a classifier that 

fuses sequential semantics with graph context is used to determine the overall money laundering risk 

of each account. Multiple experiments were conducted on the publicly available Elliptic dataset. 

Results show that the proposed method outperforms existing mainstream models on evaluation 

metrics such as AUC, F1-Score, and Accuracy. It also demonstrates stronger discriminative power 

and greater stability in identifying high-risk accounts. Further analysis of model depth sensitivity 

and case-based verification supports the model's effectiveness in real-world complex transaction 

environments. The proposed method offers a more adaptable technical solution for financial 

institutions dealing with large-scale suspicious behavior detection tasks. 

CCS CONCEPTS: Computing methodologies~Machine learning~Machine learning approaches 

Keywords-Anti-money laundering; Transformer model; transaction graph modeling; financial 

behavior analysis 

 

1. Introduction 

In recent years, the rapid development of financial technology, the rise of cross-border payments, 

virtual asset trading, and decentralized finance (DeFi) platforms have made the global financial 

system more complex and dynamic. At the same time, money laundering activities have become 

more covert and intelligent[1,2]. Traditional rule-based and expert-driven systems are increasingly 

limited in detecting complex anomalies. As a core component of financial regulation, anti-money 

laundering (AML) now faces unprecedented data challenges and a pressing need for technological 

transformation. Financial institutions urgently require more efficient, intelligent, and generalizable 

risk monitoring models to cope with growing transaction volumes and emerging risk patterns[3,4]. 

In the current data environment, AML monitoring often relies on massive, high-dimensional, 

unstructured, and highly temporal transaction data. These data encompass various behavioral 

patterns, such as user identity information, transaction paths, changes in transaction amounts, 

channel sources, currency types, and account interaction frequency. Together, they form a multi-

dimensional temporal network structure rich in latent risk signals that are extremely difficult to 
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detect. Although traditional machine learning methods have improved detection efficiency to some 

extent, they still struggle with capturing complex contextual relationships, long-range dependencies, 

and cross-account behavior patterns[5]. Against this backdrop, the Transformer architecture, with its 

strong sequence modeling capabilities and parallel computing advantages, has become a powerful 

tool for addressing complex data modeling problems in AML scenarios[6]. 

Originally developed for natural language processing, the Transformer model relies on a core 

mechanism called self-attention, which effectively captures dependencies between distant elements 

in a sequence. This feature provides significant advantages when modeling long time series or 

complex structural patterns in financial transaction data. In the AML domain, this is particularly 

critical. Money laundering behavior often involves splitting and hiding transactions through multiple 

accounts, layered transfers, and various currencies. Such behavior patterns are difficult to capture 

with fixed rules[7]. The Transformer architecture enables a data-driven modeling approach that 

automatically extracts sequence relationships and semantic features, offering the potential to 

overcome the performance limitations of traditional risk control models and improve the precision 

of high-risk transaction detection. 

In addition, regulatory compliance in the financial industry continues to tighten. Regulatory 

bodies worldwide are placing higher demands on the accuracy, explainability, and traceability of 

AML risk detection. In this context, the use of models with transparent structures and strong 

generalization capabilities is crucial. The Transformer model performs well in modeling and offers a 

modular structure that supports interpretability and regulatory compliance. Techniques such as 

multi-head attention and inter-layer weight analysis can reveal key insights into transaction behavior 

patterns. These insights provide data support and decision-making references for AML audits and 

manual reviews, enhancing the model's practicality and trustworthiness in real-world financial 

environments. 

As digital transformation deepens, financial institutions are shifting their view of AML from a 

compliance cost to a key component of enterprise risk management and brand reputation protection. 

With deep learning algorithms being increasingly applied in finance, exploring the application of 

Transformer-based AI architectures in AML risk monitoring is both a natural step in technological 

evolution and a critical path toward strengthening systemic financial security and advancing 

regulatory technology. This research aims to meet this practical need. It proposes a new generation 

of intelligent AML monitoring solutions that are scalable and adaptive. It also offers theoretical and 

practical guidance for applying AI technologies in high-risk and sensitive financial scenarios. 

2. Related Work 

Recent advancements in deep learning have significantly impacted the field of financial anomaly 

detection, particularly in anti-money laundering (AML) applications. This paper builds upon these 

developments by proposing a Transformer-based model that combines sequential behavior modeling 

with transaction graph structures to improve the identification of high-risk accounts. 

Attention mechanisms have been widely recognized for their effectiveness in capturing 

temporal dependencies in dynamic environments. Liu introduced a temporal attention-driven 

Transformer for detecting anomalies in video data, a method demonstrating the feasibility of 

attention-based architectures in sequential anomaly tasks, which directly inspires the temporal 

modeling component of this work [8]. Similarly, Feng developed a BiLSTM-Transformer hybrid 

model targeting fraudulent financial transactions, reinforcing the utility of combining temporal 

modeling and attention to enhance detection accuracy in complex financial behavior [9]. Yao 

extended Transformer models for financial time-series forecasting, which informed the multi-

dimensional feature extraction strategy used in our risk assessment module [10]. 

The modeling of high-frequency transaction behaviors is essential in AML detection. Bao et al. 

proposed a deep learning-based method tailored to high-frequency trading anomaly detection, 

underscoring the importance of fine-grained temporal analysis in financial monitoring [11]. Wang 

addressed credit card fraud detection through ensemble learning and data balancing, which 
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contributes to understanding class imbalance and prediction stability in rare-event detection—an 

issue also tackled in this study [12]. Wang and Bao also explored causal representation learning to 

improve return prediction across markets, providing theoretical support for incorporating structured 

behavioral signals in the proposed risk scoring framework [13]. 

Graph and context fusion in financial risk modeling has been gaining traction. Gong et al. 

presented a deep fusion model using large language models for early fraud detection, which inspired 

the multi-source integration in our model's classification stage [14]. Liu’s work on multimodal data-

driven models for stock forecasting offers perspective on combining heterogeneous data sources—

analogous to our integration of sequential and graph-based transaction features [15]. Du’s approach 

to financial text classification using 1D-CNNs informs lightweight auxiliary processing techniques 

for transaction metadata [16]. 

Temporal sequence modeling has also been adapted for structured financial risk scenarios. 

Sheng applied a hybrid LSTM-GRU model for loan default prediction, underscoring the importance 

of long-term dependency modeling, which aligns with our use of multi-layer Transformers for 

temporal behavior capture [17]. Xu and collaborators proposed an LSTM-Copula hybrid method for 

multi-asset portfolio risk forecasting, from which we draw insights into probabilistic dependency 

modeling over time [18]. 

Though not directly related to AML, Bao’s application of AI in corporate financial forecasting 

and Xu’s reinforcement learning approach to portfolio optimization demonstrate transferable deep 

learning strategies that support the scalability and adaptability aspects of our model [19][20]. 

Likewise, Wang’s hierarchical data fusion for fraud detection, although focused on credit data, 

supports our design of multi-layer classifiers that handle multiple input sources effectively [21]. 

Finally, Sheng’s exploration of causal representation learning in market prediction supports our 

use of structural feature modeling and attention-based interpretability for identifying hidden 

transaction paths and abnormal behaviors [22]. 

Together, these works collectively inform the construction of our proposed Transformer-based 

AML risk monitoring model, especially in areas of attention-based sequence learning, graph-aware 

behavior modeling, and robust financial anomaly detection strategies. 

3. Method 

The anti-money laundering risk monitoring model proposed in this study is based on the 

Transformer architecture and is oriented to the task of sequential modeling of transaction behaviors. 

Its module architecture is shown in Figure 1. 
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Figure 1. Overall model architecture diagram. 

Suppose the transaction behavior sequence of each customer is },...,,{ 21 TxxxX = , where 
d

t Rx   represents the transaction vector recorded at time t, including multiple dimensions such as 

transaction amount, transaction type, counterparty label, geographic location, currency, etc. To better 

capture the time series characteristics and potential dependencies, firstly, a linear embedding layer is 

used to map the input to a representation space of uniform dimension: 

TtbxWh embtembt ,...,10 =+= ，  

The position encoding vector tp  is then added to the representation to preserve the order 

information, resulting in the final input sequence: 

ttt phh += 00~
 

The Transformer body consists of multiple stacked encoder layers, and the core of each layer is 

a multi-head self-attention mechanism. For the representation 
dTT

T RhhhH = ],...,,[ 21  in any 

layer, its attention output is calculated by the following mechanism: 

V
d

QK
VKQAttention

k

T

)(softmax),,( =  

A is the linear transformation result of query, key, and value respectively, and B is the dimension 

of the key vector. The multi-head mechanism concatenates the parallel learning results of attention 

in different subspaces and maps them back to the original space: 
O

h WheadheadConcatHMultiHead ),...,()( 1=  

To enhance the model's ability to discriminate different behavior patterns, a context-sensitive 

classifier module is designed after the output of the Transformer encoder. Specifically, the sequence 
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representation )(LH  output by the last layer is pooled to obtain the account-level embedding 

representation: 
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This embedded representation is then fed into a fully connected classifier to calculate the money 

laundering risk score of the account: 

)( cc bzWy +=


 

Where   is the Sigmoid function, and the output value ]1,0[y


 represents the probability 

prediction of money laundering risk. 

In addition, considering the complex interactive network between accounts in financial 

transaction scenarios, this paper also introduces transaction graph information as an auxiliary 

supervision signal. By constructing a graph ),( EVG =  based on transaction relationships, the 

accounts are regarded as nodes the capital flows are regarded as edges, and the graph convolution 

module is introduced to model the risk of neighbor accounts. In the training stage, the Transformer 

prediction loss and the graph structure regularization term are jointly optimized: 

),(),( GzLyyLL graphBCE +=


 

BCEL  is the binary cross-entropy loss, 
graphL  represents the contrast or smoothing loss based 

on the graph structure, and C is the weight hyperparameter. This joint optimization strategy aims to 

improve the model's ability to perceive hidden risk paths across accounts so that it can better adapt 

to the complex and distributed money laundering behavior patterns in reality. 

4. Experiment 

4.1. Datasets 

The dataset used in this study is the Elliptic Dataset, which is a commonly used transaction 

tracking dataset in the field of blockchain analytics. It records over 200,000 Bitcoin transactions across 

49 time windows, spanning from 2013 to 2016. The dataset focuses on the detection of money 

laundering and illicit activities within the Bitcoin network. The data is mainly derived from the public 

Bitcoin transaction graph. It naturally exhibits temporal and graph-structured characteristics, making 

it well-suited for research on financial risk monitoring based on sequence and graph modeling. 

The structure of the Elliptic Dataset is built upon a graph modeling approach. Each transaction 

is treated as a node in the graph. Edges between nodes represent fund transfers. Each node is 

associated with a 166-dimensional feature vector. These features cover multiple aspects, including 

transaction time, amount distribution, historical activity density, and neighboring node behavior. A 

small subset of nodes is labeled as “illicit,” “licit,” or “unknown.” These labels are assigned based on 

the compliance nature of the parties involved and their activities, forming a typical semi-supervised 

learning scenario. 

The dataset is mainly applied in areas such as anti-money laundering for cryptocurrencies and 

on-chain transaction compliance. It reflects the complexity and anonymity challenges of financial 

activities in practice. While blockchain transactions are publicly visible, the identities of participants 

remain hidden. This makes it highly challenging to detect money laundering paths from behavioral 

graphs. The Elliptic Dataset, through structured labeling and high-dimensional behavioral features, 

provides an ideal experimental foundation and validation platform for building anti-money 

laundering models with strong generalization capabilities. 

4.2. Experimental Results 
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First, the comparative experimental results are given, and the experimental results are shown in 

Table 1. 

Table 1. Comparative experimental results. 

Method AUC F1-Score Acc 

CNN[23] 83.2 72.5 75.1 

Transformer[24] 89.6 78.3 80.7 

GAT[25] 90.1 80.2 81.5 

AMLNet[26] 91.7 82.4 83.9 

EvolveGCN[27] 89.3 77.9 80.1 

Ours 94.5 85.7 87.3 

The experimental results show that the proposed model significantly outperforms baseline 

methods on the Elliptic dataset in terms of AUC, F1-Score, and accuracy. It demonstrates a strong 

capability in modeling complex financial transaction behavior. In particular, the model achieves an 

AUC of 94.5 percent, which is 2.8 percentage points higher than the previous best-performing method, 

AMLNet. This improvement indicates a stronger overall ability to distinguish risk. It also reflects the 

effectiveness of the Transformer architecture in modeling long-term behavioral sequences. This is 

especially important for capturing features of money laundering, such as dispersion, delay, and 

multi-hop transaction paths. 

The proposed method also achieves the highest F1-Score of 85.7 percent. This is significantly 

better than GAT (80.2 percent) and EvolveGCN (77.9 percent). The result shows that the model 

maintains high recall while effectively reducing false positives. This enhances the stability of high-

risk transaction detection. In AML tasks, the F1-Score is a critical measure of overall model 

performance. A high score means the system can identify hidden laundering behavior while 

minimizing interference with normal accounts. This meets the real-world need for low false-positive 

rates in financial risk control systems. 

From a model design perspective, the proposed method combines transaction graph structure 

with sequential modeling. It introduces a context-aware classifier on top of the standard Transformer. 

This enables a deep integration of graph relationships and transaction sequences. Compared with the 

pure Transformer model (F1 = 78.3, Acc = 80.7) or graph neural network models like GAT and 

EvolveGCN, the proposed method learns both global semantics and graph adjacency relations in a 

unified framework. It is especially expressive in modeling multi-hop risk paths. This fits the 

characteristics of complex laundering patterns across accounts and over time in real financial 

networks. 

In conclusion, the experimental results validate the effectiveness and advancement of the 

proposed architecture for AML risk detection. The method not only achieves superior numerical 

performance but also offers a structurally innovative modeling paradigm. It is well-suited for high-

dimensional, heterogeneous transaction data. This provides both theoretical insight and engineering 

support for building future intelligent financial risk monitoring systems. 

This paper also gives an analysis of the impact of the number of Transformer layers on anti-

money laundering recognition performance, and the experimental results are shown in Figure 2. 
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Figure 2. Analysis of the impact of Transformer layers on anti-money laundering recognition performance. 

As shown in Figure 2, the number of Transformer layers has a clear impact on the performance 

of the AML detection model. As the number of layers increases from 1 to 4, all three key metrics—

AUC, F1-Score, and Accuracy—show a steady upward trend. This indicates that deeper Transformer 

structures can more effectively capture complex semantic relationships and temporal dependencies 

in transaction sequences. As a result, the model's understanding and detection of money laundering 

patterns improves. 

When the Transformer depth reaches four layers, all performance metrics peak. AUC 

approaches 95 percent, and both F1-Score and Accuracy reach their highest levels. This suggests that 

a moderately deep Transformer network helps build a more expressive feature space. It allows the 

model to more accurately identify high-risk paths hidden in the transaction graph. This trend 

confirms the effectiveness of multi-layer attention mechanisms in modeling long-range dependencies 

and implicit behavior patterns in financial transactions. 

However, when the number of layers increases to five and six, all three metrics decline to varying 

degrees. Although the performance drop is not dramatic, it shows that overly deep models may 

introduce redundant features and increase the risk of overfitting. This is particularly relevant in AML 

tasks, where high-dimensional data are often sparse and noisy. There is a trade-off between model 

depth and performance. This suggests that more layers do not always lead to better results. The 

model architecture must be tuned according to task complexity and data characteristics. In summary, 

the experimental results support the original design goal of the proposed model. By introducing a 

suitably deep Transformer network, the model improves its ability to model contextual relationships 

in transaction behavior sequences. This enhances the accuracy of suspicious activity detection. The 

results also provide theoretical and practical guidance for balancing model compactness and 

generalization in deployment. This approach is well-suited for real-world applications. 

This paper further conducted an experimental analysis of the model's ability to identify high-

risk accounts, and the experimental results are shown in Figure 3. 

 

Figure 3. Case analysis of the model's ability to identify high-risk accounts. 
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As shown in Figure 3, the proposed model demonstrates strong discriminative power in 

identifying high-risk accounts. Among all 20 high-risk accounts, the predicted risk scores generally 

remain above 0.85. Several accounts, such as A5, A10, and A16, receive scores exceeding 0.95. This 

indicates a high sensitivity of the model to typical suspicious behavior. Such high-confidence 

predictions are especially critical in real-world AML systems. They assist risk control personnel in 

identifying potential illicit accounts at an early stage, improving the efficiency of alert responses. 

Although the overall performance is stable, the figure also reveals that some accounts, such as 

A17, receive relatively lower risk scores. This may suggest that these accounts exhibit more subtle 

money laundering signals in their transaction behavior. Their feature patterns may resemble those of 

normal accounts, resulting in slightly reduced model confidence. This fluctuation highlights the 

presence of modeling ambiguity for borderline samples. Even when using Transformer architectures 

to process high-dimensional sequences and graph structures, additional contextual or auxiliary 

information may be required to further enhance recognition. 

The model generates continuous and interpretable risk score sequences based on account 

trajectories, individual features, and interactions with neighboring accounts. This demonstrates the 

Transformer's advantage in capturing long-range dependencies and modeling behavioral context. It 

is particularly effective in identifying potential laundering characteristics across complex transaction 

paths and multi-hop fund flows. Compared with traditional methods, the model provides a deeper 

understanding and more accurate classification of financial risk. In summary, the experimental 

results confirm the model's effectiveness in overall performance evaluation and also highlight its 

practical potential in real AML tasks at the individual account level. By analyzing the risk score 

curves, risk control systems can implement intelligent audit prioritization. Accounts with higher 

scores can be flagged for focused review, improving both resource allocation and compliance 

coverage. 

5. Conclusion 

This paper addresses key challenges in anti-money laundering (AML) risk monitoring and 

proposes a novel modeling approach based on the Transformer architecture. It systematically 

integrates the temporal features of transaction sequences with the structural information of 

transaction graphs. In complex financial environments, traditional rule-based systems and shallow 

models often fail to detect increasingly covert and intelligent laundering behaviors. The main 

contribution of this study lies in combining deep sequence modeling with graph-aware mechanisms. 

By introducing a context-aware classifier and multi-layer Transformer modules, the model achieves 

strong behavioral understanding and risk detection capabilities. This significantly improves the 

identification of suspicious transactions and enhances the overall effectiveness of risk control systems. 

Experimental results show that the proposed method outperforms mainstream models across 

several key performance metrics. It is particularly effective in identifying high-risk accounts and 

modeling complex transaction paths. Through detailed analysis of the impact of Transformer depth 

on model performance and case studies on high-risk account detection, the practical value and 

scalability of the method for AML applications are further validated. The model achieves high 

accuracy and robustness at the system level. It also provides continuous and fine-grained risk scores 

at the individual level, offering data-driven support for real-world financial supervision and audit 

processes. From a broader application perspective, the proposed method has strong generalization 

potential in various risk control scenarios. These include financial fraud detection, suspicious fund 

tracking, and identity fraud analysis. The design also presents a new technical approach for large-

scale financial behavior analysis. It is especially applicable to high-frequency trading, virtual asset 

transactions, and multi-currency fund flow monitoring. The structural modeling framework 

introduced in this study provides a valuable technical reference for the integration of regulatory 

technology (RegTech) and financial technology (FinTech). 

Future work will explore multimodal data fusion for risk modeling. This includes incorporating 

unstructured information such as transaction descriptions, user identity tags, and device fingerprints. 
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The goal is to improve the model's adaptability to complex behavioral scenarios. Explainability and 

deployability will also become key focuses. Future directions include visual attention mechanisms, 

robustness analysis using adversarial graph samples, and model compression and inference 

acceleration strategies. These efforts aim to meet the real-time, transparent, and compliant 

requirements of financial systems, and to support the development of more intelligent and secure 

financial risk control frameworks. 
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