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Article

The Relational Model for the Blockchain
Oualid Benamara

Université M’hamed Bougara; o.benamara@univ-boumerdes.dz

Abstract: This paper formally defines blockchain-based concepts by leveraging the relational model,
a framework widely used for studying database systems. We review the cryptographic building
blocks and structural aspects of blockchains, provide formal definitions of key security and consensus
mechanisms, and illustrate these concepts through algorithmic descriptions and relational algebra.
In addition, we analyze game-theoretic phenomena such as selfish mining to highlight how strategic
behaviors affect network security and performance. This multifaceted approach offers a rigorous
framework for understanding and further developing blockchain technology.

Keywords: blockchain; the relational model; game theory

1. Introduction
The blockchain is a digital ledger used to securely record information. This ledger is often

publicly available but cannot be modified or destroyed. Such immutability is achieved through
cryptographic functions, including hash functions and public key cryptography. The applications of
these cryptographic constructions are numerous and range from virtual currencies (Bitcoin, Ethereum,
. . . ) to insurance, defense, automotive, and more [9].

In [7], the authors developed a quantitative framework to analyze the security and performance
implications of various consensus and network parameters of Proof-of-Work (PoW) blockchains. They
focus on adversarial strategies for double-spending and selfish mining. Their framework employs
Markov Decision Processes (MDPs) defined as

M := ⟨S, A, P, R⟩,

where S is the state space, A is the action set, P denotes the transition probabilities, and R represents
rewards. For selfish mining, a transformed reward function

wρ(ra, rh) = (1 − ρ) ra − ρ rh

balances the relative revenue ρ, enabling policy optimization via binary search. Their results reveal that
shorter block intervals (e.g., Ethereum’s 10–20 seconds) require significantly more confirmations (37 vs.
Bitcoin’s 6) to achieve comparable security under 30% adversarial power. The model demonstrates
that efficient block propagation mechanisms mitigate stale rates, allowing higher throughput (60+ tps)
without compromising security. This work provides the first systematic comparison of PoW variants,
linking network-layer parameters to attack resilience. Blockchain technology provides decentralized
and secure transaction verification; however, the rational and adversarial behavior of participants
introduces strategic challenges affecting network stability, security, and efficiency. Game theory—a
mathematical framework for analyzing strategic interactions—has been extensively applied to address
these issues.

We recall here game-theoretic models in blockchain formulated in [13], focusing on security threats
(selfish mining, majority attacks, and denial-of-service attacks), mining management (computational
power allocation, pool selection, and reward distribution), and economic incentives (transaction fee
optimization and energy trading). We define blockchain interactions as a strategic game G = (N, S, U),
where:
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• N = {1, 2, . . . , n} represents the set of players (miners, pools, users).
• Si is the strategy set of player i, where S = S1 × S2 × · · · × Sn.
• Ui : S → R is the utility function of player i, which they seek to maximize.

Each model is analyzed through different equilibrium concepts, such as Nash equilibrium, subgame
perfect equilibrium, and Stackelberg equilibrium, ensuring that no player has an incentive to deviate
unilaterally.

Non-Cooperative Game for Selfish Mining

Miners decide whether to mine honestly (H) or adopt a selfish mining strategy (S) by withholding
blocks to gain an advantage. The game is defined as:

• Players: N = {1, 2, . . . , n} (miners).
• Strategies: Si = {H, S} for each miner i.
• Utility Function:

Ui(si, s−i) = Ri(si, s−i)− Ci(si), (1)

where Ri is the expected reward and Ci is the mining cost. A Nash equilibrium (s∗1 , . . . , s∗n) occurs if
no miner benefits from deviating:

Ui(s∗i , s∗−i) ≥ Ui(si, s∗−i), ∀si ∈ Si, ∀i ∈ N. (2)

This means that if one miner deviates, their utility will not increase, ensuring strategic stability.

Extensive-Form Game for Fork Chain Selection

Miners sequentially decide which blockchain fork to mine on. The game is defined as:

• State Space: St (current blockchain state).
• Action Space: At = {C1, C2} (choose chain 1 or chain 2).
• Transition Probability: P(St+1 | St, At) governs state evolution.

The utility function at time t is:

Ui(Ck) =
∞

∑
t=0

γtRi(Ck, t), (3)

where γ is a discount factor for future rewards. Using backward induction, we determine the
subgame perfect equilibrium, ensuring that every decision at every stage maximizes future rewards
and prevents miners from choosing suboptimal paths.

Stackelberg Game for Transaction Fee Optimization

A Stackelberg game models the interaction between blockchain users and miners:

• Leader (User): Sets transaction fee x.
• Follower (Miner): Allocates mining power y.

The user’s utility function is:
Uu(x, y) = −x + V(x, y), (4)

where V(x, y) represents the transaction value. The miner’s utility function is:

Um(x, y) = Rm(y, x)− Cm(y), (5)

where Rm(y, x) is the reward and Cm(y) is the mining cost. The Stackelberg equilibrium is determined
by:

x∗ = arg max
x

Uu(x, y∗(x)), y∗(x) = arg max
y

Um(x, y). (6)

This ensures that the miner chooses the best response given the transaction fee.
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Stochastic Game for Majority Attack Prevention

To analyze majority attacks, we use a stochastic game in which miners dynamically adjust their
strategies:

• State Space: St (blockchain state).
• Action Space: At = {H, A} (honest mining or attack).
• Transition Function:

P(St+1 | St, At) = f (St, At). (7)

The utility function is:

Ui = E
[

∞

∑
t=0

γtRi(St, At)

]
. (8)

The Markov Perfect Equilibrium (MPE) satisfies:

Ui(S, π∗) ≥ Ui(S, π), ∀S, π. (9)

This means that miners’ strategies depend only on the current blockchain state, ensuring optimal
responses at every stage. Game-theoretic models provide essential insights into blockchain security,
efficiency, and incentive mechanisms. By mapping interactions to Nash, Stackelberg, and Markov
equilibria, we can derive strategies that minimize risks and optimize network performance. The
authors highlight adaptive learning models, hybrid consensus mechanisms and economic stability in
blockchain as potential future application of game theory.

This survey [13] synthesizes game-theoretic methodologies applied to blockchain systems, empha-
sizing formal mathematical frameworks and their role in resolving decentralized network challenges.
Game theory provides rigorous tools to model strategic interactions among rational agents (e.g., miners,
pools, users) and to design incentive-aligned protocols. Key models include:

Non-Cooperative Games. Players optimize individual utilities πi(p) without cooperation, con-
verging to Nash equilibria (NE) where no unilateral deviation is profitable:

∀i, pi ∈ Pi : πi(p∗i , p∗
−i) ≥ πi(pi, p∗

−i).

These models analyze selfish mining, computational power allocation, and pool block-withholding
attacks (PBWH). For example, miners optimize infiltration rates in PBWH games to balance rewards
and costs, with concave utilities ensuring a unique NE [10,11].

Stackelberg Games. These model hierarchical interactions between leaders (e.g., service
providers) and followers (e.g., miners), solved via backward induction. A strategy pair (p∗1 , p∗2)
is a Stackelberg equilibrium if:

p∗2 ∈ BR2(p∗1), p∗1 ∈ arg max
p1

max
p2∈BR2(p1)

π1(p1, p2).

Applications include edge computing resource pricing and transaction fee mechanisms [12].
Stochastic Games. These are multi-state dynamic games with transitions governed by strategies.

Players maximize discounted payoffs across states, converging to a Markov Perfect Equilibrium (MPE).
Applications include fork chain selection and the dynamics of selfish mining.

Extensive-Form Games. Representing sequential decision-making as game trees, these games are
solved by finding subgame perfect equilibria, for instance in analyzing collusion in cloud computing
and fork resolution.

Coordination/Coalitional Games. Here, players align their strategies to maximize collective
welfare (e.g., potential games) or form coalitions. Applications include stabilizing blockchain versions
during forks and optimizing pool formation.

Key Results
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• Security: Zero-Determinant (ZD) strategies [11] can enforce cooperative mining equilibria, deter-
ring selfish attacks.

• Mining Management: Repeated games and evolutionary dynamics help stabilize pool selection,
preventing centralization.

• Consensus: Proof-of-Stake (PoS) protocols use stochastic games to penalize deviations, ensuring
honest validation.

Future Directions:

• Integrating mean-field games for large-scale miner interactions.
• Designing mechanism-aware blockchains via Bayesian games under incomplete information.
• Expanding Stackelberg frameworks to edge computing and IoT-blockchain ecosystems.

By mapping game-theoretic equilibria to blockchain incentives [13], the authors underscores their
efficacy in securing decentralized networks, optimizing resource allocation, and enabling scalable
applications.

The objective of this paper is to review the cryptographic and formal definitions of the blockchain,
recall the relational model (RM) used in the study of database (DB) systems, and apply the fundamental
concepts of the RM to formalize and define the security setup and related concepts of the blockchain.
Having clear definitions of the concepts on which the security and mechanics of the blockchain rely
helps in understanding and analyzing the system.

Let B1 and B2 be two blockchains. We define the principle of adding blocks in the form of an
algorithm like this 1.

Algorithm 1 Block Addition

Require: Two blockchains B1 and B2 and a block b
Ensure: Append b to the longest blockchain

1: if length(B1) ≥ length(B2) then
2: Add b to B1
3: else
4: Add b to B2
5: end if

Modern cryptography is a science that follows rigorous procedures to prove the security of
cryptographic schemes [8]:

1. Definition of Security: This specifies the goals achieved by a cryptographic scheme.
2. Assumptions: These are the intractable computational problems (e.g., the difficulty of factoring

large numbers or the discrete logarithm problem) upon which the security of the scheme relies.
3. Proofs: These demonstrate that the scheme achieves the defined security if the assumptions hold.

Assumption 1. The security of the blockchain is based on the following assumption: “The majority of the
miners are honest.”

Proposition 1. Adversaries are unable to append a malicious block.

Proof. Suppose that a malicious miner (MM) succeeds in adding a dishonest block (DB). This implies
that MM has built a blockchain longer than the honest blockchain. In other words, MM possesses more
computing power than the majority of the users, which violates our assumption.

The remainder of this paper is organized as follows. We formally define the fundamental
blockchain related concepts in section 2. After that, we recall the relational model used to study
data base systems in 3. We also consider a schema (the entity/association model) for the blockchain
in section 4. We show in section 5 how to apply the algebraic query language to define fondamental
concepts. We finally conclude the paper in the last section.
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2. The Blockchain
Several attempts to conceive distributed digital money have been made. For example, B-cash was

an early attempt. However, it was with the advent of Bitcoin that the concept was widely adopted
and recognized. The term Bitcoin can refer either to the digital currency or to the underlying protocol
describing its implementation. It is built on the blockchain, a data structure containing blocks. Each
block contains the hash of the previous block, a list of transactions, and associated metadata. A
transaction is a data structure that includes the sender’s address, the receiver’s address, and the
amount spent. Each Bitcoin account is identified by a public key and a private key. The private key is
held exclusively by the owner, while the corresponding public key is published and used to receive
Bitcoins. This paper is organized as follows. Section 3 reviews the cryptographic building blocks. In
Section 4, we discuss the structure of the blockchain and the mechanism underlying Bitcoin. Finally,
we conclude the paper.

2.1. The Cryptographic Building Blocks

Hash Functions
A hash function h is defined as:

h : {0, 1}∗ → {0, 1}n.

It maps an input string of arbitrary length to a fixed-length bit string of size n. A well-designed hash
function must satisfy the following properties:

1. It is computationally efficient.
2. It is collision-free (it is difficult to find distinct x and y such that h(x) = h(y)) [1].
3. It is one-way (its inverse is practically impossible to compute).

Well-known hash functions include MD5 and SHA-1. Bitcoin uses SHA-256, which produces a 256-bit
output [2].

Elliptic Curves
An elliptic curve is given by the equation

y2 = x3 + ax + b,

where a and b are parameters over a finite field that must satisfy 4a3 + 27b2 ̸= 0. The set of points on
the curve forms a group under an appropriate addition law [3]. Blockchain systems use elliptic curves
for account creation. An account is identified by its private key kpr and public key kpub. Let G be a
generator of the group of points. Then,

kpr × G = kpub.

The infeasibility of deriving kpr from kpub is guaranteed by the difficulty of the elliptic curve discrete
logarithm problem. Bitcoin uses the curve secp256k1 (with parameters a = 0 and b = 7). In addition
to account creation, elliptic curves are used for message signing in the blockchain protocol. We discuss
electronic signatures in Section 2.1.

The Peer-To-Peer Networks
Unlike the traditional client-server architecture, peer-to-peer networks allow for direct exchange

of files between clients. For such systems to work, dedicated software (e.g., Napster, Gnutella, . . . ) is
required.

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 31 March 2025 doi:10.20944/preprints202503.2363.v1

https://doi.org/10.20944/preprints202503.2363.v1


6 of 14

Figure 1. Peer-To-Peer Network

As stated in [4], “In finance, the term peer-to-peer refers to the exchange of crypto-money or
a digital asset through a distributed network.” During its conception, Satoshi Nakamoto described
Bitcoin as an electronic cash system operating over a P2P network. A ledger, called the Blockchain, is
stored on each network node and updated as transactions are added.

The Electronic Signature
We describe here the mechanism of the electronic signature. Let M be a message to be signed and

H a hash function. Let (kpr, kpub) be the private and public keys, respectively. To sign and verify the
message, the sender (S) and the receiver (R) proceed as follows:

1. S computes h = H(M) and encrypts it using an asymmetric encryption scheme: s = enckpr (h);
then S sends (s, M) to R.

2. Upon receipt, R decrypts s using the public key: d = deckpub
(s), and compares d with H(M).

3. If d matches H(M), then R is authenticated, since only S possesses the private key required for
encryption.

Regarding the encryption scheme, either RSA or an elliptic curve–based scheme can be used.

2.2. The Blockchain

The blockchain is a ledger, or data structure, containing blocks linked by hashes, as illustrated in
the figure below.
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Figure 2. The Blockchain

As described by J.P. Delahaye, the blockchain “is a book, freely accessible, on which everyone can
write and read, but which cannot be destroyed or erased.” The cryptographic properties achieved by
the blockchain design are the following [6]:

• Decentralization: There is no central authority controlling Bitcoin. Unlike traditional monetary
systems where an account is managed by a central entity, Bitcoin uses the Unspent Transaction
Output (UTXO) model to compute user balances.

• Unforgeability: Illegitimate claims of Bitcoin ownership are prevented through digital signatures.
• Double-Spending Resistance: Bitcoin was the first major digital currency to solve the double-

spending problem [5]. Double spending refers to the ability of an owner to spend the same coins
more than once. This is prevented by recording each transaction on the public blockchain, which
is immutable due to the Proof-of-Work (PoW) mechanism explained below.

• Pseudonymity: Accounts are identified through public keys, providing a degree of anonymity
for users.

2.2.1. The Blocks

As discussed above, the blockchain consists of blocks chained by hashes. Approximately every 10
minutes, a block is appended to the Bitcoin blockchain. This can be modeled as a set:

{b0, b1, . . . , bN},

where b0 is the genesis block and bN is the latest block. Each block contains:

1. An index.
2. The hash of the previous block.
3. A timestamp indicating the block’s creation time.
4. A set of transactions.

2.2.2. The Transactions

A transaction is a data structure containing the following fields:

1. The public key of the sender.
2. The public key of the recipient.
3. The signature.

The flow of transactions is illustrated in the figure below:
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Figure 3. Transactions Flow

The structure of a transaction is illustrated in Figure 4.

Figure 4. Transaction Structure

Note that the scriptSig field is known as the locking (or unlock) field because it enables the sender
to spend the UTXO (Unspent Transaction Output). The scriptPubKey field is known as the locking
script, as it encodes the condition that the output can be spent only by the designated public key. The
unlocking script from a previous transaction output is combined with the locking script of a new
transaction input; the parameters are then placed on the stack and the code is executed. If the code
returns true, the transaction is considered valid [5].

2.2.3. Bitcoin Mining

The term mining refers to the process of adding a block to the blockchain. The process works as
follows:

1. Transactions are broadcast to all nodes in the network.
2. Nodes specialized in mining, called miners, listen to the network and collect broadcast transac-

tions into blocks.
3. A miner solves a puzzle (Proof of Work, PoW), as explained below. If successful, other miners

confirm the correctness of the solution.
4. The block is added to the blockchain, and the miner receives Bitcoin as a reward.

The PoW algorithm works as follows: Let y be a network parameter.

1. Increment a Nonce.
2. If SHA-256(Nonce + Block) < y, then accept the nonce and broadcast the solution for confirma-

tion.
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The difficulty for solving the PoW is adjusted over time so that a block is added approximately every
10 minutes.

Proposition 2. This procedure makes cheating on the network computationally intractable.

Proof. The nodes validating a block agree that the longest blockchain is the valid one. Suppose an
attacker wants to insert an invalid block at position i in a blockchain containing N blocks. The attacker
must calculate and validate N − i blocks. Since mining a block takes on average 10 minutes, the
attacker would need 10 × (N − i) minutes to achieve this. Moreover, because consensus is based on
the longest blockchain being accepted as honest, the attacker would fail to have the invalid chain
validated.

2.3. An Algorithmic Description

In this section, we describe the main protocols of the blockchain.

2.3.1. Proof of Work

PoW is the process with which miners compete for block addiction. They do that by solving a
cryptographic puzzle described here 2. The miners compute a nonce which requires computational
power and time. The verification of the correctness of the nonce (validation) is immediate. The
difficulty allows for the block addition time to be adjusted.

Algorithm 2 Proof of Work

Require: block, di f f iculty
Ensure: hash(block, nonce) ≤ di f f iculty

while hash(block, nonce) ≥ di f f iculty do
generate nonce

end while

2.3.2. Transaction Validation

The transaction validation process ensures that the transaction is spending from the right previous
transaction, check for the validity of the signature of the owner (authenticity) and that the sender has
the right to spend from the previous transaction 3.

Algorithm 3 Transaction Validation

Require: A previous transaction t1
Require: and the current transaction t2
Ensure: The transaction t2 is valid

if t1[ReceiverPubKey] == t2[OwnerPubKey] and t2[OwnerSignature] is valid and t1[hash] ==
t2[OwnerPubKey][Hash] then

The transaction is valid
end if

2.3.3. Technical Issues

We point out in this section common issues faced in the blockchain ecosystem.

1. Storage Requirements: The blockchain requires a significant amount of storage capacity.
2. Scalability: The number of transactions per second is much lower than in traditional payment

systems.
3. Energy Consumption: The PoW mechanism requires significant power consumption, prompting

researchers to explore alternative consensus mechanisms.
4. Fees: The current implementation of Bitcoin imposes high fees for sending money through the

blockchain network compared to traditional payment systems.
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3. The Relational Model
The relational model represents data as a two-dimensional table called a relation [14]. The columns

of this table are called attributes. An alternative representation of a relation is by its schema:

relationName(attribute1, attribute2, . . . , attributeN).

In the relational model, a database is a set of relations. We require that the domain (the set of values
that an attribute can take) is of elementary type (e.g., integer, date, or string). Note that in a relation
(viewed as a table), the order of the rows (tuples) is not important and can be rearranged arbitrarily.
We can then formulate the following definition:

Theorem 1. A relation is a set of tuples.

Relations are updated regularly as tuples are inserted or deleted. Changes to the schema of a
relation are less common since they may involve processing huge amounts of data. We then define:

Theorem 2. A set of tuples for a given relation is an instance of that relation.

The relational model also allows us to define the concept of a key for a relation:

Theorem 3. A set of attributes {A1, . . . , Ak} forms a key for a relation R(A1, . . . , An) if, for any tuples
(A1, . . . , An) and (B1, . . . , Bn) in R,

(A1, . . . , Ak) = (B1, . . . , Bk) =⇒ (A1, . . . , An) = (B1, . . . , Bn).

For example, if {A1, A2} forms a key for the relation R, then we write:

R(A1, A2, A3, . . . , An).

It is conventional in database systems to use a uniquely generated value as the key rather than a subset
of the attributes. So far, we have discussed how the data model defines the structure of the data. Next,
we consider the interaction and manipulation of data.

Theorem 4. A data model defines both the structure and a set of queries for data retrieval and modification.

3.1. Algebraic Query Language

Let R and S be two relations and let A1, A2, . . . be the attributes of relation R. The Algebraic Query
Language (AQL) consists of the following operations:

1. Projection R′ = πA1,...,An(R): The result is a relation R′ with only the attributes A1, A2, . . . , An.
2. Selection R′ = σC(R): Let C be a condition on the tuples of R that evaluates to true or false. The

result is a relation R′ that contains the same attributes as R but only the tuples satisfying C.
3. Cartesian Product R′ = R × S: The relation R′ contains the attributes of both R and S. Its tuples

are obtained by taking the Cartesian product of the tuples of R and S.
4. Natural Join R′ = R ▷◁ S: If R and S share a set of attributes B1, . . . , Bn, then R′ consists of the

tuples from the Cartesian product of R and S that agree on these attributes.
5. Intersection and Union: The intersection (R ∩ S) and union (R ∪ S) of two relations are obtained

by respectively taking the common tuples or the combined set of tuples from R and S.

Example 1: Consider the query: What are the hash values and the difficulty of the blocks mined before 2015
and whose version equals 1.5? The AQL translation is:

πhash,di f f iculty

(
σtimestamp≤2015(Blockchain) ∩ σversion=′1.5′(Blockchain)

)
.
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Example 2: To retrieve the entire blockchain, we use:

Blockchain ▷◁ TransactionIn ▷◁ Transaction.

Here, the relation TransactionIn links each block to the transactions contained within it. The shared
attributes among these relations are the block hashes and the transaction hashes.

3.2. Constraints

A constraint restricts the data that may be stored in the database [? ]. There are two ways to
formulate a constraint:

1. Let E be an expression in relational algebra. Then the expression E = ∅ is a constraint, indicating
that no tuple satisfies E.

2. If E and S are expressions in relational algebra, then E ⊆ S means that every tuple in the result of
E must also appear in the result of S.

3.3. Referential Integrity Constraints

Let v be a value in attribute A of some tuple in relation R. We want to enforce the constraint that
v appears in a specified attribute of some tuple in another relation S. This is an integrity constraint,
expressed as:

πA(R) ⊆ πB(S).

Now we discuss other concepts from the relational model that are relevant for this paper.
Functional Dependencies: Let R be a relation. A functional dependency (FD) is a statement of the

form “If two tuples in R agree on all of the attributes A1, A2, . . . , An, then they must agree on another
set of attributes B1, B2, . . . , Bm.” We write:

A1, A2, . . . , An −→ B1, B2, . . . , Bm.

FDs satisfy properties such as splitting/combining, trivial dependencies, and transitivity.
Closure of FDs: Let {A1, A2, . . . , An} be a set of attributes and S be a set of FDs. The closure of

{A1, A2, . . . , An} under S is the set of attributes T such that any relation satisfying all FDs in S also
satisfies the FD

A1, A2, . . . , An −→ T.

We denote the closure as {A1, A2, . . . , An}+.

4. A Schema for the Blockchain
There are three relations. For ease of representation, we have omitted the Version, VinSz, VoutOutSz,

lockTime and Size fields in the TRANSACTION relation. For simplicity, we consider only transactions
that redeem a single output and contain only one output address.

Blockchain(Hash, Version, PreviousHash, MerkleRoot, TimeStamp,
Difficulty, Nonce)
Transaction(Hash, OwnerPubKey, PreviousHash, OwnerSignature,
Value, ReceiverPubKey)
TransactionIn(BlockHash, TransactionHash)
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Figure 5. An entity/association representation of the structure of the Blockchain

5. AQDL for Blockchain
5.1. Transaction Validation

Let t2 be the current transaction we are validating and t1 be the previous transaction from which
we are spending. The Pay-to-Public-Key (P2PK) can be described in terms of AQDL as follows: First,
retrieve the transaction corresponding to the OwnerPubKey of t2:

t1 = σHash=t2[OwnerPubKey[h]](Transactions).

If t1[ReceiverPubKey] and t2[OwnerPubKey] match and t2[OwnerSignature] is valid, then the trans-
action is valid.

5.2. Balance

The balance B of a user identified by their public key rp is defined as the sum of all unspent
transaction outputs:

B = ∑ πValue

[
σReceiverPubKey=rp(Transactions)

]
.

In this expression, we select all transactions from the Transactions relation where the attribute Re-
ceiverPubKey equals rp. We then project the Value attribute and sum the resulting set to obtain the
balance.

5.3. Double Spending

Theorem 5. A malicious user attempts double spending if they try to redeem Bitcoins that have already been
spent.

Let t be a transaction whose output address is OA. Let t1 and t2 be two transactions. Define the
receiver address of t1 as R1 and that of t2 as R2. The transactions t1 and t2 constitute double spending
if the following holds:

1. R1 ̸= R2.
2. t1[OwnerPublicKey] = t2[OwnerPublicKey] = OA.
3. TransactionValidation(t1) == True and TransactionValidation(t2) == True.
4. t1[value] + t2[value] ≥ t[value].

Intuitively, t1 and t2 double spend the same Bitcoins if they originate from the same owner, both have
been validated, and they spend from the same transaction output address.
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5.4. Selfish Mining

Selfish mining is a strategy in which a miner (or a coalition of miners) deliberately withholds
discovered blocks rather than immediately broadcasting them. The objective is to gain a competitive
advantage by creating a private branch of the blockchain and then releasing it strategically to override
the honest chain, thereby capturing a disproportionate share of the block rewards. In a formal
framework, selfish mining can be modeled as a non-cooperative game. Each miner i has a strategy set
Si = {H, S}, where H denotes honest mining and S denotes the selfish mining strategy. The utility
function for miner i is given by:

Ui(si, s−i) = Ri(si, s−i)− Ci(si),

where Ri is the expected reward and Ci is the associated mining cost. A Nash equilibrium (s∗1 , . . . , s∗n)
is reached when no miner can improve their utility by unilaterally deviating from their chosen
strategy. Selfish mining becomes particularly effective when a miner controls a significant fraction of
the network’s computational power. As demonstrated in [11], the profitability threshold for selfish
mining may be reached with as little as approximately 33% of the total hash power. Under these
conditions, the selfish miner’s withheld blocks can cause honest miners to waste resources on an
abandoned chain, thereby increasing the relative revenue of the selfish miner. This challenges the
common assumption that the majority of miners are honest and highlights potential vulnerabilities in
the blockchain consensus protocol.

Selfish mining runs as follows:

1. The selfish miner (SM) mines on his private blockchain priBC.
2. Honest miners (HM) mine on the public blockchain pubBC.
3. SM releases the priBC when lenghth(priBC) = length(pubBC).
4. The hash power of the HMs is split since the two chains are of the same length.
5. SM add a block to the priBC making it longer than the pubBC.
6. This result in the validation of the longest chain, discarding the pubBC, SM get rewards for his

mined blocks, wast of mining power for HMs.

6. Conclusion
In this paper, we have presented a formal framework for understanding blockchain technology

using the relational model. We reviewed key cryptographic building blocks, detailed the structural and
operational aspects of blockchains, and provided formal definitions and algorithmic descriptions for
critical processes such as transaction validation and Proof of Work. By mapping blockchain operations
into algebraic expressions, we connected the worlds of databases and distributed ledgers. Furthermore,
we integrated game-theoretic perspectives—particularly through the analysis of selfish mining—to
emphasize how strategic behavior among miners can impact network security and efficiency. This
multifaceted approach not only clarifies the underlying principles of blockchain technology but
also highlights areas where further research is needed, such as alternative consensus mechanisms
and improved incentive structures. Future work will focus on adaptive learning models, hybrid
consensus protocols, and further exploration of mechanism design within blockchain systems to
enhance scalability, security, and overall network performance.
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