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Abstract: The integration of Artificial Intelligence (AI) and the Internet of Things (IoT) is
revolutionizing marketing by enabling hyper-personalization, automation, predictive analytics, and
real-time data-driven decision-making. Al-driven marketing enhances customer engagement
through personalized recommendations, targeted advertising, and advanced sentiment analysis,
while IoT facilitates seamless data collection from connected devices, optimizing consumer behavior
tracking and supply chain efficiency. This study conducts a systematic literature review to explore
the synergies between Al and IoT in marketing, highlighting key trends, benefits, and challenges.
The findings indicate that Al-powered solutions improve marketing effectiveness by leveraging big
data, machine learning, and natural language processing. However, ethical concerns related to data
privacy, Al bias, transparency, and regulatory compliance pose barriers to widespread adoption.
Additionally, workforce skill gaps and high implementation costs challenge organizations aiming to
integrate Al-driven marketing solutions. This paper emphasizes the need for ethical Al governance,
scalable adoption strategies, and responsible data practices to ensure sustainable and Al and IoT
implementations in marketing. Future research avenues are suggested.

Keywords: internet of things; artificial intelligence; marketing

1. Introduction

Artificial Intelligence (AI) and the Internet of Things (IoT) have significantly transformed
marketing strategies by enhancing customer personalization, automation, predictive analytics, and
decision-making [1]. Al-driven marketing leverages machine learning, big data, and automation to
create targeted advertising, personalized customer experiences, and optimized business operations.
Similarly, IoT technologies enable real-time data collection, improving supply chain efficiency,
consumer behavior tracking, and interactive marketing strategies [2].

Despite these advantages, several challenges hinder Al and IoT adoption in marketing, such as
data privacy concerns, workforce skill gaps, and implementation barriers [3,4]. Ethical concerns
surrounding data security [5], Al bias, and consumer autonomy remain also significant hurdles,
whilst businesses struggle to integrate Al into existing workflows due to cost constraints, lack of
technical expertise, and resistance to automation [6].

This literature review critically evaluates key trends, challenges, and research gaps in Al and
IoT-driven marketing. The following paper is organized as follows: a section of Materials and
Methods, Results, Discussion of Key Trends and Conclusion.

2. Materials and Methods

To analyze academic publications on the internet of things and Artificial Intelligence on
marketing, the researcher conducted a systematic bibliometric literature review (LRSB). This method

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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was selected for its ability to provide a broad and in-depth assessment of existing studies by
identifying key trends, themes, and gaps in the literature. To enhance the transparency and
reproducibility of the review, the study adhered to the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) framework [7]. PRISMA ensures a structured and systematic
approach to selecting, screening, and documenting research studies, making it a crucial tool for
generating a rigorous and methodologically sound literature review [8]. This structured approach is
particularly useful for dynamic fields like e-commerce, where technological advancements
continually reshape global trade practices.

The LRSB method, as discussed by Rosario and Dias [9] and Rosario and Raimundo [10], offers
a more structured and detailed analysis of a research area compared to conventional literature
reviews. It prioritizes the careful selection of studies that directly address the research question while
maintaining a high degree of transparency. This allows for a thorough evaluation of the
methodology, findings, and overall quality of the included studjies.

Following a systematic process, the LRSB approach is based on a well-defined protocol for
screening and selecting sources, ensuring both the reliability and relevance of the data. The process
is divided into three main stages with six specific steps, as detailed in Table 1 and further elaborated
by Rosario and Dias [9]; Rosario and Raimundo [10].

Table 1. Process of systematic LRSB.

Fase Step Description
Step 1 formulating the research problem
Exploration Step 2 .se.arching f(?r appropriate literature.
Step 3 critical appraisal of the selected studies
Step 4 data synthesis from individual sources
Interpretation Step 5 reporting findings and recommendations
Communication Step 6 Presentation of the LRSB report

Source: own elaboration.

The research utilized the Scopus database to identify and select credible sources, taking
advantage of its strong reputation in academic and scientific communities. However, one notable
limitation was the reliance solely on Scopus, which excluded other databases that might contain
relevant studies. Additionally, the search was restricted to publications available up to February 2025,
which may have limited the inclusion of the most recent research. To maintain a high standard of
rigor and credibility, the study focused exclusively on peer-reviewed academic and scientific
publications.

The bibliographic search process was carried out in the Scopus database. For the initial research,
the researcher used the keywords “internet of things” limited to TI-TLE-ABS-KEY. This resulted in
223,671 documents. Adding the keyword “artificial intelligence” reduced the results to 21,719 and
the keyword “marketing” resulted in 259 documents. Finally, it was limited to “artificial intelligence”
articles, resulting in 212 scientific or academic documents. This helped ensure that only the most
relevant documents were selected for analysis. This filter resulted in 121 documents (N-121), which
were then synthesized in the final report.

To ensure the relevance and rigor of the documents analyzed in the final report, the study
applied clear inclusion and exclusion criteria (Table 2). The focus was strictly on peer-reviewed
journal articles that examined the role of artificial intelligence in enhancing marketing within a
business context.

To maintain a well-defined dataset, studies that did not specifically address artificial intelligence
were excluded. This structured selection process helped ensure that the final body of literature was
both high in quality and closely aligned with the study’s objectives. A detailed summary of the search
process can be found in Table 2.
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Table 2. Screening Methodology.
Database Scopus Screening Publications
Meta-search Keyword: internet of things 223, 671
First Inclusion Criterion Keyword: internet of things; artificial intelligence 21,719

Keyword: internet of things; artificial intelligence;

Second Inclusion Criteria . 259
marketing
Keyword: internet of things; artificial intelligence;
Screening marketing 121

Exact Keyword: artificial Intelligence
Until February 2025

Source: own elaboration.

The researchers conducted a thorough content and thematic analysis to examine, evaluate, and
present the selected documents, following the framework established by Rosario and Dias [9] and
Rosario and Raimundo [10]. To ensure that only academically credible and highly relevant sources
were included, strict selection criteria were applied. The analysis centered on studies that explored
luxury brands and consumer behavior, prioritizing research that aligned closely with the study’s
objectives. Each study was assessed based on its relevance to the topic, methodological rigor, and
publication in peer-reviewed journals. A visual representation of this selection process is provided
in Figure 1.

Identification of new studies via databases and registers

c . i .
2 HBSDMS \dantified fn?rn_ Records removed before screening:
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8 # Records marked as ineligible by automation
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=
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% (n = 259) (n=21,460)
2
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P Reports excluded:
Reports as(iefsf;f;jralglblhw g articles that are not about
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g (n=0)
= Reports of new included studies
£ (n=0)

Figure 1. PRISMA 2020 flow diagram for the systematic literature search [8].

A total of 121 academic and scientific documents from the Scopus database were examined using
a combination of narrative and bibliometric analysis, following the guidelines set by Rosario and Dias
[9] and Rosario and Raimundo [10]. These methods allowed for a comprehensive review of the
content, with a strong focus on identifying recurring themes that were directly related to the research
questions.
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Of the 121 documents selected, 53 were journals, 36 were conference proceedings, 19 were book
series; 11 were books; and 2 were trade journals.

3. Results

Peer-reviewed articles on the "Internet of Things and Artificial Intelligence on marketing",
February 2025. The year 2024 has the highest number of peer-reviewed publications, reaching 26.
Figure 2 summarizes the peer-reviewed literature published until February 2025.

The publications were sorted out as follows: Advances In Intelligent Systems And Computing
(4); Studies In Systems Decision And Control (3); with 2 publications (Technology In Society;
Sustainability Switzerland; Scientific Reports; Lecture Notes On Data Engineering And
Communications Technologies; Lecture Notes In Computer Science Including Subseries Lecture
Notes In Artificial Intelligence And Lecture Notes In Bioinformatics; Eai Springer Innovations In
Communication And Computing; ACM International Conference Proceeding Series; 6th
International Conference On Inventive Computation Technologies Icict 2023 Proceedings; 2021 IEEE
2nd International Conference On Big Data Artificial Intelligence And Internet Of Things Engineering
Icbaie 2021); and the remaining publications with 1 document.

30
25
2 20
c
£
€ 15
(&)
o
0 10
5
0
N N N N N N N N N N N
o o o o o o o o o o o
[ = [ [ [ N N N N N N
(8] o ~ [0 0] © o [l N w N o
Year

Figure 2. Documents by year.

Figure 3 highlights the countries with the highest levels of scientific contributions in specific
research fields, with India, the USA, China, and Australia standing out as the leading nations in terms
of publication volume. These countries demonstrate a strong research presence, reflecting their active
role in advancing knowledge within the respective areas of study.

g
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Figure 3. Scientific production by country.

Table 3 and Figure 3 provide a visual representation of the top 10 countries that have made
significant contributions to research in the examined fields. This study highlights the nations that
place a strong emphasis on studying luxury brands and consumer trends, offering insights into their
research priorities and academic focus in this area.

Table 3. Top 10 countries by number of publications.

Country Number of Publications
INDIA 106
USA 58
CHINA 39
AUSTRALIA 16
FRANCE 11
TURKEY 11
INDONESIA 10
ECUADOR 9
SOUTH KOREA 9
UNITED ARAB EMIRATES 8

Source: own elaboration

Bradford's law identifies ten key publications, highlighted in grey in Figure 4, as the core sources
in the field, collectively accounting for 40% of the total scientific output. According to this principle,
when a new topic begins to gain attention, a small number of journals initially publish the majority
of research on the subject. These journals then become dominant contributors for a period, while
other publications gradually start introducing articles on the same topic. As the topic gains
recognition, a core group of journals gradually emerges as the leading contributors to the field.
Among these, 26 journals play a significant role, with the first 15 publications serving as key sources.
These journals foster scholarly interactions by providing a foundation for researchers who reference,
engage with, and build upon existing studies, further advancing the body of knowledge in the area.

Core Sources by Bradford's Law

Core
Sources

H

Articles

STUDIES IN SYSTEMS, DECIS
2021 IEEE 2ND INTERNATION
6TH INTERNATIONAL CONFERE
ACM INTERNATIONAL CONFERE
EAISPRINGER INNOVATIONS
SCIENTIFIC REPORTS
SUSTAINABILITY (SWITZERLA
TECHNOLOGY IN SOCIETY
14TH INTERNATIONAL CONFER
2016 IEEE INTERNATIONAL C
2017 IEEE SMARTWORLD UBIQ
2019 INTERNATIONAL CONFER
2020 5TH INTERNATIONAL CO
2021 IEEE WORLD Al 10T €O

2021 INTERNATIONAL CONFER

ADVANCES IN INTELLIGENT S
LECTURE NOTES IN GCOMPUTER
LECTURE NOTES ON DATA ENG
ACTA POLONIAE PHARMACEUTI

Source log(Rank)

Figure 4. Core sources by Bradford's law (2015-2025).
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The subject areas covered by the 121 scientific and/or academic documents were: Computer
Science (68); Business, Management and Accounting (34); Engineering (30); Decision Sciences (26);
Social Sciences (21); Economics, Econometrics and Finance (17); Mathematics (16); Medicine (15);
Energy (11); Environmental Science (8); Physics and Astronomy (6); Pharmacology, Toxicology and
Pharmaceutics (6); Multidisciplinary (6); Biochemistry, Genetics and Molecular Biology (2); Materials
Science (1); Arts and Humanities (1); and Agricultural and Biological Sciences (1).

The most quoted article was “Artificial intelligence in marketing: Systematic review and future
research direction", with 361 quotes published in the International Journal of Information
Management Data Insights 2,14 (SJR), the best quartile (Q1), and with H index (34). The main purpose
of the "aims to offer a comprehensive review of Al in marketing using bibliometric, conceptual and
intellectual network analysis of extant literature published between 1982 and 2020."

In Figure 5, we can analyse citation changes for documents published until February 2025. The
period <2015-2025 shows a positive net growth in citations with an R2 of 46%, reaching 212 in 2024.
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Figure 5. Evolution of citations between <2015 and 2025.

The h-index is a measure used to assess both the impact and productivity of published research.
It is calculated by identifying the highest number of publications that have been cited at least the
same number of times. In the analysis conducted, 22 documents met this criterion, each having
received at least 22 citations. This metric provides insight into the significance and reach of the
research within its field.

Citations for all scientific and academic documents from the period up to February 2025 totalled
2,282, with 36 of the 85 documents without any citation.

Using the main keywords “internet of things, artificial intelligence and marketing," the
bibliometric analysis identified key trends and indicators reflecting the evolving scope of scientific
and academic research, as illustrated in Figure 6.

These findings were generated using VOSviewer software, with a particular focus on the
primary search terms: “internet of things, artificial intelligence and marketing".
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Figure 6. Network of all keywords.

This study is grounded in a comprehensive review of academic and scientific literature
examining how the Internet of Things and artificial intelligence enhance marketing strategies. The
three-field plot focuses on the central domain, in where "AU" represents the author, while
highlighting the primary researcher of interest and illustrating connections to "CR" (cited references)
and "DE" (author keywords). To analyze the relationships between key terms used by authors in the
reviewed studies, a diagram was created using Bibliometrix. This visualization, shown in Figure 7,
provides a clear representation of the links and interactions between significant concepts in the field.
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Figure 7. Three fields plot analysis (AU=authors, CR=references, DE=authors keywords).

The Sankey diagram visually represents the frequency of various themes through the size of
each box, while the connecting lines illustrate the relationships and transitions between them. The
thickness of these lines indicates the strength of the connection between themes, reflecting how
closely they are linked. This approach, as explained by Xiao et als., [11], helps to effectively convey
the flow and progression of key topics within the analysis. As depicted in Figure 7, the keywords
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most commonly appearing include "internet of things" (11 incoming flows; 0 outgoing flows),
"artificial intelligence" (12 incoming flows; 0 outgoing flows), "machine learning” (10 incoming flows;
0 outgoing flows), and “marketing” (9 incoming flows; 0 outgoing flows). These terms are
predominantly linked to the most frequently cited references.

Figure 8 presents a detailed visualization of the relationships between key terms found in
academic literature, highlighting connections among frequently used keywords. This analysis offers
valuable insights into the central themes explored in the studies and helps identify potential avenues
for future research. Additionally, the figure illustrates a broad network of co-citations and thematic
clusters, enhancing the understanding of citation patterns and strengthening the overall findings of
the study.

automatig driving

neuralpetwork

brand persapality appeal
juscllile load Ber®ic® . o.umption behavior theoretial study

gugment@dlra@lity (an) freepros adult
wtag Marketing strategy

artificial intelligence techno
2 thiar  breastgancer consumer

publicrglations  data minige behavior

artificial intelligence (ai) p o8 deep| ning
macti @raiel D e invedgpents dlaggous cogape
- i w
blocks i ~
o Pl mach gring Ezww
e S industry 4.0 b trends hgman -
internet of
G business planning { rofigbics ) %
digital devicegly virtual %THY manulgguring @ Tl oo
e .r»cision making
acceptarigimodels o TP~ I el
retall {figlustry ambientintelligence digital
market
Rorkforce gin
in foMa[en management
custoni@pservice @businesgdecisions artificial inG@ligence toos
hurfllih resourge mapagement mannggl vehicl

forecasting

humaggepitals

Figure 8. Network of Linked Keywords.

The thematic map is structured using specific parameters, including a minimum cluster
frequency of 50 (per thousand documents), five labels per cluster, a label size of 3, and a baseline
scaling value of 0.3. A line within the map distinguishes relevance (centrality) from progress
(density). As illustrated in Figure 8, the thematic analysis is divided into four quadrants, each
represented by circles of varying colors.

The upper-right quadrant features the core themes of the field, which are both well-developed
and highly relevant. These themes exhibit strong centrality and high density, making them integral
to the discipline.

The lower-right quadrant includes foundational and cross-cutting themes that are crucial but
not yet fully developed. They are characterized by strong centrality but low density, indicating their
significance in shaping future research.

The lower-left quadrant highlights themes that are either emerging or in decline, as reflected by
their low density and weak centrality. These areas may represent developing trends or topics losing
relevance.

The upper-left quadrant consists of highly specialized themes with strong internal development
but limited external connections. These themes have high density but weak centrality, suggesting
they are peripheral or niche areas within the broader research landscape.

This categorization provides a structured overview of how different research themes are
positioned within the field, offering insights into both well-established topics and potential areas for
further exploration.

When we look at Figure 9, which covers 121 documents, we see that on the lower right side of
the axis, where the basic and cross-cutting research themes of the period in question are concentrated,

VZa7i

“artificial intelligence”, “internet of things” and “gig data” appear as the main theme, followed by
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aspects such as “pharmaceutical industry”, “drug marketing” and “economic development” as niche
themes.
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Figure 9. Thematic map analysis.

On the upper right side are the driving themes of the period, in which “learning systems”,
“marketing strategy”, “decision trees” “human”, “article”, and “humans” are the central themes. To
a lesser extent, “information management”, “human resource management” and “internet of things”
appear in the upper quadrant.

On the upper left side of the axis, we see that as peripheral themes, there are "customer-service”,
“inventory control”, and “inventory management”, and it can be understood that this theme is on
the way to becoming an emerging or declining theme.

On the lower left, which corresponds to emerging or declining themes, there are: “customer”,
and “theoretical study”, which are basic and cross-cutting themes, emerging or declining themes.

Furthermore, Figure 10 illustrates a substantial network of co-citations and interconnected units,
offering a more in-depth examination of cited references. This visualization enhances the

understanding of citation patterns and strengthens the overall conclusions of the study.
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Figure 10. Network of co-citation.

4. Discussion: Key Trends in AI and IoT-Driven Marketing

As shown above the adoption of Al and IoT technologies in marketing has led to various
emerging trends that are reshaping the industry. The main trends are as follow:

4.1. Al-Enabled Customer Insights and Personalization

Artificial Intelligence (AI) is transforming customer engagement and behaviour analysis
through the use of machine learning, natural language processing (NLP), and predictive analytics [1].
By integrating Al into customer relationship management (CRM), sentiment analysis, and targeted
advertising, businesses can enhance consumer satisfaction and foster brand loyalty [12,13].

Al is thus reshaping customer interactions by enabling data-driven personalization and
predictive insights. Its integration into CRM systems, digital marketing, and e-commerce platforms
empowers organizations to refine engagement strategies, boost customer retention, and optimize
sales performance. Al-driven tools analyze customer behaviour, preferences, and purchase history to
deliver hyper-personalized recommendations. These insights enhance targeted advertising, improve
pricing strategies, and facilitate predictive customer service [1,14].

In a particular case of Al-powered digital marketing, businesses leverage big data analytics to
segment audiences, anticipate customer needs, and automate personalized outreach [15,16]. For
example, Al-driven recommendation engines in e-commerce platforms increase conversion rates by
offering highly relevant product suggestions based on real-time purchase intent. Similarly, Al-
enhanced CRM solutions incorporate predictive analytics and IoT-generated customer insights to
optimize loyalty programs and personalized promotions [12].

Also, Al-driven sentiment analysis further refines customer understanding by evaluating social
media interactions, online reviews, and customer feedback, which enables businesses to anticipate
emerging market trends and tailor brand messaging accordingly [17]. Furthermore, Al supports
dynamic pricing strategies by analyzing competitor pricing, and historical purchase data, allowing
businesses to maximize revenue through adaptive pricing models [18].

Beyond marketing, Al also enhances predictive capabilities in general management activities.
For example in Industrial IoT (IIoT), deep learning models improve predictive analytics and asset
management, optimizing operational efficiency [19]. Likewise, Al enhances predictive healthcare
models, particularly in breast cancer screening, where deep learning improves diagnostic accuracy
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and early detection [20,21]. However, maintaining a balance between Al automation and human
interaction remains paramount for delivering a personalized customer experience [22].

The Internet of Behaviors (IoB) further enhances Al-driven personalization by integrating IoT
data with behavioral analytics. It enables businesses to gather granular insights into user habits,
allowing for deeper customer engagement. However, concerns related to privacy, data security, and
consumer consent must be addressed to ensure ethical Al implementation [23].

Nonetheless, ethical Al governance and transparency are essential to fostering consumer trust
and ensuring responsible data usage [24]. Al-driven algorithms have enabled therefore businesses to
create highly refined audience segments, enhancing targeted advertising, while improving
engagement and optimizing cost efficiency and audience relevance [1].

In luxury shopping for example, Al and blockchain technologies personalize high-end retail
experiences, enhancing customer engagement and exclusivity [25,26]. Al-powered big data analytics
further refine marketing intelligence, strengthening customer segmentation and competitive
strategies [27,28], whilst leveraging Al to optimize product offerings and customer targeting,
increasing thus market responsiveness [29].

Conversely, security and privacy in digital marketing have also improved through Al-powered
encryption, which facilitates local edge computing in IoT-based marketing systems, ensuring also
consumer data protection [30]. The Al-driven monitoring of customer behaviour enhances targeted
marketing efforts by enabling businesses to predict consumer needs more effectively [31]. Real-time
tracking, big data, and automation improve therefore customer engagement [32]. Al-driven chatbots
for example, boost customer interactions, providing personalized experiences and increasing brand
loyalty [33].

In the same vein, Al also plays a pivotal role in content marketing by utilizing natural language
processing (NLP) and deep learning to generate high-quality, content. In this way, Al-powered
chatbots facilitate customer interactions and lead generation, while ensuring businesses maintain
customer support around the clock [22].

Another critical area where Al adds value is predictive analytics in digital marketing in where
Al-driven tools analyze consumer sentiment and forecast demand [18]. E-commerce platforms,
streaming services, and digital marketplaces widely utilize Al-driven recommendation systems to
increase sales [12,13]. In the particular context of e-commerce, Al plays a crucial role in improving
decision-making and enterprise management by identifying emerging trends that drive business
growth [34,35].

Al-driven solutions also optimize inventory management, and improve sales forecasting,
helping businesses streamline operations [36]. Al enhances shopping experiences by leveraging
customer insights to improve engagement [37], whereas Al aids in optimizing business strategies and
fostering value creation [38].

As well, Al-driven sentiment analysis plays a key role in brand reputation management by
monitoring social media platforms, allowing to analyzing text sentiment, and businesses to
proactively manage brand image [17]. Still, the growing use of Al-driven behavioural analytics raises
concerns regarding consumer privacy and data security, demanding therefore data ethics and
regulatory compliance [22] for maintaining consumer trust and transparency [24].

Artificial Intelligence (Al) is consequently revolutionizing Customer Relationship Management
(CRM) by enabling businesses to analyze customer data and personalize engagement. It likewise
integrates Internet of Things (IoT) technologies to track customer interactions, improving
engagement [39]. A key advantage of Al in CRM is its ability to provide predictive analytics as Al
algorithms process vast amounts of data to anticipate customer preferences, which allows delivering
personalized recommendations [1], while offering 24/7 customer support and reducing response
times [40].

Another significant advancement in Al-driven CRM systems is sentiment analysis through
which Al-powered tools analyze for instance customer feedback, allowing thus businesses to refine
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marketing strategies [17] and prioritize leads with the highest conversion potential, heading to
opportune and accurate data-driven decisions [12,13].

Al-powered smart devices, including wearable technology and IoT-driven fashion, enhance
consumer purchasing experiences through real-time data processing [41]. In the case of smart
products, it leverages machine learning, IoT, and data analytics to optimize user experience. It
analyzes real-time data and adapts to user behaviour autonomously as for example the case of smart
home devices that enhance convenience and energy efficiency [36,42]. As well, Al-powered wearable
devices monitor health metrics, providing personalized fitness coaching and early disease detection
[43].

Across several industries Al has been paramount. In the case of Smart Vending Machines, Al-
driven systems improve service quality, by leveraging real-time analytics and automated
replenishment [44—46], utilizing computer vision and predictive analytics to create seamless
purchasing experiences [44]; in Real Estate for example it optimizes property management and
energy efficiency [47], along with resource optimization for long-term growth [48]; in Al-powered
Smart Textiles it allows fabrics to adapt to user needs in real-time, enhancing wearability [49]; in
Smart Clothing it integrates IoT-enhanced textiles, appealing to consumers through usability
aesthetics [50,51], while reducing costs [52] and improving quality control [53,54].

Also, in Smart Transportation, Al enhances urban mobility by optimizing traffic management
systems and supporting the advancement of autonomous vehicles, contributing to safer and more
efficient transportation networks [55-57], to inclusive Smart Parking Solutions (e.g. license plate
recognition) [58], while in the case of Smart Tourism it optimizes infrastructure and real-time booking
systems [59-62] and integrates Al-driven solutions to enhance guest experiences in Smart Hospitality
[63]. As well, Smart Farming leverages IoT sensors to improve crop yield, resource management, and
sustainability [64-66].

In the case of retail sector, Al is also driving innovation in Smart Shopping Platforms, enhancing
consumer experiences through improved product discovery [67]. Furthermore, Al is redefining
luxury shopping experiences through for example smart mirrors [68].

4.2. Al and IoT in Fashion and Retail Marketing

As aforementioned, Al is transforming trend prediction by enabling to anticipate emerging
industry patterns, for example through machine learning (ML), , Al-driven systems generate
actionable insights that support strategic decision-making [69-72]. Consequently, Al and the Internet
of Things (IoT) are reshaping the fashion and retail industries by improving inventory management
[41], through vast datasets [1].

In the particular case of fashion and retail, Al-driven tools analyze search trends and purchasing
behaviours to forecast upcoming fashion trends as brands utilize Al-powered insights to optimize
product launches [73]. It provides behavioural analytics that unveil emerging customer preferences
while analyzing consumer feedback and adjust advertising strategies [17,74]. Al and IoT are
transforming therefore the retail sector through smart stores that enhance customer experiences
[67,75], as in the case of smart retail, allowing retailers to design marketing campaigns [36]. Moreover,
in luxury retail Al and IoT technologies are augmenting customer engagement through voice-enabled
shopping assistants [68], promoting more efficient and personalized retail solutions [44].

One of the most impactful applications of Al in luxury retail is the personalized customer
engagement. Al-driven recommendation engines analyze past purchases, and customer preferences
to offer tailored product suggestions, enhancing the overall shopping experience [68]. Also, Al-
powered virtual assistants provide high-touch customer service, improving responsiveness [22].

Luxury brands are therefore leveraging Al-powered virtual fitting rooms in high-end boutiques,
enhancing convenience and allowing customers to visualize products before purchase [49].
Furthermore, Al is playing a key role in emphasising the Semantic Metaverse, revolutionizing how
customers interact with digital luxury experiences [76]. In the same way, beyond physical stores, Al-
powered e-commerce platforms are optimizing the digital luxury shopping experience enabling
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customers to quickly find exclusive products, [1]. Al ended up highlighting luxury customer
relationship management (CRM) through analyzing the behaviours of high-net-worth consumers
[12].

In the luxury watch and jewellery sectors, Al is transforming supply chain transparency.
Blockchain-integrated Al systems are being implemented to prevent product fraud in high-value
items [5], whereas enhancing digital finance capabilities [77] and strengthening transaction security
in luxury retail [78,79]. Al-powered digital platforms are also facilitating craft sales and marketing,
helping artisans reach exclusive markets [80,81], whilst insurance services are being underlined
through Al offering customized policies based on consumer needs [82].

Al is also driving innovation in cloud-based ERP systems, improving operational efficiency in
luxury retail [24], either optimizing logistics operations that enable brands to streamline their global
supply chains [83], or accelerating cross-border transactions that improve efficiency both in global
luxury commerce [25] and in the pharmaceutical industry [27,84-86]. On the other hand, Al-powered
dynamic pricing and demand forecasting are helping luxury brands to optimize pricing strategies
while preserving exclusivity, by adjusting pricing dynamically and maintaining a sense of prestige
[17].

Nonetheless, luxury brands must strike a balance between Al-driven innovation and ethical Al
governance, to preserve brand exclusivity and consumer trust. The integration of Al with the Internet
of Behaviors (IoB) raises concerns about compliance with global privacy regulations [23].

4.3. Industry 4.0 and AI-Driven Marketing Transformation

Beyond consumer applications, Al-powered smart manufacturing and Industry 4.0 technologies
are transforming industrial processes by improving predictive maintenance, supply chain
optimization, and automated quality control [55,87]. Ensuing Al-enabled IoT sensors continuously
monitor industrial equipment, predicting failures before they occur and improving thus operational
efficiency [34,88,89].

These advancements are particularly evident in energy enterprises, where Al improves
efficiency, risk assessment and decision-making, whereas integrating sustainable solutions [90,91].
As well, Al, Big Data, and IoT play a key role in supply chain management, enabling continuous
improvement in industrial operations [92]. Conversely, in Medical Device Marketing, Al-powered
IoT and Big Data are reshaping marketing strategies, particularly in the prosthetics and orthotics
industry, by enhancing personalization [93] and service-oriented business models [94].

Industry 4.0 technologies are also being adopted in creative sectors, such as the animation
industry, where Al facilitates automation and content generation [95], while improving
manufacturing efficiency [96,97] and streamlining research [98]. Moreover, loT-driven Al models—
incorporating neural networks, fuzzy logic, and bio-inspired algorithms—are emerging as essential
tools in Al-assisted decision-making, offering augmented predictive accuracy across industries [99—
101].

The integration of Artificial Intelligence (AI) with Industry 4.0 technologies is thus
revolutionizing marketing by enabling businesses to leverage Al-driven tools (e.g. big data analytics)
for strategic decision-making [102]. Either way, by hyper-personalization, in where Al-powered
algorithms analyze customer behaviour to deliver tailored recommendations [1], or by enhancing
customer segmentation, identifying high-value consumers in the meantime [12]. Also, the integration
highlights marketing automation, reducing human intervention while ensuring personalized
interactions [22]. In contrast, Al's predictive capabilities in digital marketing and pricing allow
analyzing real-time consumer trends [18,103,104].

As well, in B2B marketing, Industry 4.0-driven digital servitization is transforming customer
experience by integrating Al-powered CRM systems and loT-driven analytics [94,105,106], which
enable personalized services and increase operational agility, based on audience perceptions and
engagement [17,107].
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Industry 4.0, powered by Al IoT, and big data analytics, is therefore reshaping traditional
marketing strategies [2,108,109], while it faces challenges such as Al bias, data transparency, and
cyber security risks to be addressed [110]. In healthcare, it enables patient-specific treatment solutions
by leveraging Al-driven diagnostic tools [43,64,111,112]; in marketing specifically is helping predict
consumer behaviour [113-115]; in tourism it helps optimize visitor experiences, resource allocation,
and operational efficiency [36,116,117], while ensuring privacy to younger audiences [118]. As well,
smart cities leverage Al and IoT to improve traffic management, energy efficiency, and public safety,
deploying real-time data to improve urban infrastructure and sustainability [68,119].

Also, Al emphasises marketing efficiency and customer targeting in the medical device
industry [93], contributing to Sustainable Development Goals (SDGs) [48], whilst reshaping how
medical device companies understand market demand, allowing businesses to offer customized
recommendations and targeted promotions [12], it helps therefore marketers to refine brand
messaging [17], deliver dynamic pricing strategies [18,94], whereas financing [120] and reducing
operational costs in logistics [23,121,122].

4.4. Challenges in Al and IoT Integration in Marketing

4.4.1. Data Privacy and Ethical Concerns

Al and IoT-driven marketing strategies rely on real-time consumer data collection, raising
critical concerns regarding consent, security, and tracking [123]. The Internet of Behaviors (IoB)
promotes in-depth behavioural analytics, but without transparency, it risks violating privacy
regulations and consumer rights [23]. To maintain consumer trust, businesses must ensure
compliance with global data protection laws, while adhering to ethical AI principles [24].

As well, algorithmic bias and lack of transparency in Al-driven decision-making can result in
unfair targeting and pricing discrimination, impacting consumer fairness and trust [18]. Although
sentiment analysis and emotion recognition tools over enhance customer insights, their application
requires ethical oversight to prevent potential consumer manipulation and ensure responsible
marketing practices [17].

In addition, Al-driven content creation and chatbot interactions should be transparently
disclosed to users. Ensuring that Al-generated communications are distinguishable from human
interactions is thus essential for ethical marketing practices, reinforcing authenticity and
accountability in AI-powered engagement [22].

Once prioritizing ethical Al governance, data transparency, and regulatory compliance,
businesses can therefore leverage Al and loT-powered marketing innovations whilst upholding
consumer rights, fostering trust in the long-term.

4.4.2. Skill Gaps and Workforce Adaptation

The adoption of Al and IoT in marketing requires expertise in data science, machine learning,
and automation to effectively leverage these technologies [73]. Nonetheless, many marketing
professionals lack the demanded technical skills, creating therefore a growing talent gap that hinders
the full potential of Al-driven strategies [12].

To bridge this gap, businesses must invest in Al literacy programs, data analytics training, and
cross-functional collaboration between marketers and Al specialists. While fostering interdisciplinary
teams, organizations can ensure that marketing professionals develop data-driven decision-making
skills whereas Al experts gain a deeper understanding of consumer behaviour and branding
strategies [1].

Strategic investment in up skilling initiatives and Al adoption frameworks will be therefore
paramount to fully integrate Al and IoT into marketing operations, enhancing thus innovation and
competitive advantage.
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4.5. Implementation Barriers

The integration of Al and IoT in marketing presents technical complexities, requiring
connectivity between analytics platforms, CRM tools, and IoT devices to ensure efficient data flow
and automation [12]. Yet, the lack of standardized Al frameworks complicates interoperability and
data sharing, making it difficult for businesses to integrate Al-driven insights across multiple systems
[124]. Moreover, organizations face challenges in managing vast amounts of consumer data,
requiring scalable solutions to effectively process, analyze, and extract actionable insights [103,125].
Implementing Al and IoT-driven marketing strategies demand therefore significant financial
investment in infrastructure, algorithm development, and cyber security to guarantee data protection
and system reliability [94]. Also, for small and medium enterprises (SMEs), the high implementation
costs and uncertain return on investment (ROI) remain major barriers to Al adoption, limiting their
ability to leverage advanced marketing technologies [18,126].

To overcome these challenges, businesses must focus on developing scalable Al solutions,
fostering industry-wide Al standardization, and investing in cost-effective Al adoption models,
ensuring that Al and IoT-driven marketing strategies remain accessible, efficient, and sustainable
across different business sizes.

5. Conclusions

The integration of Artificial Intelligence (AI) and the Internet of Things (IoT) is transforming
marketing by enabling hyper-personalization, automation, predictive analytics, and data-driven
decision-making. Al-driven tools boost customer engagement, refine targeted advertising, and
improve operational efficiency, while IoT eases real-time data collection, optimizing thus supply
chain management and consumer behaviour tracking. Altogether, these technologies are reshaping
digital marketing strategies, whereas enabling businesses to gain a competitive advantage
throughout an increasingly data-driven economy.

However, the widespread adoption of Al and IoT in marketing faces critical challenges: ethical
concerns surrounding data privacy, algorithmic bias, and transparency must be addressed to
maintain consumer trust; regulatory compliance with global data protection laws is essential, whilst
businesses must also navigate workforce skill gaps and high implementation costs. The complexity
of integrating Al into existing marketing workflows, along with the need for robust cyber security
measures, further complicates its adoption. Despite these challenges, Al and IoT offer immense
potential for innovation in marketing.

As well, the role of human-AlI collaboration in emphasising creativity, strategic decision-making,
and content generation remains an important area of study. As Al and IoT technologies continue to
evolve, businesses that prioritize ethical implementation, workforce adaptation, and scalable Al
strategies will be at the forefront of the digital marketing revolution. Addressing implementation
barriers, regulatory challenges, and data ethics concerns will be paramount for leveraging Al-driven
marketing innovations whilst ensuring sustainable growth and consumer trust in the future.

5.1. Research Gaps and Future Directions

Despite the transformative impact of Al and IoT, several critical research gaps remain, requiring
further exploration, maybe using also other databases (e.g. Web of Science) to maximize their
potential in marketing and business strategy: More research is needed to balance hyper-
personalization with consumer privacy. Al-driven personalization enhances customer engagement
but raises concerns about data security, transparency, and regulatory compliance. Research to ensure
responsible Al governance, while delivering personalized experiences is central. Studies should
explore Al’s long-term impact on consumer trust, engagement, and brand loyalty. Once Al-powered
recommendations emphasize marketing effectiveness, understanding how continuous Al-driven
interactions influence customer perception, emotional engagement, and purchasing decisions
requires deeper analysis. Research should examine how Al improves human creativity, decision-
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making, and strategic innovation in marketing. Al automation streamlines repetitive tasks, but
exploring how Al augments human marketers’ creative potential and improves content generation,
campaign ideation, and brand storytelling remains a key area of study. Once large corporations
leverage Al extensively, cost-effective Al solutions for small and medium enterprises (SMEs) remain
underexplored. Future research should focus on affordable Al adoption models, scalable Al tools,
and Al-driven automation strategies tailored to smaller businesses with limited resources.
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