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Abstract: Imaging is one of the strongest and fastest growing sectors of diagnostic medicine; neverthe-
less, the incorporation of large-scale medical image datasets across different hospitals is still a challenge
due to regulatory, privacy, and infrastructure issues. In this paper, we propose a framework for the
application of federated machine learning in radiology and explain how it can be implemented in
practice using the Chest X-Ray14 dataset from NIH. We explain how to achieve privacy-preserving data
collection and handling in real-world scenarios such as HIPAA and GDPR, secure communication, het-
erogeneous data preprocessing, and container-based orchestration. The federated approach produces
fairly small, but still clinically significant improvements in performance (1.5-2.0% absolute increase in
AUC) compared to single-node training and thus proves the feasibility of distributed machine learning
in sensitive healthcare environments. We further elaborate on the resource requirements and regulatory
constraints and also provide some directions for the future growth of federated radiological analysis
so that performance is not overemphasized and the confidentiality of patients is not compromised.

Keywords: Federated Learning, Distributed Machine Learning, Radiology, Privacy-Preserving, Chest
X-Ray, NIH Chest X-ray14, HIPAA, GDPR

1. Introduction

Accurate interpretation of radiological images is pivotal for diagnosing numerous diseases,
including pneumonia, heart failure, and various cancers. Deep learning (DL) techniques have shown
tremendous promise in leveraging large-scale annotated datasets to achieve radiologist-level, or even
superhuman performance in some tasks [1,2]. However, access to truly diverse, representative medical
data often requires pooling images from multiple healthcare institutions, each bound by strict privacy
regulations such as HIPAA in the United States [3] and the GDPR in the European Union [4].

This conflict between data localization (for privacy) and data centralization (for training perfor-
mance) has spurred interest in federated and distributed machine learning [5,6]. Instead of transferring
sensitive patient data to a single server, federated learning (FL) orchestrates local training at each insti-
tution and aggregates the resulting model updates on a central parameter server [7]. This significantly
reduces data exposure risk while potentially harnessing multi-institutional data diversity for more
robust and generalizable models [8,9].

However, the effectiveness of federated ML in radiology in real-life practice is accompanied by
several issues:

Regulatory Compliance: Ensuring each institution’s data is handled in accordance with HIPAA,
GDPR, and local data protection policies [3,4,10].

Infrastructure Complexity: Establishing secure communication paths, container orchestration,
and hardware equivalence across diverse hospital IT infrastructures [11,12].

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Computational Constraints: Training large CNNs on 2D or 3D images is computationally expen-
sive.

Data Heterogeneity: Differences in imaging protocols, scanner types, and image interpretations
complicate unified training [13,14].

Performance Expectations: Real-world gains are often more subdued than the extremely large
improvements noted in carefully curated research datasets [15].

In this paper, a privacy-preserving distributed ML pipeline for radiological image classification
is introduced, and specifically applied to the NIH Chest X-ray14 dataset [16]. We use a federated
averaging scheme [7] to train the CNN without moving the raw images to the central server. The
results show that while training on a centralized dataset using a single node achieves a high baseline
accuracy, federated learning among different simulated hospital nodes enhances the AUC by 1.5-2.0%.
Such an enhancement may be clinically significant for rare or challenging-to-detect diseases.

The manuscript is organized as follows: Section 2 presents related work on distributed machine
learning and medical imaging. Section 3 explains the method used in this work, including the
architecture of the model, the data preparation strategy, and the federated learning strategies. In
Section 4, we describe the experimental setup, which includes the hardware/software environment,
container management, and security. In Section 5, we present the experimental results of the proposed
method on the NIH Chest X-ray14 dataset. Section 6 focuses on implications, limitations, and possible
research extensions, while Section 7 provides conclusions and future directions.

2. Related Work
2.1. Distributed Learning in Healthcare

The following large scale training frameworks; Spark, Hadoop or parameter server approaches
have been used for large data sets [17,18]. At the initial level, systems in healthcare are engaged in the
processing of large data sets involving deidentification and integration of data from various sources
[19]. However, the risks of reidentification are still very high for sensitive patient data, which means
that learning has to be done on-premise or on-device [5,20]. Furthermore, parallel and dynamic graph
processing algorithms with high efficiency have been developed to work with continuously updating
data sets and to improve the computational performance in the distributed system [37].

2.2. Federated Learning Paradigm

Federated learning (FL) has been introduced as a privacy-oriented paradigm of distributed
training and was demonstrated, e.g., in on-device keyboard predictions by Google [21]. In FL, the
client (hospital or clinic) trains the model on local data and exchanges parameters or gradients with
a central server [7,22]. Techniques like SMPC [23], differential privacy [24,25], and homomorphic
encryption [26] improve security by masking local updates before aggregation [27].

2.3. Radiology-Specific Applications
Multiple studies have applied FL for medical imaging:

e  Sheller etal. proposed FL for brain tumor segmentation across several hospitals, with performance
comparable to centralized training [9].

e  Changetal. tested distributed CNNs on multi-institutional CT scans and demonstrated feasibility
[6].

e Zhang et al. examined federated domain adaptation with unsupervised methods for multi-
hospital MRI data [28].

However, real-world FL remains constrained by infrastructure deficiencies, cross-border legal issues,
and clinical readiness [13,29].
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2.4. NIH Chest X-ray14

The NIH Chest X-ray14 dataset includes 112,120 frontal-view X-ray images of 30,805 patients,
covering 14 common thoracic findings (atelectasis, cardiomegaly, pneumonia, etc.) [16]. Although
collected from a single center, we simulate a multi-institutional setup by splitting images into five
“pseudo sites” based on patient demographics and scanning methods [15,30].

3. Methodology
3.1. Use Case Definition
Our primary goal is detecting and classifying thoracic diseases (e.g., pneumonia, effusion, mass)

in chest X-ray images. We posit that a multi-site, federated approach benefits from increased training
sample diversity, even if local data are siloed [13].

3.2. Federated Architecture

We employ a client-server FL. model where each site trains locally, and a central server coordinates
model updates using Federated Averaging (FedAvg) [7]. We simulate five sites (20k, 25k, 15k, 30k, 22k
images each). Communication occurs over TLS/SSL channels; differential privacy can optionally add
noise to gradients [24].

Global Aggregation (Server)
£

Site B: 25k images — Local Training: CNN Encrypted Grad Updates

Site A: 20k images _tt Local Training: CNN

Figure 1. Federated Architecture Flow Diagram.

3.3. Data Preprocessing

* Image Rescaling: Downsample from 1024 x1024 (or 2048 x2048) to 512x512.

e Normalization: Pixel intensities scaled to [0, 1].

*  Augmentation: Random flips, rotations (+10°), and crops [20].

¢  Label Encoding: Multi-label classification uses a sigmoid per pathology, while binary pneumonia
detection uses one sigmoid unit.

3.4. Model Architecture
We tested:

*  ResNet-50 [31] with skip connections,
e DenseNet-121 [32] with dense connectivity.

Both end with a fully connected layer for multi-label outputs. We used Adam (Ir=1 x 107%, ; =
0.9, B2 = 0.999) and a batch size of 32, typically 2-5 local epochs per round.

3.5. Federated Averaging Protocol
Based on FedAvg [7]:

1.  Initialization: Server broadcasts global model M.
2. Local Updates: Each site trains for E epochs, yielding wy.
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3. Aggregation:
1
=) :
Wglobal Yo & (ng X wy)

4. Broadcast: Server sends Wgopar back for the next round.

3.6. Evaluation

We measure AUC, accuracy, precision, recall, F1-score, and (for pneumonia) sensitivity and
specificity [33]. A 10,120-image test set, unseen in training, provides final evaluation. We repeat
experiments 3-5 times to capture variance.

4. Implementation Details
4.1. Hardware and Infrastructure
Client Nodes: 1-2 GPUs each (NVIDIA Tesla T4 / RTX 2080), ~128 GB RAM, local storage for

15k-30k images, network 1-10 Gbps. Central Server: 1 GPU for occasional aggregation, sufficient
memory and network throughput to handle concurrent updates.

4.2. Software Stack

*  Deep Learning: PyTorch (v1.10) with Distributed Data Parallel or Horovod [34].
¢  Containerization: Docker for consistent deployment.

e Orchestration: Kubernetes [12,35].

¢  Communication: gRPC with TLS encryption [23].

*  Version Control: Git repos for Dockerfiles, scripts, YAML files [27].

4.3. Sample Dockerfile
FROM nvidia/cuda:11.4.0-cudnn8-runtime-ubuntu20.04

RUN apt-get update && apt-get install -y \
python3-pip git && rm -rf /var/lib/apt/lists/*

RUN pip3 install --no-cache-dir \
torch==1.10.1 torchvision==0.11.2 horovod==0.24.2 grpcio==1.41.1 \
cryptography==35.0.0 ...

WORKDIR /workspace
COPY . /workspace

CMD ["python3", "main.py"]

4.4. Training Workflow

1.  Global Initialization: Server starts with a randomly initialized or pretrained ResNet-50 /
DenseNet-121.

Local Training: Each site runs 2-5 epochs, logs loss and metrics.

Secure Update: Encrypted weight diffs are sent to the server.

Aggregation and Broadcast: Server applies FedAvg, returns updated model.

Monitoring: Track real-time curves (loss, AUC) with TensorBoard or Weights&Biases [36].
Convergence: After 20-30 communication rounds, evaluate on a central test set.

SRS BN
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4.5. Regulatory and Security Compliance

- HIPAA: Raw images remain on-site [3]. - GDPR: Patient identity is hidden; minimal cross-border
data transfer [4]. - Differential Privacy (Optional): Noise (¢ = 1.0) can mask local gradients [24,25]. -
Audit Logs: Record container events, model updates, user actions for compliance [10].

5. Experimental Results
5.1. Dataset Splits
The NIH Chest X-ray14 dataset (112,120 images) is split into five sites:
. Site A: 20,000 images
. Site B: 25,000 images
. Site C: 15,000 images
e  Site D: 30,000 images
e  Site E: 22,000 images
A 10,120-image test set (unseen) is reserved for final evaluation. Each X-ray can have up to 14
pathology labels; we emphasize multi-label classification and binary pneumonia detection.

5.2. Performance Metrics
5.2.1. Multi-Label (14 Diseases)

Table 1. Multi-La bel (14 Diseases) Results on Test Set.

Config. AUC (%) Acc. (%) F1 Prec. (%) Rec. (%)

Single-Node Baseline 812+ 0.5 789 £ 04 0.77 £ 0.03 80.1 £ 0.5 74.6 £ 0.6
Centralized Multi-Node  82.5+ 0.4 80.2£0.5 0.78 £0.03 81.3+04 759 £0.5
Federated Multi-Node 83.7 £ 0.6 81.1+£0.3 0.79 £0.02 821 +£0.5 765+t 04

5.2.2. Binary Pneumonia Detection

Federated training yields a 1.2-1.5% absolute boost in AUC for multi-label tasks and about
1.3-2.5% improvement in pneumonia detection relative to single-node training.

Table 2. Binary Pneumonia Detection Results.

Config. AUC (%) Acc. (%) Sens. (%) Spec. (%)
Single-Node Baseline 86.9 £ 0.3 852405 883+ 04 84.1+0.6
Centralized Multi-Node 88.1 £+ 04 86.4 £ 0.4 89.2£0.5 85.0£ 05
Federated Multi-Node 89.4+ 05 87.1+£0.6 90.1 = 0.6 85.8 £ 0.5

5.3. Training Efficiency and Bandwidth

Table 3. Training Time per Epoch and Network Overhead.

Config. Time/Epoch (hrs) Comm. Overhead (GB)
Single-Node Baseline 85+04 N/A
Centralized Multi-Node 52+£03 ~150
Federated Multi-Node 5804 10-20

5.4. Privacy Sensitivity Analysis

Using differential privacy (Gaussian noise, ¢ = 1.0) lowers AUC by 1.0-1.2%, which might be
acceptable in highly regulated settings [24,25].

d0i:10.20944/preprints202503.0962.v1
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5.5. Qualitative Evaluation

Grad-CAM visualizations for pneumonia cases reveal that federated models attend to consistent
lung opacities, showing clinical relevance [14,33].

6. Discussion
6.1. Clinical Relevance of Modest Gains

An AUC increase of 1.5-2.0% may seem small but can be crucial for detecting rarer diseases or
reducing false negatives [2,9]. Federated setups harness data diversity and may improve robustness
across varying patient demographics [20].

6.2. Implementation Complexities

Regulatory Approvals: Multi-site collaborations require IRB reviews, data-sharing agreements,
and legal compliance [10,29]. Infrastructure and Expertise: Some hospitals lack HPC or secure
container capabilities [35]. Communication Overheads: Slow or intermittent connections affect update
frequency [6,21].

6.3. Limitations

*  Simulated Multi-Site Data: NIH Chest X-ray14 originates from a single center, lacking cross-
hospital heterogeneity [15,29].

®  Variable Data Quality: Labeling inconsistencies or protocol changes degrade performance.

¢ No Advanced Domain Adaptation: We did not employ adversarial domain adaptation [28].

6.4. Future Directions

e  Personalized FL: FedProx or FedNova to tailor global models to each site [7,28].

e Homomorphic Encryption: Fully encrypted computations for zero data exposure [26,27].
e Real-Time Inference: On-device or edge-based pipelines for immediate feedback [36].

*  Multi-Modal Fusion: Combine EHR, lab tests, and images in a federated pipeline [13,29].

7. Conclusion

Distributed (federated) machine learning offers a way to leverage multi-institution medical data
without compromising patient privacy. Using the NIH Chest X-ray14 dataset, we showed that federated
training across five simulated sites yields modest but clinically significant improvements over single-
node training. Our pipeline includes container orchestration, TLS-encrypted updates, and optional
differential privacy to address infrastructure and legal concerns. Although data heterogeneity, legal
constraints, and resource limitations remain issues, this work provides a practical starting point for
healthcare institutions aiming to deploy collaborative ML. Future research can extend personalization,
encryption, and real-time inference to support more robust, secure radiological Al systems.

Appendix A
Appendix A.1. Ablation Studies

We varied the local epoch count from 1 to 5 in federated training; higher local epochs slightly
improved convergence speed but did not significantly alter final AUC (+0.2% at most).

Appendix A.2. Code Snippets

Below is a sample Python snippet illustrating local training with differential privacy:

import torch

import torchvision.transforms as T
import torch.distributed as dist
from opacus import PrivacyEngine
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# Model, dataset, etc.
model_id = ...

train_loader_lib = ...

optimizer_lib = torch.optim.Adam(model.parameters(), lr=le-4)

privacy_engine_obj = PrivacyEngine (

)

model,
sample_rate=0.01,
alphas=[10, 100],
noise_multiplier=1.0,

max_grad_norm=1.0,

privacy_engine_obj.attach(optimizer)

for ind_epoch in range(num_epochs):

for images, labels in train_loader:
optimizer_lib.zero_grad()
outputs = model(images)
loss = criterion(outputs, labels)
loss.backward ()
optimizer_lib.step()

Appendix A.3. Extended Statistical Analysis

We computed 95% confidence intervals for AUC via bootstrapping.
A paired t-test shows p < 0.05 for single-node vs. federated multi-node in pneumonia detection.
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