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Abstract: Illicit Streaming Devices (ISDs) are proliferating globally, offering unauthorized access to
digital content but exposing significant vulnerabilities in their electronic and software configurations.
This study investigates the electronic architecture and operational security risks inherent in ISDs,
focusing on their susceptibility to exploitation as malware vectors and botnet components. A vulner-
ability assessment identified critical flaws, including outdated firmware, insecure communication
protocols, and weak system defenses. Additionally, malware analysis of associated consumer appli-
cations revealed that nearly half contained malicious code, enabling remote device control and inte-
gration into command-and-control infrastructures. These vulnerabilities expose consumer networks
and broader digital ecosystems to advanced threats, including distributed denial-of-service (DDoS)
attacks. The study emphasizes the importance of addressing hardware and firmware security at the
design stage and advocates for stricter regulatory standards and consumer awareness to mitigate the
cybersecurity risks posed by these compromised electronic systems.

Keywords: illicit streaming devices (ISDs); vulnerability assessments; embedded devices; malware
analysis; botnet components; distributed denial-of-service (DDoS) attacks

1. Introduction

The rapid proliferation of Illicit Streaming Devices (ISDs) has introduced a novel and pressing
cybersecurity challenge [1]. ISDs, marketed as cost-effective alternatives to legitimate streaming ser-
vices, offer access to a wide range of pirated content [2]. However, beyond their implications for
intellectual property infringement, ISDs present significant cybersecurity risks [3]. These devices are
often designed without robust security measures and are equipped with outdated firmware, insecure
communication protocols, and weak system defences [4]. Such vulnerabilities render them suscepti-
ble to exploitation by cybercriminals, who may use them as malware vectors or integrate them into
botnet operations, posing threats to individual consumers and broader digital ecosystems [5].

This paper focuses on the cybersecurity risks posed by ISDs, emphasizing their potential role in
facilitating advanced cyberattacks, such as distributed denial-of-service (DDoS) attacks, and their im-
pact on consumer networks [6]. Unlike traditional research that explores piracy’s economic ramifica-
tions, this study seeks to illuminate the underexplored dimension of ISDs as a security threat. By
identifying and analyzing the vulnerabilities within these devices and their associated software eco-
systems, this work provides actionable insights for policymakers, manufacturers, and end-users alike
[7].

Illicit Streaming Devices: An Overview

ISDs, often colloquially referred to as "Kodi boxes," "jailbroken Fire TV sticks," or "Android TV
boxes," have become increasingly popular among consumers seeking cost-effective access to pre-
mium content. These devices typically leverage modified firmware or pre-installed applications to
bypass copyright protections, enabling access to copyrighted materials without authorization [8]. The
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user-friendly interfaces of ISDs mask the inherent risks associated with their use, including the po-
tential for malware infection and exploitation by cybercriminals [9].

From a technical perspective, ISDs commonly operate on open-source platforms, such as An-
droid, which provide flexibility for modifications but also create opportunities for malicious activities
[10]. Unsuspecting users often download applications from unverified sources, inadvertently expos-
ing their devices to malicious software. Moreover, ISDs frequently lack routine security updates,
leaving them vulnerable to known exploits. These devices also rely on insecure communication pro-
tocols, which can be intercepted by attackers to gain unauthorized access [11].

Cybersecurity Risks Associated with ISDs

Malware Distribution

ISDs serve as fertile grounds for the dissemination of malware. A significant proportion of the
third-party applications available for these devices are embedded with malicious code, enabling at-
tackers to gain remote control over the device [12]. This control can be used to collect sensitive infor-
mation, disrupt normal device operation, or enlist the device into botnets. For instance, malware-
laden applications can execute commands that compromise the security of home networks, poten-
tially impacting other connected devices [13].

Botnet Recruitment

One of the most alarming risks posed by ISDs is their susceptibility to being incorporated into
botnets [14]. These networks of compromised devices are often used to execute large-scale cyberat-
tacks, such as DDoS attacks. In such scenarios, ISDs can become unwitting participants in over-
whelming targeted networks with traffic, causing widespread disruptions. The integration of ISDs
into botnets is facilitated by their weak security configurations, which attackers can exploit to estab-
lish command-and-control channels [15].

Vulnerability Exploitation

ISDs are typically designed with cost efficiency rather than security in mind, resulting in devices
that are rife with vulnerabilities [16]. Common issues include outdated operating systems, unen-
crypted data transmission, and poor authentication mechanisms. These weaknesses are easily ex-
ploitable, allowing attackers to install remote access tools or execute arbitrary code. Vulnerability
assessments conducted on ISDs have revealed critical flaws that significantly increase their attack
surface.

Consumer Impact

The risks associated with ISDs extend beyond the devices themselves, affecting the consumers
who use them [17]. Malware infections can lead to unauthorized access to personal information, in-
cluding financial data, login credentials, and private communications. Additionally, compromised
ISDs can jeopardize the security of other devices on the same network, creating a cascading effect of
vulnerabilities. For consumers, these risks translate into potential financial losses, privacy breaches,
and disruptions to digital services [18].

Objectives and Contributions

This paper aims to:

1. Identify Vulnerabilities: Conduct a comprehensive analysis of the security weaknesses in-
herent in ISDs, including hardware and software vulnerabilities.

2. Evaluate Malware Risks: Examine the prevalence and impact of malware associated with ISD
applications, with a focus on their potential to facilitate remote device control and botnet participa-
tion.

3. Highlight Broader Implications: Discuss the implications of ISDs for network security and
digital ecosystems, emphasizing their role as vectors for large-scale cyberattacks.

4. Advocate for Mitigation Strategies: Propose recommendations to mitigate the cybersecurity
risks posed by ISDs, including regulatory measures, consumer education, and security-by-design
principles.

By focusing on the security risks, this paper contributes to the growing body of literature on
cybersecurity challenges in the era of pervasive digital connectivity. It underscores the urgent need
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for coordinated efforts among stakeholders to address the threats posed by ISDs and safeguard dig-
ital infrastructure.

2. Materials and Methods

To investigate the cybersecurity risks associated with ISDs, this study adopted a multi-faceted
methodological approach, encompassing both vulnerability analysis and malware analysis. The fol-
lowing sections outline the materials and techniques employed to assess the security threats posed
by these devices.

Device Selection and Categorization
A diverse range of ISDs was selected for analysis to ensure comprehensive coverage of the market.
Devices were categorized based on their operating systems, firmware versions, and distribution
channels, including both legal and illegal sources. This categorization allowed for a systematic com-
parison of security risks across different device types.

Vulnerability Analysis

The vulnerability analysis focused on identifying exploitable weaknesses within the ISDs' hard-
ware and software configurations. To achieve this, the following steps were undertaken:

1. Environment Setup: A controlled laboratory environment was established to replicate typical
consumer usage scenarios. ISDs were connected to a dedicated network isolated from other de-
vices to ensure safe testing conditions.

2. Tools Utilized: Industry-standard tools, including Tenable Nessus, were employed to conduct
automated vulnerability scans. These scans targeted open ports, insecure protocols, outdated
firmware, and weak authentication mechanisms.

3.  Manual Inspection: In addition to automated scans, manual inspections were performed to
identify less obvious vulnerabilities, such as hardcoded credentials and undocumented admin-
istrative interfaces.

4. Data Collection: Vulnerabilities detected during the analysis were recorded, categorized, and
prioritized based on their potential impact on device and network security.

Malware Analysis

The malware analysis aimed to determine the extent to which ISDs are preloaded with malicious
software or susceptible to malware infections during setup. The analysis included the following steps:
1. Pre-installed Software Examination: Firmware and preloaded applications on ISDs were ex-

tracted and analyzed for malware signatures and anomalous behavior using static analysis tech-

niques.

2. Behavioral Analysis: Dynamic analysis was conducted by monitoring device activities in a
sandboxed environment to detect suspicious behaviors, such as unauthorized data transmis-
sions or command-and-control communications.

3. Third-party Applications: Applications commonly downloaded and installed by ISD users
were also analyzed for malicious content to assess the risks introduced during device customi-
zation.

Data Analysis and Risk Assessment

Findings from the vulnerability and malware analyses were consolidated to evaluate the overall
cybersecurity risks posed by ISDs. The data was analyzed to identify patterns, such as common vul-
nerabilities across devices or prevalent types of malware. A risk assessment framework was devel-
oped to quantify the potential impact of these threats on consumers and broader digital ecosystems.

3. Results

To evaluate the cybersecurity risks posed by Illicit Streaming Devices (ISDs), a comprehensive
vulnerability assessment was conducted using the Tenable Nessus Vulnerability Scanner. As a
widely recognized tool in the cybersecurity domain, Nessus identifies vulnerabilities in hardware
and software configurations by detecting misconfigurations, outdated systems, and other security
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flaws. It offers detailed reports with actionable recommendations for remediation, enabling organi-
zations to prioritize and address risks effectively. For this analysis, four ISDs were selected, repre-
senting a diverse range of devices commonly available in the market.

Vulnerability Analysis Findings Overview

The results revealed that the ISDs contained an average of 7.75 vulnerabilities per device. En-
couragingly, none of the devices permitted remote access "out of the box," such as access through
port 22 for Secure Shell (SSH). However, all devices lacked piracy apps by default; instead, users were
provided with instructions for downloading these apps post-configuration. This practice introduces
significant vulnerabilities during the setup phase, as demonstrated in the subsequent malware anal-
ysis section.

Nessus Testing Methodology:

Nessus employs a "black-box" testing approach, which focuses on externally observable vulner-
abilities. While effective, this method does not detect internal vulnerabilities, which may still pose a
risk. For instance, the ability to execute arbitrary code, including malware, may remain undetected
but present a critical threat.

Detailed Vulnerabilities Identified in ISDs

The vulnerability analysis of the four Illicit Streaming Devices (ISDs) revealed several recurring
security weaknesses that expose these devices to potential cyber threats, as detailed in Tables 1-4.
These vulnerabilities span multiple categories, including network protocols, device configurations,
and exposed services, all of which present opportunities for exploitation by malicious actors.

One notable issue across all devices was their susceptibility to ICMP Timestamp Request Remote
Date Disclosure. Each device responded to ICMP timestamp requests, allowing attackers to deter-
mine the system time of the machine. This seemingly innocuous information could be leveraged to
defeat time-based authentication mechanisms, such as those used in secure communication proto-
cols, thereby creating a potential avenue for unauthorized access.

In terms of platform enumeration, the Common Platform Enumeration (CPE) identified that
several devices were operating outdated versions of the Linux Kernel, specifically version 2.6. This
outdated software introduces a wide attack surface, as it is well-documented for vulnerabilities that
can be exploited to gain unauthorized control or compromise the device. Furthermore, the devices
were categorized as "general-purpose” with a moderate level of confidence, suggesting they lack the
specialized security measures expected of consumer electronics designed for networked environ-
ments.

The analysis also highlighted open TCP ports as a significant vulnerability. Using Nessus's SYN
scanner, open ports such as 8123, 8443, and 5555 were detected. These open ports, associated with
web services and application debugging tools, are potential entry points for attackers if left unpro-
tected. Recommendations for securing these ports include applying IP filters to restrict unauthorized
access, which is critical to reducing the devices' exposure.

Another common finding was the implementation of TCP/IP timestamps, as defined by
RFC1323. While this protocol feature supports network performance optimization, it inadvertently
reveals the device's uptime, providing attackers with information that could aid in timing-based at-
tacks or reconnaissance.

The analysis also uncovered vulnerabilities related to mDNS (Multicast DNS) services, com-
monly associated with the Bonjour protocol. mDNS was detected across multiple devices on UDP
port 5353, with some advertising additional services on high-numbered ports such as 7896 and 5555.
This protocol allows attackers to uncover sensitive information, such as the operating system version,
device hostname, and a list of running services. These findings suggest that mDNS services should
be disabled or restricted with IP filters to prevent misuse by unauthorized users.

In addition, traceroute information was accessible on all devices, providing attackers with valu-
able insights into the network topology. This information can be used for network mapping, enabling
attackers to identify the structure and potential weaknesses of a target network.
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Each device was also found to expose its Ethernet MAC address, which could be used to identify
and target specific devices on a network. The analysis even revealed that one device’s Ethernet card
was manufactured by a relatively obscure entity, China Dragon Technology Limited, raising concerns
about the supply chain security and integrity of components used in ISDs.

These findings illustrate the systemic weaknesses in ISDs, which stem from their prioritization
of cost and functionality over robust security. The vulnerabilities identified —ranging from open
ports and outdated software to insecure protocols and exposed network information —underscore
the need for manufacturers to adopt security-by-design principles. By addressing these issues, ISDs
can become less attractive targets for cybercriminals and better protect consumers from associated
risks.

Table 1. - ISD 1 Vulnerabilities.

Vulnerability Interpretation

ICMP Timestamp Request Remote Date Disclo- | The box answers to an ICMP timestamp request.
sure This allows an attacker to know the date that is
set on the targeted machine, which may assist
an unauthenticated, remote attacker in defeat-

ing time-based authentication protocols.

Common Platform Enumeration (CPE) CPE identified the box runs the Linux Kernel
2.6.
Device Type Device type was identified as “general-pur-

pose”, confidence level 65%.

Ethernet MAC Addresses MAC address identified A4:7C:48:83:FC:7F

Nessus SYN scanner It is possible to determine which TCP ports are
open. Port 8123/tcp (web) and port 8443/tcp
(web) were found to be open. This should be

protected with an IP filter.

OS Identification Linux Kernel 2.6 identified.
Service Detection Web server running on tcp/8123/www.
TCP/IP Timestamps Supported The remote host implements TCP timestamps,

as defined by RFC1323. A side effect of this fea-
ture is that the uptime of the remote host can

sometimes be computed.

Traceroute Information It was possible to obtain traceroute information.

mDNS Detection (Local Network) The remote service understands the Bonjour
(also known as ZeroConf or mDNS) protocol,
which allows anyone to uncover information
from the remote host such as its operating sys-
tem type and exact version, its hostname, and
the list of services it is running. Detected on
udp/5353/mdns. Service advertised on port 7896
(adb).
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Vulnerability

Interpretation

ICMP Timestamp Request Remote Date Disclo-

The box answers to an ICMP timestamp request.

sure This allows an attacker to know the date that is
set on the targeted machine, which may assist
an unauthenticated, remote attacker in defeat-
ing time-based authentication protocols.

Ethernet MAC Addresses MAC address identified C4:1C:A6:2F:95:1F.

Traceroute Information

It was possible to obtain traceroute information.

mDNS Detection (Local Network)

The remote service understands the Bonjour
(also known as ZeroConf or mDNS) protocol,
which allows anyone to uncover information
from the remote host such as its operating sys-
tem type and exact version, its hostname, and
the list of services it is running. Detected on
udp/5537/mdns. Should be protected with an IP
filter on port 5353.

Table 3. - ISD 3 Vulnerabilities.

Vulnerability

Interpretation

ICMP Timestamp Request Remote Date Disclo-

sure

The box answers to an ICMP timestamp request.
This allows an attacker to know the date that is
set on the targeted machine, which may assist
an unauthenticated, remote attacker in defeat-

ing time-based authentication protocols.

Common Platform Enumeration (CPE)

CPE identified the box runs the Linux Kernel
2.6.

Device Type Device type was identified as “general-pur-
pose”, confidence level 65%.
Ethernet MAC Addresses MAC address identified FC:61:44:D0:F4:51.

Nessus SYN scanner

It is possible to determine which TCP ports are
open. Port 5555/tcp WAS found to be open.
Should be protected with an IP filter.

OS Identification

Linux Kernel 2.6 identified.

TCP/IP Timestamps Supported

The remote host implements TCP timestamps,
as defined by RFC1323. A side effect of this fea-
ture is that the uptime of the remote host can

sometimes be computed.

Traceroute Information

It was possible to obtain traceroute information.

mDNS Detection (Local Network)

The remote service understands the Bonjour

(also known as ZeroConf or mDNS) protocol,

reprints202412.2373.v1
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which allows anyone to uncover information
from the remote host such as its operating sys-
tem type and exact version, its hostname, and
the list of services it is running. Detected on
udp/5353/mdns. Service advertised on port 5555
(adb). Should be protected with an IP filter on
port 5353.

Table 4. - ISD 4 Vulnerabilities.

Vulnerability

Interpretation

ICMP Timestamp Request Remote Date Disclo-

The box answers to an ICMP timestamp request.

d0i:10.20944/preprints202412.2373.v1

sure This allows an attacker to know the date that is
set on the targeted machine, which may assist
an unauthenticated, remote attacker in defeat-
ing time-based authentication protocols.

Ethernet MAC Addresses MAC address identified A8:43:A4:9984:47.

Ethernet Card Manufacturer Card Detection China Dragon Technology Limited

Traceroute Information

It was possible to obtain traceroute information.

Key Observations

The analysis of Illicit Streaming Devices (ISDs) revealed systemic security weaknesses that high-
light the absence of robust security practices during their design and manufacturing. Across all de-
vices, several vulnerabilities were consistently observed, exposing users and their networks to signif-
icant risks.

One critical observation is the widespread presence of vulnerabilities that facilitate network re-
connaissance. Features such as ICMP timestamp responses, traceroute information, and mDNS pro-
tocols allowed attackers to gather detailed information about the device and its operating environ-
ment. For instance, ICMP timestamp responses enabled attackers to determine the system time, po-
tentially aiding in the bypassing of time-based authentication mechanisms. Similarly, mDNS services,
often left enabled by default, provided attackers with device-specific details, including operating sys-
tem versions and active services, thereby expanding the attack surface.

Additionally, the devices commonly operated on outdated software platforms, such as Linux
Kernel 2.6, which is well-documented for critical security flaws. These vulnerabilities not only expose
the devices to remote exploitation but also highlight the manufacturers’ failure to implement neces-
sary updates or follow secure development practices.

Another significant concern is the presence of open TCP ports, such as ports 8123, 8443, and
5555. These open ports expose the devices to unauthorized access if not properly restricted. While
these ports may serve legitimate purposes during device operation, their unprotected status demon-
strates a lack of secure default configurations.

Finally, the implementation of TCP/IP timestamps across all devices inadvertently exposed de-
vice uptime information. While this feature is designed to enhance network performance, it can pro-
vide attackers with additional data for reconnaissance and attack planning. These findings collec-
tively underscore a systemic lack of security-by-design principles in ISDs.
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Malware Analysis

Using ISD 4 as a case study, instructions were followed to install apps so that pirated content
could be viewed. The user is prompted in the instructions to open a web browser using the ISD, and
to download the desired apps from https://6868c.cc/. This site has 67 apps available for download;
each app is installed using an .apk file, which is then downloaded from yet another site https://ap-
pres.1357c.cc/. Note that both the domains have private registration, with DNS supported by the
Cloudflare CDN.

Each .apk file was downloaded, and then uploaded to VirusTotal cyber threat detection system.
VirusTotal (owned by Google Inc) analyses suspicious files to detect malware, by combining the re-
sults of more than 75 independent antivirus scanners. It is the industry “gold standard” to detect
malicious software, and provides a range of outputs, including malware family types, mapping to
MITRE ATT&CK, and sandboxing to observe real-time infection outcomes.

From the 67 .apk files, 157 total malware detections were reported, with an average 2.34 detec-
tions per .apk file. The range of detections was between 0-20 per .apk file, with 49% of all .apk files
containing malware. In other words, there was a roughly even chance of each .apk file containing at
least one malware sample.

A typical example output is shown in Figure 1 for the app “iRE TV(& 5 )”. While some inde-
pendent malware detections have identified the same family (eg, Styricka), there are numerous un-
related detections, including SecAPK.401187, Evo-gen[Tri], Riskware.Agent.BOK,
SMForw.AA . gen!Eldorado, SmsReg.CH, Generic/Z.77708D!tr, Trojan (00532d071), smforw.ff, Arte-
mis!7E480DFDB98C, and so on. A mapping to the MITRE ATT&CK framework was then performed.
The MITRE ATT&CK framework is a globally recognized knowledge base that catalogs adversary
tactics, techniques, and procedures (TTPs) used in cyberattacks [19]. It provides a detailed matrix that
maps how attackers progress through various stages of an attack, from initial access to data exfiltra-
tion, highlighting the specific techniques they use. The framework is designed to help organizations
understand and defend against real-world cyber threats by providing a common language for secu-
rity teams, threat hunters, and incident responders to assess vulnerabilities, identify attack patterns,
and develop stronger defenses. It is widely used in cybersecurity for threat intelligence, adversary
emulation, and enhancing defensive strategies through red and blue team exercises.

The following tactics and techniques were identified:

o Discovery (TA0007)

. Command and Control (TA0011)

. Defence Evasion (TA0030)

. Discovery (TA0032)

. Impact (TA0034)

J Collection (TA0035)

The Command and Control (TA0011) capability is especially worrying, since it allows the ISD to
be remotely controlled from a Command and Control (C2) server. These C2 servers lie at the heart of
the Mirai botnet and other advanced persistent threats.

The relevance of the Mirai botnet stems from its role in significant cyberattacks, including Dis-
tributed Denial of Service (DDoS) attacks that have targeted critical infrastructure and organizations
worldwide. Mirai [20], which compromises IoT devices to form large botnets, has been used in polit-
ically motivated cyber operations, particularly in regions facing geopolitical tensions. Mirai's capa-
bilities raise concerns about cyber warfare and national security, as its attacks can disrupt communi-
cation, financial systems, and other essential services. The international focus on strengthening its
cybersecurity defenses is in part a response to threats from botnets like Mirai that are capable of
launching large-scale, coordinated attacks.

In terms of Android permissions, the app is able to read and write external storage, mount and
unmount filesystems, install new packages, access the internet, access and change the Wi-Fi state and
change system settings. The “su” shell command is also used by the app to obtain “superuser”
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permissions, i.e., full-control of the device. A full analysis of the app can be reviewed at the VirusTotal
website!.

The malware detections for each app are shown in Appendix A; the reader can independently
verify the presence of malware using the URLs provided.

AhnLab-V3 @ PUP/Android.SecAPK.401187
Avast-Mobile (D) Android:Evo-gen [Tr]]

Avira (no cloud) @ SPR/ANDR.Styricka.SRDO.Gen
BitDefenderFalx @ Android.Riskware.Agent.BOK

Cynet (D Malicious (score: 99)

Cyren @ AndroidOS/SMForw.AA.gen!Eldorado
ESET-NOD32 @ A Variant Of Android/Styricka.C Potentially Unsafe
F-Secure @ Riskware:Android/SmsReg.CH
Fortinet @ Android/Generic.Z.77708D!tr
Google @ Detected

Ikarus @ PUA.AndroidOS.Styricka

K7GW (D Trojan (00532d071)

Lionic @ Riskware.AndroidOS.Styricka.z!c
MaxSecure @ Android.smforw.ff

McAfee (D Artemis!7E480DFDB9SC
McAfee-GW-Edition (D Artemis

Microsoft @ TrojanSpy:AndroidOS/SMforw.E
QuickHeal @ Android.Styricka. GEN39443
Symantec Mobile Insight @ AppRisk:Generisk

Trustlook (D) Android.PUA.General

Figure 1. —- Malware Analysis of “iRE TV(& 53 H)” app.

4. Discussion

This study provides clear and independently verifiable evidence that Illicit Streaming Devices
(ISDs) present a significant cybersecurity threat. The analysis demonstrates that these devices are
highly susceptible to malware infections, often operating with the highest operating system privi-
leges. Furthermore, malware was routinely identified in the apps installed on ISDs, highlighting their
intentional exploitation by malicious actors. In addition to internal threats, ISDs exhibit multiple ex-
ternal vulnerabilities that attackers could leverage for a wide range of exploits. However, the con-
sistent presence of malware with elevated privileges —capable of penetrating Command and Control
(C2) servers, as outlined by the MITRE ATT&CK framework —makes such external exploits unnec-
essary. The infrastructure is compromised to such an extent that attackers can achieve their objectives
without needing sophisticated or exotic techniques.

Implications for Cybersecurity

The study's findings reveal that ISDs represent a latent opportunity for attackers to gain control
over a significant number of households. These devices, functioning as nodes in a larger malicious
network, can be coordinated through C2 servers to execute a variety of attacks. For example, one ISD
was linked to domains 6868c.cc and 1357c.cc, which are suspected of facilitating malware distribution
and operational control. Notably, the .cc top-level domain (TLD) has become one of the most-abused
domains globally, according to the Internet Watch Foundation (IWF). Despite attempts to mitigate its

1 https://www.virusto-

tal.com/gui/file/c3010cc7c057fcae595bf254822e025c466c1ce6d8a514303f17609893d3db
d4/summary
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misuse, the lack of strong international oversight limits the ability to identify and prosecute the bad
actors behind these operations.

The compromised nature of ISDs underscores a broader challenge for national cybersecurity.
These devices provide attackers with mechanisms to deliver and install malicious software on a mass
scale, turning each household into a potential foothold for malicious activity. The risks extend beyond
individual users to collective vulnerabilities, as ISDs could be harnessed en masse to conduct large-
scale Distributed Denial-of-Service (DDoS) attacks or other forms of cyber warfare.

Recommendations for Mitigation

Addressing the pervasive risks posed by ISDs requires coordinated efforts from manufacturers,
regulators, and consumers to strengthen the security posture of these devices. This report outlines
three key strategies:

1. Regulating ISD Sales and Distribution:

Stricter regulations should be enacted to control the sale and distribution of ISDs. Modern
streaming services no longer require dedicated hardware devices, and allowing ISDs to proliferate
serves no meaningful public or commercial interest. By curtailing the availability of these devices,
the overall risk of malware-laden ISDs entering consumer homes can be significantly reduced.

2. Expanding Intelligence-Led Law Enforcement Efforts:

Governments should invest in intelligence-led strategies to identify, monitor, and disrupt the
domains and hosting services involved in the distribution of ISD malware. Although there is a risk
of a “whack-a-mole” scenario—where operators simply migrate to new domains—targeting and
blocking malicious domains has proven effective in other jurisdictions. Regulatory site blocking, for
instance, has demonstrated measurable success in reducing access to illegal and harmful content,
making it a viable approach for addressing ISD-related threats.

3. Implementing Site Blocking and Warning Systems:

Even if direct prosecution of the individuals behind malicious ISD domains proves challenging,
site blocking can serve as a deterrent. Blocking access to domains such as 6868c.cc and 1357c.cc, cou-
pled with displaying warning messages to users attempting to visit these pages, could significantly
reduce malware distribution. This approach has been successfully employed in combating other
forms of cybercrime, demonstrating its potential for mitigating ISD-related threats.

The Role of Consumer Awareness and Education

Beyond regulatory and enforcement measures, consumer awareness remains a critical compo-
nent of any effective mitigation strategy. Many users of ISDs are unaware of the inherent security
risks associated with these devices, perceiving them merely as a means of accessing low-cost enter-
tainment. Educating consumers about the dangers ISDs pose —not only to intellectual property but
also to personal and national security —is essential.

Users must understand that malware infections can compromise their financial data, personal
information, and even the security of other devices on their networks. Furthermore, the collective
impact of millions of compromised ISDs acting in unison—whether as part of a botnet or a coordi-
nated DDoS attack—poses a direct threat to critical infrastructure. The case of the Mirai botnet, which
infected millions of IoT devices worldwide, serves as a stark reminder of the tangible risks posed by
insecure devices like ISDs. The consequences of such an attack could be devastating, disrupting crit-
ical services and undermining public trust in digital systems.

5. Conclusions

This study highlights the urgent need for coordinated action to address the cybersecurity risks
associated with ISDs. By implementing stricter regulations, enhancing law enforcement capabilities,
and fostering greater public awareness, the risks posed by these devices can be significantly miti-
gated. Failure to act leaves digital ecosystems vulnerable to an ever-present and evolving cybersecu-
rity threat, with implications that extend far beyond individual households.
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Addressing the vulnerabilities identified in this analysis requires coordinated efforts from man-
ufacturers, policymakers, and consumers to strengthen the security posture of Illicit Streaming De-
vices. The following recommendations outline actionable steps to mitigate these risks:

1. Restrict Unnecessary Ports and Services: Open TCP ports and insecure services, such as
mDNS, should be disabled or protected with IP filters by default. Manufacturers must ensure
that devices are shipped with only essential services enabled, reducing the attack surface avail-
able to malicious actors.

2. Enhance Device Configurations: Manufacturers should disable features such as ICMP
timestamp responses and TCP timestamps by default. These features, while potentially useful,
expose devices to unnecessary risks and should only be enabled if absolutely required by the
user.

3. Regular Firmware Updates: Outdated software platforms, such as Linux Kernel 2.6, must be
replaced with more secure and supported versions. Manufacturers should implement mecha-
nisms for regular firmware updates, ensuring that devices remain protected against newly dis-
covered vulnerabilities.

4. Promote Secure Development Practices: ISD manufacturers must adopt security-by-design
principles during the development process. This includes rigorous testing for vulnerabilities,
implementation of secure coding practices, and adherence to industry standards.

5. Strengthen Supply Chain Security: Policymakers should mandate stricter oversight of ISD
supply chains to ensure that all components, including Ethernet cards and firmware, are
sourced from trusted and reliable manufacturers. This would reduce the risk of introducing
vulnerabilities during production.
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Appendix A
APK File App Name Malware Detections
1528282807946.apk Chrome 0
FEEAIN 9
1538058612531.apk .
3 VIP B 1
1538310022746.apk TS VIP BRAEAR
BYE 3
1544685172790.apk HEE
BIR 6
1544687093440.apk
1564111363848.apk 1QQI 0
1572833067150.apk RSS Player 1
1577959342411.apk Watch Me 0
1582118507064.apk MX Player 0
1582684450103.apk INDOSIAR TV 1
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1584081805772.apk Aptoide TV 0
1591612025671.apk HRE 0
1591612127033.apk ARF TV 10
1592195305188.apk Baidu TV Input 0
1614337139875.apk X Cinema 0
1614337221584.apk X Channel 0
1619584274267 .apk TED 0
1622018553984.apk TRE TV (R RR) 20
1622018872838.apk BRI TV 2
1622019058251.apk ATV ?
1629686618545.apk Shafa Market 1
1644577566784.apk Trust DNS 0
1644844135726.apk SmartTubeNext 0
1649757818822.apk BAIEEWMAE 0
1649763787690.apk Emotn Store 0
1654077297726.apk Malaysia Live 5
1654078529952.apk HK Live 4
1654078599282.apk Indonesia Live 4
1654135158908.apk Luca Kids 4
1655175608562.apk WeTV 0
1656925235978.apk BIEAE TV iR 0
1663750628753.apk VIR TV iR 0
1663828635470.apk Luca VOD 3
1663932597885.apk Luca TV 4
1666266110640.apk Indonesia VOD 4
1666266148211.apk Malaysia VOD 5
1669695669173.apk Vidio 0
1673522949023.apk Smart YouTube TV 0
1675233788445.apk Youtube Kids 0
1676884472478.apk Spotify 0
1677466161464.apk Internet Speed Test - 3
1677470899210.apk TRED 10
1678435014188.apk moretv 0
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1679051090931.apk RS 0
1681957647098.apk STN Beta 0
1682480284385.apk EAATY 0
1682503485387 .apk L !
1685365426402.apk Air Screen 0
1685950637157 .apk Cinema HD 0
1686641133043.apk Keep 0
1692673819942.apk TERE 0
1692673893590.apk EE2ER 0
1692678042150.apk UPLive 12
1692678082921.apk UP %48 8
1692678800574.apk UPTV 10
1693197721489010.apk Transocks 2
1694763859837 .apk Yogurt TV 1
1695382015811.apk Yogurt Kids 1
1695386977234.apk AR 3
1695391005086.apk Cherry TV 1
1695391162542.apk Yogurt Malaysia 2
1695391434130.apk Yogurt Indonesia 1
1695643487944.apk Youtube 0
1698207262159.apk ERTV 0
1698207573020.apk QQ &R 0
1698915380708.apk Disney+ 0
1698915721125.apk Netflix 0
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