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Abstract: In the rapid development of the Internet of Things (IoT) and large-scale distributed
networks, Intrusion Detection Systems (IDS) face significant challenges in handling complex
spatiotemporal features and addressing data imbalance issues. This article systematically reviews
recent advancements in applying deep learning techniques in IDS, focusing on the core challenges
of spatiotemporal feature extraction and data imbalance. First, this article analyzes the
spatiotemporal dependencies of Convolutional Neural Networks (CNN) and Recurrent Neural
Networks (RNN) in network traffic feature extraction and examines the main methods these models
use to solve this problem. Next, the impact of data imbalance on IDS performance is explored, and
the effectiveness of various data augmentation and handling techniques, including Generative
Adversarial Networks (GANSs) and resampling methods, in improving the detection of minority
class attacks is assessed. Finally, the paper highlights the current research gaps and proposes future
research directions to optimize deep learning models further to enhance the detection capabilities
and robustness of IDS in complex network environments. This review provides researchers with a
comprehensive perspective, helping them identify the challenges in the current field and laying a
foundation for future research efforts.

Keywords: deep learning; intrusion detection systems (IDS); spatiotemporal feature extraction; data
imbalance; convolutional neural networks (CNNs); generative adversarial networks (GANSs);
minority class attacks

1. Introduction

With the rapid development of the Internet of Things (IoT) and large-scale distributed networks,
network environments are becoming increasingly complex [1]. Therefore, intrusion detection systems
(IDS) that ensure network security are now facing unprecedented challenges [2]. Especially in the
face of spatiotemporal feature extraction and data imbalance issues, traditional intrusion detection
methods are no longer able to adapt to complex network traffic environments [3-8].

The importance of spatiotemporal feature extraction in IDS is increasingly evident, as modern
cyber-attacks often exhibit temporal dependencies and dynamic evolution [9]. Traditional feature
extraction methods struggle to effectively capture these complex spatiotemporal dependencies,
leading to a decline in detection performance [10]. Additionally, data imbalance is a pervasive issue
in intrusion detection [6]. Normal traffic data typically constitutes the majority, while abnormal
attack traffic is rare [11]. Due to the uneven distribution of data in traditional detection methods, the
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extracted attack data features tend to be biased towards a higher number of samples, while ignoring
a lower number of samples. This issue can lead to a decrease in detection accuracy [5].

In recent years, deep learning techniques have shown immense potential in addressing the
challenges of spatiotemporal feature extraction and data imbalance in complex network
environments [12]. In recent years, many scholars have shown that deep learning models can
effectively extract spatiotemporal features from network traffic [13,14]. To address the issue of data
balancing, techniques such as Generative Adversarial Networks (GANSs) can be used to increase the
proportion of minority samples, thereby enhancing the overall detection capability of IDS [15].

However, significant challenges remain despite the progress made in applying deep learning to
intrusion detection [16]. For instance, existing studies often overlook deep models” interpretability
and real-time performance when handling high-dimensional and dynamic network traffic data [17].
Additionally, current solutions to the data imbalance problem have limitations, with many methods
proving inadequate in processing minority class data effectively, thus failing to achieve optimal
detection performance in real-world applications [18,19].

Therefore, this article aims to systematically review the advancements in deep learning for
spatiotemporal feature extraction and data imbalance handling. Figure 1 shows Data Flow In IDS,
analyzes existing methods’ strengths and weaknesses, and proposes potential future research
directions. By delving into these critical issues, this paper seeks to further provide new insights and
ideas to enhance the performance and robustness of Intrusion Detection Systems.
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Figure 1. Flow In IDS.

The contributions of the paper can be outlined as:

e  The paper reviews recent advancements in deep learning applications for IDS, focusing on
challenges in spatiotemporal feature extraction.

e It evaluates techniques like CNNs, RNNs, and GANs in handling complex network traffic and
addressing data imbalance to improve the detection of minority class attacks.

e The paper identifies key research gaps and proposes future directions to enhance the
effectiveness and robustness of deep learning models in IDS.

2. Research Methodology

This section introduces the systematic literature review methodology applied to the proposed
scheme, titled Deep Learning Applications in Intrusion Detection Systems: Overcoming Challenges
in Spatiotemporal Feature Extraction and Data Imbalance. It outlines the article selection process and
highlights the research questions to be discussed in the subsequent section. The selected articles were
identified as follows, focusing on the context of deep learning, intrusion detection, spatiotemporal
feature extraction, and data imbalance:

Relevant search strings were formulated based on the research context to identify the required
articles.


https://doi.org/10.20944/preprints202412.1739.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 December 2024 d0i:10.20944/preprints202412.1739.v1

To locate review articles within the intrusion detection domain, the following search strings
were used:

e “Deep Learning Intrusion Detection Survey”
e  “Deep Learning Intrusion Detection Review”
e  “Deep Learning Intrusion Detection Overview”

These searches yielded several review articles, which were referenced in the introduction of this
paper.

To identify survey articles on the application of deep learning-based spatiotemporal feature
extraction and data imbalance in intrusion detection systems, the following search strings were used:

e  “Deep Learning Spatiotemporal Feature Extraction Intrusion Detection Survey or Review”
e  “Deep Learning Data Imbalance Intrusion Detection Survey or Review”

However, no articles matching these search strings were found.Similarly, to locate recent
proposals and research articles within the context of deep learning-based misuse detection, the
following search strings were employed:

e  “Spatiotemporal Feature Extraction Intrusion Detection”
e  “Data Imbalance Intrusion Detection”

The results from these searches were then filtered to identify credible and original research
articles.

The articles primarily come from journals published by the publishers listed in Table 1. Patents,
conference papers, and other documents not included in these journals will be excluded from this
study. Most of the articles in this survey are sourced from IEEE, Elsevier, and Springer publications.

Table 1. Applied libraries.

ID Site Website Introduce
Google A free academic search engine that searches across all
1 https://scholar. le.
Scholar psi//scholar.google.com/ disciplines for scholarly literature.
) W.eb of https://www.webofscience.com Cow?rs high—qu.ality.academic literature in r?a.tural
Science sciences, social sciences, arts, and humanities

One of China’s largest digital academic literature
publishing and retrieval platforms. It provides a
3 Cnki https://www.cnki.net/ wide range of academic journals, theses and
dissertations, conference papers, newspapers,
yearbooks, statistical data, and other resources.

IEEE . . Covers high-quality academic literature in natural
4 http://ieeexplore.ieee.org/ . . ) »
Explore sciences, social sciences, arts, and humanities
Science _ . Offers a broad range of scientific, technical, and
5 . https://www.sciencedirect.com L .
Direct medical journal articles and book chapters
It provides a comprehensive online platform for
Wiley academic research resources, covering a wide range
6  Online https://onlinelibrary.wiley.com of disciplinary fields, including natural sciences,
Library engineering and technology, biomedical sciences,
social sciences, and humanities.
A leading digital library operated by the Association
ACM . .
L for Computing Machinery (ACM), focused on
7  Digital http://dl.acm.org/ , . . .
. academic research in the fields of computer science
Library . .
and information technology.
. . Provides a wide range of scientific, technical, and
8 Springer Www.springer.com

medical content, including books and journal articles.
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Figure 2. illustrates the number of relevant papers published on this topic in recent years up to
February 2024. As shown in the figure, the number of these publications has been increasing, which
indicates that this area is an active research field.
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Figure 2. Number of the schemes.

3. Challenges in Intrusion Detection Systems

IDS faces significant challenges, particularly in handling data imbalance and effectively
extracting spatiotemporal features from network traffic, both of which are crucial for accurately
detecting and responding to complex and evolving cyber threats. Figure 3 shows Challenges in
Intrusion Detection Systems.

3.1. Complexity and Importance of Spatiotemporal Feature Extraction

In the modern cybersecurity landscape, particularly within the context of the Internet of Things
(IoT) and large-scale distributed networks, IDS are confronted with increasingly sophisticated attack
methods [20,21]. These attacks are highly dynamic and frequently exhibit pronounced
spatiotemporal characteristics [17]. Traditional intrusion detection methods make it difficult to
capture the complex spatiotemporal characteristics of network traffic, which allows attack behaviors
to use temporal dependencies and spatial distributions to evade detection [22]. The complex sources
of data include the following aspects:

1. Multidimensionality of Data: Network traffic data typically contains multiple dimensions,
including network layer information and time-series data [23]. The interaction of these features
increases the difficulty of extracting critical spatiotemporal patterns [24].

2. Heterogeneous Network Environments: The heterogeneity of different network nodes and
devices makes it challenging for a unified feature extraction method to adapt to diverse network
environments, thereby affecting detection accuracy [25].

3. Temporal Dependencies: Many attack behaviors exhibit temporal dependencies, which
traditional static feature extraction methods fail to capture, leading to inadequate detection of
complex attacks [26].

The key to improving the robustness and accuracy of IDS is to extract spatiotemporal features
[27] effectively. Precise spatiotemporal analysis not only allows the system to maintain stability in
the face of complex and evolving attack patterns but also significantly improves the detection of
Advanced Persistent Threats (APT) and zero-day attacks [28,29]. To ensure sustained effectiveness in
dynamic network environments, IDS must accurately capture temporal dependencies in network
traffic [30].
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Figure 3. Challenges in Intrusion Detection Systems.

3.2. Challenges of Data Imbalance

The pervasiveness of Data Imbalance: In cybersecurity, data imbalance is a widespread issue,
particularly evident in IDS [31]. Normal traffic data typically dominates the dataset, while anomalous
attack traffic is relatively rare [32]. The imbalance of sample distribution can cause the model to lean
towards majority-class samples during training, while ignoring minority-class samples [33].

The challenges posed by data imbalance include:

Model Bias: Given the predominance of normal traffic, models are prone to becoming biased
towards these data during training, failing to detect minority class attacks effectively [34].

Introduction of Noise and Information Loss: Traditional oversampling methods, such as SMOTE,
can introduce noise, leading to overfitting [35]. On the contrary, using undersampling methods can
lead to the loss of key information and weaken the overall detection capability of the model [36].

Computational Complexity: Advanced techniques like Generative Adversarial Networks
(GAN s) excel at generating minority class samples. However, their training involves multiple sources
of complexity, such as iterative optimization, high computational costs, and hardware requirements,
which limit their feasibility in real-world applications [37].

The problem of imbalanced samples in the dataset can increase false positive and false negative
rates, thereby compromising the overall performance of IDS [38]. Overcoming data imbalance issues
is particularly important when dealing with stealth attacks such as Advanced Persistent Threats
(APTs) and zero day exploit [39,40]. As Table 2 shows A Impact of Data Imbalance on Model

Performance.
Table 2. Impact of data imbalance on model performance.
I Dataset Class Distribution Model Presio Recal F1- Accurac Reference
D
n 1 Score 'y
Dos:53387. Norma RF 0.70 0.65 0.70 -
NSL-KDD 1: 7052
1 dataset Probe: 14077, R2L: SVM 0.75 0.60 0.65 - [49,50]
3880
U2R: 119 MLP 0.81 0.78 0.72 -
5 CIC-IDS- BENIGN:2273097 RF 0.95 0.95 0.63 0.98 (51]
2017 WebAttck:673

LightGBM 0.59 0.97 0.64 0.98
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6
Bot:1966 Xgboost 093 099 052 099
PortScan:158930
CatBoost 0.91 0.98 0.94 0.99
CNN 0 0 0 0.784
CNN+GAN 0.35 0.16 0.21 0.807 [52]
The
DoS 3,883,370 CNN+VAE+GAN 012 007  0.09 0814 gruation
R2L: 1,126 where
U2R: 52 MLP 0 0 0 0.80 76108
Probe: 41,102
3 KDD- Precision, Recall, MLP+GAN 0.44 01 016  o0gl2  ppearlt
CUP99 may be
and F1-Score are d h
focused on the MLP+VAE+GAN 0.52 01 016 0.83 ue to the
L severe
minority class data d
U2R RNN 0 0 0 0.76 ata
imbalance
RNN+GAN 0.05 0.01 0.02 0.80
RNN+VAE+GAN 0.04 0.01 0.02 0.81
Decision Treee 0.97 0.98 0.97 0.975
Normal: 340066
Random F t 0.98 0.98 0.97 0.976
, WSNDS  Grayhole: 10049 andom Fores 53]
dataset TDMA: 3312 Naive Bayes 088 093 09 0.925
Flooding:6038
STLGBM-DDS 0.99 0.99 0.99 0.995
approach
Without sampling 0,7772 0’5;08 0'5529 0,9654
Random- 05757 0,677 0,589 0,9530
OverSampling 1 5
0,676 0,571
Normal: 77500 SMOTE 0,5521 4 0 0,9528
Exploits: 37104
DoS: 13628 ADASYN 0,5376 0'6971 0'5259 0,9512
Reconnaissance: .
5 UNS\;VNBl 11656 RandomUnderSamplin 04233 0,5363 O,?;SS 0,9307 (6]
Analysis: 2231 8 076 0495
Backdoor: 1940 AIIKNN 0,5543 ! N ! ’ 0,9582
Shellcode: 1259 0505 0532
Worms: 145 TomekLinks 0,7586 ! 9 '7 0,9646
SMOTEENN 0,5152 0'6542 O'ill 0,9432
SMOTETomek 0,5577 0'6960 0,5877 0,9555

4. Spatiotemporal Feature Extraction Techniques
4.1. Traditional Feature Extraction Methods

In the Internet of Things (IoT) context, researchers have employed various methods to extract
network features. For example, three commonly used feature extraction algorithms have been
compared: Principal Component Analysis (PCA), Linear Discriminant Analysis (LDA), and
Autoencoders (AE). Among them, the core of PCA and LDA is singular value decomposition (SVD),
while AE comprises encoder and decoder, which can extract features more effectively [41]. Although
these methods can reduce data dimensionality and extract important features to some extent, they
often struggle to handle complex spatiotemporal dependencies within the data, leading to
inefficiencies in addressing dynamic attack patterns [27].
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4.2. Application of Deep Learning Models
4.2.1. Convolutional Neural Networks (CNN)

CNNs exhibit significant advantages in processing spatial feature extraction. The convolutional
and pooling layers within CNN can extract features from data and abstract them at higher levels.
However, CNNs have limitations when dealing with time-series data, as they struggle to capture
long-term dependencies, which restricts their application in handling complex spatiotemporal data
[42-44].

4.2.3. Recurrent Neural Networks (RNN)

RNNS, particularly Long Short-Term Memory networks (LSTM), specialize in processing time-
series data by remembering and utilizing historical information to predict future data points [45].
LSTM can extract long-term dependency features, but its efficiency in processing high-dimensional
spatial data is relatively low [46]. Additionally, the complex structure of RNNs and LSTMs can
increase computational costs in practical applications, which may become a bottleneck in intrusion
detection tasks requiring high real-time performance [47].

In recent years, the performance of deep learning in feature extraction has been significantly
improved. For example, on the CIC-IDS2017 dataset, the PSO-CNN model achieved an accuracy of
99.45%. On the UNSW-NB15 dataset, the model achieved a detection rate of 99.75% [22]. This method
combines the advantages of CNN and Particle Swarm Optimization (PSO) algorithms and can
effectively capture the spatial features of data. The CNN-GRU-FF model, which combines CNN with
GRU (Gated Recurrent Unit), has also been proposed for spatiotemporal feature extraction. Reference
[7] indicates that the hybrid model outperforms the other seven algorithms in extracting features
from the NSL-KDD and UNSW-NB15 datasets. The model in the literature combines CNN and GRU
models to extract spatial and temporal features respectively, demonstrating its powerful ability to
capture complex attack patterns.

4.3. Autoencoders and Other Enhanced Methods

In the field of feature extraction, several studies have proposed improved methods based on
autoencoders. For example, using an enhanced sparse autoencoder for latent feature extraction has
shown promising performance in designing network IDS [17]. Additionally, feature extraction
methods that combine word embedding models with TF-IDF and Word2Vec have demonstrated
improved classification performance in intrusion detection, making these approaches more
competitive among existing feature extraction methods [48].

4.4. Hybrid Spatiotemporal Feature Extraction Models

In recent years, the hybrid model of CNN and LSTM to extract spatial and temporal features has
been widely studied [54], thereby providing a more comprehensive understanding of complex attack
patterns. For instance, in extracting spatiotemporal features from network traffic, this hybrid network
has an accuracy rate of over 99.50% in determining the main types of attacks [8]. This hybrid model
uses CNN and LSTM to extract spatial and temporal features of traffic data, demonstrating extremely
high processing efficiency.

As shows Table 3, Comparison of Existing Deep Learning Models for Spatiotemporal Feature
Extraction in IDS.


https://doi.org/10.20944/preprints202412.1739.v1

d0i:10.20944/preprints202412.1739.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 December 2024

8
Table 3. Comparison of existing deep learning models for spatiotemporal feature extraction in IDS.
I Spatiotemporal Feature Empiric
Model P P . Advantages Challenges al
D Extraction
Support
Excels in capturing spatial . . .
o Strong spatial High computational
features; limited in temporal .
. . . feature cost, struggles with
Convolution  feature extraction. Effective .
. . extraction, temporal [8,9,22,2
al Neural for image-like data but less .
’ . . adaptable to dependencies 7,55,56,8
Network so for time series without . .
. . various data without 7,88]
(CNN) modifications (e.g., with .
. formats (e.g., architectural
Temporal Convolution . ) L
images, video). modifications.
Networks).
Extract essential features ..
. Sensitive to
through data reconstruction; .
. Reduces anomalies and
Automatic can learn latent . . . . .
. dimensionality, outliers, potentially ~ [17,48,89
2 Encoder(Aut spatiotemporal . . .
.. effective noise requiring large ,90]
oencoder) representations in sequence- removal datasets
based AEs (e.g., LSTM ’ ’
Autoencoders).
Handles long-
Long Short- It specializes in captu%'ing term . Itis Computationally
Term temporal dependencies, dependencies expensive, prone to
3 Memor ideal for sequential data well, resilient to gradient vanishing, [8,88,91]
Y where timing is crucial (e.g.,  abrupt changes requires extensive
(LSTM) . .
sensor data, [oT). in data streams. tuning.
. Can generate synthetic Enriches . .
Generative .. Training complexity,
. temporal data to augment training .
Adversarial ) ; risk of mode
datasets, improving datasets, and e [30,92]
Networks . . collapse, difficult to
robustness in improves model ..
(GANs) . L. stabilize.
spatiotemporal models. generalization.
. Reduces dimensionality, Can miss nonlinear
Principal . o :
Component helping models focus on Simplifies data, spatiotemporal
Anfl sis major spatiotemporal and accelerates relationships, [41,93]
(P C};) patterns by filtering out training. potential loss of
noise. important features.
. . Easy to .
Simple, distance-based . Computationally
K-Nearest implement, . .
. method; can be adapted for intensive on large
6 Neighbors . adaptable to o [89]
temporal sequences with . datasets, sensitive to
(KNNDO .. . various data . .
dynamic time warping. L noise, not ideal for
distributions. .
imbalanced data.

4.5. Future Research Directions
Explore multi-level feature fusion methods that introduce interaction mechanisms across

different network layers, allowing spatial and temporal features to be more tightly integrated. This

would enable a more accurate capture of complex attack patterns [63,64].

4.5.1. Optimization of Computational Efficiency and Real-Time Processing

Research on compression and pruning techniques for neural networks to reduce the
computational burden of hybrid models and enhance their real-time processing capabilities [65,66].
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Such intrusion detection techniques are particularly important in network environments with
insufficient computing resources [67].

4.5.2. Self-Supervised and Semi-Supervised Learning

Consider incorporating self-supervised or semi-supervised learning methods into hybrid
models to leverage unlabeled data better, improving the model’s adaptability and generalization
across different application scenarios [68-71].

4.5.3. 3D Convolutional Neural Network

The 3D convolution, also known as 3D convolution, is a Convolutional Neural Networks (CNN)
technique used to process 3D data. Unlike standard 2D convolutions, 3D convolutions operate on
three dimensions (usually depth, height, and width) to better synchronize temporal and spatial
features [72,73].

4.5.4. Spatio-Temporal Convolutional Networks

Spatiotemporal Convolutional Network is a neural network model that combines spatial and
temporal convolutions. It uses traditional two-dimensional convolution in the spatial dimension and
introduces one-dimensional convolution in the temporal dimension. This structure enables the
network to capture temporal and spatial data information [74] effectively.

4.5.5. Attention Mechanisms

Attention mechanisms can help the model assign different weights to each input part, extract
critical and important information, and enable the model to make more accurate judgments without
incurring greater computational and storage costs [75].

4.5.6. Transformer

Transformer uses an attention mechanism to replace the sequential dependency relationship in
traditional recurrent neural networks (RNNs), which can better capture the global dependency
relationship between input and output. Its advantage lies in its ability to consider all information and
simultaneously find the relationships between them. This enables it to understand and generate
language information more accurately than traditional models [76,77].

4.5.7. Spatio-Temporal Graph Neural Networks (ST-GNNss)

Future research could explore applying graph neural networks (GNNSs) to spatio-temporal
feature extraction better to capture complex spatial and temporal dependencies [78]. Traditional
Convolutional Neural Networks (CNNs) struggle to handle the irregular relationships in graph-
structured data. In contrast, GNNs can effectively capture the relationships and dependencies in
irregular spatial layouts by aggregating and propagating node features over a graph structure.
Extending GNNSs to the temporal dimension to construct Spatio-Temporal Graph Neural Networks
(ST-GNNSs) allows for simultaneous consideration of spatial and temporal interactions in
dynamically changing data [79,80].

5. Data Imbalance
5.1. Data Imbalance Handling Techniques

5.1.1. Traditional Oversampling Methods

Traditional oversampling methods balance datasets by generating minority types of samples,
such as the Synthetic Minority oversampling Technique (SMOTE) [91]. Although SMOTE effectively
improves the detection capability for minority classes in many cases, it has drawbacks, including the
potential introduction of noise, particularly when the dataset’s quality is not high [98]. These noisy
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samples can lead to model overfitting, adversely affecting the model’s generalization ability on real-
world data [99].

5.1.2. Undersampling Methods

The undersampling method reduces the number of majority class samples in the dataset [100].
However, a significant disadvantage of undersampling is the potential loss of valuable information
[101]. When the majority class samples are excessively reduced, the model may fail to learn sufficient
features from the majority class, thereby negatively impacting overall performance [36].

5.1.3. Generative Adversarial Networks (GANSs)

Generative Adversarial Networks (GANs) have shown great potential in addressing data
imbalance. GANs generate realistic minority class samples through adversarial training, significantly
enhancing the diversity and representativeness of minority class data [102]. However, the training
process of GAN is complex and requires many resources, and the model requires meticulous
hyperparameter adjustment. Moreover, although GAN-generated samples are highly realistic, there
is still a risk of mode collapse, where the diversity of the generated samples is insufficient, leading to
a less effective representation of the minority class [103,104].

As shows Table 4, Comparison of Existing Data Imbalance Handling Techniques.

Table 4. Comparison of existing data imbalance handling techniques.
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1 Network ( reducing KDD, ters and [437,49,50]
improving scarcity,
gan) misclassificati CIC- dependent on  [3,49,84,125,1
detection versatile
on. IDS2017 original data 28]
of minority across
quality.
classes. domains.
High-
quality
Significant synthetic High
ly data, training
Conditiona UNSW-
improves Reduced due effective on complexity,
1 Tabular NB15 |
detection, to better data tabular sensitive  to
2 Generative NSL-KDD [51,126,129]
especially representatio data, parameters,
Adversaria N CIC-
with n handles depends on
1 Network IDS2017
imbalance imbalanced  original data
d datasets. datasets quality.
well.
Synthetic improves This can UNSW- Easy to It may [35]
3
Minority detection increase due NB15 .  implement, introduce [130]



https://doi.org/10.20944/preprints202412.1739.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 December 2024

doi:10.20944/,

reprints202412.1739.v1

11
Over- by to potential NSL-KDD enhances noise, less [131]
sampling balancing misalignment CIC- minority effective on [132,133]
Technique (  the dataset withtruedata IDS2017 class complex data,
SMOTE) with distribution. detection, potential for
synthetic reduces increased
samples. overfitting.  false
positives.
Effective
Improves with limited
Positive
detection labeled It may
and
by Generally data, introduce
Unlabeled NSL-KDD
oversampli reduced, but balances noise,
learning and
4 ng positive the risk of datasets, overfitting [130]
with CICIIDS2
samples overfitting reduces risk,
Oversampl 017
) and using exists. impact of increased
ing
unlabeled unlabeled complexity.
Strategy
data. data.
Targets
challengin
Enhances Bne
samples,
detection Reduced by
reduces Higher
by selective
Adaptive overfitting, = complexity,
focusing sample CIC-
5  Synthetic improves noise risk, [134]
on generation, IDS2017
Sampling performanc  sensitive  to
difficult- avoiding
e on parameters.
to-classify ~ overfitting.
imbalanced
samples.
datasets.
Simple to
implement,  Overfitting
Improves improves risk,
detection class increased
May increase NSL-KDD
Random by representati  false
due to and
6  Oversampl increasing on, positives, [126]
potential UNSW-
ing minority compatible  limited
overfitting. NB15
class with enhancement
instances. various of true data

models.

distribution.



https://doi.org/10.20944/preprints202412.1739.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 December 2024 d0i:10.20944/preprints202412.1739.v1

12

5.2. Limitations of Data Imbalance Handling Techniques
5.2.1. Overfitting and Noise Issues

The oversampling method, similar to SMOTE improves the dataset by increasing the number of
minority class samples, but often introduces noise, especially when the quality of the original dataset
is poor [105]. These noisy samples can cause the model to capture these artificial features during
training, leading to overfitting [106]. Overfitted models generally perform poorly when exposed to
new data, making them less effective in real-world applications [107].

5.2.2. Computational Complexity and Model Stability

Generative Adversarial Networks (GANSs) exhibit significant advantages in addressing data
imbalance, but their training process is inherently complex. Balancing generators and discriminators
requires significant computational resources and parameter adjustments [108]. Additionally, there is
a risk of mode collapse, where the model fails to generate diverse minority class samples, affecting
its generalization ability across different attack patterns [109]. The challenges of hyperparameter
tuning and maintaining training stability further increase the complexity and cost of implementing
GAN:s in practical applications [110].

5.2.3. Lack of Adaptability and Scalability

Traditional data balancing methods, such as oversampling and undersampling, may perform
well in fixed environments and with specific attack patterns, but they often lack the adaptability
needed to cope with continuously evolving network threats and diverse attack modes [111,112]. As
network environments become more complex and attack methods evolve, the scalability of these
techniques becomes increasingly insufficient [113]. For instance, static sampling strategies may fail to
dynamically adjust to new emerging attack patterns, leading to suboptimal model performance in
real-world scenarios [114].

5.3. Future Research Directions
5.3.1. Adaptive Sampling Techniques

Future research should focus on combining hybrid deep-learning models with adaptive
sampling techniques [115]. Dynamically adjusting the sampling rate based on the dataset structure
can improve the model’s detection of minority categories, reduce overfitting, and enhance the
performance of IDS in dynamic network environments [116-119].

5.3.2. Meta-Learning and GAN Integration

Combining meta-learning with GANs could create more adaptive and generalizable models.
Meta-learning helps models quickly adapt to new attack patterns [120], while GANSs generate realistic
minority class samples, addressing data imbalance and improving model robustness [121,122].

5.3.3. Deep Learning and Traditional Methods Integration

Integrating deep learning techniques like GANs and LSTMs with traditional methods such as
decision trees can enhance model interpretability and stability [135]. This hybrid approach improves
the detection of minority classes and adapts better to evolving network threats [119].

5.3.4. Attention Mechanism

The attention mechanism can improve the performance and interpretability of the model by
automatically learning which information should be focused on or ignored. When dealing with
imbalanced data, attention mechanisms can help the model better focus on the features that are more
critical for classification, thereby improving the model’s ability to recognize minority classes.
However, this does not directly solve the problem of data imbalance; it indirectly affects the
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processing effect of imbalanced data by improving the adaptability and performance of the model to
imbalanced data [116,136].

5.3.5. Multi-Task Learning

Multi-task learning aims to learn multiple related tasks simultaneously to improve the model’s
performance on each task. Mathematically, multi-task learning can be represented as a joint
optimization problem, where the model needs to be optimized simultaneously on multiple tasks. The
core idea is that there are certain common features or patterns between different tasks, and by sharing
these features, the learning ability of the model for each task can be enhanced[120,137].

5.3.6. Transfer Learning

Transfer learning typically involves using pre-trained models on large datasets and then
transferring the feature extraction parts of these models to new, smaller datasets for fine-tuning and
adapting to new tasks. This method is particularly suitable for datasets with a few categories, as pre-
trained models may have already learned general feature representations that are very useful for
identifying minority categories [137,138].

5.3.7. Signing of a New Loss Function

Reasonable loss function design and weight allocation can significantly improve the model’s
training effectiveness and generalization ability. The weighted loss function is a modification of the
standard loss function used during model training. Weight is used to allocate higher penalties for
misclassification of minority categories, making the model more sensitive to minority categories by
increasing the misclassification cost of that category. The most common method to implement a
weighted loss function is to assign higher weights to minority classes and lower weights to majority
classes. The weight can be inversely proportional to the frequency of the category [139,140].

5.3.8. Strategy of Combining Data Augmentation with Contrastive Learning

Future research could explore combining data augmentation techniques with contrastive
learning to enhance the handling of imbalanced data. Contrastive learning is a self-supervised
learning method that learns more discriminative feature representations by maximizing the
similarity between similar samples and the difference between dissimilar samples [141]. When
dealing with imbalanced data, data augmentation techniques can be used to generate diverse
minority class samples, and contrastive learning can effectively distinguish these samples from
majority class samples [142,143].

6. Conclusion

This article systematically analyzes the deep learning techniques used in IDS, focusing on the
solutions to spatiotemporal feature extraction and data imbalance problems. We compared the
performance of existing technologies and explored the advantages and disadvantages of the CNN-
RNN hybrid model in capturing complex spatiotemporal features and the potential of GAN in
solving data imbalance problems. However, the methods introduced in the article still have
shortcomings and need to be improved in terms of computational efficiency, interpretability, and
adaptability to dynamic network environments.

The contribution of this article is not only to summarize the current application status of deep
learning technology in IDS, but also to deeply analyze and compare the performance of major hybrid
models to clarify the future direction of the technology roadmap. Compared to existing literature, we
propose new research directions, such as optimizing hybrid models through hierarchical feature
fusion, introducing adaptive sampling strategies to enhance minority class detection, and combining
meta-learning with GANs to improve model generalization.
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7. Future Work

Future research should address the limitations of the current methods in terms of complexity,
scalability, and computational resource requirements. Particularly in the face of rapidly evolving
network threats, researchers need to develop more efficient and adaptive models to ensure that IDS
can maintain high detection performance in dynamic environments. We recommend further practical
testing to validate and refine these new techniques, thereby advancing the development of IDS. These
research directions are crucial for enhancing IDS performance in diverse and complex network
environments and lay a solid foundation for the future development of cybersecurity technologies.
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