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Abstract: Recently, with advancements in Deep Learning (DL) technology, Radio Frequency (RF) sensing has seen
substantial improvements, particularly in outdoor applications. Motivated by these developments, this survey
presents a comprehensive review of state-of-the-art RF sensing techniques in challenging outdoor scenarios with
practical issues such as fading, interference, and environmental dynamics. We first investigate the characteristics
of outdoor environments and explore potential wireless technologies. Then, we study the current trends in
applying DL to RF-based systems and highlight its advantages in dealing with large-scale and dynamic outdoor
environments. Furthermore, this paper provides a detailed comparison between discriminative and generative
DL models in support of RF sensing, offering insights into both the theoretical underpinnings and practical
applications of these technologies. Finally, we discuss the research challenges and present future directions of

leveraging DL in outdoor RF sensing.
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1. Introduction

RF sensing is a technology that utilizes wireless signals to detect and monitor objects, activities,
or environmental changes. By interpreting changes in RF signal properties, such as amplitude, phase,
and frequency, it can extract meaningful information about the surrounding environment [1]. This
approach encompasses various platforms, including LoRa ("Long Range"), Wi-Fi, radar, Software-
Defined Radio (SDR), and Radio Frequency Identification (RFID), each enabling specific methods
for sensing applications [2]. RF sensing is known for being non-intrusive, cost-effective, and energy-
efficient, making it a practical solution for monitoring multiple subjects simultaneously in large
areas [3].

In recent years, RF sensing has expanded into outdoor environments, where it supports applica-
tions in various sectors [4-7]. RF sensing enables human activity detection for applications such as
crowd management, movement tracking, and public safety, helping authorities monitor pedestrian
flows during large events [1]. These systems rely on RF signals to detect the presence, movement
patterns, and locations of individuals, enhancing urban traffic management [8] and security. Similarly,
vehicles and unmanned aerial vehicles (UAVs) could benefit from RF sensing through technologies
like millimeter wave (mmWave) radar, which is able to provide real-time localization, object detec-
tion, and tracking. Additionally, RF sensing aids environmental monitoring by providing insights
into air quality, temperature, and pollution levels, contributing to sustainable urban development
[9]. However, outdoor environments pose unique challenges for RF sensing, including multipath
interference, signal attenuation, and environmental variability [10]. Obstacles like buildings, vehicles,
and natural terrain disrupt RF signals, causing reflection, scattering, or attenuation. Additionally,
harsh weather conditions, including rain and high humidity, can negatively impact signal quality. [11].
Furthermore, overlapping signals from other wireless systems operating in the same environment
introduce significant interference, complicating the reliability of RF sensing [12,13]. To overcome those
challenges, various signal processing techniques or machine learning algorithms have been applied,
enhancing RF sensing capabilities in complex outdoor environments [13,14].

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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Deep Learning (DL), a subcategory of machine learning, has revolutionized the way data-driven
solutions address these complex challenges. Over the past decade, advancements in DL have demon-
strated exceptional performance across diverse domains [15-19], driven by innovations in model archi-
tectures such as Multilayer Perception (MLPs), Convolutional Neural Networks (CNNs), Recurrent
Neural Networks (RNNs), and generative models like Autoencoders (AEs), Generative Adversarial
Networks (GANSs), Diffusion Models (DMs) and Large Language Models (LLMs). These models have
shown remarkable adaptability and scalability, enabling them to process and analyze high-dimensional
data with minimal manual intervention [20,21]. DL simplifies the process of traditional feature engi-
neering by hierarchically representing raw data, resulting in more reliable solutions. It has emerged
as a revolutionary approach in RF sensing, automating the extraction of complex features from raw
signals and removing the reliance on manually crafted feature designs. Discriminative models like
CNNs and transformers excel in tasks such as signal classification [22], anomaly detection [23], and
behavioral prediction [24-27], while generative approaches, including GANs and DMs, enhance
detection capabilities in noisy or low-data scenarios by modeling signal distributions. DL bridges
the gap between traditional signal processing and intelligent automation, driving advancements in
applications ranging from human activity recognition and health monitoring [1,6,28] to spectrum
management and anomaly detection in communication systems [7,8,29-31]. These models adapt to
dynamic environments, enabling continuous innovation and improving RF sensing performance in
complex outdoor scenarios [1,4].

The main objective of this review is to systematically explore three key research questions that
are crucial to advancing RF sensing in outdoor environments. Specifically, this work seeks to explore:
(1) the recent advancements in outdoor RF sensing and their effectiveness in addressing unique
challenges such as signal interference and environmental variability; (2) the wireless technologies
commonly employed in outdoor applications and their suitability for various sensing requirements;
and (3) the role of DL in enhancing RF sensing performance, particularly regarding accuracy and
adaptability in complex outdoor settings. By thoroughly examining these questions, this review offers
a structured framework for understanding the current landscape and future directions of DL-enabled
RF sensing in outdoor applications. While recent surveys have extensively covered areas such as
human sensing [1,6], smart homes [4], and indoor localization [32,33], their focus has primarily been on
controlled indoor environments or specific applications. These reviews often overlook the unique and
complex challenges of large-scale, dynamic outdoor environments. This gap emphasizes the necessity
for a comprehensive review that examines existing efforts to address these challenges while exploring
how DL can further enhance RF sensing performance. As far as we are aware, this is the first in-depth
review to explore DL-empowered RF sensing in outdoor environments. The main contributions of this
paper are summarized as follows:

1. Unlike existing surveys, this survey provides a comprehensive review of RF sensing in outdoor
environments, identifying key challenges and examining wireless technologies best suited for
these settings.

2. We offer a detailed analysis of DL approaches, focusing on both generative and discriminative
models, and assess their effectiveness in enhancing RF sensing. We also review recent outdoor RF
sensing studies utilizing various DL methods, categorizing them by approach, and underlining
the specific benefits and limitations of each in distinct scenarios.

3. This survey paper explores the existing challenges of leveraging DL in outdoor RF sensing and
presents insights and possible solutions for future tendencies.

The structure of this paper is shown in Figure 1. Following this introduction, Section 2 provides
an overview of RF sensing in outdoor environments, with a focus on the unique challenges and the
wireless technologies best suited to these settings. Building on this, Section 3 explores how DL models
enhance RF sensing, categorizing prominent approaches and assessing their practical applications.
Section 4 then addresses the core challenges in integrating DL with RF sensing, offering future research
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directions to address these issues. Finally, Section 5 encapsulates the key insights, underscoring
potential avenues for advancing RF sensing in outdoor environments.
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Figure 1. Organization of this survey.

2. Overview of RF Sensing in Outdoor Environments

RF sensing uses wireless signals to detect and monitor objects, activities, or environmental changes
by analyzing variations in properties such as amplitude, phase, and frequency. However, outdoor
environments introduce unique challenges like fading and interference, which complicate control and
significantly affect accuracy and reliability. Therefore, it is essential to investigate these challenges
to develop effective solutions. This section examines the unique challenges that RF sensing systems
face in outdoor environments, as depicted in Figure 2. We begin by discussing specific issues such
as multipath effects, interference by other wireless systems, signal attenuation, and environmental
variability. Following this, we introduce wireless technologies best suited to address these challenges
and ensure reliable performance.

Downlink LoS sensing signal it risalyen

. s Wl
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Figure 2. An illustration of the challenges of RF sensing in outdoor environments, including multipath
interference, and environmental factors. It depicts how storm clouds obstruct line-of-sight (LoS) sensing
signals, degrading signal quality. Additionally, it shows multipath effects from transceiver signals
reflecting off objects and interference from other wireless systems.
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2.1. Challenges of RF Sensing in Outdoor Environments

RF sensing systems deployed in outdoor environments face numerous challenges that are not
present or easily managed in indoor settings. In outdoor scenarios, environmental conditions are
dynamic and difficult to control, leading to fluctuations in signal quality and reliability [34,35]. These
challenges arise from several key factors, including signal attenuation, multipath propagation, non-LoS
(NLoS) conditions, interference by other wireless systems, and environmental variability.

One of the primary challenges in RF signal transmission is attenuation, where signal strength
diminishes with distance. In free space, path loss can be represented by

2
L (A0 "

[

where d is the distance between transmitter and receiver, f is the frequency, and c is the speed of light.
This equation quantifies the predictable loss in signal strength as a function of distance and frequency
in a vacuum or unobstructed space. However, real-world outdoor environments further exacerbate
attenuation due to natural obstacles such as trees, hills, and water bodies that can absorb or scatter
signals, reducing effective transmission range. Urban areas introduce additional complexity with
dense structures like buildings and vehicles that block or weaken signals.

In these environments, attenuation is affected by both large-scale and small-scale fading. Large-
scale fading describes the path loss caused by terrain and significant obstacles over extended distances.
On the other hand, small-scale fading involves quick variations in signal strength due to multipath
propagation, which occurs as signals reflect off nearby objects like walls and vehicles [35]. These fading
effects are essential to understanding RF performance across diverse environments.

A significant challenge in RF sensing is multipath propagation, which complicates reliable signal
interpretation. In multipath environments, signals reflect off surfaces like buildings, vehicles, and the
ground before reaching the receiver, creating NLoS conditions, as shown in Figure 2. As illustrated in
Figure 3, each reflected signal can be modeled as a delayed, attenuated copy of the original, known as a
delay tap. These overlapping signal paths interfere with each other at the receiver, causing distortions
that obscure the true features of the original signal. This interference degrades the accuracy of the
received signal, making it challenging to reliably interpret the original transmission or reconstruct the
sensed environment [35]. Multipath propagation is particularly problematic in urban areas, where
abundant reflective surfaces amplify this overlapping effect.
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Figure 3. An illustration of multipath propagation.
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For addressing multipath propagation challenges, reconfigurable intelligent surfaces (RIS) can
indeed be beneficial, as they offer a way to create a controlled virtual LoS [36]. RIS technology can
effectively mitigate multipath fading by redirecting RF signals in real-time and enhancing signal
strength at the receiver [37]. However, optimizing RIS configurations for high accuracy of sensing
tasks such as human posture recognition remains challenging [38]. Additionally, challenges such as
the area and bandwidth of influence, as highlighted by Alexandropoulos et al. [39], require careful
planning for RIS deployment in smart wireless environments.

Interference from other wireless systems is another challenge that can degrade the performance
of outdoor RF sensing. Additionally, the accumulation of communication technologies such as Wi-Fi
networks, cellular towers, and IoT devices, creates overlapping signals in the same frequency bands,
leading to noise which causes signal degradation [40]. This interference reduces the reliability of
measurements and increases the likelihood of errors, particularly in crowded urban areas where
spectrum congestion is common.

In addition to interference, environmental factors such as weather conditions and moving objects
introduce further variability. Temperature, humidity, and precipitation affect signal propagation
by altering the path and strength of the signals [11,41]. For example, rain or fog can absorb or
scatter RF signals, causing attenuation and reducing the effective range of the system. Furthermore,
outdoor environments are dynamic, with constantly changing elements such as moving vehicles,
and pedestrians. These temporary obstructions can significantly affect signal paths in RF sensing
applications. For example, vehicle vibrations and nonlinear movements can degrade automotive radar
sensor signals, impacting accuracy and detection probability [42].

2.2. Wireless Technologies for Outdoor Environments

To address those challenges mentioned above, the selection of appropriate wireless technologies
is critical. Certain wireless technologies are less suitable for outdoor RF sensing applications due to
limitations in range, susceptibility to interference, or insufficient robustness under varying conditions.
Table 1 compares current wireless technologies, underlining the sensing range and power character-
istics of each technology in experimental settings. For example, although Bluetooth is designed to
operate effectively in noisy environments and can handle fading and interference, its relatively short
range makes it less ideal for large-scale outdoor RF sensing [43]. ZigBee, while advantageous for
low-power applications, faces challenges in outdoor settings due to interference, range limitations,
and vulnerability to multipath effects and environmental fluctuations, limiting its effectiveness [44]. In
the following section, we discuss some of the best wireless technology candidates for RF sensing in
outdoor environments.

Table 1. Comparison of Wireless Technologies for Sensing Applications

Name Sensing Range Transmission Power Operating Frequency
LoRa [45,46] Up to 15 km Up to 20 dBm 433 MHz, 868 MHz, 915 MHz
mmWave [4,47] Up to 500 m 30-40 dBm 30-300 GHz
LTE Up to 100 m 23-43 dBm 450 MHz-3.8 GHz
Wi-Fi [48] Up to 100 m Up to 30 dBm 2.4 GHz, 5 GHz, 6 GHz
Up to 10 cm N/A 125-134 kHz (Low Frequency)
RFID [49] Uptolm N/A 13.56 MHz (High Frequency)
Upto10m N/A 860-960 MHz (Ultra-High Frequency)
UWB [50] Up to 200 m —41.3 dBm 3.1-10.6 GHz
Terahertz [51] Upto10m N/A 0.3-3 THz
ZigBee [52] Up to 100 m Up to 20 dBm 2.4 GHz
Bluetooth [43] Up to 100 m 0-20 dBm 2.4 GHz
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Long Range (LoRa) [45] is a physical propriety technique based on spread spectrum modulation
techniques derived from chirp spread spectrum (CSS) technology, offering distinct advantages for
RF-based sensing, particularly in large-scale applications. With an extended range often spanning
several kilometers, LoRa effectively addresses the range limitations common in expansive outdoor
environments. Its CSS modulation and various spreading factors provide resilience to intra-technology
interference and some tolerance to multipath effects [53]. However, despite this robustness, LoRa
remains vulnerable to inter-technology interference from other devices sharing unlicensed frequency
bands [54]. LoRa’s minimal power consumption makes it especially well-suited for applications
that require continuous battery operation in sensing devices. Moreover, its affordability and ease of
implementation increase accessibility for researchers and practitioners [55]. Nevertheless, the small
bandwidth of LoRa limits its capacity to capture and transmit detailed information. As a result, LoRa
is commonly used in scenarios where low data rates are sufficient, such as object localization [56] and
environmental monitoring [57].

Millimeter-Wave (mmWave) technology is an advanced wireless communication technology op-
erating in the frequency range of 30-300 GHz. The directional character of mmWave signals, meaning
they travel in focused, narrow beams rather than spreading broadly, helps to reduce interference from
other wireless systems, enhancing reliability in densely populated areas. Additionally, mmWave radars
are effective in various weather conditions and NLoS scenarios, making them a viable alternative to
sensor-based methods like cameras and LiDAR in complex environments [1]. Its high bandwidth
enables the capturing of detailed data, significantly enhancing the resolution and accuracy of sensing
applications compared to technologies like LoRa, Wi-Fi, and traditional RF systems. This makes
mmMWave ideal for high-precision tasks that require detailed environmental information [4]. Further-
more, In localization, Hao et al. [58] proposed a mmWave-based multipath-assisted localization model
that leverages multipath effects to improve indoor localization accuracy while traditional models often
filter out these effects to minimize errors. This approach utilizes the high spatial resolution of mmWave
to achieve precise position estimates. Despite these advantages, mmWave technology faces limitations
in outdoor environments, particularly reduced range due to signal attenuation at high frequencies.
This relationship is explained by Equation 1, where path loss increases with rising frequency. Thus,
while mmWave excels in short-range, high-resolution sensing, its use in large-scale outdoor settings
requires careful planning. Common applications include high-resolution localization [59], human
sensing [1], and automotive radar for object detection in autonomous vehicles [4].

Long-Term Evolution (LTE) is a widely used wireless communication technology with emerging
applications in RF sensing, particularly for outdoor environments. Originally designed for communi-
cation, LTE operates over a broad frequency range (450 MHz-3.8 GHz) with extensive coverage, which
makes it adaptable for sensing tasks. Recent studies have utilized LTE to detect environmental changes,
such as traffic and human activity, by analyzing signal reflections and interference patterns [60-62].
This approach allows the reuse of existing cellular infrastructure, potentially reducing additional sensor
costs. However, LTE faces challenges in sensing specific targets due to interference from non-target
objects, such as trees, vehicles, and pedestrians, over long distances. These factors, along with multi-
path effects, can degrade signal quality [60]. Additionally, integrating sensor networks into LTE may
lead to network overload in dense areas [63]. Despite these issues, LTE’s vast infrastructure and broad
coverage make it a promising option for large-scale outdoor sensing where extended connectivity is
essential.

Wireless Fidelity (Wi-Fi) operates in the 2.4 GHz, 5 GHz, and 6 GHz frequency bands, as defined
by IEEE standards 802.11b/g/n (2.4 GHz), 802.11a/n/ac (5 GHz), and 802.11ax (6 GHz) [48]. Due to
advantages such as affordability and widespread availability, Wi-Fi sensing has emerged as a versatile
technology for applications like human activity recognition and movement tracking. Compared to
radar, Wi-Fi-based sensing provides extensive coverage with fewer blind spots [6]. Additionally,
Wi-Fi signals are able to penetrate walls and other obstacles, making them suitable for through-the-
wall sensing tasks such as human presence detection. This capability, along with compatibility with
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commodity devices like smartphones, enables activity sensing within rooms from outdoor locations
without the need for specialized or invasive equipment [64]. However, Wi-Fi signals are highly
susceptible to various factors, including environmental variability and multipath effects, particularly
in multi-object scenarios [6]. Ensuring reliable Wi-Fi sensing across diverse real-world settings is
challenging, as it involves complex optimization problems. Moreover, Wi-Fi was not originally
intended for sensing; thus, using it for such applications can degrade communication performance
due to network interference and limited resources [65].

Radio Frequency Identification (RFID) technology, encompassing both passive and active sys-
tems, is widely utilized in RF sensing applications for object tracking and environmental monitor-
ing [66]. An RFID system comprises tags, readers, and antennas. Passive tags, which rely on energy
from the RFID reader to operate, are advantageous for long-term monitoring applications, such as
environmental sensing or asset tracking, due to their low power requirements [67]. However, passive
tags are more susceptible to environmental factors like rain, humidity, and temperature variations,
which can cause phase drift and signal attenuation, reducing accuracy in outdoor location tracking [68].
In contrast, active RFID tags have an internal power source, enabling them to broadcast signals contin-
uously or at specified intervals. This results in a greater range and improved signal strength, making
them especially suitable for outdoor applications with significant distances between the tag and reader.
Due to their ability to emit signals and operate at higher frequencies than passive RFID, active RFID
tags can also be effectively used in localization systems [69].

Ultra-Wideband (UWB) radar has been employed in a variety of military and civilian contexts for
high-resolution sensing and imaging [70]. Recently, it has gained recognition as an effective solution
for accurate localization, particularly in scenarios where global navigation satellite systems (GNSS) are
unavailable, due to its exceptional precision in range estimation [71,72]. Compared to other common
localization technologies like Bluetooth, Zigbee, and radio frequency identification (RFID), UWB
offers improved ranging accuracy, effective multipath resolution, and strong resistance to interference,
attributed to its wide bandwidth of 800 MHz [50]. This capability is particularly valuable in scenarios
requiring high-precision localization [73]. Despite these advantages, UWB’s range is limited compared
to other RF sensing technologies like LoRa or LTE, making it more suitable for localized sensing tasks
rather than long-range applications.

Terahertz (THz) radiation occupies the electromagnetic spectrum between the microwave and
far-infrared ranges, serving as a link between electronics and optics within the so-called "terahertz
gap" [74]. THz wavelengths are generally defined as ranging from 1.0 to 0.1 mm, corresponding to
frequencies of 300 GHz to 3 THz [75]. The short wavelengths of THz radiation enable high-resolution
imaging, which is beneficial for detailed inspections and for identifying fine structures in materials.
Additionally, THz photon energies are far lower than those of X-rays, making them non-ionizing and
safe for human-involved applications, such as imaging and security screening [75]. However, THz
radiation has a significant drawback: high signal loss. THz waves experience greater free-space path
loss than lower frequency bands, as path loss increases with the square of the frequency as illustrated
in Equation 1. As a consequence, due to its high-resolution sensing capabilities on a small scale, THz
radiation is applied in imaging [76], food quality inspection [77] and various pharmaceutical industry
processes [78]. Finally, Naftaly et al. [79] reviewed both current and emerging industrial applications,
highlighting the significant market potential of THz technology.

In summary, each wireless technology presents distinct characteristics, strengths, and limitations.
Selecting an appropriate wireless technology based on the specific requirements of outdoor sensing
tasks is essential for addressing challenges in various scenarios, such as the need for long-distance
sensing or the capture of detailed environmental information. The selected technology should achieve
an optimal balance of cost-effectiveness, durability, and performance to support effective and reliable
outdoor RF sensing. Wireless technology serves as the foundation for these systems, but the implemen-
tation approach is equally critical. Traditional methods often face performance limitations in complex
outdoor environments. In contrast, DL exploits a data-driven approach to offer significant potential to
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enhance accuracy and robustness, enabling more reliable and adaptive RF sensing solutions, which
will be discussed in the subsequent section.

3. The Role of Deep Learning in RF Sensing

Over the past decade, DL has made significant strides [15-19], influencing a wide range of fields,
including RF sensing [6,13,14,28]. While wireless technologies provide the foundational infrastructure
for outdoor RF sensing, the performance of traditional approaches remains limited in addressing the
complexities of outdoor environments. DL addresses these limitations by automatically identifying
patterns and extracting essential features, enabling improved accuracy and adaptability in outdoor
scenarios. The following section explores the role of DL in RF sensing, focusing on common DL models
and analyzing recent studies that leverage these techniques for outdoor applications.

3.1. Deep Learning Models in RF Sensing

Before discussing model architectures, it is essential to differentiate between two key approaches
to learning patterns in data: discriminative and generative models [80]. Discriminative models aim
to model the connections between input and output variables by directly modeling the conditional
probability P(Y|X), where X describes the input and Y the output. This method allows them to predict
the outcomes corresponding to observed data, making them effective for classification tasks. In contrast,
generative models seek to understand the data generation process by modeling the joint probability
P(X,Y). They model the underlying data distribution, allowing them to produce new samples that
closely mirror the input data [80]. This distinction is crucial in RF sensing: while discriminative models
are effective for various prediction tasks, such as detecting human presence or specific movements
from RF signals, generative models excel in simulating or reconstructing RF environments. They allow
for more accurate predictions, particularly in scenarios with limited data or unseen environments
[81]. In the following sections, we will briefly explain the architecture and mechanisms of popular
DL models used in RF Sensing, as illustrated by Figure 4 and Figure 5. Table 2 presents the type of
approach, objectives, advantages, and disadvantages of each model.

Table 2. Comparison of Model Types in RF Sensing

Type of approach  Model  Objectives Advantages Disadvantages
Simple architecture, Limited capacity for spatial /
MLPs Classification, regression easy to implement, temporal information,
Discriminative efficient for small datasets not scalable for complex tasks
Signal representation, Good at extracting Limited for temporal information without
CNNs ¢ : . .
eature extraction spatial features additional structures
e . . Prone to vanishing/
RNNs S.equentl'al 51gna'1 apalyms, Handles sequential ) exploding gradient problems,
time-series prediction and temporal dependencies well .
less efficient for long sequences
Dimensionality reduction, ~ Good for feature extraction, Poor reconstruction Wlth .
AEs . X complex signals, requires tuning
anomaly detection data compression ;
. of latent space size
Generative RF signal generation,
gna. & L Capable of generating Difficult to train,
GANs data augmentation, . ..
. realistic data sensitive to hyperparameters
anomaly detection
Signal denoising, High quality in denoising Computationally intensive,
DMs enhancement, and and generating diverse data, slow to generate outputs
generative modeling robust training compared to GANs
Excellent for capturing
Cross-modal RF sensin long-range dependencies, Requires large datasets
LLMs & scalable, adaptable to or well-pre-trained

sequence modeling

different tasks
(e.g., classification, localization)

models, computationally expensive
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Figure 4. Representative architectures of discriminative DL models commonly applied in RF sensing.

Multilayer Perceptrons (MLPs) form the core of neural network architectures, comprising an
input layer, multiple hidden layers, and an output layer, all interconnected as depicted in Figure 4.
Each neuron in a layer connects to every neuron in the subsequent layer. To capture non-linear
relationships, MLPs utilize activation functions such as ReLU or sigmoid, enabling the learning of
complex patterns. Data flows through the network in a feedforward fashion, starting from the input
layer and passing through hidden layers to the output layer without any loops or recurrences. Training
involves backpropagation, which updates weights and biases by minimizing the loss function based on
the error between actual and predicted outputs. MLPs are well-suited for structured data and simple
tasks like classification. In RF sensing, they can utilize channel state information (CSI) for downstream
tasks such as localization [82] and activity recognition [83].

Convolutional Neural Networks (CNN5s) are specifically designed to analyze and extract spatial
features from high-resolution 2-dimensional matrices. Building upon the MLP architecture [84], CNNs
incorporate convolutional and pooling layers, which are particularly effective in reducing the output
size of each layer, especially for inputs with high dimensions, as illustrated in Figure 4. Convolutional
layers utilize filters (kernels) to scan the input image and identify patterns such as edges, textures, or
shapes, generating feature maps that emphasize various characteristics of the input. Pooling layers
follow, reducing the spatial dimensions of these feature maps while retaining critical features and
lowering computational demands. A fully connected layer is then used to link every neuron from the
previous layer to those in the next, producing the final classification output. This hierarchical feature
extraction enables CNNs to excel in tasks like image classification, object detection, and segmentation
by progressively capturing more abstract features at deeper layers [85]. Moreover, when RF data is
structured appropriately, it can display spatial patterns similar to those in large-scale 2-dimensional
matrices, making CNNs highly effective for RF representation learning [24,86].

Recurrent Neural Networks (RNNs) are designed to address sequence prediction tasks by
incorporating recurrent layers, where the output of a neuron at one-time step is used as input for the
same neuron at the next step. This structure creates a hidden state that acts as a memory, carrying
information across the sequence. Despite their utility, RNNs face challenges such as vanishing and
exploding gradients, which can lead to diminishing or excessively growing weights, complicating
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training, and reducing their overall effectiveness [87]. To overcome these issues, advanced variants like
Long Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU) networks were developed. These
models introduce mechanisms to handle long-term dependencies in sequential data by replacing the
traditional single non-linear activation function with multiple specialized functions and incorporating
copying and concatenation mechanisms, enabling the retention of crucial information over extended
sequences. Despite these advancements, RNNSs still face challenges, such as sequential processing
and limited memory capacity, which restrict parallel computation and complicate the modeling of
very long-term dependencies, even with LSTM and GRU networks [88]. Nonetheless, RNNs remain
valuable for applications involving RF time-series data, such as activity recognition [89,90].

Autoencoders (AEs) Generative Adversarial Networks (GANs)
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Figure 5. Representative architectures of generative DL models commonly applied in RF sensing.

Autoencoders (AEs) [91] are unsupervised learning neural networks designed to learn compact
data representations through compression and reconstruction. Their architecture is composed of two
main parts: an encoder and a decoder, as illustrated in Figure 5. The encoder compresses the input data
into a lower-dimensional latent space, capturing its key features, while the decoder reconstructs the
original data from this reduced representation. The network is trained by minimizing reconstruction
loss, which quantifies the difference between the input and its reconstruction, enabling Autoencoders to
effectively capture meaningful and concise representations of the data. This capability makes AEs well-
suited for tasks like dimensionality reduction and anomaly detection [92]. Advanced versions, such
as convolutional and denoising autoencoders, enhance the basic design for specialized applications,
including filling gaps in radio maps [93] or removing noise from RF signal data [94].

Generative Adversarial Networks (GANSs) [95] are a category of generative DL models that
utilize a generator-discriminator architecture to produce realistic data samples. GANs are composed
of two neural networks: a generator, which creates synthetic data samples (e.g., RF signals, images)
from random noise, and a discriminator, which attempts to distinguish between real and synthetic
samples. As depicted in Figure 5, these networks are trained simultaneously in an adversarial setup,
where the generator strives to generate increasingly convincing samples, and the discriminator works
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to accurately differentiate between real and generated data. This adversarial training continues until
the generator becomes proficient enough that the discriminator can no longer reliably differentiate
between the two. GANs are particularly valuable for tasks such as data generation, augmentation, and
anomaly detection. However, training GANs can be challenging due to issues like mode collapse and
unstable convergence [96]. In RF sensing, GANSs find applications in areas like radio map construction
[24,97].

Diffusion Models (DMs) [98] are a type of generative models that use a two-phase process
involving forward and reverse diffusion. In the forward phase, noise is gradually added to the data
over multiple steps, transforming it into a noise distribution and obscuring the original structure. The
reverse phase, handled by a neural network, learns to remove this noise step by step to reconstruct
the original data. This training process enables the network to generate new samples from noise by
reversing the diffusion. DMs are highly effective for creating high-quality images, often surpassing
traditional methods like GANSs in stability and output quality. Their probabilistic framework offers
controlled data generation, making them appropriate for synthetic RF signal generation [25,99], or RF
data augmentation [100].

Large Language Models (LLMs), such as GPT (Generative Pre-trained Transformer) [101] and
LLaMA [102], are built upon transformer architecture [103]. As displayed in Figure 5, the input text is
tokenized and then encoded with positional information to capture word order before being passed
through multiple blocks comprising self-attention and feed-forward neural network layers. This
structure concludes with a softmax output layer for predicting the next sequence. The transformer
architecture enables parallelized training, significantly accelerating the training process, particularly
when handling vast datasets. Moreover, the self-attention mechanism determines the contextual
relevance of each word in relation to others, allowing the model to capture long-range dependencies
and context, a capability that addresses the limitations of RNNs in maintaining long-term memory.
During training, LLMs are exposed to extensive text corpora and are typically optimized with self-
supervised objectives, such as masked language modeling and next-word prediction. These approaches
result in models proficient at diverse natural language processing tasks such as text generation,
translation, and summarization. Although limited research has explored the application of LLMs to RF
sensing, their emerging capabilities, such as in-context learning, instruction following, and adaptability
to varying conditions, suggest the potential for RF applications, especially in scenarios characterized
by variability in devices and environments.

3.2. Deep Learning-Empowered Outdoor RF Sensing

Having explored a range of DL architectures commonly employed in RF sensing, including
foundational models for feature extraction and advanced architectures for generating and interpreting
complex data patterns, we now turn to recent studies that leverage these techniques specifically
for outdoor RF sensing. These studies demonstrate how various DL approaches address outdoor
challenges such as signal interference, multipath effects, and environmental variability, showcasing
the practical applications and effectiveness of these models in real-world scenarios.

3.2.1. Generative Models

Applications of generative models in recent RF sensing research have focused on enhancing data
reconstruction, augmentation, and synthesis to address challenges such as sparse datasets, missing
signal information, and low signal-to-noise ratios (SNR). Leveraging their powerful ability to generate
synthetic RF data, these models can fill in missing points in radio maps and create diverse scenarios for
model training. For example, techniques like GANs and DMs are used to reconstruct and predict RF
signals by learning from visual or prior RF data. Conditional GANSs [97] support accurate localization
and traffic monitoring, while DMs, such as RE-Diffusion [25], achieve high accuracy in reconstructing
RF signals across various domains. Additionally, models like RFGen [99] synthesize realistic RF data
using simulation-based approaches, which significantly enhance applications like gesture recognition
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and posture estimation in previously unseen environments. By generating and expanding data,
generative DL models improve the performance and generalization capabilities of RF sensing systems,
enabling more accurate detection, classification, and localization tasks.

Moreover, generative models are also highly effective in multimodality tasks within RF sensing,
where data from different sources, or modalities, are combined to improve learning and inference.
In multimodality, models can use information from one type of data, such as RF signals, visual or
audio, to enhance understanding of another type. This approach is particularly beneficial when one
modality has sparse or incomplete data, as models can leverage information from another modality to
fill in gaps and improve accuracy [104]. With recent advances in Multimodal Large Language Models
(MLLMs), DL now enables the integration of multiple modalities, such as LiDAR, images, and RF
signals, creating unified representations of surrounding environments and providing comprehensive
datasets to train other models more effectively.

Radio map construction is a critical application in outdoor RF sensing, allowing for the creation
of spatial maps that capture signal characteristics across different areas. This process is essential for
tasks like localization and environmental monitoring, where accurately mapping RF signals enhances
situational awareness. Generative models, particularly GANSs, are well-suited for this task due to
their architecture, which can learn complex data distributions and recover missing signal information.
For example, CoSense [24] utilizes conditional GANs to reconstruct incomplete mmWave signals
by learning patterns from visual data, addressing the challenge of weak reflectivity in mmWave
signals and filling in gaps within the radio map. CoSense combines networking and sensing tasks
through time-sharing and residual networks to dynamically predict heatmaps, which improves traffic
monitoring and pedestrian safety at corners, even in adverse weather conditions. Using picocells,
CoSense improves the detection and localization of pedestrians and vehicles. In terms of performance,
CoSense acquires a median Intersection over Union (IoU) of 0.55 for pedestrians and 0.63 for vehicles.
IoU is a metric used to evaluate the overlap between the predicted area (e.g., of an object) and the
actual area, with values closer to 1 indicating higher accuracy. Therefore, these IoU scores demonstrate
a reasonable level of accuracy for detecting and localizing pedestrians and vehicles while maintaining
network throughput and reducing sensing overhead by 70%.

In real-time RF sensing scenarios, transmitter information, such as the location and power of base
stations or mobile devices, is often unavailable due to practical limitations. Zhang et al. [97] develop
a Cooperative Radio Map Estimation (CRME) approach for 6G networks, which estimates spatial
radio signal distribution, or radio maps, without relying on transmitter information. The authors
implement a conditional GAN framework, called GAN-CRME, which leverages distributed received
signal strength (RSS) samples from mobile users. The GAN-CRME method achieves a root mean
squared error (RMSE) of approximately 0.009 when using over 1000 RSS samples, outperforming the
state-of-the-art RadioUNet model which scores 0.021 in RMSE.

Teganya and Romero [93] develop a DL approach using AE for accurate radio map estimation by
filling the missing points in the radio map, focusing on power spectral density (PSD) estimation in
wireless communication networks. The authors propose a deep completion autoencoder architecture
that leverages spatial and frequency information. They trained the model using both synthetic and
real-world data, applying techniques such as denoising and transfer learning to enhance the network’s
performance. The proposed method achieves a 30% reduction in root mean square error (RMSE)
compared to existing techniques when using synthetic data, and up to 100% improvement in RMSE
for real-world data in urban environments, demonstrating its superior performance in both scenarios.

The generative DL model also has the important ability to generate synthetic data, which can
help address issues with sparse datasets when training models for downstream tasks. REGen [99]
enhances the generalization capabilities of mmWave sensing systems by synthesizing RF data using
cross-model diffusion and ray tracing simulation. The authors integrate a physics-based ray tracing
simulator with a DM to generate diverse 3D scenes and corresponding RF data. They utilize RF sensing
prompts to create specific applications and environments, combining structured multipath noise and
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environmental context through a path-based intermediate representation to simulate realistic RF
signals. RFGen shows a significant improvement in unseen scenarios, increasing gesture recognition
accuracy to above 90% across various orientations and reducing average posture estimation errors by
up to 90% compared to baseline models.

Among significant works using DMs, Chi et al. [25] introduced RF-Diffusion, a versatile generative
DL model for RF signals based on DMs. This approach leverages diffusion processes across time and
frequency domains to reconstruct RF signals accurately. The model is trained using a complex-valued
neural network to handle RF signal characteristics and incorporates attention-based modules for
effective feature extraction. RF-Diffusion achieves an average Structural Similarity Index Measure
(SSIM) of 0.81 for Wi-Fi signals and 0.75 for Frequency Modulated Continuous Wave (FMCW) signals,
surpassing baseline models like Denoising Diffusion Probabilistic Model (DDPM), Deep Convolutional
GAN (DCGAN), and Conditional Variational Autoencoder (CVAE) by up to 71.3%.

Due to the limitations of traditional augmentation methods, such as rotation and flipping, and
the modest improvements achieved by advanced techniques like GANs in automatic modulation
classification (AMC), Xu et al [100] introduce a Diffusion-based Radio Signal Augmentation (DiRSA)
algorithm, enhancing dataset diversity and reducing overfitting for DL models. DiRSA reconstructs
radio signals from noise using modulation category prompts to expand and diversify the training
dataset, specifically targeting scenarios with limited data availability. DiRSA improves classification
accuracy by up to 6% at SNR levels above 0 dB when applied with the LSTM model, compared to
traditional methods like rotation and flipping.

Chang et al. [105] improve the accuracy of radio frequency fingerprint (RFF) recognition by
developing a method that integrates prior information of wireless signals to combine the characteristics
of transient and steady-state signals for enhanced classification, particularly under low SNR conditions.
The proposed model segments incoming signals into transient and steady-state components and
uses an autoencoder for denoising transient features. The model fuses these features to form a
comprehensive RFF, leveraging high SNR prior information to enhance accuracy at 100% recognition
accuracy on the LFM6 dataset and a 99.91% accuracy on the LFEM15 dataset at 5 dB SNR. It also
maintains 90.64% accuracy even under challenging conditions with —5 dB SNR, demonstrating its
robustness and effectiveness in various environments.

3.2.2. Discriminative Models

Discriminative DL models in RF sensing are typically applied for tasks like signal detection,
classification, and localization [7,13,28,106]. These models, such as CNNs, LSTMs, and advanced
hybrid networks, excel in extracting and classifying features from RF signals to identify patterns or
specific entities (e.g., drones, human activities, and vehicles) and manage RF spectrum efficiently. For
instance, models like WRIST [107] and DeepFeat [108] use spectro-temporal and LTE-specific features,
respectively, to detect and localize RF emissions or devices, achieving high accuracy levels. These
applications extend to human and drone recognition tasks, where CNNs, LSTMs, and attention-based
models process RF data like spectrograms and CSI for precise identification, even in dynamic or
congested environments [24,86]. Discriminative models are also used in health monitoring systems
like HealthDAR [109], where they identify vital signs and human activities through RF signals, offering
non-intrusive monitoring solutions. Despite their effectiveness, these models often face challenges in
maintaining performance under varying environmental conditions and depending on high-quality
training data.

To improve real-time outdoor localization accuracy in dense urban environments where GNSS-
based methods fail due to LoS issues, Yapar et al. introduced LocUNet [10], an end-to-end CNN for
localization using path loss radio maps. The authors compare four different DL models: RadioUNet
[110], fingerprint-based kNN [111], Adaptive KNN [112], and LocUNet, trained using path loss radio
maps to improve accuracy despite signal variability and interference. LocUNet outperforms other
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models with an average localization error of 5 meters, showing 11 and 14-meter improvements over
kNN-based methods [111,112].

Nguyen et al. [107] present a wideband, real-time, spectro-temporal (WRIST) RF identification
system aimed at addressing the critical challenge of spectrum scarcity and dynamic RF spectrum
management. The authors employ a DL framework inspired by the YOLO [113] object detection model,
leveraging transfer learning and an iterative training approach with synthesized and over-the-air
RF data to develop an efficient identification system. WRIST supports the detection, classification,
and precise localization of RF emissions in the 2.4 GHz industrial, scientific, and medical (ISM) band,
achieving high performance with a class detection accuracy of over 99% and precision and recall values
reaching 94% in controlled environments. However, challenges persist in maintaining the system’s
accuracy in highly congested, real-world scenarios. The authors suggest future work should focus on
expanding the dataset and enhancing the system’s capabilities to improve robustness and adaptability
under diverse and dense spectrum conditions.

DeepFeat [108] is a deep-learning-based framework optimized for large-scale outdoor localization
in LTE networks. The approach integrates a feature selection module utilizing Chi-squared and
correlation techniques, effectively reducing computational load by 20.6% while enhancing accuracy
through a refined selection of 12 LTE-specific features. By employing a deep feed-forward neural
network, the system reaches a median localization accuracy of 13.179 m for a 6.27 km? area and 13.7
m for a 45 km? region. Despite these positive outcomes, maintaining consistent accuracy in varied
environments remains challenging, with future efforts focused on improving model adaptability and
performance in larger urban areas.

UAVs have become a popular research focus due to their extensive applications in areas like
public safety, agriculture, and communications [114,115]. However, with this growth comes the need
for advanced detection and classification techniques to ensure safe and secure UAV operation. Xue
et al. [116] propose a DL approach for UAV identification using RF signals, specifically addressing
challenges in scenarios involving nonstandard waveforms, such as unknown operating channels and
environmental variations. To handle these, the system includes a carrier frequency offset (CFO) estima-
tion and compensation method based on morphological filtering, which enhances signal alignment
in varied conditions. The authors explore different signal representations, including in-phase and
quadrature (IQ) samples, amplitude envelopes, and spectrograms, in combination with DL models like
CNNs and LSTMs. IQ samples refer to the complex-valued representations of RF signals that capture
the real (in-phase) and imaginary (quadrature) components, which are critical for preserving the
signal’s phase information. Their experiments demonstrate that a real-valued CNN using spectrogram
inputs achieves optimal results, with 97% classification accuracy and efficient processing. However,
further enhancements are necessary to improve the system'’s resilience to dynamic wireless conditions,
particularly in terms of maintaining accuracy across diverse, real-world electromagnetic environments.

Another approach transforms RF signals into spectrograms, which are then processed using deep
neural networks (DNNs) as proposed by Podder et al. [86]. The ResNet-50V2 model initially applied
in noise-free indoor conditions, achieved an 85.39% accuracy. However, in outdoor environments at 50
m and 100 m distances, the accuracy decreased to 68.90% and 56.88%, respectively. To address this,
the authors developed a CNN model optimized for outdoor settings, which improved classification
accuracy to 78.12%. They further enhanced their system using a binary classification task, achieving
a 95.08% accuracy on a mixed dataset of UAV and non-UAV images. Despite these achievements,
challenges remain, especially in maintaining high accuracy at longer distances and under varied noise
conditions, where different levels of additive white Gaussian noise (AWGN), distort signal quality by
lowering the SNR.

An end-to-end DL model for detecting and identifying drones by using RF signals, addressing
challenges posed by interference from other signals like Bluetooth and Wi-Fi operating in the same 2.4
GHz band by Alam et al. [5]. Their approach employs a multiscale feature extraction technique using
CNNss to extract enriched features without manual intervention, reducing computational overhead. The
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model achieves 97.53% accuracy for overall detection, with precision, sensitivity, and F1-score values
reaching over 98% across varying SNR. However, challenges persist, particularly in maintaining high
accuracy under low SNR conditions, where signal clarity is compromised by increased noise, and in
complex, real-world environments, which introduce additional signal interference and environmental
variability.

In other cases, human subjects are also utilized for various tasks, including activity recognition
and presence detection. HealthDAR [109] is a contactless health monitoring system designed for
vital sign monitoring, human activity recognition, and tracking. The system leverages a compact,
low-energy radar integrated with a DL network to detect coughs and monitor vital signs like heart
rate and breath rate. HealthDAR achieves a high precision in uncontrolled environments, showing a
Pearson correlation coefficient of 0.99 for heart rate and 0.98 for breath rate when compared to ground
truth data, indicating a strong similarity between HealthDAR’s estimations and the actual measured
values. The mean error for heart rate is 0.3 beats per minute with a standard deviation of 0.04, while
for breath rate, it consistently falls within the expected range for adult respiratory rates. Despite its
promising results, the system faces challenges in accurately recognizing activities for new subjects
and under diverse scenarios, indicating the need for further enhancements to improve robustness and
generalization.

Wang et al. [89] propose mmParse, a novel system for human parsing using mmWave radar point
clouds, designed to overcome challenges like sparsity and specular reflection inherent in such data. The
system employs a multi-task learning framework, combining human parsing with auxiliary tasks like
pose estimation to enhance structural feature extraction. In particular, they employ LSTM as part of the
feature extraction process for pose estimation. Evaluations demonstrate that mmParse achieves around
92% overall accuracy and an 84% mean IoU across various environments. Nonetheless, challenges
remain, especially regarding signal deflection, which can lead to missing body parts in the data. To
overcome these challenges, future research could explore data augmentation techniques or additional
sensor fusion approaches to compensate for incomplete data and validate the system’s performance in
a wider range of real-world conditions.

To accelerate other research in the area of human sensing, Yang et al. [90] presented SenseFi, a
comprehensive DL framework and benchmark designed for Wi-Fi-based human sensing. The system
evaluates various DL models, such as CNNs, LSTMs, and transformers, using CSI data for tasks like
human activity recognition, gesture recognition, and human identification. Extensive experiments
demonstrate that shallow models, such as CNN-5, often outperform deeper architectures like ResNet
in diverse Wi-Fi environments, achieving an accuracy of 98.11% on UT-HAR datasets. Despite the
success, challenges include optimizing models for cross-domain adaptation and ensuring efficiency in
real-time applications.

Human-vehicle recognition (HVR) has achieved significant interest due to its prospect of enabling
non-intrusive, efficient detection of traffic participants, which is essential for enhancing intelligent
transportation systems. Song et al. [117] introduced wireless-based lightweight attention deep learning
(Wi-LADL), a lightweight DL model for HVR that leverages attention mechanisms in wireless sensing to
improve feature discrimination. Wi-LADL uses RSS data processed with convolutional block attention
modules (CBAM) to capture detailed features, achieving an impressive 98.8% average accuracy at a
2.4 GHz frequency with an antenna height of 0.8 meters. This model effectively distinguishes five
categories: one-pedestrian, two-pedestrian, one-bicycle, two-bicycles, and one-car. Although Wi-LADL
demonstrates high accuracy, challenges persist, particularly in adapting the model to varying antenna
heights and frequencies.

3.2.3. Integrating Discriminative and Generative Models

Many recent works integrate generative and discriminative models to leverage their complemen-
tary strengths. Wang et al. [118] introduce UAV-CTNet, a hybrid DL network designed to improve
UAV detection and identification in response to growing security concerns. UAVs often operate in
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the 2.4 GHz ISM band, where their signals are difficult to detect reliably. UAV-CTNet integrates CNN
and Transformer architectures: the Transformer captures global features of the RF signals, while the
CNN focuses on extracting local features from minimum variance distortionless response (MVDR)
spectral vectors. This approach achieves over 90% detection accuracy under various SNR values,
outperforming conventional methods (FBREWT + CNNNet) [119].

Another significant work, Babel [120], aims to enhance multimodal sensing through a technique
known as expandable modality alignment. Babel incorporates a pre-trained modality tower (BERT,
STGCN, ResNet3D, ViT, and Point Transformer) to encode multiple sensing modalities (IMU, Video,
Wi-Fi signals, mmWave signals, and LiDAR data) into a unified representation for downstream sensing
tasks. The results demonstrate this framework improved, human activity recognition accuracy by up to
22% compared to state-of-the-art methods, showing an average accuracy improvement of 12.02% across
six modalities. The authors of the paper suggest that future work should focus on expanding Babel’s
capability to align additional sensing modalities involving inviting contributions from the broader
community to further align additional modalities, as Babel is designed with a scalable architecture.

AirECG [121], a contactless Electrocardiogram monitoring system using mmWave sensing, em-
ploys a custom cross-domain DM that translates mmWave signals into ECG data through multiple
denoising iterations and calibration guidance. AirECG uses a CNN-based patchification approach to
process the multichannel mmWave data. The CNN encodes the data into patches (tokens) that contain
cardiac features. These tokens serve as the input for the diffusion process, allowing the system to
integrate and enhance cardiac information from multiple reflection points on the chest. The core of
the denoising process is a hierarchical Transformer, which takes the CNN-encoded mmWave tokens
and performs denoising in multiple iterations. To further enhance the fidelity of the generated electro-
cardiogram (ECG), a calibration guidance mechanism is integrated. This module uses historical ECG
data (from reference devices) to guide the denoising steps. AirECG achieved a Pearson correlation
coefficient (PCC) of 0.955 and 0.860 for normal heartbeat abnormal beats, respectively, showing 15.0%
to 21.1% improvements over existing methods.

Despite the differences in characteristics and preferences between discriminative and generative
models, they can share the same tasks in RF sensing. For example, Nie et al. [55] employs four DL
models: CNN-LSTM, Swin Transformer, ConvNext [122], and Vision TF [123], to enhance human
activity recognition using LoRa wireless RF signals. The models process LoRa spectrograms generated
using short-time Fourier transform (STFT) and differential signal processing (DSP) for better feature
extraction. Each model is trained and evaluated across tasks i.e., activity classification, identity
recognition, room identification, and presence detection. The result shows that ConvNext achieved the
highest performance, with a 96.7% accuracy in activity classification and 97.9% in identity recognition.
Vision TF excelled in presence detection with 98.5% accuracy. CNN-LSTM and Swin Transformer
showed moderate performance, highlighting ConvNext’s superiority in spatial feature extraction and
Vision TF’s effectiveness in global context understanding, however, the experiment was undertaken in
controlled indoor environments.

While generative models have shown remarkable performance in tasks such as classification and
regression, discriminative models often excel in specific scenarios where their efficiency and precision
are advantageous. For example, in cases where the dataset is limited, discriminative models can
perform better due to their ability to directly optimize class boundaries without the need for extensive
data generation, which generative models typically rely on. Additionally, when the system requires
minimal latency, such as in real-time RF sensing applications, discriminative models are often preferred
since they generally involve less computational overhead and can provide faster outputs compared to
generative models, which can be more time-consuming. The lower computational cost of simple DL
models like MLPs or CNNs also makes discriminative models more suitable when resource efficiency
is critical. Additionally, when robust data processing pipelines are already established, discriminative
models can achieve high accuracy without necessitating the synthetic data generation or enhancement
capabilities offered by generative models, thereby streamlining the system’s overall design.
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While DL models have various strengths, their flexibility allows them to be used for a wide range
of tasks in RF sensing that are not limited to a specific type of model. Some DL systems can handle the
entire RF sensing process, from signal preprocessing to outcome prediction, based solely on the input
and desired output [24]. It is essential to understand the strengths and weaknesses of both generative
and discriminative models to optimize these systems, enabling the development of more effective and
adaptable RF sensing solutions. Integrating both types of models can enhance RF sensing capabilities,
especially in challenging environments [100,118]. For instance, combining generative models for data
augmentation or synthetic signal generation with discriminative models for accurate classification
can improve performance in situations with low signal-to-noise ratios or variable signal conditions,
ensuring robust and reliable operation as demonstrated in Figure 6.
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Figure 6. A proposal for an RF sensing system that operates under low SNR conditions, predicting the
number of people by integrating both generative and discriminative models to enhance accuracy.

4. Challenges and Future Directions

Despite the optimistic progress highlighted in the previous section, several challenges remain in
applying DL to outdoor RF sensing. These challenges arise from the unique features of RF data and
the diverse conditions of outdoor applications, ranging from data scarcity and processing demands to
the complexities of integrating multimodal data. Handling these issues is essential for the continued
advancement of RF sensing technology and its applicability across domains like traffic management,
environmental monitoring, and urban infrastructure. In this section, we investigate key challenges in
RF sensing, including data limitations, the gap between synthetic and real-world data, and the need
for integrated sensing and communication systems, as well as emerging approaches such as federated
learning that hold promise for overcoming these obstacles.

4.1. The Scarcity of Training Data

Acquiring labeled data for applications like human tracking, activity recognition, or vehicle moni-
toring poses substantial privacy and ethical concerns, restricting the availability of large-scale datasets
for these tasks [120,124,125]. Even when sufficient training data is available, manual annotation of
specific events is often required, which is labor-intensive, time-consuming, and costly [126]. This
issue is particularly severe for RF data labeling, as unlike visual data that can be easily reviewed
offline through recordings, RF data is not intuitively interpretable by humans without specialized
tools [28]. One potential solution is to combine RF data with more easily labeled modalities, such
as vision or audio, to build more robust multi-modal models. This approach allows DL models to
leverage information from more interpretable data types, reducing dependence on large volumes of
purely RF-labeled data. However, collecting synchronized multi-modal data in outdoor environments
remains technically challenging due to the complexity of integrating and aligning data from different
sensors, especially when deployed over large areas.

4.2. The Gap Between Synthetic and Real-World Data

A principal challenge in training with synthetic data is bridging the gap between controlled
simulations and the variability of real-world scenarios [10,110]. While simulated environments allow
precise control, real-world data introduces variations in material properties, signal conditions, and
dynamic outdoor factors that are difficult to replicate accurately. This difference makes it challenging
to verify that models trained on synthetic data function effectively in real-world scenarios. Elements
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such as changing weather, diverse terrains, and sensor noise add further complexity to generating
synthetic data that captures the nuances of actual environments. Addressing this gap remains critical
for deploying reliable models in practical settings. Current methods mitigate this issue by balancing
synthetic and real-world data in model training. Additionally, cross-modality data generation offers
promise; for example, Li et al. [127] proposed SBRE, a model to generate RF signals from video data by
integrating ray tracing with electromagnetic computation. This physics-based approach overcomes
some limitations of purely data-driven and model-driven techniques, which may lack precision or be
costly and labor-intensive. However, challenges persist in adapting this method to complex, real-world
conditions.

4.3. The Data Preprocessing Effort

Generative models are highly effective at processing raw signal data, particularly in outdoor
environments where RF signals are often disrupted by ambient factors. However, generative Al models
face challenges with latency and computational efficiency, making them less suitable for low-latency,
resource-constrained scenarios such as autonomous vehicles or real-time surveillance [124]. For
example, Zeng et al. [128] introduce a radio anomaly detection framework using denoising diffusion
probabilistic models that address issues like unstable training and poor performance with low SNR
signals. Despite its strong performance, the framework demands significant computational resources
to achieve high anomaly detection accuracy. To address this, applying compression techniques or
model distillation methods, as suggested by Menghani [129], could reduce computational demands
while maintaining the model’s desired performance, offering a practical solution for efficiency-sensitive
applications. Another notable work by Liu et al. [130] introduced a predictive communication protocol
utilizing a convolutional LSTM network based on historical channel data. This approach eliminates
the need for explicit channel tracking, thereby significantly reducing signaling overhead.

4.4. Multimodal RF Sensing

Integrating multiple data modalities into a single RF sensing system can significantly reduce the
cost and complexity of using separate systems for various urban applications while enhancing their
connectivity. For instance, in traffic management, RF sensing can complement vision systems and
sensor networks to enable vehicle detection, monitor pedestrian movements, and control smart traffic
lights dynamically, leading to optimized traffic flow and improved safety [24]. In environmental moni-
toring, RF sensing combined with air quality sensors offers real-time tracking of pollution levels and
environmental conditions [9]. However, achieving a functional multimodal system presents notable
challenges, especially in integrating and synchronizing data from sensors with different sampling rates
and formats, which requires sophisticated alignment methods. Furthermore, implementing real-time
processing in large-scale urban settings necessitates robust data fusion algorithms and advanced
infrastructure capable of managing high data volumes consistently and efficiently.

4.5. Integrated Sensing and Communication (ISAC)

RF sensing can be implemented within existing communication infrastructure, effectively utilizing
resources while preserving communication capacity. This approach, known as Integrated Sensing and
Communication (ISAC), has appeared as a compelling research area. ISAC refers to a design approach
and set of enabling technologies that combine sensing and communication capabilities, aiming to
optimize the utilization of wireless resources while providing mutual advantages [8]. This integration
enables advancements in fields such as mobile crowd sensing, channel knowledge mapping, passive
sensing networks, vehicular communications, satellite imaging, and broadcasting [8]. Additionally,
ISAC leverages recent progress in machine learning and DL. Specifically, the functions of machine
learning in ISAC systems are underlined by Demirhan and Alkhateeb [131], spanning joint sensing
and communication (JSC), sensing-aided communication, and communication-aided sensing. These
roles include optimizing waveform design, predicting beam patterns, enhancing system security,
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and improving network-level operations, all contributing to significant performance gains based on
real-world data.

4.6. Federated Learning

With the rapid advancement of RF sensing systems, scaling these systems to cover larger areas
and track more objects introduces a significant challenge: the need for scalable, privacy-preserving
solutions. These solutions must efficiently process vast amounts of data generated by multiple entities
while protecting sensitive information collected in public spaces. One promising approach is federated
learning [132], a machine learning framework that distributes model training across multiple devices
or decentralized data sources. In this setup, each device retains its local data and trains the model
locally, sharing only model updates with a central server instead of transmitting raw data. Federated
learning provides several benefits for RF sensing, including enhanced data privacy through local data
retention, reduced network latency by avoiding the transmission of large datasets, and improved
training efficiency. By leveraging the computational power and diverse datasets across a network of
IoT devices, federated learning can also accelerate model convergence and enhance overall learning
accuracy [133].

5. Conclusion

In this comprehensive survey, we have examined recent applications of DL architectures and
techniques in outdoor RF sensing. Our analysis indicates that the rapid advancement of generative
DL models has significantly enhanced RF sensing systems, particularly in outdoor environments
where RF signal quality and quantity are often compromised due to environmental challenges. The
findings highlight the pivotal role of wireless technologies in determining RF sensing performance,
highlighting the need for continuous development in this area. Moreover, the diversity of settings and
devices presents challenges in establishing a universal framework for RF sensing tasks, which typically
require high-quality, large-scale datasets for effective training. Looking ahead, we anticipate that
improvements in infrastructure, leading to increased computational power and the ability to generate
synthetic data, will facilitate the integration of more advanced DL techniques, such as MLLMs, thereby
significantly enhancing the performance of RF sensing systems.
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