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Abstract: The Internet provides an endless supply of information, enables communication,
collaboration, and commerce at a global scale, and supports businesses large and small with
platforms for e-commerce, remote work, and digital marketing. On the other hand, our privacy and
security are threatened by hackers and fraudsters. The anonymity on the Internet often leads to
abuse. Large investments and various efforts from governments, private companies, and regulators
are of no avail. In this paper, we argue that these issues are not solvable through operational
improvements but stem from the foundational issues related to the computing models upon which
the information technologies are built. Recent advances in the General Theory of Information
provide insights to improving the computing structures that mimic living organisms with self-
regulation and cognitive capabilities to detect threats and defend themselves using inherited and
learned knowledge. A three-tier Internet architecture is suggested, and its properties are explored.
It is oriented at improving the security and safety of the Internet functioning and providing better
tools for interaction between consumers and Internet services. The suggested architecture is based
on biological analogies, innovative computational models, such as structural machines and grid
automata, as well as on the far-reaching general theory of information.

Keywords: general theory of information; digital genome; service-centered internet; super-symbolic
computing

1. Introduction

The origins of the Internet trace back [1] to efforts to interconnect computer networks in the
1950s. J.C.R. Licklider of MIT first proposed the idea of a universal network in 1962. He envisioned a
globally interconnected set of computers through which everyone could quickly access data and
programs from any site. The U.S. Department of Defense’s Advanced Research Projects Agency
(ARPA) funded the development of the ARPANET in 1969, which was the first network to implement
packet switching and laid the groundwork for the modern Internet. Today, the Internet is a global
network that connects billions of devices and is integral to modern communication, collaboration,
commerce, and entertainment on a global scale.

1.1. Integration with Telecommunications

Today, the Internet and telecommunications networks are highly integrated.
Telecommunications companies provide Internet services; the same infrastructure is used for voice
and data transmission. This integration has transformed communication, making the Internet an
essential part of the global telecommunications network. Voice over IP (VolP) and broadband have
further blurred the lines between traditional telecommunications and the Internet. VoIP allows voice
communication over the Internet, while broadband provides high-speed Internet access through
telecommunications infrastructure.

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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1.2. Challenges and Issues

While the Internet has undoubtedly transformed our lives in many positive ways, there are
several downsides. The anonymity of the Internet has resulted in abusive behavior, including
trolling, stalking, and cyberbullying. Cyber breaches have become common, threatening privacy, and
identity theft has become a significant issue affecting millions of people each year [2]. In 2021, about
23.9 million people (9% of U.S. residents age 16 or older) reported being victims of identity theft.
Nearly 42 million Americans were victims of identity fraud in 2021. Across all incidents of identity
theft reported in 2021, about 59% of victims experienced a financial loss of $1 or more. These victims
had financial losses totaling $16.4 billion.

Government efforts through laws and regulations, increased public awareness, and some
technology-based defense tools are attempting to address these issues. However, they fall short of
providing the safeguards required. There are several attempts to address these issues with a next-
generation Internet with an architecture that enhances the Internet [3-5]. These include:

e  Semantic Web: Makes it easier to find and link related information.

e  Future Internet Architectures: Developed using both clean-slate approaches and incremental
improvements, considering various scenarios, including seamless mobility, ad hoc networks,
sensor networks, the Internet of Things (IoT), and new paradigms like content and user-centric
networks.

e Integration of Blockchain Technology: Enhances security and trust in online transactions.

e Development of the Metaverse: This represents the Internet's next frontier, combining
augmented reality, virtual reality, and other emerging technologies.

1.3. Foundational Issues

However, several arguments point out the current problems associated with the complexity and
vulnerability to hacking and fraud on the Internet and associated information systems using general-
purpose computers. These are not merely operational issues but stem from the foundational
shortcomings of the Turing machine computing model's stored program control (SPC)
implementation [6-17]. These shortcomings arise from:

e Limitations of the Church-Turing Thesis: Dealing with finite resources available for computing
processes.

e  Inability to Model Distributed Processes: Communicating asynchronously with each other (CAP
theorem limitation).

o Logical Limits: Arise when “trying to get general-purpose computers to model a part of the
world that includes themselves [6] p. 215.

1.4. New Insights from the General Theory of Information (GTI)

In this context, the General Theory of Information (GTI) suggests a new approach based on the
issues of safety and security [18,19]. GTI focuses on how biological systems manage their safety and
security with self-regulating processes with autopoietic and cognitive behaviors. Autopoiesis refers
to the behavior of a system that replicates itself and maintains identity and stability while its
components face fluctuations caused by external influences. Autopoiesis enables them to use the
specification in their genomes to instantiate themselves using matter and energy transformations.
They reproduce, replicate, and manage their stability using cognitive processes. Cognition allows
them to process information into knowledge and use it to manage interactions between various
constituent parts within the system and its interaction with the environment. Cognition uses multiple
mechanisms to gather information from different sources, convert it into knowledge, develop a
history through memorizing the transactions, and identify new associations through their analysis.
Organisms have developed various forms of cognition.

GTI suggests a new schema-based approach to infusing current-generation information
technologies with a service-oriented architecture and added autopoietic and cognitive behaviors.
This approach aims to enhance safety and security by mimicking the self-regulating processes found
in biological systems.
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1.5. Structure of This Paper

The paper is structured as follows:

e  Section 2 examines the foundational issues with the current Internet architecture.

e  Section 3 reviews GTI and the service-oriented Internet proposed by Burgin and Mikkilineni and
its potential implementation architecture.

e  Section 4 discusses the implications of the new architecture and compares it with other
comparable approaches.

e  Section 5 presents observations and potential future directions.

2. Foundational Issues with the Current Internet

Today's computing processes have evolved to execute highly complex algorithms by processing
vast amounts of data, which in turn generate new representations of system knowledge. Here,
"knowledge" refers to the state of a system, including its various entities, their relationships, and the
evolution of these entities through interactions that alter their state.

These processes are executed using digital computing machines that implement stored program-
controlled Turing machines. A program, which embodies an algorithm, operates on data represented
as binary sequences (0s and 1s). An algorithm's "intent" is defined by its sequence of steps, but the
resources and time required to execute this intent depend on many factors outside the algorithm's
specification. Computing resources such as speed and memory critically influence the outcome of
execution. The nature of the algorithm itself also dictates the resources required.

While modern hardware and software architectures implement sophisticated algorithms to
model physical systems, reason about them, and control them, resource optimization to enhance
efficiency remains independent of the algorithm's power. Mark Burgin, in his book Super-Recursive
Algorithms [16], emphasizes that “efficiency of an algorithm depends on two parameters: power of
the algorithm and the resources used in the solution process. If the algorithm does not have access to
necessary resources, it cannot solve the problem under consideration.”

The efficiency of computation execution hinges on managing the dynamic relationship between
hardware and software, monitoring fluctuations, and adjusting resources accordingly.

The Turing machine initially started as a static, closed system, akin to a single cell in biology,
designed for computing algorithms corresponding to mathematical worldviews. Introducing an
operating system transforms the Turing machine's implementation into a workflow of computations.
Each process now behaves as a new Turing machine, managed by the operating system, which acts
like a series of management Turing machines dedicated to controlling other computing Turing
machines based on defined policies.

This dynamic is analogous to the evolution of multi-cellular organisms, where individual cells
establish common management protocols to achieve shared goals with shared resources. Operating
systems communicate with processes using shared memory, providing fault, configuration,
accounting, performance, and security management through abstractions like addressing, alerting,
mediation, and supervision.

Von Neumann's stored program-controlled implementation of the Turing machine ingeniously
provides a physical implementation of a cognitive apparatus to represent and transform knowledge
via data structures. This implementation allows information to flow between processing structures
at a velocity defined by the medium, where information represents the difference between two states
of knowledge.
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Figure 1. The digital gene — A Cognitive apparatus executing a process evolution specified by a
function or algorithm.

Turing computable functions also include algorithms that define neural networks, which are
used to model processes that cannot be described themselves as algorithms, such as voice recognition,
video processing, etc. Cognition here comes from the ability to encode how to mimic neural networks
in the brain, model, and process information just as neurons in biology do. Figure 2 shows the digital
neuron (executing the cognitive processes that cannot be specified in an algorithm) mimicking the
biological systems.
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Figure 2. Digital Neuron — A Cognitive apparatus executing the processes using neural network
algorithms.

Despite the successes mentioned in the introduction, foundational shortcomings cannot be
addressed without changing the computing model.

2.1. Resource Limitations and the Church-Turing Thesis

The Church-Turing thesis establishes boundaries on computing based on resource limitations.
All algorithms that are Turing computable fall within these boundaries, which state that “a function
on the natural numbers is computable by a human being following an algorithm, ignoring resource
limitations, if and only if it is computable by a Turing machine.” Turing computable functions are
those described by formal, mathematical rules or sequences of event-driven actions, such as
modeling, simulation, and business workflows. Unfortunately, in a distributed computing
environment, the availability and performance of software systems depend critically on available
resources. Managing the right computing resources (CPU, memory, network bandwidth, etc.) for
service transactions requires orchestration across diverse computing infrastructures, often owned by
different providers with varying incentives. This complexity adds to the cost of computing, with
estimates suggesting that up to 70% of current IT budgets are consumed for ensuring service
availability, performance, and security [20].

1.6. Challenges in Distributed Computing

The complexity of geographically distributed computing environments is compounded by
heterogeneous infrastructures and disparate management systems. In large-scale dynamic
distributed computations, supported by numerous infrastructure components, the increased
probability of component failures introduces non-determinism. For example, Google has observed
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emergent behavior [21] in their scheduling of distributed computing resources when dealing with a
large number of resources. This non-determinism must be addressed by a service control architecture
that separates functional and non-functional aspects of computing.

Fluctuations in computing resource requirements, driven by changing business priorities,
workload variations, and real-time latency constraints, demand a dynamic response to adjust
computing resources. Current reliance on various orchestrators and management systems cannot
scale in a distributed infrastructure without leading to vendor lock-in or requiring a universal
standard, which often stifles innovation and competition. Therefore, the evolution of processes
delivering application intent necessitates new computing, management, and programming models
that unify the management of computing resources and functional fulfillment [18,19,22].

Systems are continuously evolving and interacting. Sentient systems, which can feel, perceive,
or experience, evolve using a non-Markovian process, where the probability of a future state depends
on both the present state and prior state history. For digital systems to evolve and mimic human
intelligence, they must incorporate time dependence and historical context into their process
dynamics. Creating systems that can reason about themselves introduces challenges in ensuring
consistency and reliability. Self-referential systems can lead to paradoxes and inconsistencies, making
it difficult to guarantee their correctness. These systems are inherently complex, as they must handle
both primary tasks and meta-level reasoning about their operations, adding layers of complexity to
their design and implementation.

The search for self-organizing and self-regulating computers led to the vision of autonomous
computing structures, as stated by Paul Horn in 2001 [23]. He envisioned systems that manage
themselves according to an administrator’s goals, with new components integrating as effortlessly as
new cells in the human body. These ideas are not science fiction but elements of the grand challenge
to create self-managing computing systems.

Louis Barrett [24] highlights the differences between Turing machines implemented using von
Neumann architecture and biological systems. While the computer analogy built on von Neumann
architecture has been useful, classic artificial intelligence (or Good Old-Fashioned AI: GOFAI) has
had limited success, particularly in areas of cognitive evolution. Turing machines, based on
algorithmic symbolic manipulation, excel in tasks like natural language processing, formal reasoning,
planning, mathematics, and playing chess. However, they fall short in aspects of cognition that
involve adaptive behavior in changing environments.

Barrett suggests that dynamic coupling between various system elements, where changes in one
element influence others, must be accounted for in computational models that include sensory and
motor functions along with analysis. While such couplings can be modeled and managed using a
Turing machine network, the tight integration of observer and observed models with a description
of the “self” using parallelism and signaling, common in biology, remains a challenge.

In the next section, we discuss a new computing model derived from GTI that enables the
implementation of autopoietic and cognitive computing structures that are self-organizing and self-
regulating using a digital genome, just as living systems use the biological genome to build, operate,
and manage a living organism.

3. General Theory of Information and the Services-Centric Internet

In essence, the Internet provides a platform on which distributed software applications are
deployed, connecting people and devices, managing various workflows, and delivering a wide range
of services and information seamlessly across the globe. A distributed information processing
structure (application) is a collection of independent computation structures (micro- or mini- or
mega- services, immutable or mutable, stateless or stateful) that appear to its users as a single
coherent system executing functional requirements defined by business requirements. An example
is a three-tier application consisting of a web server, business logic executor, database etc., or a
machine learning stack. Distributed computing has evolved significantly, from client-server models
to modern cloud computing, enhancing efficiency in business processes through resource sharing.
However, this evolution brings challenges like resource contention, node failures, and security issues.
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Key attributes for designing distributed systems include resiliency, efficiency, and scalability.
Resiliency ensures reliable communication and resource management, efficiency focuses on optimal
resource utilization and coordination, and scalability allows systems to adapt to changing demands.
Despite advancements, as discussed in this paper, current systems struggle with data security and
resource management, highlighting the need for a new architectural foundation that addresses these
weaknesses. To address data security and resource management challenges in distributed
computing, a new architectural foundation should focus on dynamic management, real-time
monitoring, automated resource allocation, and end-to-end visibility. This includes implementing
unified dashboards, integrated security measures, fault tolerance, disaster recovery, and elastic
infrastructure. Additionally, adopting open standards and service-oriented architecture can enhance
interoperability and avoid vendor lock-in, ultimately providing a more robust, efficient, and secure
environment for distributed applications.

Burgin and Mikkilineni propose a new architecture derived from the General Theory of
Information (GTI) [18 p.149]:

"a new three-tier Internet architecture is suggested and its properties are explored. It is oriented
at improving the security and safety of the Internet functioning and providing better tools for
interaction between consumers and Internet services. The suggested architecture is based on
biological analogies, innovative computational models, such as structural machines and grid
automata, as well as on the far-reaching general theory of information. The advantages of the
suggested technological Internet architecture are explained in comparison with the traditional one.

The suggested approach leads to three directions of its further development. One is the
advancement of the theoretical models getting a more exact picture of information processes in big
and small computational and communication networks.

Another direction goes into the technological realization of the theoretical findings and practical
ideas discussed here.

One more direction is the synthesis of suggested Internet architecture with name-oriented
networking or named data networking (NDN) because many of the Internet’s problems are related
to names and naming [25,26].”

In this paper we discuss how these ideas from GTI have helped in designing, deploying,
operating, and managing distributed software applications addressing the foundational
shortcomings of the current Implementations. We argue that the two implementations using the
structural machine and the knowledge structures derived from GTI [22,27,28] address the
foundational shortcomings mentioned in this paper.

Natural and Machine Intelligence

The General Theory of Information (GTI) [29-34] provides a unified framework that connects
the physical, biological, and digital realms through the concept of information. This theory elucidates
how machines and Al can be designed to emulate the cognitive and adaptive functions of biological
systems.

Material structures are the physical entities that exist in the material world, governed by
interaction forces that follow the laws of matter and energy transformation. Their evolution adheres
to either classical Hamiltonian equations or quantum Schrddinger equations, depending on the
nature of the structures. According to GTI, ontological information includes the structure, function,
state in phase space and its evolution which is crucial for understanding how these structures and
functions develop over time. Ontological information contains the difference between various states
of material structures.

GTI posits [27,33] that biological systems have evolved to process epistemic information
received through their senses, converting it into mental structures (knowledge) that guide self-
organization and self-regulation. Information acts as a bridge between material structures (physical
entities), mental structures (knowledge created by biological systems), and digital information
processing structures (Al and digital computing machines). This bridge facilitates the transfer and
transformation of information across different domains. Figure 3 depicts GTI view of information
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processing in biological systems where knowledge is stored in the form of associative memory and
event-driven transaction history.
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Figure 3. Knowledge representation using symbolic, sub-symbolic, and super-symbolic information
processing structures.

Biological systems receive the knowledge required to build, operate, and manage their life
processes through their genomes. Genomes encode the instructions for the synthesis of proteins that
perform various functions within cells. The structure and function of these systems are represented
and processed using symbolic information processing structures in the form of genes. Genes are
composed of sequences of nucleotides (adenine (A), cytosine (C), guanine (G), and thymine (T) in
DNA; uracil (U) replaces thymine in RNA). These sequences encode amino acids, which are the
building blocks of proteins. This can be seen as symbolic information processing by genes. On the
other hand, neurons can be considered as sub-symbolic information processing structures. Neurons
communicate via synapses, and their interactions form networks that underpin learning and
memory. These structures receive information through their senses and update their knowledge
using sub-symbolic information processing structures in the form of neurons. When neurons are
activated by sensory signals, they wire together to create or update knowledge stored as associative
memory and event-driven transaction history.

To maintain structural stability and interact with their environment, biological systems leverage
enhanced cognition through super-symbolic information processing structures in the form of the
neocortex. The neocortex is involved in higher-order brain functions such as sensory perception,
cognition, spatial reasoning, conscious thought, and motor commands. It uses higher-level
knowledge that integrates various knowledge updates received through the senses. The General
Theory of Information (GTI) provides a schema and associated operations to depict knowledge
representation in the form of named sets or fundamental triads. Knowledge is represented as a multi-
layer network of entities, their relationships, and behaviors, which change when events alter the
system's state.

Biological systems manage their functional stability amid fluctuations and instabilities. They
make sense of observations and take action using past experiences while observations are still
ongoing, optimizing their structure and functional performance. These systems utilize associative
memory and event-driven interaction history to make decisions and act effectively.

Digital information processing structures are designed to replicate the functions of mental
structures in machines. Figure 4 depicts how digital symbolic, sub-symbolic, and super-symbolic
information processing structure can be used to build, deploy, operate, and manage distributed
software applications.
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The General Theory of Information (GTI) [19,33] provides a framework that can also model
distributed software applications. In this context, the specification of the structure and functions of a
distributed software system is defined by its functional and non-functional requirements, along with
best practice policies represented as workflows (Digital Genome). Each software component operates
as a process with inputs and outputs, similar to a cell in biological systems. These software
components function as a society of multi-layered, hierarchical networks of cells, each executing
individual processes while collaborating through shared knowledge. They maintain structural
stability and interact with their environment using advanced cognitive capabilities.

GTI enables the design of self-organizing and self-regulating distributed software systems that
can interpret their observations and take actions while the observations are still ongoing. This allows
them to optimize their structure and functionality using associative memory and event-driven
interaction history. On the next section, we discuss the prototype implementation of a video on
demand (VoD) service as a distributed software application whose structure and functions are
deployed, operated and managed using the associative memory and event-driven transaction
history.

4. Discussion

Mikkilineni et al., have implemented a prototype of VoD service [22] using the architecture
described in Burgin Mikkilineni Paper [18]. As stated in the conclusion of their paper [22], they
demonstrated the implementation of the “knowledge representation to construct, operate, and
manage a society of autonomous distributed software components with complex organizational
structures. The new approach offers practical benefits such as self-regulating distributed application
design, development, deployment, operation, and management. Importantly, these benefits are
independent of the infrastructure as a service (IaaS) or platform as a service (PaaS) used to execute
them, promising a versatile and adaptable solution.

Event-driven interaction history allows for real-time sharing of business moments as
asynchronous events. The schema-based knowledge network implementation improves a system’s
scalability, agility, and adaptability through the dynamic control and feedback signals exchanged
among the system’s components. This architecture separates the traditional sensing, analysis, control,
and actuation elements for a given system across a distributed network. It uses shared information
between nodes and the nodes that are wired fire together to execute collective behavior.”

The video of the implementation describing the use of associative memory and event-driven
transaction history is available [35] at Digital Genome Implementation Presentations. In this paper,
we discuss two extensions implemented; i) that improve the security of the communication between
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various entities in the distributed application, and ii) deployment of components distributed in two
cloud infrastructures (Amazon Web Services (AWS) and Google Cloud Platform (GCP).

Figure 5 depicts the various entities and their relationships. Each entity is a containerized process
which executes various actions based on the knowledge from the digital software genome
specification when input is received and sends relevant messages to other wired entities depending
on the shared knowledge. The wired nodes fire together to execute collective behavior. In this
implementation, the entities of interest are the users and the videos they use from the video content.
The user interface management entity manages the user interaction workflow and the video server
entity manages the video service delivery workflow. The service workflow manager uses the wired
nodes to coordinate the communication across the knowledge network consisting of event managers
and associative memory and event-driven interaction history captured in a graph database. As
discussed in Burgin-Mikkilineni paper [19], security is implemented by using private key public key
pair and ssh connection management. Each entity uses a private key and shares a public key with
other entities with which it is wired.

Digital Genome-Driven Software
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Figure 5. Video on demand service implementation by Mikkilineni et al, [35] using the digital-genome
specification discussed.

The deployment and operation scenario is as follows:

1. The autopoietic manager (APM) receives the list of containerized entities from a docker image
repository, and their resource requirements for deployment such as which cloud, credentials,
node and edge connection map, etc.

2. APM deploys the containers as services in the designated clouds and provides the URLs and
connection map to the cognitive network manager (CNM) which sets up the connections of the
wired nodes.

3. The service workflow manager coordinates the service node communications using wired
connections.

4.  The structural events are captured by the event manager and the associative memory and event-
driven interaction history are captured in the graph database. Similarly, workflow events
dealing with users and videos are captured by the workflow event manager and the associative
memory and the interaction-based history are updated in the graph database.

5. If deviations occur from normal behavior, the autopoietic and cognitive network managers
correct the structural and workflow deviations based on best-practice policies.

The resultis a digital genome based software application which is deployed over multiple clouds
and its self-regulation is at the service layer independent of IaaS and PaaS providers. The structure is
designed based on business requirements. For example, based on recovery time and position
objectives (RTO and RPO) the structure can have redundant components on different clouds and
auto-failover, auto-scaling, and live migration provide service continuity.
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In addition, the workflow associative memory and event-driven interaction history allow us to

derive history-based analytics. For example, each user’s behavior is captured and similarly each
video history is captured as shown in Figure 6.
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5. Conclusions

Mark Burgin's General Theory of Information (GTI) is a comprehensive framework that aims to
unify various forms and manifestations of information:

Super-Symbolic Computing: GTI introduces the concept of super-symbolic computing, which
goes beyond traditional symbolic and sub-symbolic computing to incorporate knowledge
structures and cognizing oracles. Examples include the autopoietic manager and the cognitive
network manager implemented in the VoD prototype.

Digital Genome: GTI provides a model for a digital genome, which specifies the operational
knowledge of algorithms executing software life processes. Structure, function, and causal
behaviors are represented as a hierarchical multi-layer network with nodes executing various
functions and communicating with other nodes using shared knowledge.

Autopoietic and Cognitive Behaviors: By modeling the knowledge representation in biological
systems, GTI explains the manifestation of autopoietic (self-maintaining) and cognitive
behaviors. A similar knowledge representation schema enables software systems to exhibit these
behaviors, enhancing their resilience and adaptability. A comparison of this approach with
conventional approach has been discussed extensively [19,33]. The foundational shortcomings
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pointed out in this paper are addressed with the schema-based approach where the computer
and the computed work harmoniously to augment human intelligence with machine
intelligence.

As Cooper points out [36], "Computation is about information, and potentially equipped to
model the way in which the basic causality of our universe respects and transports information." The
General Theory of Information (GTI) bridges the material, mental, and digital worlds with a new
model of a society of computational processes running in networks of networks (such as the Internet)
as distributed, reactive, agent-based, and concurrent computation. The transformation of information
into knowledge, stored as associative memory and event-driven interaction history, allows us to not
only understand how biological systems use knowledge but also to build a new class of digital
automata with autopoietic and cognitive behaviors. Knowledge of structure, function, and causal
behaviors are derived from information and its representation in the form of associative memory and
event-driven interaction history enables self-organization and self-regulation in both biological
systems and digital automata.
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