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Abstract: Many blockchain-based crowdsourcing frameworks currently struggle to address the
high costs associated with on-chain storage and computation effectively, and they lack a quality-
driven incentive mechanism tailored to bounding box annotation scenarios. To address these
challenges, this paper proposes CrowdBA: a low-cost quality-driven crowdsourcing architecture.
The CrowdBA utilizes the Ethereum public blockchain as the foundational architecture and
develops corresponding smart contracts. First, by integrating Ethereum with the InterPlanetary File
System (IPES), storage and computation processes are shifted off-chain, effectively addressing the
high costs associated with data storage and computation on public blockchains. Additionally, the
CrowdBA introduces a Dynamic Intersection over Union Weighted Bounding Box Fusion (DWBF)
algorithm, which assigns dynamic weights based on IoU to infer true bounding boxes, thereby
assessing each worker's annotation quality. Annotation quality then serves as a key criterion for
incentive distribution, ensuring fair and appropriate compensation for all contributors.
Experimental results demonstrate that the operational costs of each smart contract function remain
within reasonable limits; the off-chain storage and computation approach significantly reduces
storage and computation expenses, and the DWBF algorithm shows marked improvements in
accuracy and robustness over other bounding box fusion methods.

Keywords: ethereum blockchain; smart contract; crowdsourcing; bounding box annotation;
bounding box fusion algorithm

1. Introduction
1.1. Background

Bounding box annotation is crucial for training models in object detection, image recognition,
and machine learning, as it provides essential ground-truth data that enhances the model’s ability to
learn and interpret visual information efficiently [1,2]. With the rapid advancements in deep learning
and artificial intelligence, there is an increasing demand for vast amounts of high-quality annotated
data [3,4]. In practice, businesses and research institutions often outsource data annotation tasks to
centralized data labeling companies, which then hire workers to perform the annotations. However,
this centralized approach presents several challenges: First, centralized data annotation companies
are responsible for handling and storing large volumes of sensitive information. Should
vulnerabilities exist in the data management or storage systems, this can lead to unauthorized access,
data theft, or leakage, thereby increasing the risk of data breaches [5,6]. Additionally, incentive
distribution is often controlled by the company, making it difficult to ensure fair compensation for
workers, which can dampen their motivation. Blockchain technology, with its decentralized,
transparent, and immutable characteristics, has been widely applied in fields such as Information
traceability [7], IoMT [8], and the Supply Chain [9]. When applied to crowdsourcing systems,
blockchain offers distinct advantages in data security, transparent incentive distribution, and trust
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management. By employing decentralized storage and data encryption, blockchain reduces the
security risks associated with centralized data storage, mitigating the potential for insider-driven data
leaks [10]. Furthermore, blockchain-based smart contracts automate and transparently manage
incentive distribution, ensuring that rewards are allocated fairly and according to predefined rules,
thereby enforcing contract terms accurately and effectively [11]. Finally, through distributed
consensus, blockchain establishes a decentralized trust foundation that enables efficient collaboration
between task providers and participants without the need for mutual trust, significantly enhancing
the system’s reliability and user engagement [12].

1.2. Related Work

Extensive research has been conducted on blockchain-based crowdsourcing architectures in
recent years. Shu Yang proposed a Web 3.0-based data annotation service platform that uses
blockchain technology to securely store user information and transaction records, while applying
game theory to optimize pricing strategies and maximize utility for all parties. However, due to the
high cost of smart contract execution, the platform employs a consortium blockchain architecture,
limiting its decentralization and security. Additionally, the platform lacks a quality-driven incentive
mechanism, which can hinder the assurance of high-quality annotation services for requesters [13].
Witowski et al. introduced a platform named Marklt for collaborative annotation of medical imaging
data, which incorporates blockchain technology. Its token-based incentive distribution system
improves participation and annotation efficiency but lacks the ability to assess annotation accuracy,
restricting its applicability to collaborations among medical experts or teams and limiting its
scalability to broader public crowdsourcing tasks [14]. The research team led by Zhu Xiangrong
developed FactChain, a platform designed for cross-organizational knowledge sharing and fusion. It
uses a truth inference algorithm to assess the credibility and quality of shared knowledge, thus
providing quality-driven incentives to contributors. However, as FactChain operates on a consortium
blockchain, there is room for improvement in its security [15]. Li M et al. developed CrowdBC, a
platform built on the Ethereum public blockchain to support decentralized task management and
verification. It employs a reputation management system and time-locked deposit mechanism to
incentivize contributions. Nevertheless, CrowdBC relies on manual review to verify submission
quality, which incurs high costs and fails to protect workers from potential exploitation by requesters
who might undervalue their contributions [16].

Building on the principles outlined above, this paper aims to develop CrowdBA, a low-cost,
quality-driven crowdsourcing architecture for bounding box annotation. The main contributions of
this study are as follows:

e Design a CrowdBA architecture for bounding box annotation using the Ethereum public
blockchain as the underlying framework. By developing corresponding smart contracts and
integrating the Ethereum public chain with the InterPlanetary File System (IPFS), we shift
storage and computation off-chain, reducing the high costs associated with data storage and
computation on the blockchain and improving scalability;

e  Develop a DWBF algorithm based on Intersection over Union (IoU) for dynamically weighted
bounding box fusion. This algorithm infers a true bounding box based on the annotations
provided by workers, allowing for the evaluation of each worker's annotation quality.
Annotation quality serves as a crucial factor for incentive allocation, ensuring fair reward
distribution based on the accuracy of each worker’s contributions;

e Deploy the developed smart contracts on the Ethereum test network to assess the cost-
effectiveness of each functional contract, validating the protocol’s practical feasibility. We also
evaluate the accuracy of the DWBF algorithm, demonstrating its effectiveness in producing
high-quality annotations.

This paper is divided into six chapters. The structure is as follows: Section 2 reviews the relevant
concepts of blockchain and smart contracts. Section 3 details the design of CrowdBA architecture.
Section 4 outlines the implementation steps of the DWBF algorithm. Section 5 presents performance
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and accuracy testing of the smart contracts and DWBF algorithm. Finally, Section 6 concludes the
paper and discusses future research directions.

2. Preliminary
2.1. Blockchain and Smart Contracts

Blockchain is a decentralized, distributed ledger technology, structured as a chain of blocks
linked sequentially through cryptographic hash functions. Each block connects to its predecessor,
forming an immutable chain that guarantees data security and transparency [17,18]. As shown in
Figure 1, each block consists of a block header and a block body. The block header includes the hash
value of the previous block (parent hash), which ensures continuity and integrity across the
blockchain. The block body stores transaction data in a Merkle tree structure, generating a Merkle
root to enable efficient verification of transaction integrity within the block [19]. This structure
upholds blockchain immutability: if any data in a block is tampered with, all subsequent blocks
would require recalculation and validation, significantly raising the cost of malicious modifications
and thereby enhancing blockchain security.Smart contracts are auto-mated protocols implemented
on the blockchain, allowing contract terms to be executed automatically according to predefined rules
and conditions. This automation, combined with blockchain’s decentralized architecture, eliminates
the need for intermediaries and ensures the transparency and efficiency of contract execution,
enabling multi-party collaboration in a trustless environment [20,21].

=]
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TxHash ‘ GasLimit ‘ GasUsed
Merkle root
Hash Calculation Process
Hash 1234 Block body
Merkle tree N ‘ Hashl ‘ ‘ Hash2 ‘ ‘ Hash3 ‘ Hash4 ‘ ‘ ‘
e
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Previous block Current block Latter block
Figure 1. Block Structure.

2.2. Types of Blockchain

Blockchain can be categorized into three main types—public, consortium, and private
blockchains—based on differences in access permissions, consensus mechanisms, and data
transparency [22-25]. Table 1 provides a systematic comparison of these blockchain types. Public
blockchains offer the highest degree of decentralization and security, facilitating transparent and
decentralized data management in environments where trust among participants is absent.
Consortium blockchains, managed by specific organizations or groups, reduce decentralization and
are maintained by pre-approved nodes. Due to the limited number of nodes, consortium blockchains
achieve higher performance than public blockchains, although they require some level of trust
between nodes, making them suitable for collaborative scenarios involving multiple organizations.
Private blockchains are designed for single-entity applications, with one organization fully
controlling the network. They offer the best processing speed and transaction throughput but the
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least transparency, as data remains internal, posing a risk of internal abuse. Given the crowdsourcing
activities inherently rely on widespread public participation, this architecture utilizes the Ethereum
public blockchain as the underlying architecture. Through a well-designed smart contract, this
architecture achieves high decentralization, security, and transparency while managing gas fees
within user-acceptable limits.

Table 1. Blockchain Types.

Public Blockchain Consortium Blockchain Private Blockchain
Participants Anyone Members Internal access only
Consensus Mechanism PoW / PoS / DPoS RAFT / PBFT / IBFT RAFT / PBFT / IBFT
Bookkeepers All nodes Consortium members Individual
Incentive Mechanism Required Optional N/A
Degree of Decentralization ~ Fully decentralized Multi-centralized Centralized
Security High Medium Low
Cost High Medium Low
Transparency Public Consortium-only Internal only
Mbps 20-100 tx/s 1,000-10,000 tx/s 10,000-100,000 tx/s
Typical Use Cases Crypto, DeFi, NFTs  Cross-org payments, SCM Internal audit, data mgmt

3. CrowdBA Architecture
3.1. Architecture Design

The proposed CrowdBA architecture is illustrated in Figure 2. The CrowdBA uses Ethereum as
its foundational framework and employs crowdsourcing as the method for bounding box annotation,
the core functionality of the system. Key roles include the requester, worker, storage server, and smart
contract. The roles and primary functions within this crowdsourcing architecture are detailed below:
1. Requester: Defined as the initiator of crowdsourcing tasks for bounding box annotation on the

blockchain. Any user on the blockchain can post crowdsourcing tasks through CrowdBA,
becoming a requester.

2. Worker: Defined as the executor of crowdsourcing tasks for bounding box annotation on the
blockchain. Users can claim appropriate tasks within the CrowdBA to perform annotations,
receiving incentives provided by the requester in return.

3.  Storage Server: Composed of Ethereum and IPFS (InterPlanetary File System). IPFS is a
distributed protocol for file storage, sharing, and retrieval. The system generates a content
hash (CID, Content Identifier) for each data item through hash computation, which uniquely
identifies the data within the IPFS network. Annotation tasks and results are stored and
exchanged via IPFS, alleviating storage burdens on the blockchain.

4. Smart Contract: The smart contract plays a pivotal role in ensuring algorithm transparency and
automating incentive distribution. It is responsible for recording and verifying data, executing

predefined incentive distribution rules, and managing the posting and acceptance of tasks.

Requesters create smart contracts containing specific task terms and deploy them on the
Ethereum blockchain. Bounding box annotation workers interact with the smart contract to apply for
and complete tasks. Ultimately, the smart contract evaluates each worker's contribution to the task
and distributes incentives accordingly.
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Figure 2. CrowdBA architecture.

In this paper, we assume that a requester D; has published a contract instance € via a contract
factory, which consists of a set of tasks T = {14, 73, ..., 7y}, Where 7; represents the i-th bounding
box annotation task. Suppose there are K workers, represented as W = {94, 03, ..., 0}, and worker
0; is interested in a subset T; € T of tasks and applies to participate. Requester D assigns a subset
of annotation tasks S = {143, T5,.., T;,} € T; to each worker. Each worker W; is assigned a
weight representing their quality contribution. The requester D defines an IPFS node for distributed
storage of both the tasks T and the data results generated by workers W.

Let 3 denote the minimum dynamic weight threshold for worker participation in the DWBF
(Dynamic Weighted Bounding Box Fusion) algorithm. If the Intersection over Union (IoU) weight of
the task t; submitted by worker p; is below 1, their annotation on data t,, fails to meet the
quality requirement. The ground truth bounding box t;, for data 7, is computed based on the
weights w; of each worker, followed by the calculation of each worker’s reward R;, which is then
distributed by the smart contract as an incentive. The symbols and their definitions used in CrowdBA
are listed in Table 2.

Table 2. Symbols and Definitions.

No. Symbol Definition
1 T, Tiask Task set, eligibility verification task group
’ ;o Bounding box annotation task, ground truth of bounding
rom box
3 D Requester
4 W, o Worker set, eligibility worker
5 c Contract instance
6 v Minimum weight threshold
7 R Worker reward
8 S, Sy Contract parameters, task parameters
9 . . M Data submission deadline, reward calculation deadline,
endls “end2 maximum number of workers
10 Descy Task description
11 Ady, Adg, Ady Task address, requester address, worker address
12 H, Data hash



https://doi.org/10.20944/preprints202411.2183.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 28 November 2024 d0i:10.20944/preprints202411.2183.v1

3.2. Design of Smart Contract

The CrowdBA architecture implements its functionality through two smart contracts, each
encompassing core functions: the Factory Contract and the Task Contract. This section focuses on the
seven key processes of the smart contracts within the CrowdBA architecture, detailing the functions
and core operations at each stage. The stages and core functions are illustrated in Figure 3.

© O)\ = —

AN = =
| Requester Workers Factory Contract Task Contract
Task Group Creation 3_ 1. Create a contrai:r instance "“| create TaskGroup() :
2. Add incentives to contra¢ts _ deposit()
Qualification Verification . ] i i
3. Add a qualified worker address o] addWorker()

submitHash()

submitCID()

' 6. Submit the relt;ult hash address >m

Task Submission

4.iSubmi‘r the hash addresé after CID encryption |

Data Integrity Verification

5. Submit CID N

Data Integration andComputation
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Incentive Distribution » rewardDistribution()
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N

Figure 3. Smart Contract Workflow Diagram.

1. Task Group Creation Stage: The requester D; calls the task group creation function, entering
contract parameters Sy through the factory contract to dynamically create and manage each
task contract instance C. Task parameters S, are stored by the requester on IPFS. By
encapsulating task group creation logic within the factory contract, the smart contract enables
modular task management and data encapsulation. Each task group T; exists as a distinct
contract instance (;, simplifying management and interaction. A payable staking function is
defined within the contract to allow the requester D; to add incentives R at any time; without
sufficient R, the contract may fail to attract workers W. The contract and task parameters are
defined as follows:

{ Sr = {tendl,tendz,M} )

Sp = {Descr, Titask » W, R}

2. Eligibility Verification Stage: During eligibility verification, worker g; reviews task parameters
Sy to examine the requester-defined task group T; and the eligibility verification tasks T gs.
This task set includes image data, annotation requirements, and a corresponding one-
dimensional array < Img;, >. Worker g; assesses factors such as task difficulty and
annotation cost to decide whether to accept the task. Upon acceptance, the worker extends
Tirqsk Off-chain into a list of six-element arrays in the format <
Img;p,label, Xyin, Yimin Xmax> Ymax >, compiling the annotation results Tj;,s, and submitting
them for requester review. After confirming the worker’s qualification, the requester calls the
add-worker function to add the worker’s address Ady, to the eligible workers mapping. This
function can only be invoked by the contract creator D; and only workers recorded in this

mapping can call the data submission function to proceed with annotation tasks. As shown in


https://doi.org/10.20944/preprints202411.2183.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 28 November 2024 d0i:10.20944/preprints202411.2183.v1

Figure 4, eligibleWorkers is a mapping from addresses to Boolean values, storing the addresses
of workers qualified to submit data. The eligibility verification function first checks that the
caller is the contract deployer and that the number of eligible workers is below the maximum
limit. Only when these conditions are met can the Function 1 be executed. Upon a successful
call, the provided worker address Ady, is set to true, and the current worker count increments

by one.

Function 1: AddWorker
input: workerAddress
output: workerAdded <« true

1. if (msg.sender == owner) then

2. if (currentEligibleWorkers < maxWorkers) then

3. [eligibleWorkers] «— workerAddress
currentEligibleWorkers + 1
workerAdded < true;

4. else

5. Return error;

6. else

7.  Return error;

8. End

3. Task Submission Stage: When the first eligible worker g; with address Ady, is added to the
eligible workers mapping, the contract enters the task submission stage. The requester D; uses
an off-chain client to send a set of images and the corresponding one-dimensional annotation
array < Img,p > fortask T; to g; for annotation. After completing the annotation for task
T;, 0; submits the annotation results in a six-element array format <
Imgp, label, Xyin, Vinin Xmaxr Ymax > denoted as Tipesye, to the IPES system, which returns a
Content Identifier (CID). The CID serves as both the address and root hash of the Merkle
Directed Acyclic Graph (DAG) representing the content in IPFS. The CID generation process is
shown in Equation (2): data is divided into 256KB blocks, Data = {By, By, ..., B,}. Each data
block B; is hashed to produce a unique identifier 4 = H(B;). These hash values are then
recursively hashed to construct a Merkle tree until reaching the root node, where the root hash
(the topmost unique node) serves as the unique identifier for the entire dataset. The hash value
h}(kﬂ) at the highest level k + 1 is the CID.

K9 =H®B). k=0
2
WD =1 (h 1), k>0 @

4. Data Integrity Verification Stage: The smart contract enters the data integrity verification stage
when either the time reaches t,,4; or the number of workers who have submitted hash values
Hy reaches K . In this stage, workers are required to call the Function 2, uploading the CID
generated during the task submission stage to the smart contract for verifying the actual IPFS
content. The smart contract then performs a hash calculation on the received CID to ensure data
integrity and authenticity. The data integrity verification process is illustrated in Figure 5. In the
CID submission function, the smart contract first checks that the caller has not previously
submitted a CID and ensures that the function can only be invoked when the current time has

reached t,.,4; or the number of workers who have submitted data meets the threshold K .
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Within the function, the Keccak-256 hash function is called to convert the worker’s CID into a
256-bit byte hash value H; . This hash value is then compared to the hash submitted by the
caller during the task submission stage. If the values match, the CID is stored in the submitted
array, and a CID submission event is triggered. Finally, the function returns true, indicating

successful submission; otherwise, it returns false, indicating a failed submission.

Function 2: CIDSubmission
Input: CID
Output: CIDSubmitted «— ture

If (currentTime > timeEnd1) then
If (maxWorkers > submittedWorkers) then
If (WorkerSubmissions[msg.sender] = NULL) then
If (Keccak-256(CID) = H,) then
[CIDSubmission] «— CID
submittedWorkers + 1
CIDSubmitted «— ture;

N

else
Return error;

else

© ® N

Return error;
10. else

11. Return error;
12. else

13. Return error;

5.  Data Integration and Computation Stage: After confirming that the hash value H; submitted
by worker g; matches the previously submitted IPFS address CID, the hash H; is added to
the array of successfully submitted CIDs. Workers g; on the blockchain can use the CID
viewing function to access all verified CIDs for the current task. They then retrieve the
corresponding T esyie data from the IPES system and perform an off-chain computation using
the pre-defined data integration algorithm. This integration calculation produces a list of
binary arrays < Ady, R >, representing each worker's blockchain address and the
corresponding incentive allocation. Once the integration calculation is complete, the worker
uploads the result to the IPFS system, generating a new CID. Worker g; then applies a
Keccak-256 hash function to this CID, obtaining a hash value H,, which is uploaded to the
computation result submission function. The smart contract then aggregates all submitted hash
values into a set S = {Hy1, Hyp, ..., Hgm}. Since all workers are incentivized to protect their
interests and due to the irreversible nature of hash functions (making it difficult to deduce the
original data from the hash), each worker is motivated to perform the integration computation
to ensure their rewards. The details of the DWBF (Dynamic Weight Bounding box fusion)
computation process will be elaborated in Section 4. The final data integration result is
determined by the hash value Hy; that appears most frequently in the submissions, according

to the following formula:
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Hy = arg max count(h) 3)

6. Incentive Distribution Stage: When the time reaches t,,4, or the number of workers who
submitted H; reaches K, the smart contract transitions into the incentive distribution stage.
At this stage, a designated on-chain worker g; must upload the original data, containing
multiple binary arrays < Ady, R > before the CID hash processing. This data represents each
worker’s address Ady, and the corresponding incentive allocation for the task. The incentive
distribution function within the smart contract will automatically execute the distribution of

rewards to each worker W based on the pre-defined incentive allocation scheme.

Task Assignment
Workerl Worker2 Worker3
{Imgl, Img2 Img4.Img5} {Img2, Img4 Img6 Img8} {Img2, Img4,Img7.Img9}
{} Tasks Labeled by Workers
Labeling Results Imgl Img2 Img3 ‘ Img4 Img5 Img6 Img7 Img8 Img9%

& Repeated Data Extracted
Filtered Data Img2 Img4 Img5S

Figure 4. Illustration of the Annotation Quality Verification Method.

Cost of storage

18
--@--On-Chain L
5] -~ Off-Chain
’,c’
12
w -
=]
@] ,:‘0’
L] ,-'
& 94
£ o
v ',"
6 e
o'w
276 .-
2~ oﬁ
0.61 0.67
0 Q------- e T T @-----e- R )
5 10 15 20 25 30

Number of:Bounding Boxes (N)

Figure 5. Comparison of On-Chain and Off-Chain Storage Costs.

4. Quality-Driven Incentive Mechanism

This section provides a detailed description of how the DWBF (Dynamic Intersection over Union
Weighted Bounding Box Fusion) algorithm is used to verify the quality of bounding box annotations
provided by workers. By evaluating each worker’s contributions based on both workload and
annotation quality, this approach enables the system to fairly distribute incentives, rewarding
workers proportionally according to their performance. Section 4.1 introduces the bounding box
annotation quality verification method, while Section 4.2 elaborates on the DWBF algorithm and the
quality-driven incentive mechanism.
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4.1. Bounding Box Annotation Quality Verification Method

The requester incurs a cost for each annotated dataset; therefore, redundant annotations increase
overall costs. To balance cost and benefit, this paper employs redundant annotation as a quality
verification method. The core concept is to enhance the accuracy of the final annotations by increasing
annotation redundancy. Specifically, the requester categorizes bounding box annotation tasks based
on data complexity and accuracy requirements, identifying which data requires repeated annotations
and how many repetitions, and assigns these tasks to various workers.

First, by introducing redundancy in annotations, the mechanism reduces individual annotation
errors and biases. The DWBF algorithm assigns dynamic weights to each bounding box, producing
more accurate results. Secondly, since workers are unaware of which data will undergo redundant
annotation, they must treat each task seriously to avoid incentive loss, thus enhancing their
accountability. Furthermore, by implementing a task stratification mechanism, which allocates
worker resources based on data complexity and precision needs, annotation efficiency is
improved.Finally, the quality-driven incentive mechanism, coupled with the DWBF algorithm,
prevents the risk of unfairly undervaluing workers' contributions under subjective judgment. As
shown in Figure 4 images such as Img2, Img4, and Img5 are annotated by two or more workers. For
all data with repeated annotations, the collected results are processed through the DWBF algorithm
described in Section 4.2 to determine the true bounding boxes and labels for each object in every
image. This outcome is used to assess each worker’s annotation quality and allocate incentives based
on their performance.

4.2. DWBF Algorithm and Quality-Driven Incentive Mechanism

The CrowdBA architecture focuses on bounding box annotation, a method for identifying
objects within images using rectangular boxes and labels. In such annotations, the location of each
target object is defined by the coordinates of the rectangle’s top-left corner (X,in, Ymin) and bottom-
right corner (X;4x) Ymax), While the category of the object is indicated by an associated label. The
architecture employs a fixed encoding algorithm rather than advanced machine learning or deep
learning algorithms. The primary reason for this choice is the consistency offered by fixed encoding
algorithms, which generate identical outputs for the same input data. This consistency ensures that
all participants produce the exact same hash values when operating on identical datasets. In contrast,
machine learning or deep learning algorithms, due to random initialization and training processes,
may yield slight variations in outputs even when applied to the same dataset. These minor
discrepancies can lead to significantly different hash values, making it challenging to ensure result
consistency. By storing the hash values of computed results on the smart contract and verifying them,
the architecture guarantees transparency, fairness, and immutability in the evaluation process.

Typically, regions with the highest bounding box density are more likely to represent the true
bounding box. To enhance accuracy and consistency in annotation tasks, this architecture introduces
a Dynamic Intersection over Union Weighted Bounding Box Fusion (DWBF) algorithm. This
algorithm integrates the consistency among annotators by assigning dynamic weights based on the
Intersection over Union (IoU) metric. Specifically, the algorithm calculates the average IoU between
each annotator’s bounding box and those provided by all other annotators. Bounding boxes with
higher IoU values are assigned greater weights, increasing their influence on the final result and
reducing the impact of malicious annotations. This approach quantitatively measures annotation
consistency among annotators. The calculation process is as follows:

1. IoU Calculation: Assume the coordinates of bounding box B; are (x;;,¥i1, X2, Vi), and the
coordinates of a bounding box C]-l within a cluster C; are (x7,¥1, X1, ¥12), which correspond to
(Xmins Ymin» Xmax» Ymax)- The Intersection over Union (IoU) value between each bounding box B;
and bounding boxes €/ within cluster C; is calculated in three steps: First, calculate the
coordinates of the intersection region using Equation (3). Next, calculate the area of the
intersection region using Equation (4). Finally, calculate the IoU value using Equation (5):
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{xinterl = max(x;1,%;1)
Xinterz = max(Xy, Xp3)

_ 3)
{y interl — max(y Y 11)
Vintera = max(yl.z, ylz)
Ainter = max(O, Xinter2 — xinterl) * max(O, Yinter2 — :Vinterl) (4)
A; A;
IoU(B;, Cl- _ finter _ inter 5
( ' ]) Aunion ABi + ACi - Ainter ( )

2. Cluster Computation: Assume we have a set of annotated bounding boxes B = {By, By, ..., B, }.
Each bounding box B; needs to be assigned to a cluster. For each bounding box B; € §3, we
calculate its IoU value with all existing bounding boxes in each cluster. Suppose there are
currently m clusters {C;,C;, ..., C;,}, and each cluster C; contains a set of bounding boxes {le
, Cjz, ) CJ"} For each bounding box B; € f, iterate through clusters G where the number of
bounding boxes is at least k, and calculate the IoU value with all bounding boxes in the cluster
using Equation (6). Identify the maximum IoU value IoU;;. If IoU;; exceeds a specified

threshold, add B; to cluster Cj, otherwise, create a new cluster Cp,,;.
IoU;; = max (IoU(B- ct ) (6)
j ; %

3. IoU Dynamic Weight Calculation: For each bounding box B; provided by annotator g;, the
sum of IoU values with all other bounding boxes within cluster C; is calculated pairwise. The
final weight w; of g; is then computed using Equation (7). The bounding box with the
highest weight in the cluster, C [ js selected as its first member.

N
eezjﬂ,jﬂloU(Bi,Bj)
w; =

)

¥V ef 21, j=k 10U (Br.B))

where e is an exponential enhancement coefficient, N is the number of
bounding boxes in cluster C;.
4. Weighted Bounding Box Calculation: Let cluster C; contain n bounding boxes, where the
dynamic IoU weight score of the i-th bounding box is w;, and its coordinates are given by

[x,inin, Xaser Virins y,i,Lax]. The coordinates of the weighted bounding box are calculated as follows

in Equation (8):
X _ ?’:1 Xpin O;
min — N
ity 0
N i
X _ Zi=1Xmax Wi
max — N
Ditq 0; ®)
N i
_ 4i=1 YVmin®Wi
Ymin = N
i=1 Wi
N i
_ &i=1 Ymax®i
Ymax = N

i=1 Wi
5.  Label Calculation: For each cluster, a weighted summation is performed on the labels L; of all
bounding boxes within the cluster, along with their corresponding weights ;. The total
weight score for each label is accumulated, and the label L, with the highest cumulative

weight is selected as the final label for the cluster. This process is described in Equation (9):
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L, = arg max Z w; 9)
{i|L;=L}

6. Incentive Calculation: The incentive allocation for each worker aligns with their contribution
and tiered incentive mechanism based on a composite score. First, the IoU and F1-score metrics
are weighted in the evaluation of bounding boxes to compute each worker’s composite score
S; using Equation (10). Workers are then grouped into different levels based on their
composite scores, with incentives or penalties applied according to score ranges, as shown in
Equation (11). If a worker’s composite score S; < i, they are classified as low-scoring and
receive no incentive; If Y; < S; < ,, they receive a partial incentive based on their score but
face a progressive penalty; the lower the score, the higher the deduction, thus creating a
positive incentive structure. If S; = {,, high-scoring workers receive both their earned
incentive and a bonus from the penalty pool, encouraging consistent high-quality annotations.
This structure encourages workers to maintain high annotation quality while ensuring fair and
tiered incentive distribution based on performance metrics.

2Precision; * Recall;

Si = ax10U; + * Flscore; = @ » [oU; + [ « Recall; + Recall; (10)
where a and B are weights for each metric, with a + 8 = 1.
( Rl', Si < lpl
V2 =S
S; * 1—P*<—> , Y, <5 <Y,
¥, =¥
R; =< (11)
( o ) S +ZS P (lpz_s") S >V
* * | —— , P =
\ ZjeH Si total L k LPZ _ lpl i 2

Where P is the maximum penalty rate, S,;,; is the total project incentive, H is the set of workers
with scores S; = W¥,, M is the set of workers with scores W; < §; <W¥,, ¥, and ¥, are the quality
threshold values required by the project.

5. Experiments and Evaluation
5.1. Experimental Setup

For the system configuration, this study used the following hardware and software
environment: an Intel(R) Core(TM) i5-7200U CPU @ 2.50 GHz processor, 16GB of RAM, and 1TB of
storage, running on Windows 11 64-bit.

We developed smart contracts using Solidity 0.8.0 and compiled them in the Hardhat
environment. To comprehensively evaluate and test the contract functionalities, we deployed them
on Ethereum's Sepolia test network. Sepolia effectively simulates the Ethereum mainnet, ensuring
the reliability and scalability of experimental results. For user interaction with the smart contracts,
we used MetaMask, an Ethereum browser extension, allowing users to manage accounts and conduct
transactions seamlessly via a browser. Connection to the Ethereum nodes was facilitated by Infura’s
service, which simplified access without the need to operate a full node, ensuring a stable network
connection.During the experiments, a local IPFS daemon connected to the IPFS network was run.
IPFS was used to store tasks and data, generating unique file hashes for data permanence and
traceability. These files were persistently stored on the IPFS network through pinning.

This experimental setup enabled the evaluation of gas costs for the smart contracts, a comparison
between off-chain IPFS storage and on-chain storage and computation in terms of resource usage,
and a performance assessment of the DWBF algorithm against other algorithms, demonstrating the
superiority of the proposed architecture.
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5.2. Smart Contract Execution Costs

Under the experimental setup outlined above, we deployed the smart contracts and measured
their gas consumption to evaluate the CrowdBA framework’s performance. Gas consumption was
used as a metric to assess computational resource usage, testing and analyzing the contract’s usability
and efficiency.

In blockchain-based smart contract applications, gas consumption directly impacts efficiency
and cost. To optimize the deployment process for task management contracts and avoid high costs
associated with repetitive contract deployments by each requester, we adopted a factory contract
model. By centralizing the deployment of the factory contract and task management contract, a single
deployment suffices, significantly reducing overall gas consumption. Traditional task management
contract deployment, typically involving complex logic, required up to 1,794,289 gas. However, the
factory contract deployment cost was reduced to 610,596 gas. Subsequently, requesters only need to
call the task group creation function (createTaskGroup), which further reduces gas consumption to
298,186 gas, eliminating the high costs of redeploying the entire task management contract.

Using the October 3, 2024, price of Ethereum (ETH) at $2,447.12 and a base gas fee of 4.62 gwei,
we calculated the operational costs. The primary functions and their associated gas costs are shown

in Table 3:
Table 3. Gas Consumption and Execution Costs for Contract Functions.
Contract Function Gas Used ETH Value Cost($)
Factory.sol createTaskGroup 298186 0.00137761 3.37
deposit 2848 0.00001315 0.03
addWorker 52151 0.00024093 0.59
TaskContract.sol submitHash 51381 0.00023738 0.58
submitCID 13113 0.00006058 0.15
submitResultHash 120999 0.00055901 1.37
rewardDistribution 12000/person 0.00005544 0.14

The data in Table 2 indicates that the cost of calling each function within the smart contracts is
well-controlled, with gas consumption remaining within reasonable limits. Given current ETH
values, the contract’s execution costs are relatively low, offering high economic efficiency and
scalability in large-scale applications. The low gas consumption for individual functions is largely
due to the shift of some storage and computation processes off-chain using the IPFS system for
storage management. This architecture significantly reduces on-chain storage and computation
burdens, effectively controlling the gas costs of function calls and enhancing overall performance and
operational efficiency of CrowdBA.

5.3. On-Chain vs. Off-Chain Resource Consumption

In the execution of smart contracts, gas consumption serves as a key indicator of computational
efficiency and economic cost. This study experimentally analyzed the gas consumption associated
with processing varying amounts of data in both on-chain and off-chain operational modes.

As illustrated in Figure 5, there is a marked difference between on-chain and off-chain storage
costs. On-chain storage costs increase linearly with the scale of data (number of bounding boxes),
ultimately reaching $16.5 when the number of bounding boxes hits 30. In contrast, off-chain storage
costs remain relatively stable, fluctuating only slightly between $0.61 and $0.67. This significant
disparity is primarily due to the difference in storage methods. In a conventional on-chain storage
model, the system must store all image IDs and their corresponding hashes, resulting in rapidly
increasing resource consumption as data volume grows. However, with the off-chain storage solution
used in this architecture, only the IPFS root hash (CID, Content Identifier) is stored on-chain. The CID
is relatively short and fixed in length, and therefore gas consumption remains low, regardless of data
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volume. This approach significantly alleviates on-chain storage demands and reduces storage-related
gas costs, enhancing cost-effectiveness, particularly when handling large-scale data.

Figure 6 compares on-chain and off-chain computation costs. As shown, the on-chain
computation cost increases exponentially with the number of bounding boxes, reaching $174.71 when
the count reaches 35. Conversely, the off-chain computa-tion cost remains stable at $1.88, unaffected
by the number of bounding boxes. This disparity arises because increasing the number of bounding
boxes leads to higher computational complexity and, subsequently, greater gas consumption for on-
chain processing. In contrast, the off-chain approach uses a more efficient method. In this architecture,
only two primary functions are needed: submitHash and submitResultHash, which upload the
Keccak-256 hash of the computation results and the computation data itself. The submitHash
function consumes 48,712 gas, while submitResultHash consumes 118,330 gas, totaling 167,042 gas.
Since the hash length is fixed at bytes32, off-chain computation consumption remains con-stant
regardless of bounding box quantity. Consequently, the off-chain computa-tion method effectively
conserves on-chain computational resources, enhanced the scalability and cost-efficiency of

CrowdBA.
Cost of calculation
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Figure 6. Comparison of On-Chain and Off-Chain Computation Costs.

The experimental results demonstrate that this combined on-chain/off-chain architecture
substantially reduces gas costs. Compared to traditional on-chain processing, this architecture
significantly lowers the storage and computation burden on the blockchain, avoiding cost increases
associated with data scaling. Off-chain processing maintains a consistently low cost, while on-chain
processing is minimized to essential confirmation operations. Thus, the overall architecture not only
ensures security but also greatly enhances the economic efficiency and scalability of CrowdBA.

5.4. Comparison of Bounding Box Fusion Algorithms

This dataset is based on the Microsoft COCO (Common Objects in Context) dataset, a widely
used dataset for computer vision tasks, primarily applied in object detection, segmentation, keypoint
detection, and image captioning. COCQO’s main feature is its complex scenes with contextual
information, where objects appear in diverse poses and perspectives and interact with other objects
in real-world settings. This makes COCO one of the core benchmarks in computer vision research.
For this experiment, we selected 2,369 images from the COCO dataset. Eleven deep learning object
detection models were used to annotate these images with bounding boxes, selecting standard boxes
with confidence scores above 0.5, and simulated additional bounding boxes to create a test dataset,
while the ground truth bounding boxes for each image served as the validation set. The dataset covers
79 object categories, focusing on bounding box annotation. Each image contains between 10 and 125


https://doi.org/10.20944/preprints202411.2183.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 28 November 2024 d0i:10.20944/preprints202411.2183.v1

15

object bounding boxes, totaling 67,924 annotated boxes. This dataset allows a comprehensive
evaluation of detection accuracy, bounding box overlap, and model robustness in varied scenarios.
Due to the crowdsourced nature of the bounding box annotations in CrowdBA, there is no
concept of a “score” for each bounding box, meaning confidence scores are not available. Traditional
Non-Maximum Suppression (NMS) algorithms typically select the bounding box with the highest
score as the reference box and remove other boxes with high overlap. However, in the absence of
score information in CrowdBA, it is not possible to prioritize boxes based on scores, necessitating a
random strategy to select reference boxes. This study compares several post-processing algorithms
for object detection, including Random Non-Maximum Suppression (Random-NMS), Random Non-
Maximum Weighted (Random-NMW), and the DWBF algorithm at different IoU thresholds. Key
evaluation metrics include Precision (reflecting false positive rates), Recall (reflecting missed
detections), average F1-score, and mean IoU, assessing these algorithms' performance on the COCO

dataset. The comparison of bounding box fusion algorithms is shown in Figure 7.
Algorithm accuracy index
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Figure 7. Comparison of Bounding Box Fusion Algorithms.

The results show that the DWBF algorithm demonstrates significant advantages across several
key metrics under all threshold conditions:

e  For Mean IoU, the DWBF algorithm consistently performs stably, particularly at higher IoU

thresholds (70%-85%);

e Regarding Mean Precision, DWBF experiences minimal declines across different thresholds,

performing notably well at low to mid-range thresholds (45%-65%);

e In terms of Mean Recall, DWBEF is slightly lower than Random-NMS and Random-NMW but
remains within an acceptable range;

e Overall, DWBF achieves a significantly higher Mean Fl-score than the other methods,
particularly at low to mid IoU thresholds.

These experimental results highlight DWBF’s exceptional performance in object detection tasks,
striking a balance between precision and recall by reducing missed detections while maintaining high
accuracy. Additionally, the algorithm exhibits strong robustness in high IoU thresholds, providing
more accurate estimations of bounding box overlap, making it well-suited for high-precision object
detection in complex scenes.

6. Conclusions

The CrowdBA addresses the challenge of high costs in crowdsourced bounding box annotation
on blockchain and introduces a fair incentive scheme tailored to bounding box annotation tasks. By
integrating IPFS for off-chain storage and computation, the CrowdBA effectively alleviates issues of
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blockchain storage overload and computational constraints, ensuring data permanence and reduced
costs. The DWBF algorithm, which dynamically assigns weights to bounding boxes based on IoU,
infers true bounding boxes and accurately evaluates worker contributions. Through the
implementation of related smart contracts, CrowdBA achieves fair and transparent incentive
distribution, creating a low-cost, quality-driven environment for bounding box annotation tasks on
the blockchain. Experimental analysis demonstrates the economic efficiency of this framework,
significantly reducing gas consumption and showing that the DWBF algorithm outperforms
traditional methods on key metrics such as Mean IoU, Precision, and F1-score. Future research may
explore blockchain consensus algorithms [26-28] or Layer 2 scaling solutions [29-31] to further
reduce on-chain operational costs and enhance the scalability of the CrowdBA architecture.
Additionally, extending the annotation model to include speech labeling [32], semantic segmentation
[33], and sentiment labeling [34] could provide more efficient and reliable data support for Al and
machine learning applications.
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