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Abstract: This paper offers an in-depth analysis of the role of the Internet of Things (IoT) in fire safety
systems, emphasizing fire detection, localization, and evacuation. Through a bibliometric analysis,
we identify pivotal research trends and advancements in IoT-based sensors and devices. We discuss
the integration of emerging technologies to enhance fire safety system performance and delve into the
primary network architectures and communication protocols vital for efficient IoT-based fire safety
systems. The paper concludes by highlighting challenges, research gaps, and prospective directions
for IoT in fire safety.

Keywords: Internet of Things (IoT); fire safety systems; fire detection; fire localization; evacuation;
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1. Introduction

The Internet of Things (IoT) has ushered in a transformative era, enabling devices, sensors, and
actuators to interconnect and autonomously facilitate data collection and exchange. This paradigm,
originating from basic peer-to-peer connections, has evolved profoundly with the rise of the World
Wide Web and mobile devices. Kevin Ashton, during his tenure at MIT in 1999, introduced the term
"IoT" [1].

By 2024, projections suggest that the global IoT device count will approach 60 billion, a significant
increase from the 15 billion in 2015 [2,3]. The expansive growth of IoT, with roots in early innovations
like the telegraph, is depicted in Figure 1, capturing its milestones from 1830 to the anticipated
developments in 2024.

While IoT’s applications are vast, its profound impact on fire safety systems is undeniable. The
increasing global fire incidents, coupled with urbanization challenges and the intricacies of modern
infrastructure, necessitate advanced fire safety solutions. IoT-based fire safety systems, integrating
cutting-edge sensors, devices, and communication protocols, emerge as a beacon of hope. They
promise enhanced efficiency in fire management, from detection to evacuation, bolstered by real-time
data analytics.

However, a comprehensive grasp of IoT-based fire safety systems remains elusive. This paper
endeavors to address this gap, presenting both a bibliometric and systematic survey. Our primary
research questions are:

1. What are the main research topics, categories, and trends in the application of IoT for fire detection,
localization, and evacuation stages, as revealed by a bibliometric analysis?
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2. What are the latest advancements in IoT-based fire safety sensors and devices? Which emerging
technologies are making strides in this domain, and how do they augment the performance,
efficiency, and effectiveness of fire safety systems?

3. Which network architectures and communication protocols are predominant in IoT-based fire
safety systems, ensuring attributes like low latency, scalability, reliability, and security?

4. What are the primary challenges, research gaps, and potential future directions in the development
and deployment of IoT-based fire safety systems?

Distinct from recent surveys [4–10], our contributions are manifold. We offer a bibliometric
analysis of the IoT-based fire safety literature, delve into the integration of emerging technologies, and
thoroughly investigate suitable network architectures and communication protocols, as shown in Table
1:

1830s
Invention of the Telegraph

1920s
Nikola Tesla predicts 
smart devices 

1990
John Romeky makes first 
toast via Internet

2020
Number of IoT devices 
reach 31 billion

2nd half of 19th Century
First M2M applications

1980s
Vending machine as first 
smart device ever

1999
Kevin Ashton  introduced 
the term IoT

2024
Number of IoT devices 
reach 60 billion

Figure 1. Timeline of IoT Developments

Table 1. Comparison with other surveys, where ✓: cover the topic, ✗: does not cover the topic, and@✓
cover partially

Study Bibliometric Analysis Systematic Review Sensors & Devices Emerging Technologies Protocols Network Architecture

[4] @✓ @✓ @✓ ✗ ✗ ✗

[5] @✓ @✓ ✓ ✗ ✗ ✗

[6] ✗ @✓ @✓ ✗ ✗ ✗

[7] ✗ @✓ ✗ ✗ ✗ ✗

[8] ✗ @✓ @✓ ✗ ✗ ✗

[9] ✗ @✓ ✗ ✗ ✗ ✗

[10] ✗ @✓ ✗ ✗ @✓ ✗

Ours ✓ ✓ ✓ ✓ ✓ ✓

To address our research questions, we adopted a multifaceted approach: bibliometric analysis,
literature review, online searches, and insights from our professional experiences. We utilized
VosViewer for the bibliometric analysis and sourced literature from diverse research databases.

In our online searches, we prioritized credible sources by assessing website reputations and the
credentials of authors. Our firsthand experiences in the field complement and deepen our research. It’s
worth noting, however, that our study is primarily anchored in English-language sources and leans
towards academic and industry viewpoints, which may present certain limitations.

This paper unfolds as follows: In Section 2, we delve into a bibliometric analysis, shedding light
on the landscape of IoT-based fire safety literature, pinpointing key contributors, seminal works, and
prevailing research trends. Section 3 offers systematic reviews of selected scientific articles. Section
4 introduces pivotal sensors and devices in IoT-based fire safety, alongside emerging technologies
poised to bolster fire safety measures. Section 5 provides an in-depth exploration of communication
protocols and network architectures tailored for IoT fire systems, emphasizing design considerations.
Section 6 discusses prevailing challenges, research gaps, and potential avenues for future exploration
in the realm of IoT-based fire safety. We draw our conclusions in Section 7.
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2. Bibliometric Analysis

The objective of this section is to reveal the opportunities and challenges associated with using
IoT for building fire detection, localization, and evacuation by providing quantitative insights through
bibliometric analysis. This study allows for a statistical examination of research trends and facilitates
a thorough understanding of the challenges and requirements associated with IoT applications in
building fire detection, localization, and evacuation. Figure 2 outlines the analysis methodology
employed in the bibliometric research section. The process begins with data collection and retrieval
from the research database.

We utilized the Scopus database in this research due to its comprehensive coverage of
interdisciplinary research and journal papers. Scopus is an extensive database of academic research
encompassing a broad array of disciplines, including science, technology, medicine, social sciences,
and arts and humanities. Its interdisciplinary nature is particularly beneficial for research projects
like this paper, as it includes content from various fields. Moreover, Scopus comprises journal
articles, conference papers, book chapters, and other forms of scholarly literature, making it an
all-encompassing source for research papers.

Figure 2. Analysis Methodology

Our bibliometric analysis is structured into three stages to delineate the author’s keywords map
for each stage in the building fire event. These stages include Detection, Localization, and Evacuation,
representing the sequential progression from fire detection, and identification of the emergency location,
to evacuation from the building. The keywords were selected based on evaluations of previously
published literature [11–15]. To identify related journal articles, these chosen keywords were employed
to search within the titles, abstracts, and keywords sections. The search was limited to publications
from 2010 to 2022 in the fields of engineering and computer science, and to articles in the English
language. Subsequently, a bibliometric analysis was utilized to examine the statistical properties of
articles focused on IoT for fire emergency research. This quantitative bibliometric study employed
citation mapping and author keyword co-occurrence. VOSviewer software, capable of executing and
visualizing a map of co-occurrence authors, keywords, and citations, was selected for bibliometric
analysis [11,12].

2.1. Detection Stage

In this section, we present the results of the detection stage, focusing on author keywords
co-occurrence and citation analysis in the context of IoT applications for fire events.

2.1.1. Author Keywords Co-occurrence

Journal publications related to IoT applications for fire events were collected using keywords
such as "Internet of things" OR "IoT," "Fire," and "detection" in the Scopus database. The results for
stage one (detection) are depicted in Figure 3.
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Figure 3. Author Keywords Co-occurrence Stage One

Based on the author keywords of 219 academic publications selected for analysis, a keyword
co-occurrence network was created using VOSviewer. The minimum number of keyword occurrences
was set to 1 to include all 795 author keywords. Furthermore, the 50 keywords with the highest
total link strength were chosen for display in the map. Semantically similar terms were merged to
enhance the map’s outcomes. The keyword co-occurrence network, comprising 249 links, a total link
strength of 409, and 50 keyword clusters, identifies the main study areas for IoT applications in fire
detection. The keyword clusters are divided into three categories: IoT (blue and turquoise clusters),
machine learning/deep learning (red and purple clusters), and sensor (yellow and green clusters). The
keywords from the co-occurrence network are listed in Table 2.

Category One: IoT (blue and turquoise clusters)

As depicted in Figure 3, numerous studies have explored IoT in fire detection. The IoT clusters
form the largest cluster on the author keywords co-occurrence map, featuring frequent keywords
such as drone, security, video processing, Raspberry Pi, edge computing, blockchain, and forest fire.
This cluster of studies indicates that IoT is essential for fire detection in the construction and building
industries. Table 2 shows the average occurrence for the word “IoT” is 128 with a total link strength of
165.

Category Two: Machine learning/ Fire detection (red and purple clusters)

Machine learning is a vital technique for processing fire detection data. Clusters display author
keywords related to machine learning, classification, feature extraction, integrate and fire, event-driven,
deep learning, fire detection, energy efficiency, disaster management, and image classification. The
word "machine learning" has been studied for its use in fire detection data processing, with an
occurrence of 8 and a total link strength of 25. The word "deep learning" has also been investigated in
fire detection research, with an occurrence of 18 and a total link strength of 27.

Category Three: Sensor (yellow and green clusters)

Sensors play a crucial role in IoT for fire detection. Various sensor types significantly contribute
to fire detection, allowing timely detection and preventing potential disasters. The word "sensor" has
been used in research over the past 12 years with an occurrence of 12, "fire sensor" with an occurrence
of 4, "wireless sensor network" with an occurrence of 29, and "temperature sensor" with an occurrence
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of 4. These clusters include words such as monitoring, GPS, and Wi-Fi, which have been used in fire
detection research.

Table 2. Detection Stage

Keyword Occurrences Total Link Strength
Anomaly detection 4 10
Arduino 7 16
Binarized neural network (bnn) 1 14
Blockchain 4 4
Classification 2 17
Computer-aided design 1 14
Convolutional neural network 3 6
Deep learning 18 27
Disaster management 8 14
Drone 4 10
Edge computing 11 24
Energy efficiency 6 9
Event driven 1 14
Feature extraction 2 17
Fire detection 25 48
Fire sensor 3 2
Fog computing 9 18
Forest fire 4 8
Forest fire detection 4 8
Full-wave rectifier (fwr) 1 14
Fuzzy logic 5 10
Gas sensor 3 4
Gps 6 10
Gsm 7 10
Hardware/software co-design 1 14
Image classification 4 9
Image processing 5 9
Industry 4.0 3 6
Integrate and fire (iaf) 1 14
Intrusion detection 3 4
Iot 128 165
Localization 4 9
Lora 4 8
Lorawan 7 19
Low-noise amplifier (lna) 1 14
Lpg 3 5
Machine learning 8 27
Monitoring 3 10
Multilayer perceptron (mlp) 1 14
Raspberry pi 6 10
Security 6 11
Sensor 12 24
Smart cities 9 21
Temperature sensor 4 7
Ultra-low power (ulp) 1 14
Video processing 3 5
Voice activity detection (vad) 1 14
Wearable electronics 1 14
Wifi 2 4
Wireless sensor network 29 48

2.1.2. Citation Analysis

Citation analysis for the chosen papers was performed to identify significant publications on IoT
for fire detection. The top ten cited documents are shown in Table 3. The documents were classified
based on the three categories of the author occurrence map: IoT, Machine learning/ Fire detection,
and Sensor. For instance, documents 1 and 2 are related to security and surveillance with IoT, which
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belong to category one. Publications number 3, 4, 5, 6, 7, and 9 belong to category one as they discuss
smart cities and intelligent systems.

Table 3. Most 10 Cited Documents in Detection Stage

Study Citations Links
[16] 2018 178 3
[17] 2019 124 6
[18] 2018 92 8
[19] 2020 89 0
[20] 2019 80 4
[21] 2019 79 0
[22] 2016 77 0
[23] 2020 63 3
[24] 2016 50 0
[25] 2018 46 1

Paper number 8 is classified with categories one and two, as it relates to image processing and
fire detection. Paper number 10 is related to IoT, fire detection, and fuzzy logic, belonging to categories
one, two, and three.

2.2. Localization Stage

In this section, we present a comprehensive analysis of the localization stage in IoT applications
for fire detection, focusing on the co-occurrence of author keywords, and the citation analysis of
prominent publications.

2.2.1. Author Keywords Co-occurrence

Using the Scopus database and keywords such as "Internet of Things" OR "IoT," "Fire," and
"localization," journal articles related to IoT applications for fire events were identified. Figure 4
presents the results of the second stage (localization). VOSviewer was employed to generate a keyword
co-occurrence network based on the author keywords of 12 academic articles selected for analysis. The
software requires at least one keyword occurrence to generate the total number of author keywords,
which is 174. Furthermore, 50 keywords with the highest overall link strength were chosen for
visualization on the map. To improve the map’s output, all phrases with the same semantic meaning
were combined. Figure 4 displays a map of keyword co-occurrence for 50 of the 174 author keywords.
This network, consisting of 508 links, 550 total link strength, and 50 keyword clusters, represents the
primary research topics for IoT applications in fire localization. The keyword clusters are divided into
three categories, each with a distinct color: IoT/localization (blue clusters), fire/emergency responders
(red clusters), and deep learning/data acquisition (green clusters). Table 4 contains a list of terms
derived from the co-occurrence network.

Figure 4. Author Keywords Co-occurrence Stage Two
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Table 4. Localization Stage

Keyword Occurrences Total Link Strength
IoT 11 74
Localization 10 52
Deep learning 4 29
Deforestation 3 11
Sensor nodes 3 12
Wireless sensor network 3 14
Data acquisition 2 23
Emergency responders 2 29
Emergency services 2 7
Genetic algorithms 2 9
Human 2 29
Indoor positioning systems 2 9
Iterative methods 2 9
Learning algorithms 2 23
Rescue personnel 2 29
Air navigation 1 23
Carbon dioxide 1 23
Controlled fires 1 23
Environmental information 1 19
Environmental parameter 1 19
Feedforward neural networks 1 19
Fire 1 23
Fire detection systems 1 23
Fire extinguishers 1 23
Flame detection 1 23
Forecasting 1 19
Indoor air pollution 1 23
Integrated solutions 1 23
Integrated systems 1 23
Learning systems 1 19
Location-based service 1 23
Long short-term memory 1 19
Object detection 1 13
Multilayer neural networks 1 19
Multivariate time series 1 19
Occupancy predictions 1 19
Parametric calibration 1 19
Position and orientations 1 23
Prediction analysis 1 19
Real time data acquisition 1 19
Real-time interventions 1 23
Remote monitoring 1 23
Risk management 1 23
Robots 1 23
Sensing technology 1 23
Sensors and actuators 1 19
Smoke 1 23
Support vector machines 1 19
Time series 1 19
Video processing 1 23

Category One: IoT (blue clusters)

Numerous studies, as seen in Figure 4, have explored the potential of IoT in fire localization. The
IoT and localization clusters are the largest on the author keywords co-occurrence map, including
related terms such as deforestation, sensor nodes, object detection, wireless sensor networks, genetic
algorithms, iterative methods, indoor positioning systems, and emergency services. This cluster of
research demonstrates that IoT is valuable for fire localization in the construction and building sectors,
thus facilitating a timely response. The average number of occurrences of "IoT" is 11 with a total link
strength of 74, while the average number of occurrences of "localization" is 10 with a total link strength
of 52.
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Category Two: Deep Learning/Data Acquisition (green clusters)

Deep learning is a critical technique for analyzing fire location data. Author keywords related to
learning algorithms, environmental parameters, environmental information, sensors and actuators,
multilayer neural networks, support vector machines, learning systems, occupancy prediction,
prediction analysis, long short-term memory, time series, feedforward neural networks, forecasting,
and real-time data acquisition and image classification are organized into clusters. The term "deep
learning" has been investigated for its potential as a data processing technique for fire location data,
with an occurrence of 4 and a total link strength of 29. Additionally, the author used the term "data
acquisition" in studying fire localization, with an occurrence of 2 and a total link strength of 27.

Category Three: Fire/Emergency Responders (red clusters)

Fire localization and rapid emergency responses are crucial aspects that IoT can enhance. IoT
sensors play a vital role in fire localization, allowing for the prompt identification of a fire’s source,
thereby preventing potential disasters caused by fires. The authors used the term "emergency
responders" with an occurrence of 2 and a total link strength of 29. These clusters include terms such
as fire, fire detection systems, fire extinguishers, controlled fires, flame detection, rescue personnel,
human, indoor pollution, carbon dioxide, risk management, real-time interventions, remote monitoring,
sensing technology, smoke, air navigation, robots, integrated solutions, and location-based services.

2.2.2. Citation Analysis

Citation analysis for the selected papers was conducted to identify significant publications on IoT
for fire localization. Table 5 displays the top ten most frequently cited documents. Based on the three
categories of the author occurrence map (IoT, Deep Learning/Data Acquisition, and Fire/Emergency
Responders), the documents were categorized. For example, publications 2, 3, 7, and 8 discuss data
collection and data analysis relevant to category (2). Furthermore, articles 1, 4, 5, and 9, which discuss
indoor localization and localization based on the use of wireless network systems, are related to
category (1). Additionally, papers number 6 and 10 belong to category (3) because they deal with
emergency responders. This citation analysis not only highlights the key publications in each category
but also demonstrates the interconnected nature of these research areas and their collective contribution
to the advancement of IoT-based fire localization systems.

Table 5. Most 10 Cited Documents in Localization Stage

Study Citation Link
[26] (2020) 17 0
[27] (2018) 12 0
[28] (2021) 11 0
[29] (2019) 6 0
[30] (2018) 3 0
[31] (2021) 2 0
[32] (2022) 1 0
[33] (2021) 1 0
[34] (2022) 0 0
[35] (2022) 0 0

2.3. Evacuation Stage

This section presents an analysis of academic publications related to IoT applications for fire
evacuation, focusing on author keywords co-occurrence, and citation analysis.

2.3.1. Author Keywords Co-occurrence

A bibliometric review was conducted on journal articles related to IoT applications for fire events
using the Scopus database, with keywords such as "Internet of things" OR "IoT" and "Fire" and
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"Evacuation." The third stage (evacuation) is presented in Figure 5. Using the author keywords of
the 24 academic publications selected for analysis, VOSviewer was employed to create a keyword
co-occurrence network. A total of 288 author keywords were generated, each with a minimum
occurrence of one. The 50 keywords with the highest total link strength were selected for display on
the map. The final map was refined by merging phrases with the same semantic meaning. Figure 5
presents a map of keyword co-occurrence for 50 out of the 288 author keywords, featuring 464 links,
548 total link strengths, and 50 keyword clusters. These clusters are categorized into three groups: IoT
(blue clusters), data handling (red clusters), and fire/fire evacuation (green clusters).

Category One: IoT (blue clusters)

Research efforts in the realm of IoT for fire evacuation are evident in Figure 5. The IoT cluster
is the largest, accompanied by terms such as evacuation system, fire detection system, emergency
services, wireless sensor network, hazards, building evacuation, emergency response, and intelligent
buildings. These studies indicate that IoT is an effective tool for fire evacuation in the building sector.
The term "IoT" has an average occurrence of 19 and a total link strength of 99.

Figure 5. Author Keywords Co-occurrence Stage Three

Category Two: Data handling (red clusters)

Effective data handling is crucial for a smooth fire evacuation process. This category encompasses
author keywords related to emergency evacuation, disasters, smart cities, data analytics, reference
architectures, electric sparks, social networking online, spark, proposed architectures, emergency traffic
control, disaster prevention, pollution, smart data analytics, disaster management, vehicle actuated
signals, implementation models, Hadoop, big data, disaster resilient smart city, advanced analytics,
and geo-social media analytics. In the context of IoT, the term "data handling" has been investigated
concerning fire evacuation data, with an occurrence rate of 3 and a total link strength of 38.

Category Three: Fire/fire evacuation (green clusters)

Optimizing fire evacuation strategies is a critical area where IoT can contribute significantly. IoT
sensors play a vital role in quickly identifying fire sources, minimizing potential disasters caused by
fires, and determining the most efficient evacuation routes from a building. The terms "fire" and "fire
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evacuation" are used by authors, each with occurrences of 10 and 4, and total link strengths of 49 and
20, respectively. This category includes terms such as smoke, complex building, intelligent systems,
sensor networks, information management, real-time systems, smart firefighting, fire extinguishers,
deep learning, artificial intelligence, user interface, BIM, closed-circuit television, and visualization.

2.3.2. Citation Analysis

To identify crucial articles on IoT for fire evacuation, citation analysis of the selected papers was
conducted. Table 6 lists the 10 most frequently cited documents. These publications were categorized
based on the three groups—IoT, data handling, and fire/fire evacuation—identified in the author
keyword co-occurrence map. For example, publications 3, 5, 6, and 7 pertain to group (1) as they
discuss IoT for fire detection, smart evacuation services based on IoT, and emergency response systems
for building fire hazards. Articles 2, 4, 8, 9, and 10, which cover BIM, Artificial Intelligence, and safety
monitoring systems, are associated with group (3). Lastly, paper number 1 belongs to group (2) as it
focuses on big data analytics in the context of fire evacuation.

Table 6. Most 10 Cited Documents in Evacuation Stage

Study Citation Link
[21] (2019) 79 0
[36] (2018) 66 0
[37] (2015) 30 1
[38] (2019) 28 2
[39] (2020) 19 0
[40] (2019) 15 0
[41] (2017) 14 1
[42] (2022) 11 0
[43] (2021) 7 0
[44] (2020) 5 1
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Table 7. Evacuation Stage

Keyword Occurrences Total Link Strength
IoT 19 99
Fire 10 49
Fire evacuation 4 20
Fire extinguishers 4 26
Real time systems 4 24
Wireless sensor network 4 11
Artificial intelligence 3 18
Building evacuation 3 8
Data handling 3 38
Emergency services 3 15
Evacuation systems 3 15
Fire detection systems 3 12
Sensor networks 3 21
Smoke 3 13
User interfaces 3 23
BIM 2 10
Closed circuit television 2 12
Complex buildings 2 16
Deep learning 2 16
Disasters 2 30
Emergency evacuation 2 30
Emergency response 2 8
Hazards 2 7
Information management 2 17
Intelligent buildings 2 6
Intelligent systems 2 13
Internet 2 6
Smart cities 2 26
Smart firefighting 2 17
Visualization 2 10
Advanced analytics 1 24
Architecture 1 24
Big data 1 24
Data analytics 1 24
Disaster management 1 24
Disaster prevention 1 24
Disaster resilient smart city 1 24
Electric sparks 1 24
Emergency traffic control 1 24
Geo-social media analytics 1 24
Hadoop 1 24
Implementation models 1 24
Pollution 1 24
Proposed architectures 1 24
Reference architecture 1 24
Smart data analytics 1 24
Social media analytics 1 24
Social networking (online) 1 24
Spark 1 24
Vehicle actuated signals 1 24

2.4. Interpreting Trends and Future Implications

2.4.1. Potential for Interdisciplinary Research

Based on the bibliometric analysis of the document, we can observe several trends and potential
future implications in the field of IoT applications for fire safety:
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2.4.2. Increasing Role of IoT in Fire Safety

The analysis shows a significant focus on IoT (Internet of Things) in the context of fire safety. This
trend is likely to continue as IoT devices become more sophisticated and widespread. We can expect
future research and development to focus on enhancing the capabilities of IoT devices in detecting,
localizing, and responding to fire emergencies.

2.4.3. Integration of Machine Learning and Deep Learning Techniques

The bibliometric analysis also highlights the integration of machine learning and deep learning
techniques in fire safety applications. These techniques can help improve the accuracy and efficiency
of fire detection and localization. Future research might delve deeper into the application of these
techniques, exploring ways to optimize their performance in real-world scenarios.

2.4.4. Importance of Efficient Data Handling

The analysis underscores the importance of efficient data handling in IoT applications for fire
safety. This is particularly relevant in the context of real-time fire detection and evacuation, where
timely and accurate data processing can significantly impact the outcome. Future studies might focus
on developing more efficient data handling and processing algorithms for these applications.

2.4.5. Role of Sensor Nodes and Wireless Sensor Networks

The analysis indicates a significant focus on sensor nodes and wireless sensor networks in the
context of fire safety. These technologies play a crucial role in detecting and localizing fire incidents.
Future research might focus on enhancing the performance and reliability of these technologies,
possibly through the integration of advanced machine learning techniques or the development of new
sensor technologies.

The bibliometric analysis suggests a potential for interdisciplinary research in this field. The
integration of IoT, machine learning, data handling, and sensor technologies requires expertise in
multiple disciplines, including computer science, engineering, and fire safety. This interdisciplinary
approach can lead to more innovative and effective solutions for fire safety.

As depicted in Figure 6, the key trends identified from the bibliometric analysis are interconnected,
with IoT in Fire Safety serving as the overarching theme. The increasing importance of Machine
Learning and Deep Learning techniques is evident, as they enhance the capabilities of IoT devices in
fire safety applications. Efficient Data Handling emerges as a crucial element, particularly for real-time
fire detection and evacuation, indicating a likely focus for future research. Sensor Nodes and Wireless
Sensor Networks play a pivotal role in detecting and localizing fire incidents. The integration of
IoT, machine learning, data handling, and sensor technologies necessitates expertise across multiple
disciplines, highlighting the potential for interdisciplinary research in this field.
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Figure 6. Trends and Future Implications based on Bibliometric Analysis

3. Systematic Review

This systematic review aims to provide a comprehensive survey of the current state of research
on IoT-based fire safety systems, focusing on emerging technologies and advancements in sensors,
devices, and communication protocols.

3.1. Detection Stage

In this section, we concentrate on the published research that aim to develop mechanisms for the
fire detection stage. We classify these works based on the methodologies or strategies they employ.

3.1.1. Smoke Detectors

Smoke detectors, primarily ionization, photoelectric, and optical sensors, are essential in both
residential and commercial spaces. The integration of these detectors with IoT technology offers
enhanced monitoring and response capabilities [45–55]. Tambe et al. [56] introduced advanced
techniques, FallTime and DriftTestButton, to identify faults in smoke detectors, proving more effective
than traditional methods. Another innovation [57] combined various sensors and modules to create a
comprehensive fire and smoke detection system. Research on ionization chamber smoke detectors
[58] confirmed their minimal radiological risk. Photoelectric smoke detectors’ sensitivity was found to
vary with the type of smoke and light source [59]. A cost-effective, low-power smoke detector system
was also proposed [60].

3.1.2. Acoustic Sensors

Acoustic sensors, capable of detecting sounds like breaking glass or alarms, are increasingly being
integrated with IoT for real-time fire monitoring [61–70]. Martinsson’s study [71] utilized machine
learning to detect fire events through acoustic emissions, achieving a 98.4% F-score. Xiong’s research
[72] proposed a sound-field fire monitoring model based on alarm attenuation. These sensors also find
applications in environmental monitoring, such as traffic detection and forest fire alerts [73]. Zhang et
al. [74] introduced a self-diagnostic system for monitoring industrial boiler flames, ensuring accurate
measurements and fault detection. A unique application using smartphones’ acoustic sensors detected
smoking events while driving, achieving a 93.44 percent accuracy [75].

3.1.3. Thermal Sensors

Thermal sensors, including thermal cameras, infrared (IR) sensors, and thermocouples, are
pivotal for early fire detection, especially in commercial and industrial settings. Their integration with

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 19 November 2024 doi:10.20944/preprints202411.1414.v1

https://doi.org/10.20944/preprints202411.1414.v1


14 of 40

IoT systems has been explored in various studies [76–85]. While thermal infrared remote sensing
technologies show promise for forest fire detection [86], their cost and accuracy can be limiting factors
[87]. A multi-sensor fire protection system demonstrated rapid fire detection and control [88]. Other
innovations include temperature management in lithium-ion batteries [89] and UAVs equipped with
thermal cameras for forest fire detection [87].

3.1.4. Flame Sensors

Flame sensors, detecting infrared radiation from flames, can be enhanced with IoT for real-time
alerts. Their efficacy and potential for IoT integration are evident in numerous studies [90–99].
Innovations include an embedded glove assisting the visually impaired [100], a water-saving fire
extinguishing system [101], and a near-zero power flame detector [102].

3.1.5. Gas Sensors

Gas sensors detect specific gases like carbon monoxide (CO) and methane (CH4) and are essential
for industrial and residential safety. Their integration with IoT has been explored in various studies
[103–112]. Notable implementations include a system for gas leak detection and prevention [113], an
industrial monitoring system with remote alerts [114], and a smart kitchen management system for
gas spillage and fire detection [115].

3.2. Localization Stage

This section reviews research focused on enhancing the fire localization stage, categorized by
their adopted methods or strategies.

3.2.1. Wireless sensor networks

WSNs, comprising multiple sensor nodes, have been explored for fire localization [116–125].
Notable advancements include SVM-based sensor node localization with 90% accuracy [126],
fuzzy-based unequal clustering with glow-worm swarm optimization [127], and innovative LoRaWAN
communication modules [128].

3.2.2. Indoor Localization Techniques

Indoor localization, vital for emergency response, employs techniques like Wi-Fi fingerprinting
and BLE beacons [129–134]. Noteworthy implementations include a BLE-based positioning application
[135], a Wi-Fi module-based hazard detection system [136], and an opensource IoT localization
architecture, A4IoT [137].

3.2.3. Global Positioning System

GPS has been extensively studied for outdoor fire localization [138–147]. Innovations include a
greedy algorithm-based route planner [148], an IoT-based forest fire prediction system [149], and a
combination of GPS and sensor networks for indoor firefighter scenarios [150].

3.2.4. Autonomous vehicles

Drones and robots equipped with sensors offer potential for fire-fighting [151–161]. Notable
advancements include deep learning-enhanced fire detection [162], a prototype robot for autonomous
fire detection [163], and voice-controlled robots for the physically challenged [164].

3.2.5. Computer Vision

Computer vision techniques detect fire locations in images and videos [165–174]. Key
contributions include a variable baseline distance stereo vision system [175], a fire early warning
system using edge computing [176], and a Smart Alert System for vessels [177].
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3.2.6. Acoustic and sound-based localization

Acoustic techniques locate fire sources by analyzing emitted sound waves [178–187]. Significant
advancements include DNN-based flame detection with acoustic fire extinguishing [188,189] and the
prediction of emergency alarm sound propagation in high-rise buildings [190].

3.3. Evacuation Stage

This section reviews research focused on the fire evacuation stage, categorized by their
methodologies or approaches.

3.3.1. Emergency notifications

Emergency notifications, delivered via SMS, email, or push notifications, alert individuals to
emergencies like fires [191–200]. Notable advancements include automated IoT-based fire detection
systems [201], and smart fire evacuation systems integrating building information modeling (BIM)
[202].

3.3.2. Autonomous vehicles

Autonomous vehicles, including drones and robots, are increasingly used for fire-fighting and
evacuation [203–212]. Key contributions include an STM32-based intelligent fire-fighting robot [213],
and an IoT-based smart sensing system with guiding robots for evacuation [214].

3.3.3. Intelligent Evacuation System

Intelligent Evacuation Systems (IES) guide evacuees using real-time fire data [44,215–223].
Noteworthy systems include a reinforcement learning (RL) environment for fire evacuation [224], and
a Bluetooth Low Power (BLE) localization system for accurate indoor evacuation [225].

3.3.4. Mobile Applications

Mobile apps offer real-time guidance during fire evacuations [226–235]. Innovations include an
AR-based evacuation guidance system [236], a water level monitoring system for natural disasters
[237], and a QR code and RFID-based indoor localization system for fire evacuation [238].

3.3.5. Virtual Reality

VR simulates evacuation scenarios for training and research [40,239–247]. Significant studies
include a VR platform integrated with numerical simulations for fire scenarios [248], and experiments
evaluating way-finding systems during fire evacuations [249].

4. Recent Developments

This section highlights the most recent advancements and innovations in IoT-based fire safety
systems. In addition, we will explore the integration of various sensors and devices, as well as discuss
the roles and potential benefits of state-of-the-art technologies.

4.1. Sensors and devices

This subsection provides an overview of various sensors and devices crucial to IoT-based fire
safety systems. The integration of these sensors and devices enhances the performance and efficiency
of fire detection, prevention, and mitigation across various environments and scenarios, including
residential, industrial, wildfire monitoring, and emergency response and evacuation.
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4.1.1. IoT Fire Detection Technologies

IoT-enabled fire detection technologies have significantly improved the accuracy and efficiency
of early fire detection and localization. Ambient temperature and humidity sensors can monitor
environmental conditions and detect abnormal fluctuations, which may indicate the presence of a fire.
By analyzing the spatial distribution of these fluctuations, these sensors can help pinpoint the location
of the fire.

Smoke detectors, heat detectors, and flame detectors can work together to rapidly identify fires
and localize them by analyzing multiple parameters simultaneously. For example, by comparing
the intensity of smoke and heat across various sensors, the system can triangulate the fire’s position.
Moreover, particulate matter (PM) sensors, carbon monoxide (CO) sensors, and gas sensors can detect
harmful substances in the air, providing additional information about potential fire hazards and
helping to refine the fire’s location estimation.

Advanced IoT fire detection systems also incorporate acoustic sensors, which can identify unique
sound signatures produced by fires and determine their distance and direction based on the time delay
between sensors. Video-based flame and smoke detection systems utilize image processing techniques
to analyze visual data and identify the source of fire and smoke in real-time.

Infrared and thermal imaging cameras provide another layer of fire detection and localization by
capturing temperature variations in real-time, facilitating early detection of potential fire hotspots and
mapping their positions. Air quality sensors can measure various air pollutants, helping to identify
potential fire-related emissions and triangulating their sources.

4.1.2. IoT Fire Suppression Systems

IoT fire suppression systems enhance the effectiveness of traditional fire suppression methods
by incorporating intelligent control and decision-making capabilities. Smart sprinkler systems, for
instance, can be triggered more selectively, minimizing water damage and targeting the fire more
effectively. IoT-enabled fire extinguishers can provide real-time status monitoring and automatic alerts,
ensuring readiness in case of an emergency.

Firefighting robots and drones are emerging technologies that can assist firefighting efforts in
hazardous environments, providing real-time data and performing tasks that are too dangerous
for human firefighters. Additionally, firefighter wearables, such as smart helmets and suits, can
monitor vital signs, track location, and provide real-time information to improve safety and situational
awareness.

4.1.3. IoT Occupant Safety and Evacuation Aids

IoT technologies play a critical role in occupant safety and evacuation processes by providing
real-time information and guidance during emergencies. Occupancy sensors can monitor the number
and location of individuals in a building, facilitating efficient and targeted evacuation strategies.
Intelligent fire doors can control access and egress points, helping to prevent the spread of fire and
smoke while guiding occupants to safety.

IoT-integrated emergency lighting can adapt to changing conditions and direct occupants towards
safe exit routes. Alarm devices and IoT-integrated public address (PA) systems can provide timely
alerts and instructions, while wearable IoT devices for evacuation assistance can offer personalized
guidance and location-based information to individuals during an emergency.

4.1.4. Localization in Fire Safety Technologies

Localization is a crucial aspect of fire safety systems, as it enables the accurate identification of
a fire’s origin and supports efficient response efforts. The technologies mentioned in Table 8 play a
pivotal role in localizing fires across various stages, including detection, suppression, and evacuation.

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 19 November 2024 doi:10.20944/preprints202411.1414.v1

https://doi.org/10.20944/preprints202411.1414.v1


17 of 40

Table 8. IoT Fire Safety Technologies

Stage Technologies

Detection

• Ambient Temperature Sensors
• Humidity Sensors
• Smoke Detectors
• Heat Detectors
• Flame Detectors
• Particulate Matter (PM) Sensors
• Carbon Monoxide (CO) Sensors
• Gas Sensors
• Acoustic Sensors
• Video-Based Flame and Smoke Detection Systems
• Infrared and Thermal Imaging Cameras
• Air Quality Sensors

Suppression
• Smart Sprinkler Systems
• IoT-Enabled Fire Extinguishers
• Firefighting Robots and Drones
• Firefighter Wearables

Evacuation

• Occupancy Sensors
• Intelligent Fire Doors
• IoT-Integrated Emergency Lighting
• Alarm Devices
• IoT-Integrated Public Address (PA) Systems
• Wearable IoT Devices for Evacuation Assistance

Table 9. Applications of IoT in Fire Safety Systems

Stage of Used Tech Applications and Benefits

Detection

• Enhanced accuracy and efficiency in early fire detection
• Real-time monitoring of environmental conditions
• Rapid identification of fires using multiple parameters
• Localization of fires through spatial analysis of sensor data
• Detection of harmful substances in the air
• Utilization of acoustic sensors and video-based systems
• Infrared and thermal imaging for hotspot detection
• Air quality sensors for fire-related emissions

Suppression

• Improved effectiveness of traditional fire suppression methods
• Intelligent control and decision-making capabilities
• Smart sprinkler systems
• Real-time monitoring and alerts for fire extinguishers
• Localization of fires through spatial analysis of sensor data
• Firefighting robots and drones for hazardous environments
• Firefighter wearables for vital sign monitoring and situational awareness

Evacuation

• Real-time information and guidance during emergencies
• Occupancy sensors for efficient evacuation strategies
• Localization of fires through spatial analysis of sensor data
• Intelligent fire doors for controlling access and egress
• Adaptive IoT-integrated emergency lighting
• Timely alerts and instructions from alarm devices and PA systems
• Wearable IoT devices for personalized guidance and location-based

information

Localization in Detection Stage

IoT-enabled fire detection technologies, such as ambient temperature and humidity sensors,
smoke detectors, heat detectors, flame detectors, and acoustic sensors, can collectively contribute to the
precise localization of fires. By examining the spatial distribution of their respective parameters, these
sensors can estimate the fire’s position. Moreover, video-based flame and smoke detection systems,
infrared and thermal imaging cameras, and air quality sensors can supply critical information to refine
fire localization further.

Localization in Suppression Stage

In the suppression stage, firefighting robots, drones, and firefighter wearables play a substantial
role in fire localization by providing real-time data on the fire’s extent and location. This information
ensures efficient and targeted firefighting efforts, minimizing property damage and loss of life.
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Localization in Evacuation Stage

During the evacuation stage, IoT-based technologies such as occupancy sensors, intelligent
fire doors, and IoT-integrated emergency lighting systems not only facilitate the safe evacuation of
occupants but also deliver real-time updates on fire spread and localization. This data enables
emergency responders to plan and execute optimal response strategies, further enhancing the
effectiveness of their efforts.

4.2. Emerging technologies

This subsection provides an understanding of the concepts, roles, and potential benefits of the
recent integrating emerging technologies into IoT-based fire safety systems.

4.2.1. Edge computing

Edge computing is a paradigm shift that aims to decentralize data processing by moving it
closer to the source, thereby reducing latency and network congestion. In the context of IoT-based
fire safety systems, this distributed approach enables real-time processing of sensor data, leading
to faster decision-making and analytics. By integrating Edge computing, fire safety systems can
benefit from improved response times, better resource allocation, and enhanced situational awareness,
ultimately contributing to minimized fire-related damage and casualties.Edge computing is essential
for improving fire safety systems. It enables real-time data processing and decision-making at the
data source, reducing latency [250]. This technology facilitates early fire hazard detection and local
responses based on sensor data, saving critical seconds. It also adds redundancy and resilience to
the system[251], ensuring continuous functionality even in the event of central server failures. Edge
computing optimizes bandwidth usage and integrates AI and machine learning for enhanced fire
risk identification. Moreover, it allows for remote monitoring and control [252], enabling centralized
management. Overall, edge computing enhances the efficiency and reliability of fire safety systems.

4.2.2. 5G and beyond

The next-generation communication technology, 5G and its successor, 6G, hold the promise of
ultra-reliable, low-latency, and high-capacity communication. These advancements create a solid
foundation for IoT-based fire safety systems, enabling seamless communication among sensors,
actuators, and control units. Integrating 6G into these systems can significantly improve data
rates, decrease latency, and enhance connectivity, resulting in superior situational awareness and
more effective firefighting operations. However, ensuring dependable, low-latency, and high-speed
communication remains crucial for emergency response[253], especially in remote areas like forests
and national parks. While 5G is designed for urban areas with limited range, solutions like 3.5G
frequencies have been proposed for rural coverage [254], though challenges persist in providing
reliable and extensive coverage.

4.2.3. Artificial Intelligence and Machine Learning

Artificial Intelligence (AI) and Machine Learning (ML) are powerful tools that can augment
fire safety systems by analyzing sensor data to detect fire patterns, predict fire spread, and optimize
resource deployment. By integrating AI and ML, fire safety systems can benefit from reduced false
alarms, improved resource allocation, and more effective firefighting and prevention strategies. The
implementation of these technologies not only increases the system’s overall efficiency but also
contributes to saving lives and property. Different machine learning algorithms can be used in fire
system, with varying levels of effectiveness. AI is used in all steps in fire safety systems. It is used in
fire detection [255–257] localization[258–260], and evacuation [261–263].
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4.2.4. Blockchain technology

Blockchain, a decentralized and distributed ledger technology, offers a secure and transparent
means of storing and sharing data. In the context of IoT-driven fire safety systems, Blockchain
empowers secure data storage and collaboration among various parties. Its integration into these
systems enhances data security, accelerates response times, and elevates fire safety management
through verifiable and unalterable data sharing. This is vital because the integrity of fire protection
systems is paramount, fostering trust in these systems, as referenced in [264], and preventing the
occurrence of false alarms, as highlighted in [265].

4.2.5. Augmented and virtual reality

Augmented Reality (AR) and Virtual Reality (VR) are immersive technologies that can significantly
impact fire safety systems. AR overlays digital information onto the real world, while VR creates fully
immersive, simulated environments. Both technologies can enhance situational awareness and training
by providing real-time information and creating realistic training simulations. By incorporating AR
and VR, fire safety systems can improve decision-making, enhance firefighter training, and ultimately
contribute to more effective firefighting operations.

4.2.6. Drones and robotics

Drones, or unmanned aerial vehicles, and robotics can play vital roles in fire safety systems. These
technologies can be employed for assessment [266], monitoring[267], and firefighting operations in
hazardous environments, thus reducing risks to human firefighters. By integrating drones and robotics,
fire safety systems can enhance the efficiency and safety of firefighting operations, potentially saving
lives and preserving property in the process.

4.2.7. Advanced materials and nanotechnology

Advanced materials, characterized by their novel properties, and nanotechnology, the
manipulation of matter at the atomic and molecular scale, can revolutionize fire safety systems. These
technologies can be employed for the development of fire-resistant materials, highly sensitive sensors,
and innovative firefighting equipment. By integrating advanced materials and nanotechnology, fire
safety systems can improve fire detection and prevention, reduce the spread of flames, and enhance
the overall performance of firefighting equipment, ultimately contributing to greater fire safety and
reduced damage. Table 10 concisely presents the roles and benefits of the recent emerging technologies
in enhancing IoT-based fire safety systems.

Table 10. Summary of Emerging Technologies in IoT-based Fire Safety Systems

Technology Role Benefits

Edge Computing Real-time processing of sensor data
- Improved response times
- Better resource allocation
- Enhanced situational awareness

5G and beyond Seamless communication between system components
- Improved data rates
- Reduced latency
- Enhanced connectivity

AI and ML Analyzing sensor data for fire patterns
- Reduced false alarms
- Optimized resource deployment

Blockchain Secure data storage and sharing
- Enhanced data security
- Faster response times
- Transparent data exchange

AR and VR Enhancing situational awareness and training
- Improved decision-making
- Enhanced firefighter training

Drones and Robotics Assessment, monitoring, firefighting operations
- Increased efficiency
- Improved safety
- Potential life-saving capabilities

Advanced Materials and Nanotechnology Development of fire-resistant materials, sensors, and equipment
- Improved fire detection and prevention
- Reduced fire spread
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5. Networking and Communication

This section provides a comprehensive review of the communication protocols and networks,
including networks type, analysis of network Types, and network architecture consideration.

5.1. Types of Networks

Different types of networking and communication have been developed for fire safety, each
with its own strengths and weaknesses. The commonly used types are Wired, Wireless, and Hybrid
networks. Wired networks offer reliable data transmission and high data transfer rates. However, their
installation can be complex and costly, especially in large or intricate environments. Moreover, they
may be susceptible to damage in the event of a fire, potentially disrupting the network.

Wireless networks provide flexibility and ease of installation, making them a cost-effective solution
for large areas. However, they may suffer from signal interference and have lower data transfer rates
compared to wired networks. Environmental factors can also affect the reliability of wireless networks.

Hybrid networks combine the advantages of wired and wireless networks. They offer high data
transfer rates and reliability, while also being flexible and easy to install. However, they can be more
complex to design and manage. Table 11 summarizes the strengths, weaknesses, and considerations
for each type of network in the context of fire safety. It can serve as a reference when evaluating which
network type is most suitable for specific fire safety requirements.

Table 11. Comparative of Network Types

Type Advantages Disadvantages

Wired • Reliable data transmission
• High data transfer rates

• Complex and costly installation
• Susceptible to damage in a fire

Wireless • Flexibility and ease of installation
• Cost-effective for large areas

• Signal interference
• Lower data transfer rates
• Affected by environmental factors

Hybrid • High data transfer rates and reliability
• Flexibility and ease of installation • More complex design and management

5.2. Analysis of Network Types

This subsection offers a comprehensive and in-depth overview of communication networks
commonly utilized in IoT fire systems. These networks enable the efficient exchange of information
between various devices, sensors, and control units in fire safety systems, facilitating effective
monitoring and response during emergencies.

5.2.1. Zigbee

Zigbee is a low-power, low-data-rate, and short-range wireless mesh network protocol designed
for automation and control applications. Widely adopted in smart homes and building automation
systems. There has been serveral system the propose fire protection systems that utilize zigbee
networks.[268–271] Zigbee’s robustness, scalability, and resilience make it suitable for fire safety
systems. Although the protocol’s limited range necessitates numerous devices to form an effective
network, its low power consumption and mesh networking capabilities provide a reliable solution.

5.2.2. Wi-Fi

Wi-Fi is one of the most popular wireless networking protocol that people use to access networks.
It Provides high-speed internet access and data transmission. Wi-Fi is ubiquitous special in buildings
making it a great existing choice for network communications for fire protection systems [272–274].
In IoT fire systems, Wi-Fi facilitates efficient data communication between devices such as sensors,
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control panels, and mobile devices. However, it may face interference in congested environments and
consumes more power than alternatives like Zigbee or Thread.

5.2.3. Ethernet

Ethernet connections offer dependable data communication, but their installation demands
extensive wiring and connections, limiting flexibility in the placement of fire protection devices.
Research has explored the integration of Ethernet into fire protection systems [275][276]. It’s worth
noting that Ethernet may have limitations in terms of communication flexibility and can be vulnerable
to fire damage. Nevertheless, it excels in providing a reliable connection to network backends.

5.2.4. LoRaWAN

LoRaWAN, a wireless network protocol designed for low-power, long-range IoT applications,
plays a vital role in scenarios with limited infrastructure. This makes LoRaWAN an appealing choice
for fire protection systems in wide-area fire safety applications [277–279]. It is also well-suited for
deployment in expansive campuses and industrial facilities. While LoRaWAN’s extended coverage
range is a notable advantage, it does come with trade-offs in terms of reduced data rates and potential
transmission delays. Moreover, reliability concerns may arise in LoRaWAN deployments, especially in
situations characterized by coverage limitations, interference, and battery life constraints.

5.2.5. Thread

Thread is an emerging wireless mesh networking protocol designed for low-power, IPv6-based
communication, primarily tailored for home automation and IoT applications. Despite its limited
current implementation, Thread has significant potential for enhancing the communication of fire
protection systems in smart homes and buildings. Thread boasts seamless internet connectivity thanks
to its native IPv6 support, all while maintaining low power consumption. The primary drawback lies
in its restricted market adoption. However, this situation may evolve in the future, especially as more
smart buildings already incorporate Thread mesh networks into their infrastructure.

5.2.6. Bluetooth Low Energy (BLE)

BLE, or Bluetooth Low Energy, represents an energy-efficient variant of the Bluetooth wireless
communication standard, primarily designed for short-range, device-to-device interaction. In IoT
fire systems, BLE plays a pivotal role in enabling communication among sensors, control panels, and
mobile devices. Nonetheless, its limited coverage range may present difficulties in more extensive areas
[280]. Nevertheless, it can be a favorable choice for specific fire protection units, like generators [280].
One noteworthy consideration is that BLE operates within the widely adopted 2.4 GHz frequency
range, which exposes it to potential interference, potentially affecting communication reliability.

5.2.7. Z-Wave

Z-Wave is a wireless communication protocol optimized for home automation and IoT
applications. It operates at low data rates and bolsters its capabilities through mesh networking.
Z-Wave’s impressive range, spanning up to 800 meters[281], renders it particularly apt for facilitating
communication within IoT fire systems. Its utilization of a sub-GHz frequency band offers the
advantage of minimized interference from other devices. However, Z-Wave’s proprietary design could
potentially impede widespread adoption and hinder seamless integration with other systems and
actuators.

5.2.8. Cellular Networks

Cellular networks, like 4G and 5G, offer extensive connectivity options for IoT fire systems[282],
facilitating remote monitoring and control. They play a crucial role in ensuring coverage in remote
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regions, such as for forest fire protection [283,284], and serve as a reliable backup communication
channel should other networks encounter issues [285,286]. The various generations of cellular
communication differ in terms of range, data rates, and reliability. However, it’s important to
acknowledge that cellular networks have their drawbacks, including increased power consumption,
associated data plan expenses, and the potential for coverage gaps in specific areas [287].

5.3. Analysis of protocols

This section thoroughly examines communication protocols used in IoT fire systems, promoting
efficient data exchange among devices, sensors, and control units to improve emergency monitoring
and response.

5.3.1. MQTT (Message Queuing Telemetry Transport)

MQTT is a lightweight messaging protocol designed for IoT applications with low bandwidth,
high latency, or unreliable networks. Employing a publish-subscribe model, MQTT ensures efficient
and reliable data transmission in IoT fire systems, even over unreliable networks. MQTT is widely
used in IoT systems, including fire protection [46]. However, its dependence on a central broker may
introduce a single point of failure, potentially increasing the risk of system failure in fire protection
scenarios.

5.3.2. CoAP (Constrained Application Protocol)

CoAP is a web transfer protocol designed for constrained environments, like low-power sensors
and actuators. In IoT fire systems, CoAP’s request-response model is ideal for resource-limited devices,
making it suitable for fire protection systems[288,289]. However, its main drawback is its comparatively
limited adoption when compared to other IoT protocols like MQTT.

5.3.3. HTTP/HTTPS (Hypertext Transfer Protocol)

Among the Internet’s widely adopted protocols, HTTP finds significant utility in IoT systems.
HTTP employs a client/server architecture where IoT devices can either transmit data to the IoT server
(Push) or retrieve data from it (Pull). HTTPS, an enhanced variant, brings essential attributes that
ensure security, data integrity, and data privacy within these IoT ecosystems.

5.3.4. AMQP (Advanced Message Queuing Protocol)

AMQP provides efficient and dependable communication between devices and the cloud. It
enables seamless message and data exchange, allowing devices to send information to and receive
commands from remote servers and other connected devices. Its queuing system efficiently handles
large data volumes, ensuring reliable and ordered message delivery. While AMQP can be applied to
fire protection systems [290], it may face challenges due to complexity and resource-intensiveness,
including added overhead, which can limit its implementation for such applications.

In summary, Selecting the optimal communication network and protocol for an IoT-based fire
safety system is a multifaceted process governed by a range of critical considerations. These factors
encompass the need for effective range, power efficiency, data transfer rates, interoperability, and
application-specific requirements. Cost also exerts a significant influence over this decision-making
process. Amid the array of communication technologies available, distinct contenders emerge. Zigbee,
Wi-Fi, and Ethernet enjoy widespread adoption, each renowned for its particular strengths: resilience,
data transmission speed, and reliability. In contrast, scenarios requiring extensive coverage find
solutions in LoRaWAN and cellular networks, addressing the demands of more expansive deployments.
Meanwhile, Thread, BLE , and Z-Wave serve the precise requirements of home automation and
specialized IoT applications. For protocols, MQTT and CoAP are preeminent. These lightweight
messaging and web transfer solutions have been painstakingly honed to deliver maximum efficiency
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within resource-constrained environments, rendering them the ideal choices for IoT fire systems.
When designing an IoT fire system, it’s crucial to carefully evaluate the trade-offs of each protocol.
This thoughtful process empowers architects to make informed decisions, ensuring that the selected
protocol aligns perfectly with the system’s specific needs and limitations. Ultimately, choosing the
right protocol is the key to achieving top-notch performance and reliability in IoT-based fire safety
systems.

Table 12 compares the protocols and networks based on their range, power consumption, data
rates, and application suitability as well as their key advantages and disadvantages. This will assist to
better understand the trade-offs involved in choosing a particular protocol or network for their IoT fire
system.

Table 12. Comparative Analysis of Communication Protocols and Networks for IoT Fire Systems

Protocol/Network Range Power Consumption Data Rates Application Suitability Key Advantages Key Disadvantages

Zigbee Short Low Low • Building automation
• Smart homes

• Robust
• Low power

consumption
Limited range

Wi-Fi Medium High High
• Sensors
• Control panels
• Mobile devices

• High data transfer
speeds

• Wide coverage
High power consumption

Ethernet Short Low High Data communication in
LANs

• Reliable
• High data transfer

speeds

Limited to wired
connections

LoRaWAN Long Low Low Wide-area systems in large
facilities

• Long-range
connectivity

• Low power
consumption

Lower data rates

Thread Short Low Low • Home automation
• IoT applications

• Low power
consumption

• Seamless internet
connectivity

Limited market adoption

BLE Short Low Low Short-range communication
among devices

• Low power
consumption

• Wide device
compatibility

Limited range

Z-Wave Short Low Low • Home automation
• IoT applications

• Low power
consumption

• Less interference

Proprietary nature may
limit interoperability

Cellular Networks Wide-area High High Remote monitoring and
control

• Wide coverage
• High data rates

• Higher power
consumption

• Data plan costs

5.4. Network Architecture Considerations

When designing a network architecture for an IoT fire safety system, several considerations come
into play. These include latency, scalability, reliability, energy efficiency, security, interoperability, and
adaptability. Each of these factors plays a crucial role in the overall performance and effectiveness
of the system. In this section, we discuss these considerations in detail, providing insights into their
impact on network design.

5.4.1. Latency

In emergency situations, latency, or the delay between data transmission and reception, becomes
a critical factor. Real-time data delivery facilitated by low-latency communication allows for expedited
decision-making and response. Techniques such as edge computing, optimized routing protocols,
and prioritization of time-sensitive data can be employed to minimize latency. For instance, edge
computing can process sensor data on-site, reducing latency and enabling quicker responses.
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5.4.2. Scalability

Scalability is the ability of a system to handle increased workloads or additional devices. IoT-based
fire safety systems should support seamless integration of new sensors and devices while managing
growing data volumes. Hierarchical architectures, efficient data aggregation techniques, and adaptive
communication protocols can ensure scalability. For instance, a hierarchical architecture can efficiently
manage a large number of sensors in a building.

5.4.3. Reliability

Reliability is paramount in fire safety systems, as failures can lead to catastrophic consequences.
Network designers must ensure that the architecture is fault-tolerant and robust against communication
failures. This can be achieved by incorporating redundancy, diverse routing paths, and self-healing
mechanisms. For example, employing multiple communication paths can ensure that vital data reaches
its destination even if a primary path fails.

5.4.4. Energy Efficiency

Energy efficiency is vital for battery-powered IoT devices. Network designers should consider
energy-efficient communication protocols, duty-cycling, and energy harvesting techniques to prolong
device lifetime and reduce operational costs. For instance, duty-cycling can enable a sensor to operate
at low power by alternating between active and sleep modes.

5.4.5. Security

IoT-based fire safety systems must be secure from malicious attacks and unauthorized
access. Network designers should implement robust encryption, authentication, and access control
mechanisms to protect sensitive data and ensure system integrity. For example, using public key
cryptography can help secure communications between devices and control centers.

5.4.6. Interoperability and Standardization

Interoperability is essential for integrating diverse IoT devices and systems from different
manufacturers. Standardized communication protocols and data formats should be adopted to
facilitate seamless data exchange and system integration. For example, adopting the MQTT protocol
can enable efficient communication between devices from various vendors.

5.4.7. Adaptability

Finally, network designers must consider the unique requirements of each IoT-based fire safety
system and adapt the architecture to meet specific needs. Factors such as building size, layout, and
occupancy, as well as local regulations and environmental conditions, should be taken into account
during the design process. For instance, a fire safety system in a high-rise building might require
additional measures to handle complex evacuation scenarios and communication challenges. In table
13, we evaluate common communication protocols and networks utilized in IoT fire systems against
the key aspects of Latency, Scalability, Reliability, Energy Efficiency, Security, and Interoperability
using the evaluation words "high," "moderate," and "low". This will assist to better understand the
strengths and weaknesses of each protocol or network in these key aspects.
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Table 13. Evaluation of Communication Protocols and Networks for IoT Fire Systems

Protocol/Network Latency Scalability Reliability Energy Efficiency Security Interoperability
Zigbee Low High High High Moderate Moderate
Wi-Fi Low Moderate Moderate Low High High

Ethernet Low High High Moderate High High
LoRaWAN Moderate High High High Moderate Low

Thread Low High High High High Moderate
BLE Low Moderate Moderate High High Moderate

Z-Wave Low High High High Moderate Low
Cellular Networks Moderate High High Low High Moderate

MQTT Low High Moderate Moderate Moderate High
CoAP Low High Moderate High Moderate Low

6. Challenges and Research Gaps

The growing integration of IoT in fire safety mechanisms presents an intricate nexus of novel
challenges and uncharted research horizons. Beyond the foundational issues, this section elucidates
cutting-edge, under-explored concerns that remain underrepresented in contemporary research,
hinting at future trajectories for inquiry.

6.1. Real-time Dynamic System Adaptability

While current IoT systems operate based on predefined protocols, how these systems adapt in
real-time to unforeseen fire emergencies is scarcely discussed. Future research should delve into
the dynamic adaptability of systems. Imagine a scenario where a building’s blueprint changes or
temporary structures are added, which aren’t updated in the system. How does the IoT adapt?

6.2. Cross-domain Synergies

The symbiotic relationship between IoT in fire safety and other domains such as health monitoring
(like smoke inhalation impact on inhabitants) or structural integrity assessment of burning edifices
remains largely uncharted. Such synergies could usher in a paradigm shift in holistic disaster
management.

6.3. Quantum Computing in Fire Safety Analytics

Traditional data analytics may soon find themselves outpaced by the sheer volume and complexity
of data from IoT devices. The advent of quantum computing offers promise in processing this vast
influx. Yet, how we leverage quantum mechanics in predictive fire analytics remains a tantalizing
unknown.

6.4. Bio-inspired Fire Safety Mechanisms

Nature has evolved various mechanisms to deal with fire, such as the fire-adaptive traits of certain
plants. The integration of these bio-inspired strategies into IoT fire safety could be revolutionary. Yet,
this amalgamation remains on the fringes of current research.

6.5. IoT in Post-fire Analysis and Forensics

Post-fire analysis, including understanding the origin, spread, and aftermath of a fire, is pivotal
for prevention and litigation. Harnessing the latent potential of IoT not just during but after the fire
could transform forensic fire investigations.
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6.6. Linguistic and Cultural Barriers in Research

The predominance of English-language sources in many research undertakings is a limiting
factor, often overshadowing significant findings and innovations presented in other languages. To
foster a more inclusive and holistic understanding of IoT-based fire safety, it is pivotal to bridge these
linguistic and cultural gaps. Collaborating with multilingual researchers, leveraging diverse databases
with non-English literature, consulting native experts for guidance, and understanding the cultural
contexts behind research findings are some actionable strategies. Such endeavors can ensure that
crucial insights from non-English sources are not sidelined, further enriching the research.

7. Conclusions

In this comprehensive survey, we have explored the intricate nexus between the IoT and fire
safety systems, painting a multifaceted portrait of the field’s evolution, current state, and potential
future trajectory. Our investigation has bridged the gap between theory and practice, providing an
in-depth analysis that we hope serves both as a valuable resource and a catalyst for future research
and development.

Our bibliometric review has revealed a dynamic landscape in the application of IoT for fire
localization and evacuation stages. We have tracked the progress from its nascent stages, highlighting
key research topics, categories, and trends that have shaped the field. This analysis underscores
the importance of continuous review and adaptation in the face of fast-evolving technological
developments and challenges.

We have illuminated the most recent advancements and integrations involving IoT-based fire
safety sensors and devices, with a particular focus on emerging technologies. The advent of novel
technologies such as artificial intelligence, machine learning, and blockchain has been identified
as pivotal in enhancing the performance, efficiency, and effectiveness of fire safety systems. These
advancements have paved the way for more sophisticated, resilient, and reliable systems, underscoring
the transformative potential of IoT.

Our exploration of the predominant network architectures and communication protocols used
in IoT-based fire safety systems has shed light on the complex interplay between various elements
that ensure low latency, high scalability, reliability, energy efficiency, security, interoperability, and
adaptability. This understanding is critical to the development of robust, efficient, and secure IoT-based
fire safety systems.

Finally, we have identified key challenges, research gaps, and potential future directions. This
exercise has not only highlighted the hurdles we must overcome but also the potential pathways that
lead to innovative solutions and further advancements in the field.

In conclusion, the integration of IoT in fire safety systems holds tremendous promise, yet it also
presents significant challenges. It is our hope that this survey will inspire and guide researchers,
practitioners, and policymakers in their quest to harness the power of IoT to create more effective,
efficient, and adaptable fire safety systems. As we stand on the cusp of a new era in fire safety, we
must strive to leverage the full potential of IoT, while mindful of the complexity and challenges that
this integration entails.
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