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Abstract: Over the past few years, there has been significant research on the Internet of Things (IOT), with a 
major challenge being network security and penetration. Security solutions require careful planning and 
vigilance to safeguard system security and privacy. Adjusting the weights of neural networks has been shown 
to improve detection accuracy to some extent. In attack detection, the primary goal is to enhance the precision 
of attack detection using machine learning techniques. The paper details a fresh approach for adjusting weights 
in the random neural network to recognize attacks.  Reviews of the method under consideration indicate better 
performance than random neural network methods, Nearest Neighbor, and Support Vector Machine (SVM). Up 
to 99.49% accuracy has been achieved in attack detection, while the random neural network method has 
improved to 99.01%. The amalgamation of the most effective approaches in these experiments through a multi-
learning model led to an accuracy improvement to 99.56%. The proposed model required less training time 
compared to the random neural network method. 

Keywords: IOT; Machine Learning; Cyber Security; Metaheuristic Algorithms; Random Neural Network; 
Evolutionary Intelligence.  
 

1. Introduction 
The Internet of Things (IOT) is a network composed of devices equipped with special sensors 

for detecting monitoring areas and transmitting collected data to end users. The IOT is widely used 
in many scenarios, such as COVID-19, healthcare, environmental monitoring, smart buildings, and 
more. The global IOT market was reported by Gartner to be nearly 6 billion devices in 2020. McKinsey 
estimates that by 2025, IOT will be worth around 11 trillion dollars. Additionally, the rise of 6G 
wireless communications and mobile edge computing can support the expansion of IOT devices [1].  
IOT networks are highly heterogeneous networks, where various types of nodes and connections 
multiply rapidly. The IOT framework encompasses virtual and physical environments, as well as 
other developing technologies. IOT environments often consist of four main entities including 
devices, various IOT users, edge gateways, and cloud storage servers [2].  The merging of sensors 
and wireless communication has facilitated the expansion of the Internet of Things. Wireless sensor 
nodes play an essential role in the structure of IOT networks [3]. IOT differs from Wireless Sensor 
Network (WSN) in that IOT devices are connected to the Internet, whereas WSN is not directly 
connected. Within these networks, sensors link to a central node referred to as a cluster head, which 
is then connected to the Internet [4]. The scope of IOT goes beyond smart homes and internet-
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connected household devices. Cities are also included in this technology and utilized in various 
industries to monitor products with interconnected sensors. The Internet of Things (IOT) is highly 
diverse due to the separate evolution of its devices and networks, with limited energy and hardware 
resources. Moreover, IOT networks have witnessed the growth and standardization of a broad array 
of protocols to support IOT applications, which encompass wireless communication technologies like 
(ZIGBEE, BLE, LORAWAN, SIGFOX) [5].  Enhancing network efficiency and defending against 
attacks are crucial challenges in IOT networks. The efficiency of the entire system can be 
compromised as these attacks have the ability to damage or weaken the transmitted packets [39]. To 
achieve complete security in the IOT network in today's world, in addition to attack prevention 
equipment, systems called Intrusion Detection Systems (IDS) are required to detect intrusions if an 
intruder bypasses security equipment and enters the network, recognize it, and think of a solution to 
deal with it, addressing these issues requires very scalable solutions [6]. An Intrusion Detection 
System is a cybersecurity approach that watches and analyzes network traffic to prevent and identify 
potential malicious attacks. A cyberattack is infiltrating the Internet of Things (IOT), as depicted in 
Figure (1).   Therefore, effectively dealing with cyber threats has become a primary focus [7].  It is 
essential to establish a reliable network intrusion detection model to ensure data security [39]. 

 
Figure 1. illustrates various scenarios of Internet of Things Cyber Attacks [7]. 

Designing an efficient network intrusion detection model is a crucial step in ensuring data 
security. Correspondingly, designing the efficient network intrusion detection model requires to 
understand the architecture of   IOT systems The IOT system is made up of various components like 
IOT devices, computation servers, Internet devices, and wireless devices. There are six layers in this 
architecture, and the application service layer is the most prominent one. this architecture mainly 
consists of six layers: 1) application service layer; 2) information integration layer (cloud computing); 
3) network layer; 4) information access layer; 5) information acquisition layer (edge computing); and 
6) edge device layer, whose basic framework is displayed in Figure (2) [37]. 
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Figure 2. Architecture of IOT system [37]. 

IDS is a technology which ensures security by continuously scanning network and host traffic 
for any suspicious activity, which may breach security policy and may jeopardize data confidentiality 
as well as integrity. Feature engineering plays a crucial role in extracting relevant network 
information for Machine Learning (ML) based Intrusion Detection Systems (IDSs) [38]. one of the 
most common attacks in wireless networks including IOT is denial of service; a type of attack whose 
goal is to disrupt the service integrity of a network node. Hence, proposing an efficient intrusion 
detection system that can inspect and eliminate malicious nodes in the network and in turn improve 
network performance through continuous traffic monitoring is highly important [8]. Neural networks 
and Support Vector Machines (SVM) have proven to be powerful classifiers for network intrusion 
detection [9]. An evolutionary intelligence and RNN-based attack detection method for IOT networks 
(IOT - RNNEI) is proposed in this paper to address the mentioned issues. the proposed model uses 
the combined Grasshopper Optimization Algorithm (GOA) [10] and the Sine Cosine optimization 
algorithm (SCA) [11] to improve the weights of the random neural network, which has high search 
accuracy. It's a commonly accepted fact that using a lightweight random neural network solution is 
effective in identifying attacks on IOT networks.  In the standard random neural network method, 
the weight adjustment is done by the gradient descent method, which places it in the local optimum 
and does not reach the optimal state for the network weight, however in the proposed framework, 
we reach the global optimum using meta-heuristic algorithms, which are the optimal weights of the 
neural network. In general, the purpose of this research is to boost the accuracy of the neural network 
by adjusting the architecture of the weights of this method, and for this purpose, the strong search 
power of the combined algorithm of grasshopper and sine cosine has been used.  The paper's 
innovations can be summarized in the following way: 

1. The random neural network was upgraded and enhanced using a combined algorithm of 
grasshopper and sine cosine optimization in this study, this process aims to reduce training time and 
improve the model's robustness. 

2. A unique hybrid optimization structure is outlined in this paper, by adjusting weights and 
determining the architecture of random neural network types using a combination of sine cosine 
optimization and GOA algorithms, this framework enhances the accuracy of intrusion detection in 
IOT networks. 

3. To address early convergence in a local minimum of the squared error function that adjusts 
the weights of the standard random neural network, this paper proposes utilizing a combined 
evolutionary algorithm involving sine cosine and GOA to approach the minimum of the error square 
function. 

The article continues with the following structure: Section 2 offers a review of pertinent research. 
In Section 3, you will find a description of grasshopper and sine cosine algorithms. Section 4 proposes 
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the algorithm and methodology; Section 5 demonstrates the implementation and evaluation of the 
proposed model; Finally, in Section 6 we present the conclusion and future work. 

2. Related Works 
This section focuses on the research conducted in developing attack detection systems in IOT 

applications, which includes various machine learning methods on different datasets in this field. ET-
DCANET, a highly efficient hierarchical intrusion detection model, was introduced by Xin Yang et al 
[7]. In this model, the extreme random tree algorithm was utilized to meticulously choose the optimal 
feature subset. Subsequently, the dilated convolution and dual attention mechanism (channel 
attention and spatial attention) were introduced, along with a plan to transition from overall learning 
to detailed learning by decreasing the expansion rate of cavity convolution. It was discovered that 
this model has an accuracy of 99.85%. Wang et al [12] introduced a network intrusion detection model 
based on deep learning (DL). This model sought to boost detection accuracy through feature 
extraction from spatial and temporal aspects of network traffic data. The aim of the model was to 
amplify the minority class samples, handle data imbalance, and enhance the accuracy of network 
intrusion detection.  The model achieved an accuracy of 97.47%. elsewhere in their work, ARINDAM 
SAKAR et al [13] proposed intrusion detection system within a Block Chain framework that leverages 
federated learning (FL) and an artificial neural network (ANN)-based key exchange mechanism. A. 
SUBRAMANIAM et al [14] Intrusion Detection System using Hybrid Evolutionary Lion and 
Balancing Composite Motion Optimization Algorithm espoused feature selection with Ensemble 
Classifier (IDS-IOT Hybrid ELOA-BCMOA-Ensemble-DT-LSVM-RF-XGBOOST) propose for 
Securing IOT Network. Accuracy of this model was achieved 94.47%. G. SATHISH Kumar et al [15] 
In their study, SATHISH Kumar et al [15] introduced a statistical differential privacy-deep neural 
network (DNN - SDP) algorithm to protect sensitive personal data. The input layer of the neural 
network received both numerical and categorical human-specific data. The statistical methods weight 
of evidence and information value was applied in the hidden layer along with the random weight (

iw  ) to obtain the initial perturbed data. This initially perturbed data were taken by Laplace 

computation based differential privacy mechanism as the input and provided the final perturbed 
data. DNN-SDP algorithm provided 97.4% accuracy. In [16], the main goal was to develop suitable 
models and algorithms for data augmentation, feature extraction, and classification. The proposed 
TB-MFCC multi-fuse feature consisted of data amplification and feature extraction. In the proposed 
signal augmentation, each audio signal used noise injection, stretching, shifting, and pitching 
separately, where this process increased the number of instances in the dataset. The proposed 
augmentation reduced the overfitting problem in the network. The suggested Pooled MULTIFUSE 
Feature Augmentation (PMFA) with MCNN & A-BILSTM enhanced the accuracy to 98.66 %. The 
proposal by SATHISH Kumar et al [17] outlines a homomorphic encryption scheme that utilizes the 
privacy chain, the weight of evidence, and the information value of the statistical transformation 
method. This scheme is designed to safeguard the user's private and sensitive information.  The 
proposed STHE algorithm ensures that perturbing numerical and categorical values from multiple 
datasets does not impact data utility.  Elsewhere, in [18] a new model and lightweight forecasting 
model was proposed using time series data from the KAGGLE website. The obtained dataset was 
then processed with the help of deep learning techniques. The Long Short-Term Memory (LSTM) 
algorithm was used to produce better results with higher accuracy when compared with other deep 
learning methodologies. In [19], A model for  the class imbalance problem was addressed using 
Generative Adversarial Networks (GANs). Accordingly, an equal number of train and test images 
was considered for better accuracy. The prediction accuracy was enhanced by Multi piled Deep 
Convolutional Generative Adversarial Network (DCGAN). In [20] An automatic number plate 
recognition (ALPR) system provided the vehicle's license plate (LP). The computer vision area 
considered the ALPR system as a solved problem. The algorithm applied in the proposed 
methodology was Convolution Neural Network (CNN). In [21] A quadratic static method was used 
to find the correlation between features, enhancing the dimensionality reduction in the dataset, where 
deep over-optimization and genetic hyper-learning model (DHO-GML) were applied to efficiently 
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perform the classification by selecting the optimized model. The proposed model produced an 
accuracy above 99%. In another research, [22] Created design and computation to support fine-tuned 
static allocation scheduling for distributed computing space with dynamic distribution of virtual 
machines. The design coordinated delicate continuous assignment planning calculations, particularly 
expert hub and virtual machine hub plans. In [23], was model used to increase cognitive efficiency in 
Artificial General Intelligence (AGI), thereby improving agent image classification and object 
localization. This system, which used RNN and CNN, would enable any user to do creative work 
using the system model. The system model took in the sample input and produced the output based 
on the input given. P.R. KANNA and P. SANTHI [24] presented an efficient hybrid IDS model built 
using Map  Reduce-based optimized Black Widow short-term convolutional-long-term memory 
(BWO-CONV-LSTM) network. This model was used for intrusion detection in online systems. The 
first stage of this IDS model involved the feature selection by the Artificial Bee Colony (ABC) 
algorithm. The second stage was the hybrid deep learning classifier model of BWO-CONV-LSTM on 
a Map Reduce framework for intrusion detection from the system traffic data. P Rajesh KANNA and 
P SANTHI [25] proposed a high-accuracy intrusion detection model using an integrated optimized 
CNN (OCNN) model and hierarchical multiscale LSTM (HMLSTM) to effectively extract and learn 
SPATIO-temporal features. The proposed intrusion detection model performed pre-processing plus 
feature extraction through network training and network testing together with final classification. In 
[26], a new DOS attack detection system was introduced, which was equipped with the previously 
developed MCA technique and EMD-L1. The technique used previously helps extract the 
correlations between individual pairs of two distinct features within each network traffic record and 
detects more accurate characterization for network traffic behaviors. The recent technique facilitates 
our system to be able to effectively distinguish both known and unknown DOS attacks from 
authorized network traffic. In [27], the authors offered a system that recommended the right crops 
for the region and the right fertilizers for the crops to farmers based on soil measurements, all based 
on past years' yield history. This agricultural yield forecast and fertilizer recommendation would 
employ machine learning methods. The random forest algorithm and the K-means clustering 
algorithm proved to be successful in predicting crop suitability and recommending FERTILISER. The 
dataset for the Salem region contains a number of factors that are used for this purpose. The approach 
in [28] utilized deep learning technology to detect leaf diseases through the Recurrent Neural 
Network (RNN) algorithm. About 53,000 images of infected and healthy leaves, showcasing fruits 
and vegetables such as apple, orange, strawberry, and more, make up the dataset. The neural network 
was trained to increase accuracy in predicting efficient outputs. Elsewhere [29] conducted a study on 
a water quality monitoring system to make water quality predictions with a machine learning system. 
The aim of this study was to create a water quality prediction model using an Artificial Neural 
Network (ANN) and time-series analysis. The specific data and investigation goals will determine 
the chosen prediction model.  In [30], researchers studied the use of feature reduction, feature 
selection, and machine learning models to detect attacked traffic in IOT industrial networks. They 
explored the combination of PSO and PCA with MARS or GAM machine learning models. in another 
research, [31] proposed framework for advancing an explicit sprayer arrangement. The created 
gadget aimed to reduce the use of pesticides by spraying individual targets explicitly and by setting 
the separation of spray items based on the target. A sharp mechanical structure for spraying 
pesticides in cultivation field for controlling the robot by the use of a remote choice rather than 
manual completion of yields shower tests, would reduce the prompt prologue to pesticides and the 
human body, while also decreasing pesticide harm to people and improving age adequacy. In [32], 
the authors tried to diagnose heart disease through Support Vector Machine (SVM) and Genetic 
Algorithm (GA) as a data analysis approach. AI methodologies were utilized during this work to 
influence crude data providing novel insights into coronary artery disease. In their proposal, 
ANITTHA GOVINDARAM and JEGATHEESAN A [33] presented FLBC-IDS, a technique that 
utilizes HFL, HYPERLEDGER BLOCKCHAIN, and EFFICIENT Net for effective intrusion detection 
in IOT environments. HFL empowers the FLBC-IDS model to enable secure and privacy-preserving 
model training on a wide range of IOT devices, leading to decentralized data privacy and optimized 
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resource utilization. presented an accuracy of 98.89%, recall of 98.044%, F1-score of 98.29%, and 
precision of 98.44%. They created a model in [34] that combines federated learning with distributed 
computing resources and BLOCKCHAIN decentralized features to introduce an intrusion detection 
framework called IOV-BCFL.  It was capable of distributed intrusion detection and reliable logging 
with privacy protection.  Elsewhere, [35] introduced a model called MP-GUARD, a novel framework 
which used software-defined networking (SDN), machine learning (ML), and multi-controller 
architecture to address intrusion detection challenges. MP-GUARD tackles multi-pronged intrusion 
attacks in IOT networks by offering real-time intrusion detection, collaborative traffic monitoring and 
multi-layered attack mitigation. This model achieved exceptional performance with 99.32% accuracy, 
99.24% F1 score, and 0.49% false positive rate. In another study, [36] discussed a new intrusion 
detection system that approached big data management.  Intrusion detection was done by a hybrid 
model, fusing the long short term memory and optimizing convolutional neural network (CNN). 
Then, the optimization-assisted training algorithm called elephant adapted cat swarm optimization 
(EA-CSO) was proposed which would tune the optimal weights of CNN to enhance the performance 
of detection. In [43], a new light intrusion detection system was designed in two phases using swarm 
intelligence based technique. In the first step, the basic features were selected using the particle 
swarm optimization algorithm considering the unbalanced data set. The ant colony optimization 
algorithm was used in the second phase to extract information-rich and unrelated features. In 
addition, genetic algorithm was employed to fine-tune each detection model. The accuracy of the 
model was 97.87%. In [44], an advanced local search locus algorithm was proposed based on recurrent 
federated network (RFN-ELG). Datasets such as UNSW-NB15 and MQTT-IoT-IDS2020 dataset were 
used to determine IIOT performance through two different phases, i.e. data preprocessing phase as 
well as attack detection phase. In a different study, [45] proposed a client selection method using 
clustering to identify malicious clients by analyzing their run time. This was paired with a trigger-
set-based encryption system for client authentication, achieving a model accuracy of 99.8%. A 
comparison of the various approaches for analyzing the research gap is presented in Table 1. 

Table 1. Evaluating the different methods used to analyze the research gap. 

Accuracy 
of the 
model 

Year/Research The method used Strength Weakness No 

99.85% 2024/[7] efficient hierarchical 
intrusion detection model, 
the extreme random tree 
algorithm.  

Introducing a new loss 
function, EQLv2, as an 
alternative to the cross-
entropy (CE) loss. 

Utilizing a 
considerable 
amount of 
computational 
resources and time 

1 

97.47% ]12[ /2024 Deep learning Enhancing data 
balance and feature 
extraction leads to 
improved 
performance in 
detecting network 
intrusions across 
multiple classes 

1.More 
computational 
resources have 
been allocated. .2. 
the training time 
for the model is 
quite lengthy. 3. 
Incorrect 
categorization of 
unfamiliar traffic 
data 

2 

98.89% ]13[ /2024 Hybrid method of 
horizontal federated 
learning (HFL), 
HYPERLEDGER 
BLOCKCHAIN 

Effective extraction 
and adaptation of 
features for sequential 
data, leading to high 
performance in 

Utilizing a 
substantial amount 
of computational 
resources and time 

3 
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and EFFICIENT Net classifying network 
traffic 

94.47% ]14[ /2024 Algorithm that combines 
Evolutionary Lion and 
Composite Motion 
Optimization for Balance 

Shortening  
computation time up 
to 50.97% 

The scalability of 
the method as well 
as the computation 
time 

4 

97.4% ]15[ /2024 deep neural network - 
statistical differential 
privacy algorithm 

Disguising the 
individual’s private 
and sensitive data 

Using a large 
amount of 
computational 
resources and time, 
resulting in 
computational and 
storage overhead 

5 

98.66% ]16[ /2024 Multi-stacked 
Convolutional Neural 
Network 

Boosting the accuracy 
and reduce the FPR 

High 
computational time  

6 

98.9% 2023/[17] Privacy chain that uses 
homomorphic encryption, 
in addition to statistical 
transformation 

Augmenting the 
accuracy 

High 
computational time 

7 

- 2023/[18] Deep learning Augmenting the 
accuracy 

Consuming a 
significant amount 
of computational 
resources and time 

8 

96% ]19[ /2023 Deep Convolutional 
Generative Adversarial 

Network 

High classification 
accuracy 

High 
computational 
overhead 

9 

- 2023/[20] Convolution 
Neural Network 

Augmenting the 
accuracy 

High 
computational time 

10 

99% 2023/[21] Deep Hyper Optimization 
and Genetic Meta-Learning 

High classification 
accuracy 

High 
computational 
overhead 

11 

- 2023/[22] Adaptive scoring job 
scheduling calculation 

Augmenting the 
accuracy 

High 
computational 
overhead 

12 

- 2022/[23] Convolution 
Neural Network 

High classification 
accuracy 

High 
computational 
overhead 

13 

98.66% 2022/[24] Black Widow Optimized 
Convolutional-Long Short-
Term Memory using Map 
Reduce (combining 
Artificial Bee Colony and 
deep learning) 

Resolving class 
imbalances and  
High classification 
accuracy 

High 
computational time 

14 

90.67% 2021/[25] Optimized CNN and 
Hierarchical Multi-scale 
LSTM 

Reducing FPR and 
FNR values 

High 
computational time 

15 

99.95% 2017/[26] Principal Component 
Analysis 

Enhancing the 
accuracy 

High 
computational 
overhead 

16 
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Research Gap 
Table 1 lists current techniques like FL, SVM, PSO, ML, and DL for IOT attack detection. Despite 

this, the techniques show low convergence speed, detection rate, and efficiency. to overcome these 

- 2023/[27] Machin learning Enhancing forecast 
accuracy 

High 
computational 

time 

17 

- 2023/[28] Recurrent Neural Network Enhancing the 
accuracy 

High 
computational 
overhead 

18 

- 2023/[29] SVM Enhancing 
classification accuracy 

High 
computational time 

19 

100% 2024/[30] PSO and PCA combined 
with MARS 

High accuracy 
intrusion detection 
with minimal load 

High 
computational 
overhead 

20 

- 2020/[31] Machin learning Enhancing the 
accuracy 

High 
computational time 

21 

- 2021/[32] SVM and GA Enhancing 
classification accuracy 

High 
computational 
overhead 

22 

98.89% 2024/[33] Horizontal Federated 
Learning (HFL) 

Resource efficiency, 
Enhanced security 
with BLOCKCHAIN 

Communication 
overhead, Model 
complexity and 
training time, 
BLOCKCHAIN 
overhead 

23 

99.83% 2024/[34] Federated Learning Enhancing the 
accuracy 

High 
computational 
overhead 

24 

99.24% 2024/[35] Machin learning Enhancing the 
accuracy 

Computational 
overhead 

25 

92.79% 2024/[36] convolutional neural 
network, cat swarm 
optimization 

Enhancing 
classification accuracy 

High 
computational time 

26 

97.87% 2024/[43] PSO, ACO, GA Enhancing 
classification accuracy 

The 
UNKNOWNNESS 
of the model in the 
context of real-time 
testing 

27 

98.1% 2024/[44] Utilizing a recurrent 
federated network to 
enhance local search for 
grasshoppers 

Enhancing the 
accuracy 

Computational 
overhead 

28 

99.8% 2024/[45] LENET and DEEP Ctrl 
algorithms, federated 
learning 

Boosting network 
security and efficiency 

Computational 
complexity 

29 

99.49% This work GOA, SCA, RNN Reducing 
computational 
overhead, increasing 
classification accuracy, 
reducing training time, 
Detection efficiency 

The deployment of 
the suggested 
model in the live 
test environment 
remains unclear 

30 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 12 November 2024 doi:10.20944/preprints202411.0846.v1

https://doi.org/10.20944/preprints202411.0846.v1


 9 

 

issues, an evolutionary intelligence and RNN-based attack detection method is proposed to detect 
attacks in IOT networks (IOT - RNNEI). The research gaps are illustrated as follows: 

The detection efficiency is enhanced through the implementation of the grasshopper and sine-
cosine optimization algorithm, which integrates local and global search strategies. 

Attack detection: Existing intrusion detection methods can have a low accuracy rate and even a 
high False Alarm Rate (FAR). Hence, our proposal aims to enhance the detection performance rate in 
the Internet of Things network by introducing a new model for intrusion detection. 

3. Preliminary Concept 
Basic concepts, including the Grasshopper Optimization Algorithm and the Sine Cosine 

Optimization Algorithm, are discussed in this section. 
• Grasshopper Algorithm 

One of the new evolutionary algorithms is the Grasshopper Optimization Algorithm (GOA), 
inspired by the behavior of grasshoppers. Nature-inspired algorithms logically divide the search 
process into two parts: exploration and operation. In exploration, search agents are encouraged to 
make random movements, while in the operation stage, they tend to make local movements around 
their location. These two actions, along with the search for the target, are naturally performed by 
grasshoppers. Thus, an attempt has been made to find a way to mathematically model this behavior, 
which is presented in the following mathematical specifications. Formula (1) [10] illustrates the 
mathematical model used to simulate the behavior of grasshoppers: 

= + +S GX Ai ii i  (1)  
Here, Xi   represents the position of the ith   grasshopper, Si  denotes social interaction, Gi  

is the gravitational force applied to the ith grasshopper, , and Ai indicates the wind direction. The 
value of Si , meaning social interaction for ith grasshopper is calculated according to Formula (2) 
[10].  

 



N

i ij ij
j=1
j i

= s( )S d d
≠

∑
 (2) 

Where, dij   represents the distance between the ith   grasshopper and the jth  grasshopper 

and is calculated using Formula (3) [10].  

= -d X Xj iij  (3) 
The function ( s ) defines social force pressure in Formula (2) with ( dij ) as a unit vector from one 

grasshopper to another. the jth  grasshopper. ( 
 -X  Xj i=dij dij

) The function s  , defining the social 

force, can be calculated using Formula (4) [10].  
- -( ) -
d dls d f e e=

 (4) 
where f  represents the intensity of attraction and l  denotes the scale length of attraction. The 

function s  is illustrated in Figure (3) to reveal how it affects the social interaction (attraction and 
repulsion) of grasshoppers. 
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Figure 3. Impact of parameters f  [10]. 

In Figure 3, repulsion is observed between 0 and 2.079 in the distance range of 0 to 15. The 
distance of 2.079 between grasshoppers is called the comfort zone, with no attraction or repulsion. 
Figure 3 demonstrates attraction increasing until around 4 from a distance of 2.079. Changing the 
parameters, l and f  in Formula (4) leads to different social behaviors in artificial grasshoppers. To 

observe the impact of these two parameters, the function s in Figure 4 with different values of l and 
f in Formula (4) will result in various social behaviors in artificial grasshoppers. 

 

Figure 4. Influence of parameters f   (intensity of attraction) and l   (attraction scale length) on 

generating various movements [10]. 

Figure 4 reveals that the parameters l  and f  significantly alter the comfort, attraction, and 
repulsion regions. Note that the attraction or repulsion regions are very small for certain values (for 
example, l   = 1 and f   = 1). In simulations, values of l   = 1.5 and f  = 0.5 have been used. A 
conceptual model of interactions between grasshoppers and the comfort zone using the function s
is depicted in Figure 5. 
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Figure 5. Conceptual model of interactions between grasshoppers and comfort zone [10]. 

The function ( s  ) distinguishes between repulsion, attraction, and comfort zones for 
grasshoppers, showing values close to zero for distances beyond 10 in Figures 3 and 4. As a result, 
this function lacks the ability to produce strong forces between separated grasshoppers. In order to 
tackle this problem, the separation between two grasshoppers is represented on the range [1,4]. The 
illustration in Figure 3 displays the function's shape within this interval. Studies have demonstrated 
that Formula (1) is not suitable for congestion and optimization algorithm simulations due to its 
impact on exploration and exploitation within the search space near a solution. The model has been 
used to tackle congestion in an unoccupied space. Consequently, Formula (5) [10] is applied to 
simulate grasshopper interactions during congestion. 

( ) 

1 2
d d

N
d dd j i

i dj i
j ijj i

b bc c s
u l x xx xX Td=

≠

 − − = − +  
 
∑

 (5) 

where
dbu  is the upper bound in dimension thd ,

dbl  denotes the lower bound in dimension 

thd , 
dT  is the value in thd dimension of the target (the best solution seen so far), and c  is a 

reduction constant for minimizing the comfort, repulsion, and attraction regions. In this equation, s  
is derived from Formula (4), while the parameters of gravity ( G ) and wind direction ( A ) are not 
considered. The behavior of grasshoppers in a 2D  space using Formula (5) is depicted in Figure 6. 
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Figure 6. Behavior of grasshoppers in 2D Space [10]. 

In Figure 6, a total of 20 artificial grasshoppers are utilized for movement within a time exceeding 
10 units. Figure 6 demonstrates how Formula (5) brings the initial random population closer together 
to form a unified and organized congregation. After 10-time units, all grasshoppers reach the global 
optimum region and cease further movement. Formula (5) defines the next position of a grasshopper 
based on its current position, the target position, and the positions of all other grasshoppers. Note 
that the first component in this relation considers the position of the current grasshopper concerning 
other grasshoppers. In essence, we consider the status of all grasshoppers to define the positions of 
search agents around the target. This is a different approach compared to the Particle Swarm 
Optimization (PSO) algorithm. In PSO, there are two vectors for each particle: the position vector and 
the velocity vector. However, in the GOA, there is only one position vector for each search agent. 
Another main difference between the two algorithms is that PSO updates the particle position 
according to the current position, personal best experience, and public best experience. However, the 
GOA algorithm updates the position of the search agent based on its current position, the general 
best answer, and the positions of other Grasshoppers.  It is also noteworthy that the adaptive 
parameter c  has been used twice in Formula (5) for the following reasons [10]: 
• The item positioned first c  on the left bears a strong resemblance to the inertia weight ( w ) used 

in the PSO algorithm. It decreases the movement of grasshoppers towards the target. To clarify, 
this parameter maintains a balance between exploring and exploiting the target. 

• The second variable c   decreases the areas of attraction, repulsion, and comfort among 

grasshoppers. Consider the component 
u l-b bd d d dc s( - )x xj i2

  in Formula (5), where 

2
u lb bd d−

 linearly reduces the space between grasshoppers that should explore and exploit. 

In Formula (5), the internal c  leads to a proportional reduction in attraction/repulsion force 
between grasshoppers with each iteration of the algorithm, while the external c   diminishes the 
search coverage around the target with an increase in the number of algorithm iterations. In 
summary, the first part of Formula (5) considers the positions of other grasshoppers and simulates 

interactions among grasshoppers in nature, while the second part 
dT  simulates the tendency to 

move towards a food source in grasshoppers. Additionally, parameter c simulates a decline in the 
speed of grasshoppers as they approach a food source and eventually consume it. To maintain a 
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balance between exploration and operation, parameter c needs to fall with a rise in iterations during 
the algorithm. The coefficient C  reduces the comfort zone proportionally with the number of 
iterations and is calculated using Formula (6) [10]. 

max min
maxC l

L
c cc

−
= −   (6) 

where 
maxc is the maximum value, 

minc  shows the minimum value, l indicates the current 

iteration number, and L represents the maximum number of algorithm iterations. In simulations, 

maxc is considered as 1 and 
minc  as 0.00001. The impact of this parameter on the movement and 

convergence of grasshoppers is illustrated in Figure 7. 

 
Figure 7. Impact of parameter C on the movement and convergence of grasshoppers to the global 
optimum [10]. 

Experiments have been conducted on fixed and moving targets to assess the performance of the 
GOA in understanding how the movement of grasshopper congregations towards the optimal 
solution of a problem occurs. The history of grasshopper positions over 100 iterations in Figure 7 
demonstrates that the congregation gradually converges towards a fixed target in a two-dimensional 
space, a behavior attributed to the reduction of the comfort zone by factor C . It is also shown that the 
congregation effectively follows a moving target, and this is why the last component of formula (5) 

is 
dT  , in which the grasshopper is pushed towards the target.  These behaviors assist the GOA 

algorithm in avoiding rapid convergence towards a local optimum, ensuring that grasshoppers 
converge towards the target as much as possible, a behavior being crucial during exploitation. The 
mathematical model presented for the GOA requires grasshoppers to gradually converge towards 
the target over the course of algorithm iterations. However, in real search spaces, there is no specific 
target since we do not know exactly where the global optimum, i.e., the main target, is located. 
Therefore, at each optimization stage, we will find a target for the grasshoppers. In the GOA, it is 
assumed that the best grasshopper during algorithm execution (the grasshopper with the best 
objective function value) is the target. This helps the algorithm store the most promising target in the 
search space at each iteration and compels grasshoppers to move toward this target. This is 
performed with the hope of finding a better and more accurate target as the best approximation for 
the global optimum in the search space [10]. You can see the pseudocode of the grasshopper algorithm 
in Figure 8. 
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Initialize the swarm 
iX  ( 1, 2,3,...,i n= ) 

Initialize 
maxc , 

minc , and maximum number of iterations 

Calculate the fitness of each search agent 
T  = the best search agent  
While ( l   Max number of iterations) 
     Update c using Eq. (6) 
     for each search agent 
           Normalize the distances between grasshoppers in [1, 4] 
           Update the position of the current search agent by the equation (5) 
           Bring the current search agent back if it goes outside the boundaries 
     end for  
     Update T  if there is a better solution 
     1l l= +  
end while 
Return T  
 
 

Figure 8. Pseudo codes of the GOA algorithm [10]. 

The GOA has a strong search mechanism in the sterile problem space, and in the optimization 
of high-dimensional functions, it has shown a high accuracy in reaching the global optimum. Due to 
the collective movement of the grasshoppers to a region of space where the global optimum lies, the 
optimality of the problem is found with greater accuracy. which makes the convergence accuracy of 
this algorithm, the dependence of this algorithm on the number of search agents and the other hand 
the collective movement of grasshopper to the better area of the search space causes, some points of 
the search space (if there are few search agents) will not be properly explored. This will cause 
premature convergence to the local optimum; further, in this algorithm, the number of agents is fixed 
until the end of the algorithm iteration, which will elevate the number of function evaluations. This 
is because at the beginning of the work, the algorithm needs the right number of search factors and 
strong exploration, but as the end of the algorithm iterations approaches, extraction will be needed, 
and for optimal extraction (convergence to optimality), not all search factors may get involved. Also, 
the important parameter of this algorithm is the comfort zone, which in this algorithm falls linearly 
and according to the iterations of the algorithm, and in which the rate of convergence and the state 
of the grasshoppers in the search space are not included [10]. 
• Sine Cosine Optimization Algorithm 

The Sine Cosine Optimization Algorithm (SCA) is an elitist population-based method that has 
demonstrated high extraction power and precise convergence, leading to achievement of the exact 
optimal point even in high-dimensional functions. This algorithm addresses both exploration and 
exploitation in optimization and aims to find the global optimum of the problem. In this algorithm, 
the best solution always represents the destination for search waves. Thus, search waves do not 
deviate from the primary optimum of the problem. Further, the fluctuating behavior in this algorithm 
allows it to search the search space around the optimum of the problem well, regardless of the 
difference between algorithms in the field of random population based optimization, with the 
optimization process being divided into two common phases: exploration versus exploitation. The 
following position update equations for both phases are specified using Formula (7) [11]. 

1
1 2 3sin( )

tt t t
i i iipX X r r r X+ = + × × −

  (7) 
1

1 2 3cos( )
i

tt t t
i i i ipX X r r r X+ = + × × −
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Where 
t
iX   is the position of current solution in 

thi   dimension at 
tht  iteration, 

1 2 3, ,r r r
represent random numbers, 

ip   position of the destination point in 
thi   dimension, and ||  

indicates the absolute value. These two equations are combined to be used as follows [11]. 

1 2 3

1 2 3

41

4

sin( ) ,

cos( ) ,

0.5

0.5
i

tt t

i ii

tt t

i i

t
i

i

pX r r r X
pX r r r X

r
X

r
+

+ × × −

+ × × −




= 
 ≥




  (8) 
Where 

4r is random number in [ ]0,1 ; there are four main parameters in SCA: 
1 2 3 4, , ,r r r r

. 
1t

iX +
 denotes the new coordinates of the search wave and 

t
iX  represents the previous 

coordinates of the search wave and 
t
iP shows the coordinates of the best solution found, which is 

considered as the destination.   if 
1r  less than 1, move towards the destination point, and if it is 

greater than 1, move away from the destination point. Formula (9) displays the effect of the 
1r  

parameter on the movement of waves in the sine-cosine algorithm. Formula (10) shows the effect of 
the

1r  parameter on the discovery and extraction of the sine-cosine algorithm. Also, the effect of the 

resolution parameter
1r  is shown in Figure 9.  

1

aa t
Tr = −  (9) 

Where t is the current iteration, T denotes the maximum of iterations, and a is constant. 

 

Figure 9. Impact of parameter 
1r on wave movement in the sine cosine optimization algorithm [11]. 
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Figure 10. Impact of parameter 
1r  on exploration and exploitation in the sine cosine optimization 

algorithm [11]. 

Parameter 
2r  is used to model oscillatory movement which varies within [ ]0,2π . Figure (11) 

illustrates the impact of parameter 
2r  on wave movement in the sine cosine optimization algorithm. 

You can see the effect of the parameter 
2r clearly in Figure 11. 

 

Figure 11. Impact of parameter 
2r  on wave movement in the sine cosine optimization algorithm 

[11]. 

3r serves as a weight for the destination; if it is considered greater than 1, a larger step towards 

the destination is taken, and if it is less than 1, a smaller step is taken towards the destination. 
4r is 

a random variable between 0 and 1 The optimal solution to the problem is obtained by completing 
the final number of iterations of the algorithm and selecting the best-found solution, which is 
determined by a random variable between 0 and 1 that switches between sine and cosine movements. 
You can see the pseudocode of the sine-cosine algorithm in Figure 12. 
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Initialize a set of search agents (solutions) ( X ) 
Do 
    Evaluate each of search agents by the objective function 

    Update the best solution obtained so far ( P X ∗= ) 

    Update 
1 2 3 4, , ,r r r r  

   Update the position of search agents using equation (8) 
While( t   maximum number of iterations) 
Return the best solution obtained so far as the global optimum 

Figure 12. Pseudo codes of the sine cosine algorithm [11]. 

4. Proposed Method for Detecting Attacks in IOT 
Network intrusion detection benefits from the superior performance of hybrid models. The 

limitation of single CNN or RNN models is the singular feature extraction dimension, resulting in 
relatively worse classification outcomes. residual network structures offer significant advantages in 
a variety of tasks. The recent RESNEST [12] model has become popular because of its ability to be 
applied to different tasks. however, we know that Random Neural Network is a suitable solution for 
attack detection in Internet of Things networks [6]. Meanwhile, adjusting the weights of random 
neural networks is directly related to their classification accuracy. Also, by adjusting the internal 
parameters of neural networks, they reach high accuracy in classification. So in our proposed 
framework, the internal parameters and architecture of the random neural network are adjusted 
using meta-innovative algorithms to enhance its classification performance and accuracy. Indeed, 
adjusting the weights and architecture of the neural network aims to improve the classification 
accuracy. Note that the sine cosine algorithm has a high exploration power and the grasshopper 
algorithm has a high exploitation power, and the combination of these two algorithms seems to be 
able to search the search space more accurately. Indeed, in the standard random neural network, 
gradient descent is used to adjust the weights of the network, and to obtain the minimum square of 
the network error, the weights are adjusted as backpropagation of the error. Gradient descent is an 
optimization method through derivative calculation which reaches early convergence to a local 
minimum at the first minimum in the optimization functions, including the error square function in 
the random neural network, and cannot converge to the minimum point of the function. Thus, the 
combined evolutionary algorithm of sine cosine and grasshopper is used to converge to the minimum 
point of the error square function in this random neural network. We also know that one of the criteria 
for evaluating the proposed approach is the accuracy of the intrusion detection system. According to 
the architecture of the proposed method shown in Figure (15), the output of the neural network 
(proposed model) is pattern recognition. So, by optimally adjusting the weights of the neural 
network, the accuracy of pattern recognition increases, and ultimately leads to heightened accuracy 
of   the accuracy of pattern recognition in IOT networks improves by optimally adjusting neural 
network weights, resulting in enhanced attack detection and intrusion identification. Figure (15) 
illustrates the architecture of the metaheuristic optimization algorithms-based IOT network intrusion 
detection model proposed in this article. 

4.1. Dataset Description 
An open-source dataset named DS2OS was obtained from KAGGLE [40]. This is one of the new 

generations of IOT datasets for evaluating the fidelity and efficiency of different cybersecurity 
applications based on machine/deep learning algorithms. The dataset consists of 357952 samples and 
13 features. It has 347935 normal data values and 10017 anomalous data values, with 8 classes. Two 
features ``Value'' and ̀ `Accessed Node Type'' have 2500 and 148 missing values, respectively. Indeed, 
in this paper, the dataset consists of 260,000 samples with eleven features (Source Address, Source 
Type, Source Location, Destination Address, Destination Type, Destination Location, Accessed Node 
Address, Accessed Node Type, Operation, Value, Timestamp). The dataset is split into 70% for 
training and 30% for testing the model. The input characteristics are labeled X1 through X11. The 
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dataset is split into a training set of 80% and a test set of 20%. in order to apply the suggested model, 
this dataset includes a total of 13 characteristics. Column 1, known as "Source ID," does not play a 
significant role in predicting attacks. Consequently, this column was excluded in the preprocessing 
process. Column 13 serves as an output feature denoting "Normality." As a result, the RNN (Random 
Neural Network) was fed with 11 features as input. In Table 2 [6], you can find a concise summary of 
the attacks present in the DS2OS dataset. 

Table 2. Breakdown of the assaults in the DS2OS dataset. 
Acts of 

aggression Brief explanation 

Service Denial 
If a user is unable to access information systems, devices, and specific network 
resources, it may be due to a DOS attack. Email services, websites, and online 
banking accounts are among the services that can be affected by this attack. 

Malicious 
Control 

By exploiting software vulnerabilities, attackers in MC can intercept network traffic. 
A user can gain remote access to a computer through this attack, also called an 

application backdoor. 
Data Type 

Probing 
  Data poisoning happens when a harmful node inserts unauthorized data type. 

Typically, probing attacks are employed to delve into the specific details of servers. 

Scan Sending client requests to server port addresses on a host is part of this attack, 
aiming to locate an active port and exploit a known vulnerability in that service. 

Malicious 
Operation  

Malware is usually responsible for MO, This activity has the potential to disrupt the 
original process. 

Wrong Setup Within WS, a hacker can gain entry to crucial system data. 

Spying System vulnerabilities are exploited by attackers in espionage to gain access to vital 
information through a backdoor channel. 

Normal When data is entirely precise, it is classified as normal data. 
 

 

Figure 13. The IOT network intrusion detection model uses metaheuristic optimization algorithms 
and RNN in its structural flow chart. 

4.1.1. Dataset Preprocessing 
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Machine learning research requires good and comprehensive data analysis. The first step is to 
arrange data in such a configuration that they will be compatible with the input of any ML algorithm. 
This dataset contains missing values in two feature columns “Accessed Node Type”. The “Accessed 
Node Type” feature column contains 148 “NAN” values. This feature includes categorical data, so if 
we remove these 148 rows, then there will be a great possibility of losing some valuable information. 
Therefore, the “NAN” value is replaced with the “Malicious” value. Some data present in the “Value” 
column Are also unassigned. These unexpected values are replaced with some meaningful values. 
True, False, Twenty, and None are replaced with 1.0, 0.0, 20.0, and 0.0, respectively. In the next step, 
the first and most important task is to identify the type of features. This dataset contains numerical 
and categorical data. Numerical data are further classified into continuous and discrete values. 
Categorical data are classified into ordinal and nominal values. In the dataset, all columns contain 
categorical nominal variables, except “Value” and “Timestamp”. These two columns consist of 
continuous numerical variables. The next important step is to convert categorical data into feature 
vectors. In this research, categorical data are converted into feature vectors via label encoding. In the 
dataset, most of the features consist of nominal categorical values, so the advantage of label encoding 
is that the number of features will remain the same. Label-encoded data are easy to fit in ML 
algorithms, and the processing time is shorter than that of one-hot encoding [6].  

4.1.2. Data Balancing 
An imbalanced data distribution in network intrusion detection tasks can lead to decreased 

effectiveness for certain categories, despite good performance on the majority category. The decline 
in recall for some categories and overfitting the majority category may affect generalization. Tabular 
datasets are commonly utilized in network intrusion detection. The dataset used in this article is also 
tabular. DS2OS [40] can model and sample the distribution of data. The frequency-based sampling of 
data during training is determined by the logarithm of each category. As a result, DS2OS can 
uniformly examine all possible discrete values. Two feature columns in this dataset have missing 
values in the "Accessed Node Type".  Within the "Accessed Node Type" feature column, there are 
148 occurrences of "NAN" values. Since this feature contains categorical data, eliminating these 148 
rows could result in losing valuable information. Thus, the "NAN" value is substituted with the 
"Malicious" value. Some data in the "Value" column remains unassigned.  These surprising values 
have been substituted with more meaningful ones. True, False, Twenty, and None are substituted 
with 1.0, 0.0, 20.0, and 0.0, in that order. As a result, this paper uses the dataset to create samples 
focusing on specific categories, addressing data imbalance and tackling unbalanced data issues. The 
distribution of diverse attacks in the dataset is laid out in detail in Figure (14).  

 
Figure 14. Statistics of considered attacks in the DS2OS dataset [41]. 

4.2. Model Structure 
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Based on collective intelligence and neural network principles, this paper presents an intrusion 
detection technique for IOT networks. as depicted in Figure (15), the proposed model includes several 
sections, with each section discussed separately. 

 

Figure 15. Architecture of the proposed method. 

In this paper, the DS2OS dataset [40] consists of 260,000 samples with eleven features (Source 
Address, Source Type, Source Location, Destination Address, Destination Type, Destination 
Location, Accessed Node Address, Accessed Node Type, Operation, Value, Timestamp). The dataset 
is divided into 70% for training and 30% for testing the model. These input features are named X1, 
X2, to X11. The dataset is split into a training set and test set, with a ratio of 80% and 20%, respectively. 
Eleven features were used as input for the RNN. 
• Section 2: Random neural network architecture 

In this section, we briefly explain the architecture of the random neural network. The technique 
for attack detection in IOT systems, such as the ANN and the Random Neural Network (RNN) is also 
inspired by the human brain. RNN contains 1 input layer, 8 hidden layers, and 1 output layer. The 
input layer assigns weights plus biasness values and forwards these data to hidden layers for further 
processing [6]. Learning is very important in hidden layers as it plays a critical role in predicting the 
output from real features. Hidden layers transfer this information to the output layer for suitable 
output generation. After learning, the trained model is used to predict attacks by using a test set. 
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• Section 3: Adjusting the architecture of the Lightweight random neural network by using the sine 
cosine optimization and GOA combined algorithm in terms of the number of hidden layers and 
neurons of each layer.  
The sine cosine optimization and GOA combined algorithm has high extraction power and 

accurate convergence. This contributes to achieving the optimal exact point even in high-dimensional 
functions. In this algorithm, the best answer is always the motion indicator for search agents. 
Therefore, the combined chain of Sine Cosine and GOA does not deviate from the original optimality 
of the problem. Also, the various movement behaviors in this algorithm allow it to search the search 
space around the optimality of the problem well and have good accuracy of obtaining the optimality. 
The proposed framework (combination of sine cosine and grasshopper algorithms) is shown using 
Equations (10) and (11).  

   ( )1 21 221

N x xj iub lbd dd d dw W s Ic x x cX r r di j i d ijj
j i

→−−
= × × × × − + × ×∑

=

≠

  
  

         
   

    

 (10) 

The range of 1c  is between 2.5 and 0.5 while 2c ranges from 0.5 to 2.5. The values of and 𝑐𝑐2 

specify how distant the searching should be outwards from or towards the target. The dimensions of 

1c and 2c  are altered adaptively using the sine cosine algorithm ( SCA ) as given in Formula (11). 

1 sin (1 )
2

iter
maxiterc πθ σ = × − × + 

 
  (11) 

2 cos (1 )
2

iter
maxiterc πθ σ = × − × + 

   
where 𝜃𝜃 and 𝜎𝜎 are constants (𝜃𝜃 = 2, 𝜎𝜎 = 0.5). The theoretical model of SCA (𝑐𝑐1 and 𝑐𝑐2) The random 

numbers 𝑟𝑟1 and 𝑟𝑟2 between (0, 1) provide the movement with a direction (or region) of the current 
position either within the solution region and target point or outside of both. The w is the inertia 
weight factor similar to c. controlling the movement of the grasshopper, which is calculated as 
illustrated in Equation (6). Significantly, the random perturbation (𝑟𝑟1 and 𝑟𝑟2) makes sudden changes 
in the solution leading to the avoidance of the local minima while reducing the convergence speed 
towards the global optimum. Contrarily, the SCA coefficients yield high convergence and coverage 
for optimization. Figure (16) displays the structure of a search agent to find the number of hidden 
layers and neurons in each layer of the neural network. 

The number of neurons in 
the n hidden layer ... 

The number of 
neurons in the 
second hidden 

layer 

The number of 
neurons in the 

first hidden 
layer 

Figure 16. Structure of a search agent. 

Stage 1 
1. A search agent is an array with a specified number of cells (the number of non-zero cells in 

the array is equivalent to the hidden layers of the network), where the number inside each array 
indicates the number of neurons in that hidden layer. Figure (17) illustrates an example of a search 
agent. 

4 0 2 0 0 8 1 0 0 7 0 0 4 0 0 0 0 0 2 5 

Figure 17. Sample of a search agent. 

As shown in Figure (17), the number of hidden layers of the random neural network is equal to 
8 and the number of neurons in each hidden layer of the neural network is equal to:  5, 2, 4, 7, 1, 8, 2, 
and 4 in order. 
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Stage 2 
1. Using the grasshopper and sine cosine algorithms, the best search agent is obtained, which is 

shown in Figure (18). 
2. The fitness function is the classification accuracy; using Formula (12), the fitness function of 

each search agent is determined. 
T TPos NegAccuracy T T F FPos Neg Pos Neg

+
= + + +   (12) 

Where 
NegT  is The number of records whose actual class is negative and the classification 

algorithm correctly identifies them as negative. 
PosT  denotes the number of records whose actual 

class is positive and the classification algorithm correctly identifies them as positive. 
PosF  shows 

the number of records whose actual class is negative but the classification algorithm incorrectly 
identifies them as positive. Finally, NegF   reflects the number of records whose actual class is 

positive but the classification algorithm incorrectly identifies them as negative. 
1. Input: Random generation of the population of search agents (The search agent 
represents the number of hidden layer neurons) 
2. Output: Adjustment of random Neural Network Architecture. 
3. Determine the value of the parameters of the problem, including the lower limit and the 
upper limit of the comfort zone in the grasshopper algorithm and the maximum number of 
rounds of evolution. 
4.Begin 
5.   While (until the number of iterations. is not finished) 

6.   Calculate the Fitness of each search agent using T TPos Neg
Accuracy T T F FPos Neg Pos Neg

+
= + + +  

7.   Determine the best search agent. 

8.   Update the comfort zone with using Cmax - CminC Cmax l
L

= −  

9. C  is Adjustment Parameter, where Cmax  is the maximum value, minC is the minimum 
value, l indicates the current iteration, and L is the maximum number of iterations. 

10.   Update parameter 
1r  using 

1

a
= a - t

Tr   

     parameter 
1r  Specifies the domain of the sine and cosine functions. 

      where a  is constant, t is Current iteration, T is Maximum number of iterations. 
11.   Normalize the distance of the grasshoppers in the interval [1,4]. 
      If the interval between 1 and 4 is not defined, the function S returns a value of zero.       
      The S function, which defines the social forces, is calculated as follows: 

      
d

dS(d) f e el
−

−= −  

      where f indicates the intensity of attraction and l is the attractive length scale. 
12.    Update the new position of the grasshopper using 
   



( ) - ( )-
( 1) { ( ( ) - ( ) ) } ( )1, 2 ( )

t tx xi jub lbnpop d dd t C c S t t tx xX T di ji j j i td ij
+ = +∑ = ≠  

 
13.   Combine of Sine Cosine and Grasshopper algorithms using  

1 21 221

N x xj iub lbd d d d dc cX r rw W s Ix x di j i d ijj
j i

                       
  

→−−
= × × × × − + × ×∑

=
≠
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sin (1 )1 2
iterc

maxiter
πθ σ

 
 
 

= × − × +                                                

cos (1 )2 2
iterc

maxiter
πθ σ

 
 
 

= × − × +  

 
14. Return the best search agent as the final answer. 
15. End While 
16. End Algorithm 
 

Figure 18. Adjustment of random neural network architecture pseudo-code. 

• Section 4: Adjusting the weights of the lightweight random neural network using the sine cosine 
optimization and GOA combined algorithm 
According to the random neural network architecture (RNN), neurons are connected in different 

layers. These neurons have excitation and inhibition states, which depend on the potential of a 
received signal. The state of neuron 

in   at time t   is represented by ( )i tS   ; Neuron 
in   will 

remain in an idle state until the value of ( ) 0i tS = . To go into an excited state ( ) 0i tS = because 

( )i tS is considered a nonnegative integer. In the excited state, a neuron 
in transmits an impulse 

signal to another neuron
jn  at the transmission rate of

ih . The transmitted signal can be received 

by neuron
jn   as a positive signal or a negative signal with the probabilities of ( , )i jP+

 and 

( , )i jP−
respectively. Furthermore, the signal can also leave the network with a probability of ( )k i

[6]. 
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1
( ) ( , ) ( , ) 1,

N

i
j

k i i j i jp p+ −

=

+ + =∑ ∀
 (13) 

The weights of neurons
in  and 

jn are updated as: 

( , ) ( , ) 0ii j i jpw h
++ = + ≥

 (14) 

( , ) ( , ) 0ii j i jpw h
−− = + ≥

 
In the RNN, the probability of the signal is determined by a Poisson distribution. Thus, for 

neuron
in  , positive and negative signals are represented by the Poisson rate ( )iΛ   and ( )iλ  

respectively, which can be mathematically described as: 

1
( ) ( ) ( ) ( , ) ( )

N

j
j e j r j j i ipλ

++

=

= + Λ∑   (15) 

1
( ) ( ) ( ) ( , ) ( )

N

j
j e j r j j i ipλ

−−

=

= + Λ∑
 

The output activation function can be described as: 

( )
( )

( ) ( )
e i

i
h i i
λ
λ

+

−=
+

 (16) 

The transmission rate is represented by ( )h i , which can be calculated using Equation (17) [6]. 
1

1
( ) ( , ) ( , )(1 ( ))

N

j
h i i j i jk i w w

− + −

=

=  + − ∑   (17) 

In Equation (17), ( )h i is the gain of the firing rate. During the training of the RNN, probabilities 
of positive and negative weights are updated, which can be described by Equation (18) [6].  

1
( ) ( , ) ( , )

N

j
h i i j i jw w+ −

=

=  + ∑  (18) 

Indeed, in the standard random neural network, gradient descent is used to adjust the weights 
of the network, and to obtain the minimum square of the network error, the weights are adjusted as 
error backpropagation. Gradient descent is an optimization method through derivative calculation 
that reaches premature convergence to a local minimum at the first minimum in the optimization 
functions, including the error square function in the random neural network, and cannot converge to 
the minimum point of the function. The error function is described in Equation (19) [6]. 

( )2

1

1 , 0
2

n

p i i
i

p p
j jq yE α α

=

= ≥−∑  (19) 

Where ( )0,1α ∈   represents the state of output neuron i  . The actual differential function 

predict output values are represented by 
p

jq   and 
p

jy  , respectively. Weights are updated after 

training the neurons a and b as ( , )a bw+
 And ( , )a bw−

, which are described in Equation (20) 

and Equation (21), respectively [6]. 
1

( 1)

, ,
1

( )
,

t

n p pt t

a b a b i j j
i

i

a b

q
q yw w

w
η α

−

+ + −

=

= − −
+

 ∂
∑  ∂   (20) 

Similarly, 
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1

( 1)

, ,
1

( )
,

t

n p pt t

a b a b i j j
i

i

a b

q
q yw w

w
η α

−

− − −

=

= − −
−

 ∂
∑  ∂ 

 (21) 

As mentioned, the weights of the random neural network are adjusted using gradient descent, 
and we mentioned its challenge. In this research, metaheuristic algorithms of sine cosine and 
grasshopper are used to adjust the weights of the neural network to solve the challenges of the 
gradient descent method. After adjusting the random neural network architecture, in this section, the 
weights of the neural network are adjusted using the proposed framework. 

Stage 1 
1. A search agent is an array with a specified number of cells, where the number inside each 

array represents the number of each weight. 
Number of weight 
number 

thn  
... Number of 

weight number 
2 

Number 
of weight 
number 1 

Figure 19. Structure of a search agent. 

Stage 2 
1. Using the grasshopper and sine cosine algorithms, the best search agent is obtained, which is 

shown in Figure (21). 
2. Each search agent can estimate the weights of the network according to the fitness function. 

As mentioned, the fitness function is the classification accuracy, which is obtained using Equation 
(12). As an example, in Figure (20), a neural network with eleven weights (weights between -1 and 1) 
has been estimated. 

0.47 -  0.14 0.22 0.17 0.02 0.41 -  0.94 0.11 0.54 0.1 -  0.62 
Figure 20. Estimated weights of the neural network. 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 12 November 2024 doi:10.20944/preprints202411.0846.v1

https://doi.org/10.20944/preprints202411.0846.v1


 26 

 

1. Input: Random generation of the population of search agents (The search agent 
represents neural network weights) 
2. Output: Adjustment of random neural network weights. 
3. Determining the value of the parameters of the problem, including the lower limit and 
the upper limit of the comfort zone in the grasshopper algorithm and the maximum number 
of rounds of evolution. 
4.Begin 
5.   While (until the number of iterations. is not finished) 

6.   Calculate the Fitness of each search agent using T TPos Neg
Accuracy T T F FPos Neg Pos Neg

+
= + + +  

7.   Determine the best search agent. 

8.   Update the comfort zone with using Cmax - CminC Cmax l
L

= −  

9. C  is Adjustment Parameter, where Cmax  is the maximum value, minC is the minimum 
value, l indicates the current iteration, and L is the maximum number of iterations. 

10.   Update parameter 
1r  using 

1

a
= a - t

Tr   

     parameter 
1r  Specifies the domain of the sine and cosine functions. 

      where a  is constant, t  is Current iteration, T  is Maximum number of iterations. 
11.   Normalize the distance of the grasshoppers in the interval [1,4]. 
      If the interval between 1 and 4 is not defined, the function S  returns a value of zero.       
      The S  function, which defines the social forces, is calculated as follows: 

      
d

dS(d) f e el
−

−= −  

      where f indicates the intensity of attraction and l is the attractive length scale. 
12.    Update the new position of the grasshopper using 
   



( ) - ( )-
( 1) { ( ( ) - ( ) ) } ( )1, 2 ( )

t tx xi jub lbnpop d dd t C c S t t tx xX T di ji j j i td ij
+ = +∑ = ≠  

 
13.   Combine of Sine Cosine and Grasshopper algorithms using  

1 21 221

N x xj iub lbd d d d dc cX r rw W s Ix x di j i d ijj
j i

                       
  

→−−
= × × × × − + × ×∑

=
≠

 

sin (1 )1 2
iterc

maxiter
πθ σ

 
 
 

= × − × +                                                

cos (1 )2 2
iterc

maxiter
πθ σ

 
 
 

= × − × +  

 
14. Return the best search agent as the final answer. 
15. End While 
16. End Algorithm 
 

Figure 21. Adjustment of random neural network weights pseudo-code. 

5. Results of Evaluations 
In this section, the software and hardware implementation of the proposed scheme are described 

in detail. We make a comprehensive evaluation of our proposed scheme in comparison with the new 
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common schemes through simulation. After detailing the simulation settings, protocol comparisons, 
and metric evaluations, the simulation results are presented along with their analysis. 

5.1. Experimental Setup 
The performance evaluation was conducted using the MATLAB R2021a software. These tests 

were performed on a 12-core central processing unit with 16 GB of RAM, (ASUS TUF GAMING F15). 
The settings of the sine cosine optimization and GOA combined Algorithm in Table 3 are specified, 
with 30 search agents set in 300 iterations. We have four scenarios for simulation. The dataset used is 
named DS2OS [40], consisting of 256012 samples and 11 features, as indicated in Table 4. 

5.2. Metrics for Evaluation 
The Confusion Matrix (CM) was used to assess, analyze, and confirm the proposed detection 

technique. Various factors are taken into account when assessing the proposed model.  In the 
following, performance parameters that are used to evaluate the proposed algorithm are briefly 
explained. We evaluated the suggested model by considering various performance metrics like 
accuracy, precision, recall, F1–score, and false alarm rate (FAR). The details of the Confusion matrix 
are clearly shown in figure 22. 
• TN: The number of records whose actual class is negative and the classification algorithm 

correctly identifies them as negative. 
• TP: The number of records whose actual class is positive and the classification algorithm correctly 

identifies them as positive. 
• FP: The number of records whose actual class is negative but the classification algorithm 

incorrectly identifies them as positive. 
• FN: The number of records whose actual class is positive but the classification algorithm 

incorrectly identifies them as negative. 

 
Figure 22. Confusion matrix [13]. 

1. Accuracy 
Accuracy is mathematically described as the ratio between accurate positive and negative results 

to complete the results of the machine learning model. 

T TPos NegAccuracy
T T F FPos Neg Pos Neg

+
=

+ + +
 (22) 

2. Precision 
It is a ratio between truly predicted positive results to true and false-positive results and is 

mathematically described. 
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Pos

Pos Pos

TPrecision
T F

=
+   (23) 

3. Recall (Detection Rate) 
It describes the relationship between true positive predictions to true positive and false negative 

predictions. 
Pos

Pos Neg

TRecall
T F

=
+

 (24) 

4. F1 SCORE 
This is a weighted average of precision and recall. The F1 score maintains the balance between 

precision and recall by considering positive and negative results. 
2 ( )1 Precision RecallF Sccore

Precision Recall
× +

− =
+  (25) 

5. False Alarm Rate (FAR) 
False alarm rate means the false rate of the detection system. Indeed,  malicious behaviors are 

detected as normal behaviors. Thus, a lower false alarm rate is more desirable. 

Pos

Pos Pos

FAR F
T F

=
+  (26) 

Table 3. Settings of the sine cosine optimization and GOA combined algorithm used. 

 In the SCA  In the GOA  

Parameter Constant(a) 
2r 

maxc minc f l Iteration 

Value  
2 [0, 2π

] 
1 

0.00001 0.5 1.5 
300 

The dataset used is named DS2OS [40], consisting of 256012 samples and 11 features; as indicated 
in Table 4, apart from this dataset, two other datasets have been used to evaluate the proposed model. 

Table 4. specifications and description of the characteristics of the DS2OS dataset. 

Attribute 
name 

Explanation Row 

Source 
address 

The source address refers to the sending agents and there are 89 items 
out of 84 equipment items 

1 

Source type Resource type refers to the type of devices, which includes 8 items 2 
Source 

location 
The source location includes 21 locations, including devices 3 

Destination 
address 

The destination address refers to the agent receiving the message and 
is the same as the source address 

4 

Destination 
type 

The destination type refers to the type of devices receiving the message 
and is the same as the source type 

5 

Destination 
location 

The destination location contains 21 locations, the same as the source 
location items 

6 

Access node 
address 

Refers to the addresses of intermediate nodes, which include 170 
different items in the dataset 

7 

Access node 
type 

Like source type and destination type, it includes 8 types 8 

Function It includes 5 operations including register, write, read, acknowledge 
and block 

9 

Value Contains a numerical value 10 
Time Time to transfer message from source to destination 11 
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The proposed intrusion detection system is based on Random Neural Network (RNN) which 
learns from observing significant factors in network traffic changes under flood-like attacks in the 
training samples, labeled as: Source Address, Source Type, Source Location, Destination Address, 
Destination Type, Destination Location, Access Node Address, Access Node Type, Operation, Data 
Value, and Transmission Time. The Source and Destination Address refer to the ID of each node, and 
the Node Type corresponds to the type of equipment, such as whether it is a sensor or an actuator. 
The operation relates to the number of delivered packets, which can be inspected at the destination 
node and includes the number of packets delivered from the source node. The input parameter Data 
Value refers to the numerical value sent in the data, and the packet transmission time is another 
parameter in the DS2OS dataset. Therefore, 11 effective features for intrusion detection are listed in 
Table 4. An example of the dataset, transformed into numerical values for use in experiments, is 
presented in Figure 23. 

 
Figure 23. Representation of the eleven DS2OS dataset features [6]. 

5.3. Datasets 
Due to the constant advancements in network intrusion detection technology, there is now a 

larger selection of publicly accessible network intrusion detection datasets that are diverse and 
tailored to specific contexts, serving as valuable resources for research [12]. In addition to the DS2OS 
dataset [40], two other datasets, CIC-IDS2018 [46] and CIC-IOT2023 [47], were chosen to test the 
performance of the proposed framework for network intrusion detection in this study. To achieve 
better detection results, further processing is required. The calculation of the dataset’s imbalance ratio 
is as follows: 

min

max

imbalance ratio N
N

− =  (27) 

Where 
minN  is the number of the minority class samples, and 

maxN  denotes the number of 

the majority class samples. 
The CIC-IDS2018 dataset has an imbalance degree of 0.00161 between its smallest and largest 

classes in the training set, whereas the CIC-IOT2023 dataset has an imbalance degree of 0.00016. 
The simulations are reported in four scenarios 

• Scenario 1: The results of the proposed model are evaluated using the Support Vector Machine 
(SVM) method as a parametric method and the K-Nearest Neighbors (KNN) method as a non-
parametric method on three datasets. 
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• Scenario 2: The results of the proposed model are evaluated using the Random Neural Network 
(RNN) with the specified architecture on three datasets. 

• Scenario 3: The results of the improved RNN method are investigated with the Sine cosine 
optimization and GOA combined algorithm (IOT - RNNEI) on three datasets. 

• Scenario 4: The Support Vector Machine (SVM) combined model, K-Nearest Neighbors (KNN) 
method, and the proposed method in the ensemble learning model are evaluated on three 
datasets. 
Finally, based on the four simulated scenarios and the obtained results, the output of the 

proposed method (SIRNN-IDS) is compared with other methods. To evaluate the results, metrics 
such as false alarm rate (FAR), recall (Detection Rate), and accuracy rate are used for comparison.  

Scenario 1: Simulation of the Support Vector Machine (SVM) method and K-Nearest Neighbors 
(KNN) method 

Since there are two classes, the number of neighbors in the K-Nearest Neighbors (KNN) method 
should be odd. For this purpose, different numbers of neighbors including 1, 3, 5, 7, 9 have been 
tested. In this experiment, a 10-fold cross-validation method has been used for training. The results 
of the proposed model are only tested with the K-Nearest Neighbors (KNN) method with one 
neighbor. In these results, the highest accuracy value was 0.966. Additionally, the K-Nearest 
Neighbors (KNN) method with three neighbors was tested. In these results, the highest accuracy 
value was 0.964, with the results shown in Table 5. The proposed model results are only tested with 
the k-Nearest Neighbors (KNN) method with five neighbors. 

Table 5. Performance evaluation of KNN method with 5 neighbors on DS2OS dataset. 

k-fold False Alarm 
Rate (FAR) 

Recall (DR) Accuracy 

1 0.021 0.972 0.974 
2 0.022 0.972 0.976 
3 0.028 0.971 0.973 
4 0.029 0.969 0.971 
5 0.024 0.973 0.974 
6 0.023 0.974 0.978 
7 0.021 0.972 0.973 
8 0.028 0.970 0.971 
9 0.024 0.971 0.973 

10 0.021 0.965 0.969 

0.9732 Average 

The results in Table 5 reveal that the highest accuracy value was 0.978. The proposed model's 
results were also tested using only the K-Nearest Neighbors method with seven neighbors, yielding 
a maximum accuracy value of 0.965. Also, the proposed model was tested using only the K-Nearest 
Neighbors method with nine neighbors, achieving a maximum accuracy value of 0.972. As evident 
from the average accuracy obtained in various settings of this method, the K-Nearest Neighbors 
method with five neighbors had the best performance with an average accuracy of 0.9732. Figure 24 
demonstrates the results with different neighbors. 
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Figure 24. Comparison of different results in the K-Nearest Neighbors method on DS2OS dataset. 

The results in Figure 24 indicate that the highest classification accuracy value is 0.973. The 
proposed model's results were also tested using only the K-Nearest Neighbors method with seven 
neighbors. The performance evaluation of KNN method on CIC-IDS2018 Dataset is outlined in Table 
6. 

Table 6. Performance evaluation of KNN method with 5 neighbors on CIC-IDS2018 dataset. 

K-fold False Alarm 
Rate (FAR) 

Recall (DR) Accuracy 

1 0.023 0.972 0.976 
2 0.021 0.972 0.974 
3 0.026 0.973 0.971 
4 0.027 0.967 0.975 
5 0.024 0.973 0.974 
6 0.023 0.974 0.977 
7 0.021 0.971 0.973 
8 0.026 0.970 0.972 
9 0.024 0.975 0.973 

10 0.023 0.967 0.966 

0.9731 Average 
The results in Table 6 show that the highest accuracy value was 0.977. The proposed model's 

results were also tested using only the K-Nearest Neighbors method with seven neighbors, yielding 
a maximum accuracy value of 0.966. Further, the proposed model was tested using only the K-
Nearest Neighbors method with nine neighbors, achieving a maximum accuracy value of 0.973. As 
evident from the average accuracy obtained in various settings of this method, the K-Nearest 
Neighbors method with five neighbors had the best performance with an average accuracy of 0.9731. 
Figure 25 displays the results with different neighbors. 
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Figure 25. Comparison of different results in the K-Nearest Neighbors method on CIC-IDS2018 
dataset. 

The results in Figure 25 reveal that the highest classification accuracy value is 0.975. The 
proposed model's results were also tested using only the K-Nearest Neighbors method with seven 
neighbors. The performance evaluation of KNN method on CIC-IOT2023 dataset is shown in Table 7. 

Table 7. Performance evaluation of KNN method with 5 neighbors on CIC-IOT2023 dataset. 

K-fold False Alarm 
Rate (FAR) 

Recall (DR) Accuracy 

1 0.020 0.972 0.972 
2 0.021 0.972 0.974 
3 0.026 0.979 0.971 
4 0.025 0.967 0.975 
5 0.025 0.973 0.974 
6 0.023 0.972 0.978 
7 0.021 0.971 0.973 
8 0.024 0.970 0.972 
9 0.022 0.971 0.972 

10 0.020 0.966 0.963 

0.9724 Average 
The results in Table 7 show that the highest accuracy value was 0.978. The proposed model's 

results were also tested using only the K-Nearest Neighbors method with seven neighbors, yielding 
a maximum accuracy value of 0.966. Additionally, the proposed model was tested using only the K-
Nearest Neighbors method with nine neighbors, achieving a maximum accuracy value of 0.974. As 
evident from the average accuracy obtained in various settings of this method, the K-Nearest 
Neighbors method with five neighbors had the best performance with an average accuracy of 0.9724. 
Figure 26 illustrates the results with different neighbors. 
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Figure 26. Comparison of different results in the K-Nearest Neighbors method on CIC-IOT2023 
dataset. 

The results in Figure 26 indicate that the highest classification accuracy value is 0.971. The 
proposed model's results were also tested using only the K-Nearest Neighbors method with seven 
neighbors. Next, the simulation results with Support Vector Machine (SVM) using different kernels 
are presented. The proposed model's results were tested using the SVM method with a sigmoid 
kernel. In these results, the highest accuracy value was 0.984. The proposed model was also tested 
using only the SVM method with a polynomial kernel, achieving a maximum accuracy value of 0.982. 
Furthermore, as indicated in Table (8), the proposed model's results were tested using only the SVM 
method with a Gaussian kernel on DS2OS dataset. In these results, the highest accuracy value was 
0.988. 

Table 8. Performance evaluation of the SVM method with a Gaussian Kernel on DS2OS dataset. 

K-fold False Alarm 
Rate (FAR) 

Recall (DR) Accuracy 

1 0.013 0.985 0.986 
2 0.011 0.984 0.987 
3 0.014 0.984 0.988 
4 0.017 0.979 0.984 
5 0.013 0.983 0.986 
6 0.011 0.985 0.989 
7 0.012 0.982 0.984 
8 0.016 0.982 0.984 
9 0.014 0.984 0.987 

10 0.015 0.985 0.987 
 Average 0.9862 

In Table 8, as evident from the average accuracy obtained in various settings of this method, the 
SVM with a Gaussian kernel had the best performance with an average accuracy of 0.9862, 
outperforming the k-Nearest Neighbors method in terms of accuracy. Figure 27 illustrates the 
comparison of results from different settings of the SVM method. 
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Figure 27. Comparison of different results in support vector machine on DS2OS dataset. 

The results of the proposed model were tested using the Support Vector Machine (SVM) method 
with a sigmoid kernel. In these results, the accuracy value was 0.985. The proposed model was also 
tested using only the SVM method with a polynomial kernel, achieving an accuracy value of 0.983. 
Furthermore, as indicated in Figure 27, the proposed model's results were tested using only the SVM 
method with a Gaussian kernel. In these results, the highest accuracy value was 0.986. Furthermore, 
as indicated in Table 8, the proposed model's results were tested using only the SVM method with a 
Gaussian kernel. In these results, the highest accuracy value was 0.988. The performance evaluation 
of the SVM method on CIC-IDS2018 is shown in Table 9. 

Table 9. Performance evaluation of the SVM method with a Gaussian kernel on CIC-IDS2018 
dataset. 

K-fold False Alarm 
Rate (FAR) 

Recall (DR) Accuracy 

1 0.013 0.981 0.984 
2 0.011 0.984 0.986 
3 0.014 0.985 0.987 
4 0.017 0.979 0.984 
5 0.011 0.983 0.986 
6 0.012 0.985 0.985 
7 0.012 0.984 0.984 
8 0.016 0.982 0.983 
9 0.015 0.983 0.981 

10 0.014 0.985 0.987 
 Average 0.9847 

According to the average accuracy obtained in various settings of this method in Table 9, the 
Support Vector Machine with a Gaussian kernel had the best performance with an average accuracy 
of 0.9847. Table 10 displays the performance evaluation of the SVM method on the CIC-IOT2023 
Dataset. 

Table 10. Performance evaluation of the SVM method with a Gaussian kernel on CIC-IOT2023 
dataset. 

K-fold False Alarm 
Rate (FAR) 

Recall (DR) Accuracy 
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1 0.012 0.982 0.983 
2 0.011 0.984 0.987 
3 0.013 0.985 0.987 
4 0.017 0.978 0.985 
5 0.014 0.983 0.986 
6 0.012 0.983 0.985 
7 0.016 0.984 0.986 
8 0.016 0.982 0.983 
9 0.017 0.984 0.981 

10 0.013 0.985 0.982 
 Average 0.9845 

In Table 10, as observed from the average accuracy obtained in various settings of this method, 
the Support Vector Machine with a Gaussian kernel had the best performance with an average 
accuracy of 0.9847. 

Scenario 2: Simulation of the random neural network method 
By analyzing the experiments, the best architecture for the random neural network has been 

identified. It includes eight hidden layers, with 15 neurons in each layer. table 11 presents the results 
of the random neural network (RNN) with 10-fold cross-validation on DS2OS dataset. 

Table 11. The DS2OS dataset was used to evaluate the performance of the RNN method with eight 
hidden layers and 15 neurons in each layer. 

K-fold 
False Alarm 
Rate (FAR) 

Recall (DR)  Accuracy 

1 0.011 0.989 0.990 
2 0.012 0.987 0.989 
3 0.009 0.989 0.991 
4 0.012 0.979 0.990 
5 0.009 0.985 0.991 
6 0.013 0.987 0.989 
7 0.018 0.988 0.989 
8 0.012 0.989 0.990 
9 0.011 0.990 0.991 

10 0.009 0.987 0.991 

 Average 0.9901 

In Table 11, As evident from the results of ten-fold cross-validation of the Random Neural 
Network method presented Based on the experiments. the best accuracy result was 0.991, with an 
average detection accuracy of 0.9901. In Table 12, you can find the performance evaluation of the 
RNN method on the CIC-IDS2018 dataset. 

Table 12. Performance evaluation of the RNN method with eight hidden layers and 15 neurons in 
each layer on CIC-IDS2018 dataset. 

K-fold 
False Alarm 
Rate (FAR) 

Recall (DR)  Accuracy 

1 0.011 0.989 0.990 
2 0.012 0.987 0.989 
3 0.006 0.986 0.988 
4 0.012 0.979 0.991 
5 0.007 0.983 0.989 
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6 0.013 0.987 0.989 
7 0.017 0.987 0.988 
8 0.012 0.989 0.990 
9 0.011 0.990 0.991 

10 0.008 0.986 0.990 

 Average 0.9895 

In Table 12 As evident from the results of ten-fold cross-validation of the Random Neural 
Network method presented Based on the experiments. the best accuracy result was 0.991, with an 
average detection accuracy of 0.9895. The performance evaluation of the RNN method on CIC-
IOT2023 dataset is reported in Table 13. 

Table 13. The RNN method with eight hidden layers and fifteen neurons in each layer was 
evaluated on the CIC-IOT2023 dataset. 

K-fold 
False Alarm 
Rate (FAR) 

Recall (DR)  Accuracy 

1 0.011 0.989 0.990 
2 0.012 0.987 0.989 
3 0.005 0.986 0.987 
4 0.012 0.979 0.991 
5 0.007 0.983 0.989 
6 0.014 0.988 0.988 
7 0.017 0.987 0.988 
8 0.013 0.988 0.993 
9 0.011 0.990 0.991 

10 0.007 0.985 0.992 

 Average 0.9897 
In Table 13 As evident from the results of ten-fold cross-validation of the Random Neural 

Network method presented Based on the experiments. the best accuracy result was 0.993, with an 
average detection accuracy of 0.9897. 
• Scenario S: Simulation of the improved Random Neural Network method with the sine cosine 

optimization and GOA combined algorithm (IOT - RNNEI) 
The experiments have led to the determination of the optimal architecture for the random neural 

network. This architecture involves eight hidden layers, with 15 neurons in each layer, considering 
the number of neurons and other neural network settings. table 14 shows the results of the improved 
random neural network method with the sine cosine and GOA combined algorithm. As evident from 
the results of ten-fold cross-validation of the proposed method, the best accuracy result was 0.996, 
with an average detection accuracy of 0.9949. 

Table 14. Performance evaluation of the proposed method (IOT - RNNEI) with eight hidden layers 
and 15 neurons in each layer on DS2OS dataset. 

K-fold False Alarm 
Rate (FAR) Recall (DR) Accuracy 

1 0.005 0.995 0.996 
2 0.006 0.993 0.995 
3 0.007 0.993 0.994 
4 0.007 0.993 0.994 
5 0.008 0.994 0.995 
6 0.006 0.993 0.995 
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7 0.006 0.994 0.996 
8 0.008 0.994 0.995 
9 0.007 0.993 0.994 

10 0.008 0.994 0.995 
 Average 0.9949 

In Table 14 As evident from the results of ten-fold cross-validation of the Random Neural 
Network method presented Based on the experiments. the best accuracy result was 0.995, with an 
average detection accuracy of 0.9949. The performance evaluation of the proposed method on the 
CIC-IDS2018 dataset is displayed in Table 15. 

Table 15. Evaluating the proposed method (IOT - RNNEI) with 8 hidden layers and 15 neurons per 
layer on the CIC-IDS2018 dataset. 

K-fold False Alarm 
Rate (FAR) Recall (DR) Accuracy 

1 0.004 0.994 0.995 
2 0.006 0.993 0.995 
3 0.005 0.991 0.992 
4 0.007 0.993 0.994 
5 0.007 0.993 0.994 
6 0.006 0.993 0.995 
7 0.005 0.993 0.996 
8 0.002 0.992 0.994 
9 0.007 0.993 0.994 

10 0.008 0.994 0.995 
 Average 0.9944 

In Table 15 As evident from the results of ten-fold cross-validation of the Random Neural 
Network method presented Based on the experiments. the best accuracy result was 0.996, with an 
average detection accuracy of 0.9944. Table 16 reports the performance evaluation of the proposed 
method on the CIC-IDS2018 dataset. 

Table 16. Performance evaluation of the proposed method (IOT - RNNEI) with eight hidden layers 
and 15 neurons in each layer on CIC-IOT2023 dataset. 

K-fold False Alarm 
Rate (FAR) Recall (DR) Accuracy 

1 0.003 0.993 0.994 
2 0.005 0.992 0.994 
3 0.005 0.991 0.992 
4 0.006 0.992 0.993 
5 0.007 0.993 0.994 
6 0.001 0.991 0.992 
7 0.005 0.993 0.996 
8 0.002 0.992 0.994 
9 0.007 0.993 0.994 

10 0.007 0.993 0.994 
 Average 0.9937 
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In Table 16 As evident from the results of ten-fold cross-validation of the Random Neural 
Network method presented Based on the experiments. the best accuracy result was 0.996, with an 
average detection accuracy of 0.9937.  
• Scenario 4: Multi-Task Learning Model Simulation 

In this section, the best architecture of the tested methods has been experimented in the form of 
multi-task learning, including the Nearest Neighbor method with five neighbors, Gaussian kernel 
support vector machine (SVM), and improved random neural network with the sine cosine 
optimization and GOA algorithm. As outlined in Table 17, the results of the proposed model in multi-
task learning show higher accuracy compared to other experiments, with the highest accuracy value 
being 0.997, though the average is obtained as 0.9956.  

Table 17. Evaluation of the performance of the combined method with the Nearest Neighbor 
method, Support Vector Machine, and improved Random Neural Network on DS2OS dataset. 

K-fold False Alarm 
Rate (FAR) Recall (DR) Accuracy 

1 0.005 0.993 0.995 
2 0.006 0.895 0.996 
3 0.004 0.995 0.997 
4 0.006 0.994 0.995 
5 0.005 0.994 0.996 
6 0.007 0.994 0.995 
7 0.007 0.993 0.994 
8 0.006 0.993 0.995 
9 0.005 0.994 0.996 

10 0.004 0.995 0.997 
 

 
Average 0.9956 

The evaluation of the proposed framework, along with other new methods, considered criteria 
such as recall, false alarm rate, and accuracy rate on three datasets. See Table 18 for the results. 

Table 18. Comparing tested methods and proposed model using DS2OS dataset. 

 
Methods Dataset Accuracy 

Rate 
False 

Alarm Rate 
(FAR) 

Recall (DR) 

Random Neural Network (RNN) (2020)[6] DS2OS 99.01% 0.008 0.9902 
KNN DS2OS 97.32 % 0.024 0.9711 
SVM DS2OS 98.62 % 0.014 0.9849 

Proposed Model (IOT - RNNEI) DS2OS 99.49 % 0.005 0.9928 

Ensemble (KNN-SVM- (IOT - RNNEI)) DS2OS 99.56 % 0.004 0.9937 

FSL (FEDERATED SEMISUPERVISED 
LEARNING) 

DS2OS 95.84% 0.021 0.9602 

DEEP NEURAL NETWORK (DNN) DS2OS 98.01% 0.007 0.9701 

Deep Learning (DL) (2024)[12] DS2OS 99.26% 0.006 0.9812 

ET-DCANET (2024)[7] DS2OS 99.43% 0.005 0.9824 

Federated Learning and BLOCHCHAIN 
(2024)[33] 

DS2OS 99.33% 0.007 0.9816 
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As reported in Table 18, the proposed model is compared with three new methods of 2024 (DL, 
FL, ET-DCANET). Specifically, Figure 28 shows the difference between various methods with the 
proposed model on DS2OS based on the recall (detection rate). 

 
Figure 28. Comparison of the tested methods and the proposed model on DS2OS dataset. 

Based on the false alarm rate (FAR), Figure 29 demonstrates the variation between different 
methods and the proposed model on DS2OS.Considering that the lower the FAR, the better the 
performance of the model. 

 
Figure 29. Comparison of the tested methods and the proposed model on DS2OS dataset. 

In Figure 29, the results are shown graphically, the difference between various methods was 
determined based on the FAR. With the lowest false alarm rate is 0.004. Table 19 shows comparison 
of various methods and the proposed model on CIC-IDS2018 dataset. 

Table 19. Comparison of the tested methods and the proposed model on CIC-IDS2018 dataset. 

Methods Dataset Accuracy 
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Random Neural Network (RNN) (2020)[6] CIC-IDS2018 99.03% 0.006 0.9904 
KNN CIC-IDS2018 97.21 % 0.021 0.9710 
SVM CIC-IDS2018 98.61 % 0.012 0.9845 

Proposed Model (IOT-RNNEI) CIC-IDS2018 99.69 % 0.004 0.9939 

Ensemble (KNN-SVM- (IOT-RNNEI)) CIC-IDS2018 99.76 % 0.003 0.9937 

FSL (FEDERATED SEMISUPERVISED 
LEARNING) 

CIC-IDS2018 95.81% 0.020 0.9601 

DEEP NEURAL NETWORK (DNN) CIC-IDS2018 98.01% 0.007 0.9701 

Deep Learning (DL) (2024)[12] CIC-IDS2018 99.23% 0.008 0.9812 

ET-DCANET (2024)[7] CIC-IDS2018 99.53% 0.004 0.9824 

Federated Learning and BLOCHCHAIN 
(2024)[33] 

CIC-IDS2018 99.13% 0.009 0.9816 

The results in Table 19 show that the highest accuracy value was 99.76%. Figure 30 graphically 
illustrates the difference between various methods on CIC-IDS2018 dataset based on the recall 
(detection rate). 

 
Figure 30. Comparison of the Tested Methods and the Proposed Model on CIC-IDS2018 Dataset. 

Figure 31 graphically shows the difference between various methods on CIC-IDS2018 dataset 
based on the false alarm rate (FAR). 
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Figure 31. Comparison of the tested methods and the proposed model on CIC-IDS2018 dataset. 

Figure 31, presenting the results graphically, indicates the difference between various methods 
with the lowest false alarm rate being 0.003. Table 20 compares various methods and the proposed 
model on CIC-IOT2023 dataset. 

Table 20. Comparison of the tested methods and the proposed model on CIC-IOT2023 dataset. 

Methods Dataset Accuracy 
Rate 

False 
Alarm Rate 

(FAR) 
Recall (DR) 

Random Neural Network (RNN) (2020)[6] CIC-IOT2023 99.02% 0.007 0.9903 
KNN CIC-IOT2023 97.31 % 0.024 0.9710 
SVM CIC-IOT2023 98.63 % 0.015 0.9849 

Proposed Model (IOT - RNNEI) CIC-IOT2023 99.59 % 0.004 0.9929 

Ensemble (KNN-SVM- (IOT - RNNEI)) CIC-IOT2023 99.56 % 0.004 0.9937 

FSL (FEDERATED SEMISUPERVISED 
LEARNING) 

CIC-IOT2023 95.82% 0.021 0.9601 

DEEP NEURAL NETWORK (DNN) CIC-IOT2023 98.01% 0.007 0.9701 

Deep Learning (DL) (2024)[12] CIC-IOT2023 99.23% 0.008 0.9812 

ET-DCANET (2024)[7] CIC-IOT2023 99.53% 0.004 0.9824 

Federated Learning and BLOCHCHAIN 
(2024)[33] 

CIC-IOT2023 99.23% 0.007 0.9818 

The results in Table 20 show that the highest accuracy value was 99.59%.  Figure 32 clearly 
reveal the comparison between the new methods and the proposed model (IOT - RNNEI) on CIC-
IOT2023 dataset in terms of accuracy rate. 
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Figure 32. Comparison of the tested methods and the proposed model on CIC-IOT2023 dataset. 

Figure 33 graphically indicates the difference between various methods on CIC-IOT2023 dataset 
based on the recall (detection rate). 

 
Figure 33. Comparison of the tested methods and the proposed model on CIC-IOT2023 dataset. 

Figure 34 graphically displays the difference between various methods on CIC-IOT2023 dataset 
based on the false alarm rate (FAR). 
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Figure 34. Comparison of the tested methods and the proposed model on CIC-IOT2023 dataset. 

The accuracy and false alarm rates of current intrusion detection methods can be problematic, 
which is why we introduced a new model for IOT network intrusion detection to enhance 
performance. the proposed framework was evaluated on three datasets; as shown in Figures 34 and 
35, the proposed model has superior performance on the new dataset (CIC-IOT2023) compared to 
other methods. Comparison of training time and classification accuracy of RNN and IOT - RNNEI 
(proposed model) on DS2OS dataset is indicated in Table 21. 

Table 21. Comparison of training time and classification accuracy in the random neural network 
(RNN) and proposed model (IOT - RNNEI) on DS2OS dataset. 

Average 
Accuracy 

(IOT - 
RNNEI) 

Average 
Accuracy 

(RNN) 

Average 
Training Time 
(IOT - RNNEI) 

Average 
Training Time 

(RNN) 

The number of Neurons in 
each layer * the number of 

hidden layers 

97.9103% 97.4105% 00:06:44 00:04:14 1*15 
98.1214% 97.8506% 00:07:15 00:06:55 2*15 
97.8145% 97.1084% 00:06:51 00:09:35 3*15 
99.1042% 98.8895% 00:06:59 00:14:43 4*15 
99.1274% 99.0147% 00:07:51 00:19:51 5*15 
99.1108% 99.0159% 00:07:45 00:28:37 6*15 
99.1654% 99.0101% 00:08:14 00:39:46 7*15 
99.4923% 99.0199% 00:08:48 00:46:04 8*15 
99.1544% 99.0174% 00:08:55 01:05:44 9*15 
99.1498% 99.0151% 00:09:11 01:29:14 10*15 

As reported in Table 21, in terms of training time, in the standard random neural network, as the 
number of neurons in the hidden layer increases, so does the execution time due to training via 
gradient descent. However, in the proposed model, the time spent on training is related to the 
execution of the sine cosine and GOA combined algorithm. Indeed, Increasing the hidden layer 
neurons in the neural network expands the dimensions of the sine cosine and GOA combined 
algorithm, resulting in shorter processing time compared to a random neural network. increasing the 
number of neurons in the hidden layer of the neural network. it needs to reach the optimal weight 
values through derivation, and therefore, with an increase in the number of weights, more time is 
needed for training. In terms of classification accuracy, it is observed that in the standard random 
neural network, with changes in the number of neurons and hidden layers, the accuracy varies, and 
even with ten hidden layers with fifteen neurons in each hidden layer, this accuracy does not increase; 
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the best architecture, considering the architecture introduced [6], consists of eight hidden layers with 
15 neurons in each hidden layer.  

6. Conclusion and Future Works 
A proper intrusion detection system's effectiveness depends directly on the choice and 

effectiveness of the classification method. Tweaking parameters, such as network weights, can 
enhance a neural network's performance. A method for detecting attacks in IOT networks is outlined 
in this paper, utilizing evolutionary intelligence and random neural networks. By utilizing a joint 
algorithm of grasshopper and sine cosine optimization, the proposed model upgraded the 
architecture and internal parameters of the random neural network. The effectiveness of the proposed 
model was confirmed on three datasets (DS2OS, CIC-IDS2018, CIC-IOT2023), with an accuracy rate 
of 99.59%, recall value of 0.9929, and false alarm rate of 0.004. The suggested model was proven to 
improve data balance and demonstrate outstanding detection performance in network intrusion 
assignments. However, our suggested model does come with its limitations. We conducted numerous 
experiments to enhance both the structure and parameters of a neural network for optimal 
performance. Nevertheless, grasshopper-like evolutionary intelligence algorithms need time to 
discover the best solution in the search space. The parameters may also need tweaking in various 
application environments to sustain the model’s peak performance. Moreover, ongoing 
communication among IOT devices while training the model in the suggested framework could lead 
to communication overhead. However, our model could save computational resources by utilizing 
metaheuristic algorithms, although it might require more time for these algorithms to reach the global 
optimal point, particularly with extensive IOT datasets.  If the IOT devices lack computational 
power, the algorithm training time could go up. The grasshopper optimization algorithm can only 
tackle single-objective problems involving continuous variables. Furthermore, the proposed 
framework demands consistent communication between IOT devices while training the model, 
leading to potential communication overhead. The data gathered from various devices is recognized 
to display diverse quality characteristics. Achieving generalizability of the model in diverse IOT 
datasets is a difficult task. The deployment of the suggested model in the live test environment is 
uncertain. Future work will focus on optimizing the model with various metaheuristic optimization 
algorithms in vehicular networks. 
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