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Abstract: The increasing impact of digital technologies on society, marked by rapid and disruptive changes,

including more efficient and modern processes, is pushing companies to adopt digital solutions. However,

companies have limited options, and they can rarely avoid being affected by the speed and challenges introduced

by digital technologies. Researchers have observed that the cybersecurity risks associated with these technologies

are not fully apparent, despite the advantages they bring. In this context, this study aims to uncover the

associated risks of using Digital Transformation technologies, which may lead to outcomes that fall short of

initial expectations. A systematic literature review was conducted as the research methodology, involving a

search for scientific articles in bibliographic databases to identify, organize, and classify these risks. This review

offered visibility into the risks companies face when adopting digital technologies and provided a framework that

highlights the most relevant risks. IT specialists validated these risks through a questionnaire, thereby aligning

the systematic literature review with market realities regarding the risks companies are exposed to when using

digital technologies. As a contribution to both the industry and academia, this work offers a framework to support

companies in their Digital Transformation journey, helping them to recognize and manage the cybersecurity risks

associated with digital technologies. Future studies could expand on this framework by developing a model for

risk prioritization and mitigation.

Keywords: digital transformation; digital technology; risk; risk identification; risk classification

1. Introduction

Digital technologies, which represent the combination and connectivity of a dispersed volume
of information, communication, and computing technologies [1], have begun to have an increasing
impact on people’s lives, businesses, and companies [2]. Their evolution has resulted in business
models based on digital platforms, which has affected how companies are structured and how their
management is conducted [3]. This includes changes in companies’ behavior, pushing them in ways
that they are rarely able to shield themselves from the growing competition and challenges brought by
digital technologies [4].

Digital Transformation (DT), as a process that encompasses the digitalization of companies, includ-
ing products, services, and the creation of value through the implementation of various technologies [5],
has resulted in a landscape of changes, which includes the evolution of information technologies, the
pursuit of efficient processes, and modernization [6]. DT has become a critical component for the
success and survival of companies, as it allows for the identification and creation of opportunities to
strengthen their competitive advantages [7].

Although this topic has been of growing interest to both academia and the market [8], a unified
understanding of what DT is and what it means is still lacking [9]. According to the literature, it can
be defined as a process that enhances a specific entity, triggering many changes through information,
computing, communication, and connectivity [6]. DT can also be understood as an organizational
change triggered by the diffusion of digital technologies [8].

Digital technologies are transforming the way companies and markets interact [10,11]. As these
technologies become present in all areas, companies are assigning executives to lead their digital
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agendas and emphasize the importance that digital technologies play in the current context, as they
are faced with the need to use them as efficiently as possible [2], given that they are everywhere,
playing an increasingly important role in people’s lives [12]. Digital technologies are used to enhance
the performance and capabilities of a user, system, or process [13]. They are employed to enable
connectivity between components, as well as to search for information, transform, and store data.
In the context of the mutual integration and optimization of digital technologies, this makes the
production, processing, and customization of products simpler and more convenient [14].

Among the technologies that impact the DT process, Internet of Things (IoT), big data and
analytics, artificial intelligence (AI), cloud computing, cyber-physical systems, and 3D printing are the
most relevant today [15]. There is no specific and static set of DT technologies. They vary according to
a company business and the technological availability at a given historical moment or specific location.

The challenge is how companies will manage the increasing speed and risks imposed by new
and disruptive technologies [6]. It involves considering the effect that the use of digital technologies
has on society, which is facing a viral disruption that challenges the notion of prosperity at any cost,
as well as the foundations of trust in institutions and a better future [16]. Risk can be understood as
the possibility of an event having unexpected outcomes, the uncertainty of the unknown, or how its
effects are perceived [17]. It is the probability of a variation from an expected result [18]. Additionally,
companies are exposed to risks that may cause unexpected disruptions due to strikes, natural disasters,
or supplier failures [19]. With an increase in complexity, DT has elevated this topic to a new level, with
the introduction of systemic and structural risks [20].

2. Research Background

This section presents the theoretical platform supporting the development of this work, outlining
the concepts related to digital transformation, its technologies, and the risks associated with the use of
them.

2.1. Digital Transformation (DT)

DT has become a focus of attention in both the corporate and academic worlds, but it remains a
challenge to have a clear, precise, and unified definition of it [9]. A significant part of the difficulty in
reaching an exact meaning for this topic is the fact that DT has a multidisciplinary perspective [21].
An important characteristic of DT is the integrated use of technologies that reach and impact internal
processes within companies and have the particularity of affecting societies and people [22].

In this perspective, the human component is an aspect of DT, both in terms of means and
objectives [21]. The integrated use of these digital technologies changes the way individuals work and
has the ultimate goal of improving the material conditions of society [22].

Based on interviews with executives, there is confusion in defining the term "digital," as it is
something quite saturated and can have various meanings [2]. Furthermore, according to these authors,
although there are definitions that emphasize technology itself, transformative aspects, strategies, and
business models have been incorporated into this term.

The multidisciplinary perspective of DT takes society’s point of view into account [16]. In this
way, the opportunities that come with this revolution are important, but they are accompanied by
risks that directly affect people. DT is described as the use of technologies to radically improve
companies and rethink how they utilize this resource, as well as people and processes, to change
business performance [23].

In light of the concepts and definitions presented here, it is evident that DT does not have a
unified meaning. The perspectives differ according to the authors and their fields of study, but all of
them are able to formulate their own definition for this phenomenon that is revolutionizing societies.
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2.2. Digital Transformation Technologies

The innovation behind DT is identified as the combination of information, computing, communi-
cation, and connectivity technologies [1,6]. As many of the technologies directly linked to DT are not
new [21], the evolutionary process that has occurred in recent decades, starting from informatics to the
information society, paved the way for an event as impactful as DT [24].

As an example, it is possible to list some technologies, such as the IoT, cloud computing, big
data, cyber-physical systems, virtual and augmented reality, and finally, AI [25]. This last one, in
particular, poses some challenges, since its ultimate goal is the creation of an algorithm capable of
solving problems and performing cognitive tasks as well as or better than humans [23].

The robotization of processes is a technology that deserves attention, and it does not replace AI or
machine learning, but it is capable of performing automatic and repetitive tasks, such as data mining,
for example [26].

Regarding cloud technology, other mechanisms, such as the IoT, store data and rely on the cloud to
achieve the integration that DT has been providing, which permeates both citizens and companies [27].

As can be observed, the universe of available technologies is very broad, which is why a static
definition of them would be somewhat incomplete. It is important to note that the technologies that
cause concern today will, in a few years, be fully integrated into the lives of citizens and companies,
thus no longer representing a threat. Likewise, the hypothetical risks associated with technologies like
AI, which may present potential threats to humanity in the coming years, are similar to the innovations
and risks of past technologies that are now fully integrated into society [20].

2.3. Risks Associated with the Use of Digital Technologies

Technologies have become a requirement for companies to gain competitive advantages [7]. On
the other hand, despite the gains from DT, researchers are beginning to discuss the negative effects
of digitalization [21]. In this context, the effort here is to relate the use of digital technologies to the
inherent risks of this process. Although the benefits are significant, it is impossible to ignore the risks
associated with them.

Risk has always accompanied humanity, but in some way, it has been managed [16]. Regarding
DT, it brings systemic and structural risks, such as economic security, which stems from the dependence
on technologies from other countries, and the lack of foundational elements needed to build them [20].
The integration of this process with third-party technologies presents a source of danger [28]. This
increases cybersecurity risks and their complexity, as a vulnerability may be linked precisely to an
external element (this type of dependency was identified by the European Parliament in 2019). Today,
the world is globalized, with societies deeply integrated. In this scenario, technologies add a level
of speed that imposes a significant challenge, as it is necessary to improve people’s conditions and
reinforce expectations for a better future [16].

AI can bring risks and challenges that are difficult to calculate, which may cause unprecedented
uncertainties [20]. In short, it is about the difficulty of clearly predicting the risks involved in the use
of AI across various sectors of society. Drastic scenarios can be envisioned, such as the loss of control
over military systems, but there are simpler horizons that include the challenge of establishing laws
and regulations for the proper use of such technologies without becoming a risk.

DT has added a new layer of risk, which is cyber-related, and it can experience a cascade effect
from a natural event, such as a disaster, which may trigger unexpected impacts on the infrastructure
supporting digital technologies [28]. For example, a prolonged power outage can directly affect the
continuity of data centers.

The possibility of a cascading effect introduces a term previously reserved for the literature on
cyberwarfare and cyberterrorism. This term refers to critical infrastructure, which represents systems
and assets that can be either physical or virtual. If they are destroyed or compromised, they can cause a
debilitating impact on national security, economic security, public health, or all of these combined [29].

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 5 November 2024 doi:10.20944/preprints202411.0339.v1

https://doi.org/10.20944/preprints202411.0339.v1


4 of 20

It is important to highlight that cyberspace is part of critical infrastructure, which can be defined as the
computers, servers, routers, and cables that enable its functioning [30].

It is possible to list some items that provide a more domestic dimension of critical infrastructure,
such as energy, food, transportation, the banking system, and communication [31]. Ports are an
integral part of it due to a global supply chain that includes integration with transportation, energy,
and telecommunications networks [32]. IoT and the management of a large amount of data available
in the cloud create a significant dependency on critical infrastructure [32]. As the cloud hosts an
increasing volume of data, including sensitive data, concerns about potential cyberattacks targeting
this data also rise [27].

In this way, it is possible to observe that these examples cover industries of different natures, but
there are common points, such as the pursuit of competitiveness and DT (the means through which
they are working to achieve this goal). The risk arises when sensitive areas affected by DT experience
an unexpected event, which could be a disaster or even a human action intended to cause harm [28].

The intensive use of digital technologies can increase human risk and social vulnerability [33].
It involves recognizing that countries, companies, and citizens are not equal. According to these
authors, not all human beings are connected to the Internet, as this depends on telecommunications
infrastructure, income, and the location. This results in digital inequalities or different forms of equality.
This perspective is relevant for citizens and companies in less developed regions, which face pressure
to adopt and implement DT but are not on equal level at the starting point with more developed ones.
This social vulnerability can marginalize entire regions and companies, making it very difficult for
them to keep pace with the adoption of advanced technologies, thereby creating what is known as the
digital divide [33].

Risk may exist in the process of concentration of digital platforms and the high investment in
innovation that these industries require, such as cloud computing. However, only companies that
reach a certain level of market power are able to afford the significant investment needed for the
innovation of digital platforms. This market power and concentration can hinder the entry of new
participants and ultimately harm the entire system [34].

3. Systematic Literature Review

To allow a unbiased data collection in a situation where the results are unpredictable [35], this
work is structured with a systematic literature review – conducted through searches in the bibliographic
databases Web of Science and SCOPUS, which provide the theoretical foundation of the research,
providing the state of the art on the risks that the use of DT technologies brings to companies. It is
structured following the PRISMA method (Preferred Reporting Items for Systematic Review and Meta-
Analysis) [36], which divides the research process into the following steps: identification, screening,
eligibility, and inclusion. To ensure that all analyzed material is consistent and minimizes subjective
perspectives, the eligibility step includes inclusion and exclusion criteria [37]. These criteria provide
an objective way to determine whether the materials resulting from the searches are relevant to the
central theme of the research and place the present study within ongoing discussions in the existing
literature.

3.1. Searches in the Bibliographic Databases

The systematic literature review was conducted by searching for scientific publications in the
bibliographic databases Web of Science and SCOPUS. Table 1 presents the terms used in the search
expression.

Table 1. Search Expression.

"digital transformation" AND (risk* OR privacy OR breach* OR leak* OR mitigati* OR security)
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The search terms were adjusted to provide research involving DT with the risk of digital tech-
nologies; therefore, the term "risks" is mandatory. Words like privacy, breach, leakage, mitigation,
and security expand the search, as they are related to risks. It’s worth noting that the term "digital
technologies" does not appear in the expression, as it was observed that searching for DT automatically
includes the concept of digital technologies.

3.2. Inclusion and Exclusion Criteria

Based on the raw results obtained with the search expression in the mentioned databases, the
inclusion and exclusion criteria were applied to the publications [37]. Table 2 presents the inclusion
and exclusion criteria, along with comments.

Table 2. Inclusion and Exclusion criteria, with comments.

I/E Criteria Comments

E SER (Search Engine Reason) The paper has only its title, abstract, and keywords in En-
glish but not its full-text.

E WF (Without Full-Text) A paper without full text to be assessed.

E NR (Non-Related) NR-1: The paper is not an academic article.;
NR-2: The definition of risk is not related to DT.

I LR (Loosely Related.)

LR-1: Risk and DT are used as examples.;
LR-2: Risk and DT are used to future research.;
LR-3: Risk and DT are used as expressions;
LR-4: Risk and DT are presented as keywords.

I PR (Partially related)
PR-1: Risk and DT are used as challenges or trends.;
PR-2: Risk and DT are among the topics reviewed or dis-
cussed.

I CR (Closely related) The research efforts are explicitly dedicated to Risk and DT.

Two principles guided the literature review of this study:

• Objective Review: each collected work was reviewed to determine its inclusion or exclusion.
The abstract and keywords were initially analyzed to objectively verify if the work met the
established criteria;

• Data Collection with Evidence: as it was observed that the work met the established criteria,
relevant data were captured, including notes to support important statements and elements.

Using the PRISMA method (Preferred Reporting Items for Systematic Review and Meta-Analysis) [36],
the systematic literature review resulted in the sample presented in Figure 1.

3.3. PRISMA Method

Figure 1. PRISMA Flow Diagram.
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4. Results

This work is exploratory and qualitative, as it validates the risks involved in the use of digital
technologies in companies through a systematic literature review, which supports the creation of a
framework. A questionnaire was applied as a research instrument for data collection. The quantitative
perspective of this work is the validation of the framework through the Likert scale in the questionnaire.

The result of this work is the construction of a validated risk framework inherent to the use of
digital technologies. This will enable companies to implement protection and cybersecurity strategies.

4.1. Risks Identification

The systematic literature review undertaken in the course of this work allowed for the identifica-
tion of risks associated with the use of digital technologies. It is known that these risks exist, but the
literature review enabled the selection of risks connected to reality, which are also a concern for other
researchers who, although optimistic about the ongoing technological revolution, are beginning to pay
attention to the negative effects of this rapid change [21].

The inclusion and exclusion criteria (Table 2) of the PRISMA method selected 36 (thirty-six)
academic articles that are entirely related, meaning the research efforts are directly dedicated to risks
of digital technologies. Twenty-one (21) risks were identified, which are associated with the use of
digital technologies and can be observed in Table 3, listed and sorted by the number of occurrences,
resulting in 36.

Table 3. Identified Risks.

Identification Risk Occurrences
a Privacy Leakage 18
b Malware 8
c Ransomware 8
d Information Leakage 7
e Data Theft/Manipulation 5
f Unauthorized Access 5
g Phishing 4
h Information Disclosure 4
i Denial of Services 3
j Data Breach 3
k Spoofing 3
l Spyware 2
m Virus 2
n Tampering 2
o Sniffing 2
p Worms 1
q Bombs 1
r Trojans 1
s MitM attacks 1
t Repudiation 1
u Elevation Privileges 1

The risks, starting from the Identification column, are classified by letters ranging from "a" to "u,"
thus covering the 21 (twenty-one) risks observed in the systematic review, which will assist in the
reading of Table 4, which relates the risks and their respective authors.
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Table 4. Authors x Risks.

Authors a b c d e f g h i j k l m n o p q r s t u
[34] ✓
[38] ✓
[39] ✓
[40] ✓
[41] ✓
[42] ✓
[43] ✓ ✓
[44] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
[45] ✓
[46] ✓ ✓
[47] ✓ ✓ ✓ ✓
[48] ✓
[49] ✓
[50] ✓
[23] ✓
[51] ✓
[52] ✓
[28] ✓
[32] ✓
[27] ✓ ✓ ✓ ✓
[7] ✓
[53] ✓
[54] ✓ ✓
[55] ✓ ✓
[56] ✓ ✓ ✓ ✓ ✓
[57] ✓ ✓ ✓
[58] ✓
[59] ✓ ✓ ✓ ✓ ✓
[20] ✓ ✓ ✓
[60] ✓
[61] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
[62] ✓ ✓ ✓ ✓
[63] ✓ ✓
[64] ✓
[65] ✓
[66] ✓ ✓ ✓ ✓ ✓
Total 18 8 8 7 5 5 4 4 3 3 3 2 2 2 2 1 1 1 1 1 1

In light of the identified risks and to select the most relevant ones, a Curve ABC is applied since it
is widely used in companies to classify information from various sources [67]. This tool is important
because, among all the identified risks, some have a low number of occurrences in the reviewed articles,
indicating that they are of low relevance. On the other hand, there are those that were frequently cited
and deserve a more in-depth analysis. To differentiate them, the classification was done as follows: the
most relevant items are categorized as A, those of medium importance are classified as B, and finally,
those of low importance are classified as C. It is worth noting that the ABC classification concept is
used in various applications both in professional and personal perspectives [68].
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One aspect of the ABC Curve that must be observed is that the percentages for classification do
not follow a fixed mathematical rule for all cases, with different cutoff values for each categorization
range (A, B, and C) [69]. Additionally, given this lack of uniformity and the absence of references on
the topic in the literature, the following classification criterion was used: 70% of the citations make up
the A items, 17% the B items, and finally 9% the C items [69].

Table 5 presents the classification of the most cited risks, leading to a result of eight most relevant
risks, classified as A, representing 70% of the total of eighty-two citations in the academic articles
researched and selected.

Table 5. Indication of Relevant Risks Using the ABC Curve.

Risk ID # Citations % Citations % Total ABC Description
a 18 21,43% 21,43% A Privacy Leakage
b 8 9,52% 30,95% A Malware
c 8 9,52% 40,48% A Ransomware
d 7 8,33% 48,81% A Information Leakage
e 5 5,95% 54,76% A Data Theft/Manipulation
f 5 5,95% 60,71% A Unauthorized Access
g 4 4,76% 65,48% A Phishing
h 4 4,76% 70,24% A Information Disclosure
i 3 3,57% 73,81% B Denial of Service
j 3 3,57% 77,38% B Data Breach
k 3 3,57% 80,95% B Spoofing
l 2 2,38% 83,33% B Spyware

m 2 2,38% 85,71% B Virus
n 2 2,38% 88,10% B Tampering
o 2 2,38% 90,48% C Sniffing
p 1 1,19% 91,67% C Worms
q 1 1,19% 92,86% C Bombs
r 1 1,19% 94,05% C Trojans
s 1 1,19% 95,24% C MitM attacks
t 1 1,19% 96,43% C Repudiation
u 1 1,19% 97,62% C Elevation Privileges

4.2. Proposed Framework

Based on the selection criteria adopted and for the purposes of this work, the framework will be
composed with the risks deemed most relevant and classified as such by the ABC Curve. Figure 2
graphically represents the proposed framework.

Figure 2. Proposed Framework - Graphical Representation.
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These are the most relevant information security risks arising from the use of digital transforma-
tion technologies:

a. Privacy Leakage: The preservation of privacy has become an antithesis to the idea of a digital
era. Whether through the smart devices used, the digital services consumed, or even the places
visited, data on users’ activities, habits, and preferences are being collected on an unprecedented
scale. However, privacy is a fundamental human right and is also considered a side effect of the
personalized and monetized services offered to people [57].

b. Malware: It is the main tool cybercriminals use to attack digital systems. It is a malicious
computer program that includes viruses, worms, trojans, backdoors, and rootkits [53].

c. Ransomware: The connected world provides new opportunities for cybercriminals who collect
personal data for fraudulent transactions or introduce ransomware – a malicious computer
program that locks or encrypts devices, demanding money in exchange for the decryption
key [64].

d. Information Leakage: This refers to the uncontrolled dissemination of information outside a
company, beyond physical or territorial boundaries, or outside a circle of people who have access
to the information [20].

e. Data Theft/Manipulation: A user has sensitive data stored in a cloud solution consisting of
multiple servers. An attacker may act to gain unauthorized access to their information, such as
stealing data, destroying, or corrupting it in a way that renders it unusable by the user [70].

f. Unauthorized Access: In a bank account, only the account holder should access it, or a bank
employee assisting the owner with specific transactions. No one else should have access. Once
accessed by others, data confidentiality is compromised, which is irreversible [27].

g. Phishing: There are various definitions of the term phishing proposed and discussed by spe-
cialists, researchers, and institutions. Although no definitive meaning exists due to its constant
evolution, this term has been defined in various ways depending on use and context. It involves
impersonating the recipient to achieve a desired action by the attacker [71], such as sending
electronic messages to specific targets.

h. Information Disclosure: It is the joint action between platforms, providers, and consumers to
reveal information about users, products, and services through a digital platform [72].

5. Framework Validation

This section presents a review of the responses to each statement in the questionnaire and validates
the risk framework based on the results from the Likert scale. These answers are valuable as they reflect
the specialists’ perceptions on the subject. It is worth noting that the risk framework was constructed
from a systematic literature review, and the validation by specialists ensures the framework aligns with
market realities, incorporating their insights on the risks associated with the use of digital technologies.
This validation facilitates a mutual contribution between academia and the market. On one hand,
academia contributes through a systematic literature review that identifies and classifies the most
relevant risks; on the other, market specialists offer insights into the applicability of these risks within
real-world business contexts, validating the framework as a resource for companies navigating the
digital transformation journey.

The questionnaire, which utilized a Likert scale, provided raw data enabling identification of the
number of respondents selecting a specific scale for each statement, such as how many chose “Agree”
or “Disagree.” From this data, it is possible to determine the percentage of responses for each statement.
With these numbers, the next step is to determine which responses indicate the framework’s alignment
with market realities. The research criterion assumed that “Agree” and “Strongly Agree” indicate this
alignment; thus, these two scales are measured. This process yields two results that enable conditions
for analysis. The simple average of each response was chosen, summing the percentages of each scale
and calculating the simple average. When there is a set of raw data presented in tables or graphs, one
sums the values and divides by the number of data points, defining a simple average [73].
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There are two averages, as the same is done for “Agree” and “Strongly Agree.” With these two
averages, it is assumed that the final average for validation is the sum of the averages of these two
scales. According to this work’s criterion, if the final average (the result of adding the two) is above
70%, the risk is considered relevant by the specialists.

For each risk, graphs were generated with colors representing the number of respondents choosing
one of the options for each statement related to the risk, which were converted into percentages to
calculate the averages for quantitative discussion. It is important to note that the graphs include a
bottom legend indicating the number of respondents, and a top legend that displays total agreement
in percentage terms. These legends facilitate understanding by clearly relating the respondent count to
the corresponding percentage of agreement. These graphs are presented for each of the risks discussed
in this framework validation.

5.1. Privacy Leakage

As shown in Figure 3, for statement (a.1), 94% of respondents answered between agree and
strongly agree, with 37% and 57% respectively. Neutral and disagree responses account for 6%, with
3% each. There were no responses for strongly disagree. Statement (a.2) shows 66% of responses
between agree and strongly agree. The remaining 34% include responses for strongly disagree, disagree,
and neutral, with 11%, 6%, and 17% respectively. Statement (a.3) shows 6%, 6%, 3%, 17%, and 69%
for strongly disagree, disagree, neutral, agree, and strongly agree. Statement (a.4) has the highest
proportion of responses for strongly disagree and disagree, totaling 31%, with 17% and 14% each.
Neutral accounts for 3%, while agree and strongly agree make up 66%, with 29% and 37% respectively.
The agree scale has an average of 30%, along with an average of 48% for strongly agree.

Figure 3. Likert Scale - Privacy Leakage.

The sum of the two averages results is 78%. In the ABC curve, the risk was classified as relevant
with 21.43% of citations, and on the Likert scale, respondents indicate 78% agreement with the risk,
thereby indicating it is a relevant risk.

5.2. Malware

As shown in Figure 4, for statement (b.1), 89% of respondents fall between agree and strongly
agree, with 29% and 60% respectively. Strongly disagree, disagree, and neutral together make up 11%,
with 6%, 3%, and 3% each. For statement (b.2), 69% chose agree and strongly agree, with 29% and
40% respectively. 17% selected neutral, and 14% fell between strongly disagree and disagree, with
3% and 11% each. Statement (b.3) totals 63% for agree and strongly agree, with 43% and 20% each.
14% selected neutral, while 11% chose strongly disagree and 11% disagree. For statement (b.4), 60%
selected agree and strongly agree, with 29% and 31% respectively. Strongly disagree, disagree, and
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neutral present 6%, 14%, and 20% respectively. The agree scale has an average of 32%, along with an
average of 38% for strongly agree.

Figure 4. Likert Scale - Malware.

The sum of these two averages results in 70%. In the ABC curve, the risk was classified as relevant
with 9.52% of citations, and on the Likert scale, respondents indicate 70% agreement with the risk, also
indicating it is a relevant risk.

5.3. Ransomware

According to Figure 5, statement (c.1) shows that 83% of respondents are between agree and
strongly agree, with 40% and 43% respectively. Strongly disagree, disagree, and neutral total 17%, with
3%, 6%, and 9% each. Statement (c.2) shows similar results, with 83% choosing agree and strongly
agree, at 26% and 57% each. Strongly disagree, disagree, and neutral total 17%, with 3%, 3%, and 11%
each. Statement (c.3) resulted in 94% of respondents between agree and strongly agree, with 20% and
74% each. Strongly disagree and neutral responses combined are 6%, with 3% each, and there were no
responses for disagree. Statement (c.4) shows 91% of respondents between agree and strongly agree,
with 29% and 63% each. Strongly disagree and neutral account for 6% and 3% respectively. The agree
scale has an average of 29%, along with an average of 59% for strongly agree.

Figure 5. Likert Scale - Ransomware.
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The sum of these two averages results is 88%. In the ABC curve, the risk was classified as relevant
with 9.52% of citations, and on the Likert scale, respondents indicated 88% agreement with the risk,
thus indicating it is a relevant risk.

5.4. Information Leakage

As shown in Figure 6, for statement (d.1), 31% of respondents are between agree and strongly
agree, with 29% and 3% each. Strongly disagree, disagree, and neutral responses account for 69% of
respondents, with 11%, 37%, and 20% respectively. Statement (d.2) shows 86% of respondents between
agree and strongly disagree. Strongly disagree and neutral responses account for 14% of respondents,
with 3% and 11% each. For statement (d.3), 71% of respondents are between agree and strongly agree,
with 40% and 31% each. Disagree and neutral total 29%, with 6% and 23% respectively. Statement
(d.4) shows 83% of respondents between agree and strongly agree, with 40% and 31% each. Strongly
disagree, disagree, and neutral responses make up 17%, with 6%, 9%, and 3% each. The agree scale
has an average of 32%, along with an average of 36% for strongly agree.

Figure 6. Likert Scale - Information Leakage.

The sum of these two averages results is 68%. In the ABC curve, the risk was classified as relevant
with 8.33% of citations, and on the Likert scale, respondents indicated 68% agreement with the risk.
This risk falls below the 70% threshold for risk relevance eligibility. It indicates the risk is not relevant
for the specialists.

5.5. Data Theft/Manipulation

According to Figure 7, for statement (e.1), 94% of respondents fall between agree and strongly
agree, with 17% and 77% respectively. Strongly disagree and neutral account for 6%, with 3% each.
Statement (e.2) shows 97% of respondents between agree and strongly agree, with 34% and 63% each.
Strongly disagree makes up 3% of responses. Statement (e.3) totals 97% for agree and strongly agree,
with 29% and 69% respectively. Strongly disagree accounts for 3% of responses. Statement (e.4) has
94% between agree and strongly agree, with 34% and 60% respectively. Strongly disagree and neutral
together make up 6%, with 3% each. The agree scale has an average of 29%, along with an average of
67% for strongly agree.
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Figure 7. Likert Scale - Data Theft/Manipulation.

The sum of these two averages results is 96%. In the ABC curve, the risk was classified as relevant
with 5.95% of citations, and on the Likert scale, respondents indicated 96% agreement with the risk,
thus indicating it is a relevant risk.

5.6. Unauthorized Access

As shown in Figure 8, statement (f.1) has 86% of respondents between agree and strongly agree,
with 66% and 20% each. Strongly disagree, disagree, and neutral responses make up 14%, with 6%, 3%,
and 6% respectively. Statement (f.2) has 80% between agree and strongly agree, with 20% and 60% each.
Strongly disagree, disagree, and neutral responses total 20%, with 6%, 6%, and 9% each. Statement (f.3)
shows 40% between agree and strongly agree, with 17% and 23% each. Strongly disagree, disagree,
and neutral responses total 60%, with 17%, 23%, and 20% each. Finally, statement (f.4) shows 80% of
respondents between agree and strongly agree, with 34% and 46% respectively. Strongly disagree,
disagree, and neutral responses account for 20%, with 9%, 3%, and 9% each. The agree scale has an
average of 34%, along with an average of 37% for strongly agree.

Figure 8. Likert Scale - Unauthorized Access.

The sum of these two averages results is 71%. In the ABC curve, the risk was classified as relevant
with 5.95% of citations, and on the Likert scale, respondents indicated 71% agreement with the risk,
thus indicating it is a relevant risk.
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5.7. Phishing

According to Figure 9, statement (g.1) shows 91% of respondents between agree and strongly
agree, with 20% and 71% each. Strongly disagree and disagree total 9%, with 6% and 3% respectively.
Statement (g.2) has 82% between agree and strongly agree, with 31% and 51% each. Disagree and
neutral account for 18%, with 9% each. Statement (g.3) shows 74% of respondents between agree and
strongly agree, with 20% and 54% each. Strongly disagree, disagree, and neutral total 26%, with 6%,
9%, and 11% respectively. Finally, statement (g.4) has 71% between agree and strongly agree, with 11%
and 60% respectively. Strongly disagree and neutral account for 29% of respondents, with 3% and 26%
each. The agree scale has an average of 21%, along with an average of 59% for strongly agree.

Figure 9. Likert Scale - Phishing.

The sum of these two averages results is 80%. In the ABC curve, the risk was classified as relevant
with 4.76% of citations, and on the Likert scale, respondents indicated 80% agreement with the risk,
thus considering it is a relevant risk.

5.8. Information Disclosure

As shown in Figure 10, statement (h.1) has 60% of respondents between agree and strongly agree,
with 40% and 20% respectively. Strongly disagree, disagree, and neutral responses total 40%, with
11%, 17%, and 11% each. Statement (h.2) shows 80% of respondents between agree and strongly agree,
with 40% each. Strongly disagree, disagree, and neutral responses make up 20%, with 6%, 3%, and
11% respectively. Statement (h.3) has 51% of respondents between agree and strongly agree, with
34% and 17% each. Strongly disagree, disagree, and neutral total 49%, with 9%, 20%, and 20% each.
Finally, statement (h.4) has 63% of respondents between agree and strongly agree, with 37% and 26%
respectively. Strongly disagree, disagree, and neutral responses account for 37%, with 6%, 17%, and
14% each. The agree scale has an average of 38%, along with an average of 26% for strongly agree.
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Figure 10. Likert Scale - Information Disclosure.

The sum of these two averages results is 64%. In the ABC curve, the risk was classified as relevant
with 4.76% of citations, and on the Likert scale, respondents indicated 64% agreement with the theme.
This risk falls below the 70% threshold for risk relevance eligibility. It means the specialists do not
consider it as a relevant risk.

6. Conclusions

DT is, undeniably, one of the most impactful events occurring today. It is the result of a gradual
technological evolution, which started with the information technology revolution that took place
between the 1980s and 1990s and quickly reached its current stage, with the massive use of technology
by both citizens and companies. It is not a choice that can be made according to a lifestyle but rather a
basic requirement for performing daily tasks, such as shopping, studying, managing bank accounts,
watching movies, and chatting with friends. Thus, tasks that were once performed physically are now
predominantly digital.

In this way, more profit and competitive advantage are expected for companies, better prices and
higher quality products and services for consumers, improved quality of life, and ultimately, work for
people. There is hope in this, because with the use of technologies, the expectation is for more comfort,
security, and free time for pleasurable activities. This is something that individuals seek with the use
of technology, as they outsource repetitive or dangerous tasks to machines, creating conditions for
tasks that add more value, whether in terms of leisure or education. This fuels the expectation of a
better future.

Even with these expectations, reality may show another face. Due to the rapid and disruptive
change that DT is triggering, companies are unable to adapt. However, competitive advantage does not
come unconditionally just from the use of technologies, and companies disappear from the market in a
few years [74]. As a result, people become frustrated because they lose their jobs, and as consumers,
they feel insecure due to privacy issues as they share their personal data with the remaining companies.
Thus, risk replaces expectation. Consequently, citizens and companies feel threatened by this revolution
that was supposed to bring optimism.

According to the results of the present work, what happens is the underestimation of a funda-
mental element in the occurrence of a revolution. This is not exclusive to DT, but to all disruptive
changes that have occurred in the past. It is about underestimating the risk, that is, the threat that a
modification entails. This is the danger that DT brings to both citizens and companies, which should
be considered more carefully to get the most out of this great disruption.

It is important to emphasize that the risk is not trivial and has several dimensions. It is not
only the risk of invasion of a company’s servers or a domestic router. This risk exists but is already
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well-addressed by current tools. There are several models and tools that address risks in specific
applications and equipment.

Finally, the systematic literature review allowed the construction of a risk framework, which was
validated by IT market experts through a questionnaire. It delivers a framework to support companies
in their DT journey and enables mechanisms for risks to be prioritized and mitigated by companies.

7. Contributions

This work offers three perspectives of contribution. The first is an immediate contribution to
academia, expanding the theory on the risks associated with the use of digital technologies. The
topic is not trivial because it easily transcends the boundaries of research, as the risks span various
areas of knowledge. Although contradictions may arise during their identification and classification,
the academic contribution is to expand this field of study concerning the side effects of using digital
technologies.

The second contribution is providing a systematic literature review that presents the academic
state of the art on the topic of risks and technologies. This contribution offers a snapshot of the topic
that can be compared with other studies and at different points in time in the future.

The third contribution is a tool, the framework, which can be applied in companies to support
them on their DT journey, including all the references and foundations that will help them identify
and classify the associated risks. The goal is to recognize the risks so they can be reduced and even
prevented. This will be the most significant contribution of the entire work, enabling the use of digital
technologies without resulting in losses due to the risks discussed here.

8. Limitations

This work, made possible through a systematic literature review, focuses on the risks of digital
technologies and their effects on private companies. However, the work does not cover systemic,
social, or human risks, nor those that impact the national security of countries. It also does not include
public companies, governments, governmental bodies, non-governmental organizations, individual
citizens, or even society as a whole.

9. Future Research

The future work that this research enables is to create a model for risk prioritization and mitigation
using the proposed and evaluated framework as a starting point. The research can be expanded beyond
private companies, including public companies or even governments, governmental bodies, or non-
governmental organizations. This expansion of the research will support them on their DT journey,
considering the risks in the context of governments and society. Additionally, it is suggested as
future work to expand the research to cover risks of other types, such as social, human, and those
impacting national security. This would extend the research beyond the risks of digital technologies
and encompass their effects on society or the critical infrastructure of countries. The topic of risk is
broad and can be explored from various perspectives in future studies. Another future work suggestion
is to revisit the risks of Information Leakage and Information Disclosure, as these presented some
contradictions among the respondents in the field research.
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