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Featured Application: The work shows directions for improving the FIDO2 protocol and making it resistant to
malicious implementations; it justifies the necessity of a detailed and deep audit of FIDO2 implementations,

not limited to a black-box approach.

Abstract: In this paper, we analyze the FIDO2 authentication scheme from the point of view of its resilience
to kleptographic attacks. We show that despite its spartan design and apparent efforts to make it immune to
dishonest protocol participants, the unlinkability features of FIDO2 can be effectively broken without a chance to
detect it by observing the interactions. Similarly, a malicious authenticator can enable an adversary to seize the
authenticator’s private keys and thereby enable impersonating the authenticator’s owner. As a few components
of the FIDO 2 protocol are the source of the problem, we indicate that either their implementation details must be
scrutinized during a certification process or one can introduce some minor local changes in the FIDO2 protocol
that effectively disable attacks of this kind.

Keywords: FIDO2; authentication; kleptography; linkability; impersonation; hidden channel; leakage

1. Introduction

User authentication is one of the critical elements in IT services. With the growing role of digital
processing, secure authentication resilient to impersonation attacks is more important than ever. The
old-fashioned solutions based on passwords memorized by human users have reached their limits; the
trend is to rely upon digital tokens kept by the users. Such tokens, especially hardware ones, separated
from the rest of the user’s devices, may offer high protection while relying on strong cryptographic
authentication schemes. Moreover, effective inspection of dedicated authentication tokens with no
other functionalities might be feasible, but it is rather hopeless for general-purpose computing devices.

Theoretically, deploying a reliable authentication token is easy today, given the current state of
the art. In practice, it is problematic.

Implementing a global authentication system based on identical dedicated devices is virtually
impossible for economic, technical, and political reasons. Nevertheless, there are efforts to solve
this problem on a wide scale. One approach is to enforce some solution by political decisions in a
top-down approach. The European Union’s EIDAS 2.0 regulation goes in this direction. The idea
of a European Identity Wallet introduced by EIDAS 2.0 is ambitious and far-reaching, particularly
concerning personal data protection issues. However, this endeavor may fail due to its complexity and
high expectations.

The second strategy is to use already available resources, both hardware and software products,
and attempt to build a flexible ecosystem where different devices may be integrated smoothly. In
that case, the time-to-market should be substantially shorter, and the overall costs might be signifi-
cantly reduced. Also, the risks can be addressed appropriately by using devices with security levels
proportional to the particular risks.

Nevertheless, such a spontaneous ecosystem requires a common protocol to be executed by all
devices. For this reason, it must not rely on any cryptographic primitive that is not commonly used.

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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Challenge-and-response protocols with responses based on digital signatures are definitely well-suited
for such ecosystems.

Legal Requirements

Broad application of an authentication system implies security requirements to be fulfilled. This
is due not only to objective necessity but also to the applicable law. Enforcing a proper security level
by setting minimal requirements for authentication systems is the current strategy of the European
Union. Moreover, the rules are tightened over time. Due to cyberspace globality, these rules have a
high impact on other countries, which frequently follow the same concepts.

As authentication concerns an identifiable individual, authentication systems fall into the scope
of GDPR regulation [1]. One of the basic principles of GDPR is data minimalization: only those
data should be processed, which are necessary for a given purpose. This creates a challenge for
authentication schemes: The real user identity of an IT system should be used only if necessary;
otherwise, it should be replaced by a pseudonymous identity. Even if the real identity is to be linked
with a user account, the link should be concealed in standard processing due to the need to minimize
the data leakage risk and implement the privacy-by-design principle: if no real identity is used, then it
cannot be leaked. Of course, most systems still do not follow this strategy today, but the emerging
FIDO2 authentication discussed in this paper is a good example of automatic pseudonymization.

Another European regulation greatly impacting authentication systems is EIDAS 2.0 [2]. It is
explicitly devoted to digital identity and, thereby, authentication processes. The main EIDAS 2.0
concept is the European Identity Wallet, allowing individuals in the EU to authenticate themselves
with an attribute and not necessarily with their real identity. What the technical realization of this
concept will be is an open question, especially given the member states’ freedom to implement the
EIW and vague general rules. Even the European authorities’ mandate to determine wallet standards
does not preclude the diversity of low-level details.

EIDAS 2 may influence many security services in an indirect and somewhat unexpected way. It
defines trust services and strict obligations for entities providing such services. Note that “the creation
of electronic signatures or electronic seals” falls into the category of trust services (Article 3, point 16c).
Therefore, any service where electronic signatures are created on behalf of the user falls into this
category. This may be interpreted widely, with electronic signatures created by devices provided by
the service supplier. Signatures need not serve the classical purpose of signing digital documents; they
may relate to any data, in particular to ephemeral challenges during challenge-response authentication
processes. From the civil law point of view, such a signature is a declaration of will to log into the
system.

Another stepping stone towards security in European cyberspace is the Cybersecurity Act (CSA)
[3]. It establishes a European certification framework based on Common Criteria for, among others,
ICT products. An ICT product is understood here as an element or a group of elements of a network or
information system. Any online authentication system falls clearly into this category. Although CSA
introduces a framework of voluntary certification under the auspices of ENISA European authority,
it may be expected that once the framework reaches its maturity, there will be a trend to request
authentication with certified devices and schemes. To this end, it will be necessary to formulate
relevant CC Protection Profile documents dealing with security requirements to be tested. This is a
critical stage since omitting some aspects or attack scenarios may result in dangerous products with
certificates that give a false sense of security.

FIDO?2 Initiative

Given the diversity of authentication schemes and their lack of interoperability it is desirable to
create a common framework that would enable usage of authentication tokens of different vendors
within a single ecosystem. This necessity gave rise to the establishment of Fast Identity Online (FIDO)
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Alliance created by a large group of leading tech companies. The Alliance includes, among others,
Google, Amazon, Apple, Intel, Microsoft, and Samsung.

The main flagship result of activities of the FIDO Alliance is a set of protocols called FIDO2.
The goal was to provide an interoperable and convenient passwordless authentication resistant to
man-in-the-middle attacks and phishing, and flexible enough to be implemented on a wide range of
user devices offered by different vendors.

From the cryptographic point of view, FIDO2 is based on three fundamental concepts:

¢ creating at random separate authentication keys for each service,

¢ authentication based on a simple challenge-and-response protocol, where the response is signed
by the authenticator,

¢ separating the authenticator device from the network.

From the user’s point of view, there are three actors:

1. a remote servers offering services and requesting authentication,

2. aclient - a web browser run on the user’s local computer,

3. an authenticator - a device like a hardware key in the hands of the user and authenticating
with the client.

The interaction between these three actors is sketched on Figure 1. As one can guess from the
figure, authentication is based on the secret keys (one per service) stored in the authenticator and the
corresponding public keys shared with corresponding servers.

Server 1
Pkq

client on PC
authenticator /
>~ L
(skq,pkq)
(skaply) / @ Server 2

pko

user

Figure 1. FIDO2 system from the point of view of a user.

The first step of the user U, when getting in touch with a server S for the first time, is to create a
dedicated key pair (pky; s, skiz ) associated with user identifiers uid and cid (see Figure 2).
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authenticator client on PC

uid uid
—d
P> — Server S
skg Pk cid pkg, cid uid

pkg
cid

user

Figure 2. FIDO2 registration of a user in a server.

Once a user has an account in a server S associated with a public key pkg and user ID wuid, the
user can authenticate themself by letting the client to interact with the user’s authenticator holding the
corresponding key skg. Simplifying a little bit, the authentication mechanism is based on signing a
hash of a random challenge received from the server (see Figure 3). A full description with all (crucial)
details will be given in Figure 5.

authenticator client on PC
Hash(r) r
—t
P — Server S
skg signature signature
Accept iff the
identifiers match
and signature is valid
user forr, pks

Figure 3. FIDO2 authentication.

FIDO2 is an example of a design that may have a significant impact on security practice: It is
simple, it is open, and it is a self-organizing distributed ecosystem. On top of that, FIDO2 addresses
nicely privacy protection issues by separating identities and public keys used for authentication in
different systems. Last but not least, it is flexible: the key security primitives - hash function and
signature scheme - are used as plugins and can be easily exchanged.

1.1. The Damocles Sword of Malicious Cryptography

It is known that cryptographic products might be anamorphic in the sense that they pretend
to execute the scheme from their official specification while, in reality, they are running a different
one with additional functionalities. In this case, cryptographic technology may provide not only
powerful tools for implementing the original schemes but also for hiding additional hidden features in
a provably effective way:.

The above-mentioned anamorphic techniques may serve both good and bad purposes. One good
purpose is implementing a signature creation device so that in a case of forgeries (resulting from
breaking the public key by a powerful adversary), it is possible to fish out the signatures created by
the legitimate device [4] or to prevent censorship [5]. On the other hand, anamorphic methods may
be used on the dark side. A prominent example is kleptography (for an overview see [6]), where an
innocently-looking protocol is used for the covert transfer of secret data. Moreover, kleptography is
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based on the concepts of asymmetric cryptography: Only a designated receiver can take advantage of
the channel. Moreover, inspecting the kleptographic code stored in the infected device (including all
keys implemented there) does not enable the derivation of the secrets handed to the adversary.

SK )
@ | signature (D) & Relying Party
(@ Test: is signature(D) valid
I for D and pk?

Document D

@skl signature (D) & Relying Party
®) o pkx._, Test: is signature(D) valid

for D and pk?
‘9) adversary
— sk

—_—

Document D

«---"""

Figure 4. A general picture of kleptography: (a) the information flow in the case of an honest setup of a
signing device (b) the case of an infected signing device .

Unfortunately, kleptography can be easily hidden in many standard primitives, such as digital
signatures [7]. It may also happen that an evidently kleptographic scheme is adopted as a technical
standard (the case of Dual_EC_DRBG standard, cf. [8]).

Kleptography takes advantage of a black-box design: To protect the secret keys, a device imple-
menting the protocol must restrict external access to the device. This is particularly important for
electronic signatures and authentication based on asymmetric cryptography, as the whole security
concept is based on the possession of the secret key. Consequently, it is typical that one can observe
only the messages that should be created according to the protocol’s official description, and it is
impossible to see how these messages have been created. In very few cases, the products are based on
the end-to-end verifiability concept, where the protocol is resistant to malicious implementation of an
arbitrary system component.

A common practice among practitioners is to rely on the most straightforward protocols. In this
case, not only is the implementation cost low and the number of possible implementation mistakes
reduced but there might also be less room for converting the system to a malicious one. A complicated
scheme might have such complex security analysis and/or proof that they are omitted or, if they exist,
never seriously checked.

A pragmatic way to improve the reliability of cryptographic products is to deliver well-examined
and secure cryptographic primitives. Then, a system designer relying on these primitives can make
legitimate assumptions about their properties and deduce the security features of the whole system.

One of the most challenging issues is using randomness in cryptographic protocols. When
honestly implemented, randomness supports unpredictability and protects against many kinds of
replay attacks. On the other hand, randomness is an anchor point for kleptographic attacks, as random
parameters can be replaced by data that looks completely random but carries information for the
adversary in an undetectable way.

Eliminating entirely the threat of kleptographic attacks by appropriate design of cryptographic
schemes is hard or even impossible. Some attack methods, like rejection sampling [5], are extremely
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hard to defer in this way. What seems to be plausible is to substantially reduce the bandwidth of such
channels and eliminate all kleptography-friendly protocol points.

The threat of kleptography is particularly concerning in the case of basic application tools. Any
global system of user authentication is definitely such a critical case.

1.2. Paper Outline and Contribution

The main question considered in this paper is “can we trust FIDO2”? There are some secu-
rity proofs for the protocol but do we need to trust the authenticators? What can happen if the
authenticators (and servers) deviate from the protocol specification unnoticeably?

The situation is, in some sense, typical. On one hand, we have trusted manufacturers, supervised
accreditation laboratories, whose evaluation reports are internationally recognized, and there are
strong penalties for misbehavior.

On the other hand, there are criminal penalties for those who just want to reverse-engineer the
authenticators to check them against malicious content. Last but not least, not all EU member states
are guided by the same values, and cases of cybersecurity and privacy misconduct for political gain
have been reported. Finally, malicious counterfeit authenticators may appear on the market, and at
least some of them may pass the attestation steps of FIDO2. It may endanger the reputation of the
manufacturers as well, regardless of their honest behavior. The problems reported here concern not
only the FIDO Alliance as the host of FIDO2 but also the general public security, especially if FIDO2
becomes a component of the EU Digital Identity Wallet.

We aim to find what can go wrong, especially when physical protection will hide what is going
on inside a device. We focus on threats that may lurk in cryptographic devices.

1.2.1. Paper Organization

The paper is organized as follows:

¢ In Section 2, we recall FIDO2 and WebAuthn protocol. In Section 3, we recall their certification
and attestation framework, aiming to show how relevant it is for kleptographic attacks.
¢ Section 4 describes shortly the attack vectors considered in the paper.

In the following sections, we present drafts of kleptographic attacks:

® Section 5 describes a series of attacks enabling a malicious authenticator to leak its identity
information to the adversary. These attacks apply if FIDO2 authentication is based on discrete
logarithm signatures.

® Section 6 is devoted to several attacks leaking the private keys of the authenticator. Again, the
attacks are initiated by a malicious authenticator and apply for FIDO2 with discrete logarithm
signatures.

¢ Section 7 drafts linking and impersonation attacks when the signature used for FIDO2 are RSA.

The rest of the paper explains some technicalities of the above attacks:

* Section 8 explains how to use error-correcting codes for hidden messages to increase the leakage
speed.

¢ Section 9 explains technical details of embedding a hidden Diffie-Hellman key agreement be-
tween a malicious authenticator and a malicious server within FIDO2 communication.

* Section 10 shows how a malicious server can uncover its TLS communication with the user’s
client. This opens room for those attacks, where the attacker is only observing the messages sent
to the server from the authenticator (via the client).

Finally,

¢ In Section 11 we discuss the situation and propose the countermeasures. Apart from the general
recommendations, we show which protocol elements might be changed to defer most of the
attacks.
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1.2.2. Our Contribution

We show that the FIDO2 standard is not resistant to kleptographic setups. The attacks are
relatively easy to install and difficult to detect with conventional methods unless the implementation
is uncareful.

The previous security analysis for the FIDO2 protocol has silently assumed that the authenticators
are honest. In practice, this is hard to guarantee, and definitely, in regular application cases, an
authenticator cannot be tested against kleptography by its owner.

2. FIDO2 and WebAuthn Protocol - Detains

FIDO2 consists of two protocols:

WebAuthn: it takes the form of a web APl incorporated into the user’s browser. WebAuthn is executed
by the server, the client (that is, the client’s browser), and the user’s authenticator,

CTAP: Client To Authenticator Protocol is executed locally by the authenticator and the client. CTAP
has to guarantee that the client can access the authenticator only with the user’s permission.

Interestingly, although the authenticator is usually a hardware token, it may be implemented in
software [9].
In the following, we consider the last two versions of the FIDO2 standard:

e FIDO2 with the WebAuthn 1 and CTAP 2.0 protocols,
e FIDO2 with the WebAuthn 2 and CTAP 2.1 protocols.

Of course, because of already deployed implementations, both versions must coexist in actual use.
Security analysis of FIDO2 versions is given, respectively, in [10] and [11]. Privacy features of FIDO2
are analyzed in [12].

2.1. WebAuthn 1

WebAuthn 1 is depicted on Figure 5. It consists of two main procedures: Registration and
Authentication. Recall that the protocol has three actors: the authenticator, the client, and the server.
Typically, the connection between the client and the server is over a secure TLS channel. The connection
between the client and the authenticator is a local one.
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Authenticator T(akT)
Register:

response:
(ids, uid, hy) < M,

(pk, sk) < Sig.Kg()

n 0, cid & {0,1}=4

ad < (Hash(idg), n, cid, pk)

o + Sig.Sign(akr, (ad, hy))

ret.insert((idg, uid, cid, sk, n))
Authenticate:

aresponse:
(ids, hr) < M,;

(uid, cid, sk, n) < rct.get(ids)

n < n+1,ad < (Hash(idsg),n)

o & Sig.Sign(sk, (ad, h,))

rct.insert((idg, uid, cid, sk, n))

Client (idg/idg)

rcommand:
(idg, uid, r) < cc
if idg # wl/\s abort
M, < (idg,uid,Hash(r))

R,=(ad,o)

acommand:
(idg,r) « cr
if idg # idg: abort
M, <« (ids,Hash(r))

R,=(cid,ad,o,uid)

Server S

rchallenge:

rs & {0,1}24
uid & {0,1} =4
cc «— (idg, uid, rs)

rcheck:

gets r from Client
(h,n,cid, pk) < ad
reject if r # rs or h # Hash(idg) or n # 0
or Sig.Ver(vkr, (ad,Hash(r)),0) = 0
accept; res.insert((uid, cid, pk,

N
N
=

achallenge:
rs & {0,1}24
cr + (idg, s)

acheck:

(uid', pk,n) + res.get(cid)

gets r from Client

(h,nt) < ad

reject if uid # uid orr # rs

or h # Hash(idg) orny <n

or Sig.Ver(pk, (ad, Hash(r)),c) =0
accept; res.insert((uid, cid, pk, nt))

Figure 5. The WebAuthn 1 protocol (its description borrowed from [10])
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In the registration protocol, the authenticator may use an attestation protocol — the choice depends
on the server’s attestation preferences and the authenticator’s capabilities — see Section 3.2 for more
details. Figure 5 is borrowed from [10], where the attestation mode basic is analyzed: the signature o
is generated with the attestation (private) key akt, which is expected to be deployed on more than
100000 authenticators (see [Section 3.2][13]).

The parameter A defining the minimal bit length of random elements generated during protocol
execution is currently set to 128. Accordingly, the registration procedure is initiated by generating
two random strings by the server: at least 128-bit long random string rs and 512-bit user id uid. These
random values are sent to the client together with the server’s identifier ids (domain name) as a
server’s challenge.

The client parses the challenge and aborts if the received identifier idg does not match the intended
identifier z?i\s. Then the client hashes the last component of the challenge (the random string rs); the
resulting hash value M, is sent to the authenticator.

The authenticator parses M, and generates a fresh key pair (pk,sk), which will be used in
subsequent authentications to the server ids. Next, the authenticator sets the counter # to zero (the
counter shall be incremented at each subsequent authentication session with ids) and generates a

random credential cid of bit length at least A. Then the tuple ad is assembled by the authenticator, and
(depending on the choice of attestation mode) a signature on ad and the hash of the random string
hy = Hash(r) received in M, is generated. Finally, ad and the generated signature ¢ are sent to the
client, and the authenticator updates its registration context by inserting a new record containing the
server identifier idg, the user’s identifiers uid, cid, the private key sk, and the counter 7.

The client passes (ad, o) to the server; the server executes the procedure rcheck on it. If the
checked conditions are satisfied, the server also updates its registration context by inserting the
corresponding record containing the identifiers uid, cid, public key pk and the counter 7.

The authentication procedure starts with choosing by the server a string rs of length at least A
at random. Next, the server assembles the challenge cr consisting of rs and the server identifier ids.
The challenge is passed to the client. If the client expects an authentication process to be executed
by server idg, then, similarly to the registration procedure, the client transforms the challenge by
hashing the random string rs received. The resulting message M, is sent to the authenticator. The
authenticator parses M, retrieves idg and finds the record corresponding to idg created during the
registration procedure. This record contains, among others, the counter and the dedicated signing
key sk. Then, the counter is incremented, the authenticator creates a signature over Hash(ids), the
counter, and the hash of rs using the key sk. Finally, the authenticator sends the response (including
the signature) to the client and updates the stored record.

2.2. WebAuthn 2

This protocol has a richer set of options compared to WebAuthn 1. However, from our point of
view, the most interesting features of its predecessor are preserved: both in the registration procedure
and the authentication procedure some random bit-strings are generated. Namely,

¢ during the registration procedure, the server generates

- a challenge randomly chosen from the set {0,1}>%, and
— the user identifier randomly chosen from the set {0,1} =%,

¢ in the registration procedure, the authenticator generates the credential identifier cid consisting

of at least A bits.
e in the authentication procedure, the server generates the challenge from the set {0,1}>*,

We omit further details of WebAuthn 2 as they are less relevant to our work.

2.3. The Client - Server Channel: Cipher Suites

Since the FIDO2 messages between the server and the client are sent over a TLS channel, we need
to recall a few details about TLS.
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The latest TLS version aims to improve security and offers greater efficiency than its predecessor.
In the meantime, it became quite widespread, as according to [14], "62.1% of surveyed websites have
adopted TLS 1.3 since its release.” For this reason, we concentrate on TLS 1.3.

The following encryption and authentication modes can be used with TLS 1.3 [Appendix B.4][15]:
AES GCM, CHACHAZ20 POLY1305, AES CCM, AES CCM 8 (the difference between CCM and CCM 8
is a reduced, eight-byte long authentication tag in the latter case). All the modes enumerated are
Authenticated Encryption with Associated Data (AEAD) modes.

An interesting feature of the modes used by TLS 1.3 is that encryption can be separated in time
from computing the authentication tag: encryption can be completed first, and then the authentication
tag can be calculated. What is more, if a part of the plaintext is supposed to be random, then we can
reverse the order of the computation: first, we can choose certain ciphertext bits and then find the
corresponding plaintext by xor-ing with the bit stream produced by the encryption algorithm. Once
the plaintext and the ciphertext are determined, one can proceed to calculate the authentication tag.

Note that the AEAD modes can also be negotiated in TLS 1.2, e.g., the cipher suite TLS_ECDHE_
ECDSA_WITH_AES_128_GCM_SHA256.

3. Certification of FIDO2 Authenticators

From the security point of view of the overall FIDO2 framework, it is essential to know how much
we can trust the authenticators. The authors of the FIDO2 concept have addressed this question by
creating a formalized framework for certifying authenticator devices. Below, we sketch this concept
and its practical consequences.

3.1. Certified Authenticator Levels

Authenticators can be implemented in different ways:

* as software,

* as software run in an Allowed Restricted Operating Environment (AROE),

* as secure elements, that is, a software and hardware product protected against remote software
and hardware attacks.

Each form should provide some level of protection. The expected protection levels are formalized into
Certified Authenticator Levels [9]. They are summarised in Table 1 (we borrow the description from

[9D).
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Table 1. Certified Authenticator Levels.
HW \%% .
Level & S Defend against Remarks
Requirements
in the FIDO
Certification for this
level, the
authenticator must
the main goals are to pass'F.unc'tlonal
protect against Certification; the next
phishing attacks and step 1 the Yendor .
server breaches Questionnaire, which
(asymmetric must be submitted to
or Y tooraphy is the FIDO Security
yprograpy I Secretariat for
all software and utilized); what is more, . .
. Security Evaluation.
Level 1 hardware the optional . .
. e e i The questionnaire
authenticators tokenBinding field in must contain a
the CollectedClient- )
Data rationale for how
. security requirements
(see[Section 5.8.1] [16]) .
protects against Man gzecr?:;i;rth ree‘slie‘:;l;lty
in the Middle attacks .
—of. [17] the rationale.

) Level 1 security
certification is the
minimum
requirement for all
FIDO authenticators.

similar as above, but

the authenticators security evaluation is

should be conducted in a FIDO

implemented Accredited Security
Level 1+ . same as above

according to the Laboratory and

Whitebox includes penetration

cryptography testing

paradigm

Device must support

AROE (Allowed

Restricted Operating

Environment); for

example, it is a same as above plus Level 2 is not met by
Level 2 Trusted Execution protection against authenticators that do

Environment (TEE) remote software not support

based on ARM attacks attestation

TrustZone HW or TEE

Based on Intel VT HW.

See [Section 3][18] for

the list.

Device must support al;é?;ggﬁti:r

AROE and must same as above plus I(:e)valuate d acainst
Level 3 provide resistance protection against 54

. . enhanced-basic effort
against physical local hardware attacks P d
attacks software an
hardware attacks
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Table 1. Cont.

Level HW & SW Defend against Remarks
Requirements

according to [19]:
“Authenticator
Certification Level 3+
(L3+) evaluates FIDO
Authenticator protection
against moderate or
high effort software and
hardware attacks. The
confidence in the
Authenticator’s security
properties is high, and
the risk for having a
successful attack is
mitigated."

Level 3+ same as above same as above

3.2. Attestation Modes

During registration, an authenticator generates a pair of asymmetric keys (sk, pk) and passes
the public key pk to the Relying Party server. The Relying Party may want to verify that the public
key comes from a genuine source. Therefore, an attestation protocol may be executed during user
registration. It is composed of two stages:

¢ The Relying Party sends information about preferred attestation mode. Available options are
none, indirect, direct and enterprise. They are summarized in Table 2.

¢ The authenticator responds to the Relying Party’s preferences. The most interesting case is the
preference direct. In this case, the WebAuthen protocol allows the following attestation modes:
basic, self, AttCA, AnonCA, None. In the WebAuthn 1 protocol, ECDAA mode was allowed
but is not present in the current protocol version. See Table 3 for details.

Table 2. Relying Party’s attestation preferences.

Name of preference Description

The server does not require attestation from the authenticator.
The client should replace potentially uniquely identifying
information with a non-identifying version of that information.
For example, if AAGUID (Authenticator Attestation Globally
Unique ID — a 128-bit identifier of the authenticator model) is
present, it should be replaced with a sequence of 16 zero bytes.
The Relying Party allows the client to alter the authenticator’s
indirect attestation statement with a more privacy-friendly one. For
example, the client may employ an Anonymization CA.

The authenticator’s attestation statement is to be forwarded by
the client to the server without any changes. However, the
authenticator can use any attestation mode, even the mode
None.

This preference is intended for “controlled deployments within
an enterprise” [16, Section 5.4.7]. The Relying Party wants to
receive an attestation statement that may uniquely identify the
enterprise authenticator. The authenticator verifies if the service is allowed
to request enterprise attestation — the identifier of the Relying
Party is permanently written to the authenticator by its
manufacturer, see the "Provisioning" Section in [13].

none

direct
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Table 3. Attestation modes.

Attestation mode Description

In the basic attestation, the attestation
statement is signed with a key shared by a
group of devices. That is, the same key is
expected to be embedded by the manufacturer
in more than 10° devices of the same

Basic authenticator’s model (cf. [13, Section 3.2]). The
manufacturer puts information about devices
holding this keypair to the MDS (FIDO
Alliance’s Metadata Service). The Relying Party
may consult the MDS to learn more about the
authenticator model.

In the self attestation, the authenticator does
not have specific attestation keys. The
attestation statement is signed with the private
credential key generated during registration.
In the attestation CA mode, the authenticator is
based on a Trusted Platform Module. That is,
the attestation statement is signed by a TPM
attestation key. A trusted authority managing
the authenticator signs the attestation key’s
certificate. To communicate with the authority,
the authenticator utilizes a so-called
endorsement key.

In the anonymization CA mode, for each
credential, a certificate is dynamically generated
AnonCA by a cloud-operated CA owned by the
authenticator’s manufacturer. This mode is
similar to the AttCA mode.

In this mode, the authenticator does not

None generate a signature during the registration
process.

The Elliptic Curve based Direct Anonymous
Attestation [20] was included in the
WebAuthn 1 protocol [21], but has been
ECDAA removed from its successor WebAuthn 2.
According to [22], the scheme "seemed to offer
an interesting compromise between security,
privacy, and availability of the CA."

Self

AttCA

As we can see, by running attestation, the Relying Party does not test the authenticator in
the sense of checking its implementation. All the information obtained is a declaration of origin
that may come from a trusted party and/or be based on secure architecture mechanisms. In this
way, the Relaying Party may effectively ban no-name devices or devices coming from blacklisted
sources. However, attestation alone does not eliminate the possibility of a known and accepted vendor
installing a trapdoor in an authenticator. This problem has to be addressed by certification of the
devices, preferably within some trustworthy certification framework, e.g., within the framework
created by CSA regulation [3] or provided by authorities such as NIST.

3.3. Possible Certification Scope

We assume that an auditor might scrutinize a certain sample of authenticators during the certifi-
cation process. This may happen at different stages of the authenticators’ lifetime (which is not always
the case for the Common Criteria evaluation!). Let us summarize the capabilities of the auditor:
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1. The auditor may run the authenticator with an input data of their choice and may confront its
output with the collected history of interactions with the device.

2. The auditor may observe the input and output of the authenticator for real input data coming
from the original services during real authentication sessions.

Depending on the implementation security level (see Section 3.1), the auditor may have additional
opportunities for testing the authenticator. This may include read access to its selected memory areas,
while in principle, the access should be restricted due to confidentiality protection of the signing keys
used for authentication. Debuggers and similar tools may endanger these keys for similar reasons, so
it is reasonable to block them.

The most challenging task is evaluating the authenticators with the highest security level. Note
that during a more general Common Criteria certification process, the evaluator cooperates with the
manufacturer, receives extensive documentation, and might request an open sample of the evaluated
product (cf. Section 5.3.4 of [23]). A more specific document [24] states that “A side-channel or fault
analysis on a TOE using ECC in the context of a higher Evaluation Assurance Level (...) is not a
black-box analysis.”

In our case, an auditor examining an authenticator for malicious implementation cannot fully
trust the manufacturer. In particular, they cannot always guarantee that the samples received from
the manufacturer during the certification process contain precisely the same implementation as all
devices delivered to the market. Consequently, to some extent, the auditor needs to use the black box
approach, which is less effective.

Conclusions

All we have said so far indicates that a carefully designed trapdoor on the authenticators (es-
pecially when implemented so that side-channel analysis does not show any deviation from the
original description) as well as malicious execution by the servers may remain unnoticed despite the
certification and attestation framework. As we show below, the consequences might be profound
taking into account privacy protection issues and even impersonation threats.

4. Attack Modes

In this paper, we consider two attack vectors against FIDO2 that aim to endanger the fundamental
targets of the FIDO2 ecosystem:

1. for each user account, a separate set of unlikable identifiers and dedicated authentication keys

should be used,
2. logging into a service should be possible only with an authenticator held by the account owner,
the authenticator should be the same as the one used during registration.

Linking Attacks.

A linking attack aims to break the first property. There are many different scenarios here. For
example,

¢ two different servers may wish to learn whether two accounts in their services have been
registered with the same authenticator device,

¢ a malicious authenticator may want to pass information about its unique identity to an observer
that only monitors encrypted TLS communication.

These scenarios are not the only possible; further options are described in the following sections. The
point is that a linking attack does not enable the attacker to do anything other than break (some)
privacy protection mechanisms on the level of the FIDO2 protocol.
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Impersonation attacks.

An impersonation attack aims to enable to impersonate a user (in fact, their authenticator) against
at least one server and thereby get access to the user’s resources on the server. In this paper, we focus
on the fundamental impersonation scenario, where a private key sk is generated by the authenticator
is leaked to an attacker. Consequently, in this case, the attacker can impersonate the user without any
constraints.

Again, there are many options concerning the attack scenario and its participants. As we focus
on kleptographic threats, the authenticator is a part of the malicious setup. However, there are many
options regarding who is the attacker getting the private key sk:

¢ an adversary that only monitors encrypted TLS communication but can derive sk due to a
malicious setup of an authenticator. In particular, this attack may be performed by a manufacturer
that provides both the authenticator devices and the network equipment,

e the target server may need sk to offer it to third parties aiming to access the user account smoothly
without any obvious trace,

¢ the user himself, just to create a clone of the authenticator for his own purposes. One potential
scenario is that a user and a user’s accomplice share the account and use it as a means of
anonymous communication (e.g., for criminal purposes).

5. Linking Attacks with Discrete Logarithm Signatures

This section focuses on malicious authenticators that create signatures based on the discrete
logarithm problem during FIDO2 authentication. The other popular option — RSA signatures — will be
covered in Section 7.

As there are many attack scenarios concerning, among others, who will receive the linking
information, for each attack presented we provide a short sketch of the most important features. To
keep the paper as concise as possible, we omit a listing of attack steps in the cases, where it can
reconstructed easily from the general description.

The initial description skips some (tedious) technical details, which are treated in more detail in
the later sections.

In the subsequent attacks, we need to point out some bits, for example: “set j to 4 most significant
bits of R, let v be a bit of R at position a + 1”. In this example, we, in fact, consider a sequence of a + 1
most significant bits of R, where the bit “at position a + 1” is the bit at position a + 1 in the sequence,
counting from the most significant to the least significant bits.

5.1. Attack 1: Signature tagging

Attack prerequisites:

1. each user U has a unique public identifier id; (it might be the personal identity number assigned
by a state authority or just a public key from a known certificate),

. the authenticator Authy; of user U is aware about idy;,

. uidyy is the ID resulting from registration of Authy; with the server S,

. Authys holds the “public” kleptographic key Y of the attacker,

. the attacker Adv knows the private kleptographic key y, where Y = g¢¥,

. Adv knows (at least a fraction) of signatures delivered by Auth;; while executing FIDO2 with a
server S. (Adv might be the target server S but it is not required).

N Q1= W IN

Attack type and result:
A linking attack in which Adv learns id; of the user hidden behind identifier uidy;.
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Auxiliary techniques:

id expansion id;; might be compressed in the sense that its every bit is necessary to identify a user. As
we will be running a Coupon Collector process, this is inefficient as to learn n bits, and we have
to draw at average n - H, one-bit coupons. (H, - n = In(n) is the nth harmonic number). The idea
is to apply encoding C(idy;) of idi; such that the Coupon Collection Process can be interrupted,
and the missing bits can be found by brute force search. For details, see Section 8.

For the sake of simplicity, we assume that C(idy;) consists of 2° bits.
two rabbits trick this is a trick borrowed from [25]. It enables transmitting a single hidden bit in a
signature, avoiding backtracking of the rejection sampling technique.

Algorithm:

The attack reuses the classical kleptographic trick of reusing an ephemeral value g¥ to establish a
secret shared by the authenticator and the adversary Adv.

From the point of view of the authenticator, the following changes in FIDO2 execution are
introduced when creating a signature. The key moment is the choice of k: Instead of choosing k at
random, the following steps are executed:

choose x at random,

compute Z = Y¥and Z' = Z~1,

compute R = min(Hash(Z), Hash(Z’)),

let " = £« be such that R = Hash(Y*"),

set j to a most significant bits of R, let v be bit of R at positiona + 1,
let w be the jth bit of C(idy;),

setk = «’ if v = wand k = —«/, otherwise.

NGO

From the point of view of Adv, each obtained signature indicates one bit of C(idy;). For this
purpose, Adv executes the following steps:

1. retrieve g* from the signature (k is unavailable to Adv, but standard signature schemes enable
either reconstructing g*, or provide it directly. For example, in the case of ECDSA signatures, the
component s of the signature allows to reconstruct the element needed),

calculate K = (g¥)¥,

compute R = min(Hash(K), Hash(K~1)),

set j to 2 most significant bits of R, let v be bit of R at positiona 41,

if R = Hash(K), then the jth bit of C(id) is v,

if R # Hash(K), then the jth bit of C(idy;) is 1 — .

SANNLE N

Given many authentication sessions, Adv collects many bits of C(idi;). Some repetitions (leaking
the same bit twice) are possible as the address j is selected by a randomized algorithm. In Section 8, we
discuss in more detail how many signatures are necessary in average to recover the whole identifier
idyr.

5.2. Attack 2: Identity Sieve via Rejection Sampling

Attack prerequisites:

The same as in Section 5.1, but additionally:

1. the adversary Adv has a set of potential identities I which may contain idi; of Authy;.

Attack type and result:

This is a linking attack where Adv will fish out the identities from I that may correspond to Authy;
or find that none of them corresponds to Authy;.
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Auxiliary techniques:

long pseudorandom identifier: instead of a regular identifier, a long pseudorandom identifier Long(id;)
is used. Simply, we may use a cryptographic DRNG (deterministic random number generator,
e.g., one of the generators recommended by NIST): Long(idy;) are the first N bits of the output of
DRNG(idyz).

rejection sampling with errors: we take into account that the authenticator must run the protocol
without suspicious delays and failures. So, we use the rejection sampling technique, where the
output is taken after a few trials even if it is invalid from the information leakage point of view.

two rabbits trick may also be used, but we skip it here for clarity of presentation.

Algorithm:

Assume that Long(idy;) consists of 2F - b bits, that is, 2" blocks of b bits. The parameter L is big
enough to avoid collisions, while b is very small, like b = 3.

From the point of view of the authenticator, the following changes in FIDO2 execution are
introduced when creating a signature. Instead of choosing k at random, the following steps are
executed (rejection sampling with at most m — 1 backtracking steps):

1. i:=1,

2. choose k at random,

3. compute R = Hash(Y¥),

4. set j to L most significant bits of R, let v be the sequence of b bits of R that starts at position L + 1,
5. let w be the sequence of b bits of Long(idy;) that starts at positionj-b+1,

6. ifi <mand v # w, theni:=i+ 1 and goto 2.

From the point of view of Adv, each obtained signature is a witness indicating whether a given
id may correspond to Authy;. Due to the bound m on backtracking steps, false witnesses are possible.
In each execution of step 6, v = w with probability 2. Hence, a signature provides a false witness
with probability p; = (1 — 27b)"_ Example parameters are b = m = 3, then p ¢~ 0.6699, we have the
probability of a correct witness 1 — ps ~ 0.33.

When receiving a signature, the following steps are executed to gather statistics for identities from
I. Let S be the table holding the current statistics. Initially, Adv sets S[id;] = 0 for each id; € I.

1. retrieve g* from the signature (k is unavailable to Adv, but standard signature schemes enable
either reconstructing g€ or provide it directly),

. calculate K = (g¥)Y,

compute R = Hash(K),

set j to L most significant bits of R,

. let v be the b-bit sequence of R starting at position L + 1,

. for every id; € I: if Long(id;) contains sequence v on positions j - b + 1 through (j + 1) - b, then
S[id;] := S[id;] + 1.

o Ul W

Let us observe that for id; # idy;, the counter S[id;] is incremented by analyzing a signature with
the probability 27, provided that we treat Long as a random function, and the sequences Long(idy;
and Long(idi are stochastically independent. In turn, if id; = idy;, then the counter is incremented with
probability 1 — (1 —27?)™. For example, for m = b = 3, we have the probability 0.125 in the first case
and the probability ~ 0.33 in the second case.

5.3. Attack 3: Signature Tagging with Permutation

This attack improves the bandwidth of the attack from Section 5.1 with a technique borrowed
from [26].
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Attack prerequisites:

1. the same as in Section 5.1, except for the last condition,

2. Adv has access to all signatures in a certain fixed interval of interactions between Auth;r and S,

3. Auth can create in advance and store f random parameters k used in signatures created in the
consecutive steps; t is a parameter - the greater it is, the greater the additional hidden information
channel.

Attack type and result:

This is a linking attack where Adv learns idy; of the user hidden behind identifier uidy;.

Auxiliary techniques:

The same as in Section 5.1, plus the following encoding via permutation:

encoding via permutation: we convert permutations over S; to integers. For this purpose, one can
use Algorithm P and the “factorial number system” (see [Section 3.3.2][27]).

Algorithm:

Assume that C(idy;) consists of 2 bits. The attack requires a sequence of f signatures that Authy;
and Adv agree upon (e.g., t consecutive signatures after some triggering moment). The parameter ¢
must be chosen so that a permutation over S; can be used to encode a b-bit number where b +t > a. In
the procedure presented below, the first ¢ bits of idy; are leaked directly via the two-rabbits trick, while
the remaining a — t bits are encoded via a permutation 7 € S;.

In advance, Auth; runs the following procedure:

1. choose kq, ..., & at random,
2. fori =1 to t do:

(a) calculate Z; = Y*, Z! = 77},

(b) calculate R = mm(Hash(Z) Hash(Z!)),

(c) letx! = :l:KZ be such that R; = Hash(Y" ),

(d) sort Rl, .., Riin ascendmg order, let the resulting sequence be R p(1)7 s Rp(t) (let us remark

that Adv w111 not try to learn p, but the ordered sequence will be a reference point for

encoding another permutatlon)
(e) let {; be such that R, ;) = Hash(Ygl) thatis, {; = «’
(f) find a permutation 7'such that 77 encodes a— t leaps(t significant bits of idy;,
(g) we set k; to 0 (;), where k; = {;) = «, (i)’ if the ith most significant bit of id, is 0.

Otherwise, k; = —@n(i) = _K;T(p(i))'

(Note that Hash(Y*i) = Hash (YK;r(pU))) = Ry(p(i)) if and only if the ith most significant bit of
id, is 0).

During the ith execution of FIDO2 devoted to leaking idi;, Authy; uses already stored k; to create
the signature.
Adv has to analyze all t signatures to derive idy:

1. derive the ordered list (g1,...,g") by inspecting t consecutive signatures created by Authy; in
the time when id(; has to be leaked; that is, consecutive gki on the list are derived from consecutive

signatures,
2. fori <tdo

(a) calculate K; = (g*i )y P; = Hash(K;), P/ = Hash(K;~ b,
(b) set R; = mm(Pl, P)); (note that because the minimum value is taken, R; is uniquely de-
termined and equal to the corresponding R;;(,(;)) calculated in step (2b) of the encoding

procedure),
(c) if Rj =P;, thenj=0,elsej=1,
(d) output “j is the ith most significant bit of idy;”,
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find permutation 6 that converts Ry, ..., R; into an ordered sequence,
calculate 7 =071,

decode 7t to an integer 11, derive (a — t)-bit representation m of 1,
output “m is the sequence of a — ¢ least significant bits of id,,”.

AN N

Note that the scheme does not need to use codes C, as we have to assume that all signatures from
a given time are received by Adv as an ordered sequence. Therefore, the Coupon Collector Problem
is irrelevant here. The number of bits that can be transmitted in this way equals ¢ + [log(#!)|. For
example, for ¢ = 40, one can encode 264 bits in this way, enough to leak a secret key for many standard
schemes.

5.4. Attack 4: Signature Tagging with a Proof

Attack prerequisites:

¢ the same as in Section 5.1,

* Authy; does not contain any secret symmetric key Ky; shared with Adv (the other case will be
considered later); however, Auth;; knows asymmetric kleptographic key Y such that Y = g%,
where the exponent y is private and known only to Adv,

e a third party P and the adversary Adv jointly observe interaction between a server and Authy;,
and P is convinced that the interaction is genuine.

Attack type and result:

This is a linking attack where Adv can convince a third party P that Authy; is leaking the identifier
idyg.

Algorithm:

The adversary executes one of the tagging attacks described above. Additionally, Adv creates
a proof for the third party P about the validity of leaked bits. Namely, when Adv and P observe an
interaction where a signature carries an element g¥, then

1. Adv computes K := (g¥)¥, creates a noninteractive zero-knowledge proof f about equality of
discrete logarithms for pairs (g, ¢F) and (Y, K), and passes (K, Y, f) to P (it suffices to show Y
only once),

2. P checks f and aborts interaction if it is invalid,

3. P follows the steps 3-6 of Adv of, respectively, Attack 1 or Attack 2.

There might be a more sophisticated version of this attack, where Adv creates a non-interactive
zero-knowledge proof without disclosing Y.

5.5. Attack 5: Correlated Secret Keys with a Shared Secret

In this attack, Authy; creates secret keys sk, sk; with different services so that Adv may detect that
the corresponding public keys pk, pk; originate from the same device. Alternatively, skg might be the
main secret key assigned to user U with pky = g0 known to Adv.

Attack prerequisites:

* Authy; and Adv share a secret Ky; (this can be achieved on-the-fly as described in Section 9),
* Adv has access to public keys created by authenticators in interaction with different servers
during the registration procedure of FIDO2.

Attack type and result:

Having a public key pkq, allegedly created by Authy; for interaction with server S;, Adv may
derive the key pk, that Auth;; would create for interaction with server S,. This will fail if pk; does not
originate from Authy;.
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Algorithm:

The registration procedure is modified on the side of Authy;. Instead of choosing skj at random,
the following steps are executed:

1. calculate z = DRNG(Ky, 51, S2),
2. setsky = sk; +z (mod ord g) (addition modulo the order of the generator g).

The public key pk, is calculated as before: pk, = g*<.
Adv may test whether pk; and pk, from services S, Sy correspond to Authy;. The test consists of
the following steps:

1. calculate z = DRNG(Ky, S1, S2),
2. if pk, = pkq - %, then output “pk; and pk, have been created by Auth;;”.

Remark 1. Even if sky and sky created in this way are correlated in a visible way for the adversary, Adv does
not get an opportunity to impersonate Authy. However, for certain signature schemes, Adv would be able to
convert a signature over (ad, h, ) verifiable with key pky to a signature over the same (ad, h,) and verifiable with
key pky. However, h, is a random parameter chosen anew during each execution, so it is unlikely that it will be
chosen by Sy. More importantly, the server name Sy is contained in the parameter ad of the first signature, so
the signature will be useless for interaction with S,.

5.6. Attack 6: Correlated Secret Keys with a Trigger Signature

In this attack, Authy; will be able to convince Adv that public key pk used for authentication with
a server S was created by an authenticator holding the master secret key sky; of user U. Moreover, the
proof can be provided at a time freely chosen by Authy;, particularly when triggered by some event.

Attack prerequisites:

e there is a master key pair (skyy, pky;) associated with user U, where sk;; is stored in Auth;, while
pky is known to Ady,

Authy; holds the “public” kleptographic key Y of the attacker,

Adv knows y such that Y = ¢¥,

Authyy can store a random parameter k for a future use,

Adv has access to the signatures created by Authy; in interaction with server S.

Attack type and result:

This is a linking attack where at a freely chosen time, Authy; can enable Adv to detect that a public
key pk = ¢° used in some service S by Auth;; belongs to U, or more precisely, to an authenticator that
holds the master secret key sk;; of user U. The secret key sk is not exposed to Adv.

Algorithm:

At the moment of registration with a server S, the procedure of generating the key pair (sk, pk) on
the side of Authy; is modified in the following way:

choose kg at random,

calculate z = Hash(Y%s),

set sk = ski; +z (mod ordg), pk = g%,
store kg for the future use.

L

At the moment when the link between U and pk has to be revealed to Adv, Auth; executes FIDO2
with server S in a slightly modified way. Namely, during the signature creation process, instead of
choosing k at random, Authy; takes k = kg.

Adv that monitors the signatures provided to server S executes the following steps for every
signature suspected to link pk with the user’s master key:
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. derive R = ¢ from the signature,

. calculate z = Hash(RY),

. for each known master public key pky,, Adv tests whether pk = pky, - ¢*.

. if pk = pky - g% for a certain pky, then the test output is “ pk belongs to the owner of pky”.

= W N =

Otherwise, the output is “ the key pk does not correspond to any pky tested, or the authenticator
using pk has not decided yet to reveal the link”.

Remark 2. The above procedure can be modified slightly, making it even more harmful in practice. That is,
Authy may reveal the link between pk and pky; when interacting with a server different than S. In this case,
exactly the same steps are executed. Mounting such an attack could be easier since the alternative server S’
may be fully controlled by Adv, while for some reason, user U may be forced to register with S’ and authenticate
there. For example, S' might be a server provided by a courier company where a customer has to log in to send a

package.

6. Impersonation Attacks

The general strategy of the attacks is to enable the adversary to seize the private key used to
authenticate. There are two main attack scenarios:

¢ In the first scenario, the adversary transmits a secret K to an authenticator in a hidden channel
over FIDO2 execution. Then the authenticator uses K as a seed for an DRNG and derives the
secret keys sk from the output of the DRNG in a deterministic way. As the adversary holds K,
the secret keys may be calculated on the adversary’s side following the same steps.

¢ In the second scenario, the hidden information flow is reversed: an authenticator transmits a
hidden message M to the adversary within a FIDO2 execution. Using M, the adversary can
derive the secret key sk used by the authenticator.

Remark 3. The attack may enable Adv to derive all secret keys generated by Authy;. However, it is easy to
confine the scope of the leakage to, say, the secret key used to authenticate with a single server S. In this case, the
key derivation procedure may be altered: instead of deriving sk from the seed K and the identifier Is of S, a new
dedicated seed Ks = Hash(K, Is) can be used. Consequently, the leaked information will be Kg instead of K.

In many cases, the impersonation attacks are variants of the linking attacks. Then, we refer to the
linking attacks and describe only the necessary modifications.

6.1. Attack 7

This is a modified version of Attack 1 from Section 5.1.

Attack type and result:

This is an impersonation attack in which Authy; leaks a DRNG seed K used by Authy; to generate
the FIDO2 private keys. Adv (and only Adv) can derive K and, thereby, seize the private keys generated
by Authy; during registration.

Algorithm:

This is a slightly modified algorithm from Section 5.1. The crucial difference is that the leaked
information is not C(idy;), but C(K).

Note that now the adversary may stop collecting bits much earlier. Namely, Adv can guess some
number of missing bits (say 30), recalculate the seed as, say, K’, derive a secret key sk’ from K/, and
finally check whether it matches the public key pk used by the authenticator.

On the other hand, the seed is presumably much longer than the identifier idyy,

6.2. Attack 8

This is a modified version of Attack 3 from Section 5.3.
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Attack type and result:

This is an impersonation attack, where the result is the same as in the case of Attack 7.

Algorithm:

It is a slightly modified algorithm from Attack 3. The difference is that the leaked information is
not C(idyy), but C(K), and that Adv may stop with some bits missing.

6.3. Attack 9

This is a modified version of Attack 5 from Section 5.5.

Attack type and result:

This is an impersonation attack where Adv learns the private key sk; that was generated or would
be generated by Authy; when registering with a server S,.

Algorithm:

It is a modified version of the algorithm from Attack 5: instead of deriving sky = skq + z, the
authenticator sets sky = z. As Adv can calculate z in the same way as Authyy, it can derive sk; as well.
The computation of pk, is modified to simply pk, = ¢**2, and pk, can be compared with the keys used
in FIDO2 interactions with server Ss.

6.4. Attack 10

This is a modified version of Attack 6 from Section 5.6.

Attack type and result:

This is an impersonation attack where Adv, who controls a server §’, learns the private key skg
that was generated or would be generated by Authy; when registering with a server S. The possibility
to derive skj is triggered by Auth;s at any time by releasing a specially prepared signature within a
FIDO2 authentication.

Algorithm:

There are the following modifications: Authy; generates skg for server S as skg = z = Hash(Y*s).
As Adv can recalculate z as for Attack 6, Adv seizes sks when Authy; authenticates with FIDO2 against
the server S’ and during this process the signature based on g*s is delivered by Auth;; to S'.

6.5. Attack 11

This is a devastating attack where all private keys created or to be created by Authy; are leaked to
the adversary.

Attack type and result:

This is an impersonation attack, where Adv learns the seed used by Authy; for random number
generation, hence Adv can recalculate all the private keys generated by Authy; after the attack. Moreover,
if Adv has access to the signatures created after the attack then, in the case of standard signatures based
on the discrete logarithm problem, can reconstruct private ephemeral values, and thus the signature
private keys, even if the private keys were established before the attack.

Attack prerequisites:

¢ Authy; colludes with a malicious server S,

¢ to keep this attack stealth, the malicious server, with probability very close to %, decides to
establish a shared key with the authenticator during the registration procedure (the reasons
are explained in Section 9.2); when the authenticator learns that the shared key will not be
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established then it behaves honestly, hence about half of the colluding authenticators will finally
be affected by the attack,

¢ for some reason, the user U holding Authy; is forced to register with S (in a dictatorship, this
could be, for example, the server used by the citizens to fill out a tax return form),

¢ the implementation of Authy; supports domain parameters that the server S selects during the
attack; on the other hand the server chooses the domain parameters that are supported by the
malicious implementation of the authenticators.

Auxiliary techniques

ephemeral-ephemeral Diffie-Hellman key exchange: to be described in Section 9.2.

Notation:

In FIDO2, all the allowed signature schemes based on the discrete logarithm problem utilize
elliptic curves [Section 3.7][28]. To illustrate the attack, we assume that a prime order elliptic curve is
used (e.g., the case of ECDSA signatures). Let

* p be the prime determining the field over which the curve is defined,
* 1 denotes the number of points of the curve (according to our assumption, # is also prime).

Algorithm:

The first stage of the attack is when Authy; registers with server S:

1. S generates uid at random but in a specific way. First, S tosses an asymmetric coin, where tails
appear with probability ”2;1, and heads with probability 1 — ”2—_;]1

2. If heads are thrown, then S runs steps that will not lead to establishing a shared key with Auth;.
(This execution path is needed to avoid detection of malicious activity by an auditor.) S picks at
random x € [F,, such that x is not the x-coordinate of a point of that curve. This means that the
x must yield a quadratic non-residue on the right-hand side of the elliptic curve equation (see
Section 9.2 for more details). Such x shall be encoded in uid with the help of the Probabilistic
Bias Removal Method (Section 9.3.1).

3. If tails are thrown by S, then S start a procedure that will result in establishing a shared key with
Authy; with the help of the ephemeral-ephemeral Diffie-Hellman protocol. To do so, uid should
encode a group element V so that S knows its discrete logarithm v, V = g¥ (extensive technical
details are postponed to Section 9). Note that in both versions of the WebAuthn protocol, the

server S may choose uid long enough' to encode hidden V.
4. Apart from sending the group element the server S must indicate which curve has been chosen

for the key agreement. The same curve must be chosen by Authy; as the domain parameters for
the signature scheme. Therefore, a natural and legal place to indicate the curve is the preference

list the server sends to the authenticator (for details, see Section 9.4).

5. uid, idg, and the server’s preference list are delivered to the authenticator Authy; by the client,
unaware of the evil intent of S and Authy;. (Note that, unlike other parameters from S, the
identifier uid is not hashed before delivering to the authenticator!)

6. Authy; recognizes idg of the “colluding server” and follows the registration procedure by creating
a dedicated key pair (pk,sk) using the curve indicated by the server. The key sk is honestly
chosen uniformly at random.

7. Now Authy; checks if uid encodes the x-coordinate of some point of the curve. If decoded x yields
a quadratic non-residue on the right-hand side of the curve’s equation, then Authy; stops the
attempt to establish a shared key with S.

1 uid is also called “user handle”. The specification [16] states in Section 14.6.1 that “It is RECOMMENDED to let the user
handle be 64 random bytes, and store this value in the user’s account”.
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8. Otherwise, Authy; sets an appropriate flag f that the shared key with S is to be established and
prepares in advance an ephemeral key pair (g*, k), for the first signature to be generated for the
service S. Let r = gk.

9. Authy; resets its DRNG seed to T = Hash(x(V*)), where x(V) denotes the x-coordinate of
the point V (for the sake of simplicity, we have abused notation, the group of points of the
elliptic curve is usually treated as an additive group). From now on, all random numbers are
generated from the seed T, except the ephemeral exponent k that is temporarily stored for the

first authentication against S. The service S does not know T yet.

The second stage of the attack is when Authy; uses FIDO2 to authenticate against S for the very
first time:

1. If the flag f is not set, Auth;; generates a signature in a honest way.

2. Otherwise, the signature created by Authy; utilizes the random parameter k stored during the
registration procedure. Once the key k has been used up, it is deleted from the authenticator’s
internal memory and flag f is also removed.

3. If the shared key is to be established, S takes the signature obtained during the first authentication
and derives the component r of the signature. Then S calculates T = Hash(x(+7)).

From now on, if the shared key T has been established, the authenticator Auth; creates random
values from a DRNG seeded with T, with a mirror DRNG on the side of S. There are two scenarios for
the following attack events:

e Scenario 1: Authy; registers with the service S’ after registering with S.

In this case, Auth;; generates a dedicated key pair (pk’, sk’) for interactions with S’. However, for
this purpose, Auth;; has to run a deterministic algorithm making calls to its DRNG. As S has a
clone of this DRNG with its internal state, the same key sk’ can be derived by S.

Afterwards, S will be able to impersonate the victim user against S’. The only trace of this
activity might be an activity record of the user associated to cid maintained by the server S'.

* Scenario 2: the authenticator Authy; has registered with the service S’ before registering with S.

In this case, S cannot derive the key sk” for service S’ as it has been created before a shared secret
between S and Auth; has been established. The key sk” and its corresponding key pk” cannot
be changed by S since S would have first to impersonate Auth;. As there is no communication
channel from Auth; to S (maybe, apart from kleptographic channels in the signatures), we may
hope to be on the safe side from the point of view of the protocol design.
Unfortunately, pk” can be broken by Adv in the standard cases. Namely, most signature schemes
based on the discrete logarithm problem used in practice generate a one-time ephemeral value
for each signature. Typically, this ephemeral value must not be revealed since, otherwise, the
signing key will be leaked. However, S may derive the same ephemeral value using its clone
of the DRNG used by Auth;. So once S learns a single signature delivered to S”, it can derive
sk”’! So, the security depends solely on the secrecy of the signature returned by Auth;; during the
authentication procedure.

Remark 4. Not only the element uid poses a threat. The random cid chosen by Authy; can be used in a similar
way if a public key of the server is somehow available to Authy;.

Remark 5. Note that if the auditor logs the first signature and can recover the secret key sk, then they can
calculate T. Indeed, for the signature (r,s), where s = kY- (h+r-sk), one might define uy = h - s 1
Uy =r-s— 1, and then

ut = (usk)”,

Thus, hiding the ephemeral-ephemeral DH scheme would depend on security mechanisms protecting the confi-
dentiality of key sk against the auditor. For tamper-proof authenticator devices, the attack remains undetectable!
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7. RSA Signatures

The list of signature algorithms to be used by Authy; [Section 3.7][28] contains not only signatures
based on the discrete logarithm problem but also RSA signatures with RSA PSS and RSA PKCS v1.5
encodings. (Note, however, that a disclaimer present in the abstract of this webpage states that “so the
presence or absence of an algorithm in this list does not suggest that this algorithm is or is not allowed
within any FIDO protocol”.) Both encodings are standardized in [29]. In [Section 3.7][28], the lengths
of the RSA keys are specified as follows:

e 2048-bit RSA PSS,
e 1024 - n-bit RSA PKCS v1.5 (n = 2,3,4).

That is, the RSA key length is at least 2048 bits. In the case of PSS encoding, a salt field is allowed to be
random. This salt field is recovered by the signature verifier and thus can be used to transmit a covert
message (as noted in [29, page 36]). In point 4 on page 36 of [29], we read that “Typical salt lengths in
octets are hLen (the length of the output of the hash function Hash) and 0”. As a result, this channel
may have the capacity of at least 256 bits.

From now on, we assume that a deterministic version of the RSA signatures is utilized (RSA
PKCS v1.5 or RSA PSS without random salt). Then, a malicious manufacturer can benefit from the key
generation process. The paper [30] presents a kleptographic RSA key generation procedure. That is,
only the owner of the master key resulting from the Diffie-Hellman (DH) protocol can factorize the
generated key. An accelerated version of the key generation with a backdoor was presented in [31],
and it is even faster than the OpenSSL implementation of the honest RSA key generation procedure.
The papers [30], [31] use the ephemeral-static version of the DH protocol, where the ephemeral part is
present in the RSA modulus.

We adapt the idea presented in the mentioned papers to show the feasibility of a linking attack
also in the case where Authy; creates RSA signatures during FIDO2 execution. We also present an
impersonation attack in which we point at a capability of the RSA backdoor that, to our knowledge,
has not been discussed in the literature so far. That is, we point to the possibility of transmitting a
ciphertext in a prime factor of the RSA modulus.

7.1. Diffie-Hellman Protocol in the RSA Modulus

Below we depict a fragment of GetPrimesFast(bits,e,s,,p,5priv) procedure from [31]. The arguments
of the procedure are:

® bits — the number of bits of the resulting modulus,

* ¢ —the public exponent of the RSA key,

* spup — the x-coordinate of the elliptic curve point expressed by formula (11), that is the x-
coordinate of the ephemeral part of the DH protocol,

* Spriv — the shared secret, that is the x-coordinate of the elliptic curve point u - Y; resulting from
the ephemeral-static DH protocol (for details see Section 9.3.2).

The fragment presented below illustrates how s, is embedded into an upper part of the RSA modulus.

GetPrimesFast(bits,e,s 5 prio):
Output: a pair of acceptable RSA primes (p1,41)

len = bits/2

p1 = GenPrimeWithOraclelncr (s, len, e)

p = bits — (8 + m + 1), where m + 1 is the length of 5,5
choose 1 €g {0,1}7 and r, € {0,1}*

set ne = 1{|r1[[spup |72

solve for (q1,7) inn. = q1p1 +r, where r < p;

NSO E L=
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Let us explain a few details. In line 1, the length of prime numbers is determined. In the next
line, the first prime p; is generated from the seed sy,;,. The exponent e must be co-prime to the order
of the multiplicative group; hence, the condition ged(p; — 1,e) = 1 is verified when running the
GenPrimeWithOraclelncr function. In line 3, the size y of random tail r; is set: in [31] the length of Spub
is denoted as m + 1, and s,;, placed in the RSA modulus shall be prefixed with 8 bits, 1||ry, where
r1 is a 7-bit random string. In line 5, the first approximation 7. of the RSA modulus is found. In the
next line, the first approximation of the second prime g; is determined; however, the approximation
probably is not a prime yet.

The next steps of the procedure, omitted above, consist of setting the least significant bit of 4; and
incrementing q; by 2 until a prime number is found. In addition, a sieve has been incorporated here
in a very effective way that, before applying the Miller-Rabin test, excludes g; if p’|q1 or if p’|g1 — 1,
where p’ takes consecutive values from the sequence of the first 2048 odd primes”.

The procedure GetPrimesFast includes loops, and sometimes the execution path returns to line 4,
but p; and s, remain unchanged. By the Prime Number Theorem, the number ¢ of increments by 2
of the number g; has the expected value O(In(g7)).

Let g7 denote the value of q; just after the last execution of line 4 and after setting the least
significant bit. Then for the final q; we have:

pr-q1~pr-(qy+2t) = (ne—r) + 2t py =nc+ (2t - py — 7). 1)

For a 2048-bit RSA modulus we have In(g;) < In(219%* — 1) ~ 710. For a 4096-bit RSA modulus, the
upper bound is around 1420. Therefore, taking into account the carry bits and the variance in the
search of prime ¢, it seems that usually no more than len+64 least significant bits of the 7. calculated
in line 5 will be affected by the component 2t - p; — r. Consequently, the value s, residing in the area
of the most significant bits of n. is not at risk of being changed by the component 2t - p; — r, and it will
be available to Adv directly from the RSA modulus.

The value s,,;, has just 257 bits in length: in [31] a pair of twisted elliptic curves over a binary
field Fom, where m = 257, is defined. The element s, is represented in [31] as a compressed point
(x,ybit): the x-coordinate and one bit of the y-coordinate. That is why m + 1 is used in line 3 of the
procedure GetPrimesFast. However, just the x-coordinate of the point is enough; hence, the expression
m + 1 can be replaced by the value 257.

7.2. Linking Attack

Attack type and result:

This is a linking attack where Adv learns idy;. This information is encrypted and hidden in the
generated RSA modulus.

Attack prerequisites:

The asymmetric keys of the Adv are stored on Auth;. However, Adv does not need to be an active
participant of the protocol. It suffices that Adv has access to public keys generated by authenticators.

Auxiliary techniques:

embedding a ciphertext into a RSA modulus: consider the smallest size of RSA keys allowed in We-
bAuthn, which is 2048 bits. Then we may assume that yu from line 3 of the GetPrimesFast
procedure equals 2048 — (8 + 257) = 1783. We assumed that the component 2t - p; — r from (1)

2 For embedded devices, such as authenticators, the number of small primes used in this procedure could be lower. In [32],

the effectiveness of the first-primes-sets of different sizes is analyzed, and satisfactory results are achieved even for p’ not
greater than the threshold T = 29.
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will usually change no more than len+64 = 1024 + 64 tailing bits of 7. Therefore in case of r;
calculated in line 4 of the GetPrimesFast procedure we have

1783 — (1024 + 64) = 695 )

leading bits unchanged when we add 2f - p; — r to n.. Therefore, the 695 most significant bits of
rp may carry a ciphertext. Note that when the execution path returns to line 4, then it suffices to
re-randomize r; and, e.g., 128 least significant bits of 7. Consequently, the ciphertext bits of
remain unchanged, and enough entropy is still provided.

In the case of a larger modulus, the space available for the ciphertext is even larger.

Diffie-Hellman key exchange: the ephemeral-static version of the DH protocol should be applied,
that is, the technique from [30], [31] should be followed. Consequently, the asymmetric keys
of Adv are stored on Authy; (see Section 9.3.2 for details). Why the ephemeral-ephemeral DH
protocol is excluded is explained in Section 9.2.

Algorithm:

It is a modified version of the attack presented in [30], [31]. Auth; generates pk during registration
so that it passes id;; to S as a ciphertext hidden in pk.

This time, the shared secret established using the DH protocol is not used as a seed to generate
the prime p;. The factor p; shall now be generated at random. In this attack, the shared secret is used
to derive a key for encrypting a linking identifier. The ciphertext is directly embedded in the generated
modulus. The identifier could be an identifier of the user from some other service or a publicly known
identifier if Auth; has access to it.

7.3. Impersonation Attack

Attack type and result:

This is an impersonation attack where Adv can factor the RSA modulus of pk generated by Authy;
and thereby derive the corresponding signing key sk.

Additionally, the channel for ciphertexts used in the linking attack becomes widened. This opens
doors for further attack options based, e.g., on a covert transmission of the DRNG seed, for example
transferred together with short fingerprints of user identifiers on some other services.

Attack prerequisites:

are the same as in the previous attack.

Auxiliary techniques:

embedding two ciphertexts into a RSA modulus: The channel for encryption will be extended in the
following way:

¢ The first ciphertext of length expressed by the formula (2) is created as in the case of the

linking attack.

® The second ciphertext is available to the addressee only after factoring the RSA modulus.
In the paper [30], the prime p; is generated in a slightly different manner: only the upper
half of the prime is generated from the shared seed s,;,, the half with least significant bits
are allowed to be truly random. The authors of [30] indicate that still the modulus can be
efficiently factorized by the adversary: knowledge of l% most significant bits of p; allows
the adversary to run the Coppersmith’s attack [33] to find p; and g;.

Accordingly, we modify the accelerated attack from [31], where the prime p; is generated in
the following way:

d0i:10.20944/preprints202410.2234.v1
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- at first a bit-string of length len is obtained from a DRNG with the seed s, (so the
entire number p;is obtained); the two most significant bits and the least significant bit

of pj are set to ‘1’ ) ) ) ) ) )
— the next steps of the procedure consist of incrementing p; by 2 until a prime number is

found. Like for q;, a sieve has been incorporated here. The sieve forces to skip py, if
p’|p1 orif p’|p1 — 1, where p’ takes consecutive values from the sequence of the first
odd prime numbers not greater than a threshold configured in the implementation.
The procedure includes loops, and sometimes the execution path goes back to generate
again the number p; by the DRNG seeded with s,,. In such a case, the next block of
len pseudorandom bits is taken from the generator, and the two uppermost bits and
the least significant bit of p; are again set to “1”. As previously, by the Prime Number
Theorem, the expected number ' of increments by 2 of the number p; is O(In(py)). Let
p} denote the value of p; immediately after taking it from the generator for the last time
and setting the least significant bit and the two uppermost bits to ‘1”. Then for the final
p1 we have:

p1~py+2t (3)

Let us modify the above procedure. Instead of taking len bits from a generator and assigning
them directly to p; (initially, and each time the number p; must be re-generated), we apply
the following steps:

1. Assign to « the first len bits of the output of the pseudorandom number generator
seeded with s,y
& = DRNG(8 iy, len) 4)
2. Split & into three bit-strings:
a = g |]ag||ag.
where a1, ay, a3 consist of 1%“, 1%“ — 64, 64 bits, correspondingly.
3. Assign
p1 = &q||ap xor m||ag,

len

where m is (7 — 64) -bit message to be encrypted. For the value bits= 2048, the
message m may have 448 bits.

We expect that the buffer a3 is usually large enough to completely absorb all the increments
(3). Knowledge of the bit-string a; is sufficient for Adv to factorize RSA modulus with the
Coppersmith’s attack. Having the factor p;, the adversary can compare it with the output «
of the generator and immediately recovers m.

Diffie-Hellman key exchange: the same technique as in the linking attack should be applied.

Algorithm:

The shared secret established with the help of the DH protocol is used to seed the pseudorandom
number generator. The first portion of the output bits from this generator is used to generate the first
ciphertext, that is, the one to be embedded in the upper half of the RSA modulus. The next portions
are consumed on demand to generate the bit-strings « (4).

Remark 6. A simplified version of the attack can be implemented to make factorization faster for the Adv. That
is, exactly like in [31], the entire number py is generated from the shared seed sy, not just its upper half.
However, one ciphertext can still be embedded in the most significant area of the generated modulus, as in the
case of the linking attack.

8. Technical Details -Leakage with Error Correcting Codes

In the remaining part of the paper, we explain some technical details and ideas that have already
been used but are not discussed in depth.
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Figure 6. The figure show the ratio (Eq. 5) for Hamming Code and BCH Code

In this section, we detail how error correction codes are used to encode hidden secrets in binary
strings. Specifically, let us consider a secret message consisting of # bits that is leaked one bit at a time
at a random position, with possible repetitions. We seek to determine the expected time required to
recover the entire secret. This problem is an instance of the Coupon Collector’s Problem. It is known
that the expected number of bits that must be leaked to recover all # bits is given by the formula n - Hy,
where H, =} ; % denotes the n-th harmonic number.

If we apply an error-correcting code, let n’ denote the number of bits in the encoded message.
Then, the expected time to leak all n’ bits that the code can correct even if all missing bits are set in
a wrong way is given by the formula n’ - (H,y — H;), where t is the upper bound on the number of
incorrect bits.

Although the method seems to be straightforward, most error correction codes have a fixed block
size and can be applied to strings with a length that is a multiple of the block size. If the bit-string
length is different, then we get implementation problems.

Typically, an error-correcting code has two parameters: m is a size parameter, and t is the number
of errors that can be corrected. Let n(m, t) denote the number of bits in the original string and n’(m, t)
total number of bits of its error-correcting code. To assess whether using an error-correcting code is
beneficial, we calculate the ratio:

n(mr t)Hn(m,t)

R(m,t) =
U 8) = o, ) By — )

)

If R(m, t) > 1, then applying the error correction code speeds up information leakage.

Below, we discuss this problem for concrete examples where the leaked data is a Polish personal
identity number (PESEL) or a phone number, both with 11 decimal digits. To encode each digit, we use
4 bits (e.g., 0 is encoded as ‘0000, 1 as ‘0001’, and so on up to 9 as “1001°). This results in a bit-string
with 44 bits.

8.1. Hamming Codes

For binary Hamming codes, the code length is typically n’ = 2™ — 1, where m is a positive integer.
The message (secret) length to be encoded is given by n = 2™ — m — 1. Hamming codes can correct up
to one error, i.e., t = 1.

In Figure 6, we see that even a single error correction provided by Hamming codes reduces the
expected time to leak a secret. However, it does not mean that we can save time for any length of
the leaked string. For example, for n = 44, collecting all bits without error correction requires, on
average, 44 - Hyy ~ 192.4 steps. For Hamming codes, we have to take m = 6 and a Hamming code with
n' =26 — 1 = 63 bits. Then the expected time to recover the secret is n’(H,s — Hy) = 63 - (Hgz — Hy) =
234.88. In this case, the Hamming codes are useless.
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8.2. BCH Codes

Bose-Chaudhuri-Hocquenghem (BCH) codes offer the capability to correct more than one error.
According to [34], for code length n’ = 2™ —1,a BCH code can correct up to t errors, where the input
string has length

n=2"—-1—r(m,t)>2"—1—mt,

where r(m, t) is a function of m and t, bounded by mt.

In Figure 6, we provide plots of the ratio R(m, t) for different values of t and m. These plots
illustrate that the R ratio is above 1 for relatively small values of m, indicating that error correction
using BCH codes can be beneficial even with moderate code lengths. For our example, we consider
the following configurations of the BCH codes:

¢ For n’ = 63, which corresponds to m = 6:

— when correcting ¢ = 2 errors, the number of information bits is n = 63 — 6 -2 = 51,
— when correcting ¢ = 3 errors, the number of information bits is n = 63 — 6 - 3 = 45.

e For n’ = 127, which corresponds to m = 7 we can correct 4 errors. Thus n = 127 — 7 - 4 = 99 bits.

The expected times to recover the secret with these BCH codes are as follows:

n n t nH, n'(H, — Hy)
63 51 2 23046 203.38
63 45 3 197.77 182.38
127 99 4 512.56 42443

The most efficient option for BCH codes in our example of 11-digit secret is a 63-bit code correcting
3 errors, which allows for the transmission of 45 bits of information with an expected leakage time
of 182.38, outperforming the 192.40 expected time for transmitting 44 bits without error correction.
However, the last code shows that the gain might be quite significant if the information leaked is data
like cryptographic keys or seeds to DRNG.

Conclusions

We have shown that:

¢ Even with moderate code lengths, error correcting codes can speed up information leakage.

¢ In practice, the advantage of using error correction when encoding the secret to be leaked is
higher with longer secrets.

¢ for a given secret length, a careful choice of the error correction scheme might be necessary to
optimize the leakage speed.

In particular, we should not underestimate the capacity of possible covert channels created with the
rejection sampling technique by taking the numbers derived for the Coupon Collector Problem.

9. Technical Details - Kleptographic Shared Key Agreement

The kleptographic attacks discussed in the paper are mainly based on the Diffie-Hellman (DH)
key agreement protocol. The versions of the DH protocol utilized in the paper fall into two main
categories:

¢ Ephemeral-static version, where an authenticator knows the “public” kleptographic key Y of
the adversary, such that Y = g%, where g defines a prime order (sub)group, and y is adversary’s
(static) private kleptographic key. The ephemeral component is determined by the authenticator:
it freshly generates a random exponent k and sends g* to the other side, while privately it
computes the master shared key as K = Y*. The adversary, having learned g calculates K as


https://doi.org/10.20944/preprints202410.2234.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 29 October 2024 d0i:10.20944/preprints202410.2234.v1

31 of 44

(¢X)¥. The advantage of this version is that only one side needs to send a message, and this can
be particularly important in kleptographic applications:

- itis easier to fit fewer messages into the underlying protocol,
— the other party of the underlying protocol may be unaware of the malicious functionality

and may not cooperate during the execution of the protocol (the adversary may access
kleptographic messages at a different stage or as a passive eavesdropper),

On the other hand, there are some key management issues, such as protection of y by the adver-
sary (once y is compromised, the whole malicious framework becomes evident and, therefore,
useless to the adversary).

¢ Ephemeral-ephemeral version, where there is no public key known to one side in advance. Both
parties send freshly generated components: an authenticator picks random k4 and sends g4,
and the server picks random kg and sends g*s. Both parties can compute the master shared key
K = gka'ks. This version is free of the issues related to managing “public” keys but requires
kleptographic messages sent by both sides of the protocol.

Obviously, to be undetectable, the kleptographic Diffie-Hellman key agreement must be hidden
within the regular (random) messages of the host protocol. Our question is how to hide the klepto-
graphic DH key agreement in the WebAuthn. There are two constructions known in the literature that
can be used to encode DH components as uniformly distributed bit-strings:

* Probabilistic Bias Removal Method,
¢ Binary Twisted Elliptic Curves.

The first one is very helpful when the inputs to encode are, e.g., residues modulo a prime number.
However, an unpleasant property of this method is that encoding may take several iterations (how
many is not known in advance). This should not be a problem if the encoding is done on the server
side (a separate thread can execute the algorithm). However, in embedded systems, runtime variances
can become visible. The second method, based on Binary Twisted Elliptic Curves, is fast but only
works on bit-strings, and is therefore not suitable for, for example, converting values from a prime
tield. We consider two versions of the DH protocol below to analyze which method is better in a given
situation.

9.1. Ephemeral-Static DH Protocol

This version is the simpler one when it comes to designing a hidden message flow in the underly-
ing protocol because only one message must be hidden. Moreover, if the signature scheme used by the
authenticator is based on the discrete logarithm, then a signature component can be used directly.

Discrete logarithm signatures used for authentication

Typically, an ephemeral public key g* is calculated during signature generation. Moreover, g€ can
be retrieved from the signature (for example, in the case of ECDSA signatures, the component s of the
signature allows to reconstruct g¥). If at the same time Auth;; has access to Y = g¥, then Auth;; may
calculate Y* as a shared secret. Of course, Adv knowing y may reconstruct the shared secret from the
signature. Proof of security of this construction is given in [25].

In the WebAuthn protocol, Authy; should take into account the server preferences (see Section 9.4).
Assuming that most of the servers are honest, hence their preferences are unpredictable from the point
of view of the Adv, the best option is to embed on the Auth;; a separate “public” key Y of the adversary
Adv for each domain parameters supported by the Authy;.

RSA Signatures Used for Authentication

For RSA signatures, the choice of domain parameters for the hidden DH protocol does not depend
on the underlying protocol. The primary objective of the choice of the domain parameters should be:
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¢ to hide the presence of the kleptographic protocol,
¢ to optimize the efficiency of shared key generation.

Both conditions are met by the construction to be presented in Section 9.3.2. In Section 7, we already
demonstrated how the construction is utilized, that is how ephemeral-static DH protocol is embedded
in an RSA modulus.

9.2. Ephemeral-Ephemeral DH Protocol

We assume that server S is aware of the hidden functionality implemented on some of the
authenticators and colludes with them. The malicious server is recognized by Auth;; by the identifier
idg.

S initiates the execution of the DH protocol by sending a crafted uid during registration. Fortu-
nately, uid can be long enough (< 4A) to accommodate the DH protocol component gks. However, uid
encodes uniformly distributed bit-strings; hence, to hide numbers representing residues modulo a
prime number (x-coordinate of an elliptic curve point), a protocol from Section 9.3.1 should be utilized.
If Authy; is not contaminated, then it will treat uid as a purely random value, unaware of its hidden
meaning.

Discrete Logarithm Signatures Used for Authentication

Apart from sending ¢ in uid, the domain parameters corresponding to g¥s must be somehow
agreed upon between the server and the authenticator. For this purpose, the preference list discussed
in Section 9.4 can be used. According to [16, Section 5.3] “the client makes a best-effort to create the
most preferred credential that it can”. Of course, the server chooses the domain parameters that are
supported by the malicious authenticators, thus, the first item on the server’s list of preferences is a
convenient place to indicate the domain parameters corresponding to gks.

In response, Authy; generates signature keys for these domain parameters. Later, when authenti-
cating for the first time to this server, it passes its DH component as the ephemeral key g* included in
the signature.

While the described procedure enables the colluding server and authenticator to derive a secret
shared key, the question is whether the execution of DH protocol can be detected by an auditor. Let
us examine this issue for signatures based on elliptic curves. In the above procedure, g*s encoded in
uid always belongs to the elliptic curve indicated by the first item on the list of server’s preferences.
Consequently, the authenticator will use the same curve to generate the keys. This correlation is easy
for an auditor to detect.

To be more specific, uid will be generated in such a way that it will appear to have a uniform
distribution among bit-strings of the given length. We must assume that the auditor will nevertheless
try different ways of examining uid to check that it does not carry hidden information®. Therefore, the
auditor may also try to decode uid in the same way as a malicious authenticator would do.

Unfortunately, there is a feature that distinguishes our encoding of elliptic curve points from truly
random strings: to test if uid may carry the x-coordinate of a point of a curve, it suffices to substitute
the tested value x into the right-hand side of the equation defining the curve (see (6) below). For
random values x, we get a quadratic residue on the right-hand side of the equation with probability
very close to 3. However, if the auditor analyzes several user registration processes on the same
malicious server, they will detect that for every such registration, the tested x yields a quadratic residue
on the right-hand side (RHS) of the curve’s equation.

Thus, the above key agreement procedure must be modified to fool the auditor. Now, to make the
uid and domain parameter selection appear to be uncorrelated, the server will attempt to establish a
shared key with the authenticator not always, but only with a certain probability. How should the

3 Such approach resembles, e.g., searching for irregularities in the randomness of generated RSA moduli in the attack [35].


https://doi.org/10.20944/preprints202410.2234.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 29 October 2024 d0i:10.20944/preprints202410.2234.v1

33 of 44

probability be determined? To illustrate the idea, we focus on prime-order elliptic curves, a typical
case for ECDSA signatures. Let
v =x>+tax+b (6)

be an elliptic curve defined over a prime field IFy. It is usually denoted as E,;(F,). Let the domain
parameters chosen by the server utilize the curve E, ; (F; ).
Letd € ) \ {0} be a quadratic non-residue. Then the curve

dy* = x> +ax +b 7)
is called a quadratic twist of E, ;(F,) and is denoted as E/ , (). It is known that:

|Eap(Fp)| + [ES,(Fp)| = 2p +2 (8)

We shall consider points that can be represented as a pair (x, y), therefore on each of the curves E, ,(IF),
E?, (F,) we exclude a so-called “zero at infinity” point f. Then we have:

|Eap(Fp) \ {8} + |EG, (Fp) \ {67, }] = 2p

Since p is large (so p > 2) and the order of E, ;(IF,) is assumed to be prime, there is no point of order 2
on E, ,(Fp). As a point (x,0) would have order 2, it cannot belong to E, ;,(IF,). Consequently, there is
no x € IF, yielding 0 on the RHS of (6), and, consequently, on the RHS of (7). Hence, each x € [, gives
RHS that is either a quadratic residue (and gives two points on (6)) or is a quadratic non-residue (and

gives two points on (7)). The probability that a random x gives two points on (6) is %, which

indeed, according to Hasse’s Theorem, is close enough to % for large prime p.

Therefore, to hide the correlation mentioned above, with probability %, the server will

attempt to establish a shared key with the authenticator. In the case of elliptic curves, the shared secret
is represented by the x-coordinate of the result of the DH key agreement, and it also suffices to transfer
just the x-coordinate of the DH component to uniquely determine the x-coordinate of the resulting
shared key.

In conclusion:

% the server picks random kg, calculates the DH component (denoted

in the text as g), takes its x-coordinate, and enters the algorithm explained in Section 9.3.1. The

output of the algorithm is uniformly distributed as a bit-string. Thus it can be transferred in uid,
|Eap(Fp)l=1 _ [E5y ()l -1
2 - 2

¢ with probability

¢ with probability 1 — the server picks a random x yielding a quadratic
non-residue on the RHS of (6) and enters the algorithm from Section 9.3.1. Again, the algorithm’s
output has uniform distribution as a bit-string; hence, it can be transferred in uid.

The use of this key agreement scheme is demonstrated in Section 6.5.

RSA Signatures Used for Authentication

If the twisted elliptic curves discussed in Section 9.3.2 are used for ephemeral-ephemeral DH
protocol, then an auditor observing malicious participants will be able to see some correlation. Indeed,
the server’s component will utilize one of the twisted curves, and the infected authenticator must
follow the server’s choice of the curve — both components will exhibit the same a € {0,1} (see
Section 9.3.2 for details). On the other hand, for truly random choice, the values a tested by the auditor
should be statistically independent on both sides.

For the same reason, usage of a single elliptic curve together with the probabilistic bias removal
method, would compromise the hidden functionality: both DH components will represent a bit-string
yielding a point on that particular curve (in fact, in the case of RSA, usage of a single curve is even
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more complicated than in the case of discrete logarithm signatures, discussed above, and requires
more effort to hide the DH protocol).

We can see that hiding the ephemeral-ephemeral DH protocol when RSA signatures are used is
problematic. Therefore, in this case, the ephemeral-static DH protocol seems more advantageous.

9.3. Uniformly Distributed Bitstrings

The underlying group for the hidden DH key exchange must be chosen so that neither the
uniformness of the random bit strings in the host protocol is affected nor the keys established in the
hidden DH protocol are biased. So, we have to take care of some low-level details necessary for the
attack to succeed.

9.3.1. Probabilistic Bias Removal Method (PBRM)

The method proposed in [7] solves the following general problem encountered in subliminal
channels and kleptography: assume that a random variable X is uniformly distributed in {0,1,...,R —
1} and this random variable is going to be transferred through a channel where it should be perceived
as a random variable X’ uniformly distributed in a different set {0,1,...,S — 1}. A typical example
is that R is a prime number and S = 2" for some n. That is, remainders modulo the prime number
R transferred via a kleptographic channel should be perceived by an external observer as uniformly
distributed random bit-strings, just as described in the specification of the host protocol.

It is also assumed that S > R > S/2. In the exemplary case, this corresponds to the equality
n = |log, p| + 1, so n is the bitlength of p. Of course, 2" > p > 2"/2 = 2""1. There is also a
requirement that for any value x of the random variable X', the corresponding original value x of the
random variable X should be easily obtainable.

The method uses a symmetric coin and proceeds as follows:

. A random value x of the variable X is chosen with uniform probability distribution.
. The coin is tossed.

If x < S — R and we get heads, then return x’ = x.

If x < S — R and we get tails, then return x’ = (S — 1) — x.

. If x > S — R and we get heads, then return x" := x.

. If x > S — R and we get tails, then go to Step 1 of the procedure.

Ul WN R

The authors of [7] show that values x’ generated according to the above procedure are indeed uniformly
distributed in {0,1,...,S — 1}. Obviously, x are chosen uniformly at random from {0,1,...,R — 1},
therefore a particular x is chosen with probability 1/R. Let us consider the intervals to which the
produced x’ belongs:

e InStep 3, x’ is set to x, hence x’ < S —R,
* InStep4, wehave (S—1) —x > (S—1)—(S—R)=R—1.Thus, R<x' <S-—1.
¢ In Step 5 we obviously have x < R, hence in this step S — R < x' <R,

The Step 6 does not produce an output directly but repeats the whole procedure.

Allin all, the interval [0, S — 1] has been divided into three sub-intervals:

* [0,S — R), defined by Step 3,
* [S—R,R), defined by Step 5,
* [R,S — 1], defined by Step 4,

and any x’ belonging to any of the sub-intervals is generated with the same probability (in a single
iteration, the probability equals 1/(2R)).

Note also that x is easy to obtain from x’. The only case where x’ > R occurs for Step 4, and then
x = (§ —1) — x. In the remaining steps x’ = x, hence for x’ < R, one can take x = x’.

d0i:10.20944/preprints202410.2234.v1
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Of course, if a bit-string has more than # bits, then the first n bits can be utilized to transfer values
modulo p, and the remaining bits can be truly random, or they can be utilized in a different manner.

Suppose that the value x used above is the x-coordinate of an elliptic curve point representing
an ephemeral DH component (denoted in the text as g¥). If a new x must be chosen, a new random k
must be picked, and the ephemeral DH component shall be re-calculated.

9.3.2. Binary Twisted Elliptic Curves

Another approach to build a kleptographic channel having available only binary strings expected
to be uniformly distributed is to utilize the solution from [36] based on twisted binary elliptic curves (
and re-used in [30]). The original construction uses curves defined over 163-bit binary fields, but
there are no constraints to increase the field size. The report [37] suggests that binary curves defined
over the 233-bit field provide 112-bit security strength. In contrast, the paper [38] considers, among
other sizes, also the binary Edwards curves defined over the 223-bit field. Thus, the binary fields of size
ranging from 233 to 256 bits seem to provide a satisfactory security level (in fact, we shall use the fields
Fom for m being a prime number, thus for the sizes mentioned, we have: m € {233,239,241,251}).

Let E, ,(Fon ) denote an elliptic curve defined over a binary field Fpn, given by the equation
y2 4 xy = 2%+ ax® +b. )

We shall use a pair of twisted curves Eg ,(IFon), Eq (Fom), where m is prime (see [36]). Usage of the
twisted curves is necessary to ensure indistinguishability of the ephemeral keys transmitted from
truly random bit-strings.

Note that the point (0, \/E) belongs to both curves. At the same time, for each nonzero x, there
are two distinct points ((x,y) and (x,x +y) = —(x,y)) both on exactly one of the curves E;(Fon),
Eqp(Fom). Consequently, each x € Fom occurs twice as an x-coordinate of points in in the set
Eop(Fom) U Eqp(Fom).

Of course, in addition to the points (x, y) that satisfy the formula (9), also the “zero at infinity
6, » belongs to the curve E, ;,(Fon) for a = 0, 1. Therefore, 2 - 2" corresponds to the number of points in
the set

”

(Eop(Fam) \ {00p}) U (Eqp(Fam) \ {015 })-

According to [36], we can choose the curves Eyj(Fon), Eq ,(Fon ) with orders 44y, 241, respectively,
where gg and g are prime. Consequently, |Eq ,(Fon) \ {60} =490 — 1, |E1p(Fon) \ {614} = 291 — 1.
Then:

e H = (0, \/E) is a point of order 2 on Ej j(Fom),
e Hy= (Vb, \/E) is a point of order 4 on Eg ; (Fom).

We choose points Gy, G; such that G, € E,,(IFon) and ord G, = q,, for a = 0,1. Thus, every
point P € E, ,(Fom ), for a € {0,1}, can be expressed as a linear combination:

P=u-G,+v-H, (10)

for uniqueu € {0,1,...,9, —1}and v € {0,1,...,2277 — 1}.

The points Gy, G are the base points (generators of subgroups of prime orders); thus, to generate
an asymmetric “encoding” key for each of the curves Eg;(Fon), Eq ,(Fon), the adversary chooses
private keys x, € {2,...,4, — 1} uniformly at random and calculates Y, = x; - G, fora = 0,1. All in
all, the definition of Fom, value b, and (Gy, Gy, Yy, Y1) are kleptographic setup parameters stored in the
malicious implementation.

To execute the ephemeral-static DH protocol, the malicious implementation will choose a = 0
with probability 42’7,2;11 and a = 1 with probability 22'77,1,—:11 (we subtract “1” in the numerators because
the “zero at infinity” points 6, ;, should not be generated). The malicious implementation then takes
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u€{2,...,9, — 1} with a uniform probability distribution, calculates u - G4, u - Y,, and randomly (and
uniformly) chooses v € {O, ..., 0%a 1}. Then the implementation assigns the following;:

P':=u-G,+v-H,. (11)

Since we excluded u# € {0,1}, almost all points belonging to E, ;(Fyn) can be generated (only
2227 points, including 6, , are excluded). Accordingly, taking into account the formula (10) and both
the twisted curves, the x-coordinates x(P’) of the generated points P’ from (11) are almost uniformly
distributed. That is, there are 2" — 7 — 3 possible results for x(P’), and due to the probability of the
choices of a, u, v, the bias is negligible.

The value x(P’) will be sent in plaintext by the malicious implementation. At the same time, the
implementation takes the x-coordinate of the point # - Y; as a shared secret to be used later (e.g., as a
seed for the deterministic random number generator, DRNG).

The adversary who monitors the messages sent by the malicious implementation learns the
value of x(P’). Tolearnu-Y,, the adversary must first learn the value of 4, thatis, determine
which of the twisted curves was chosen by the device. For that purpose, the trace function is used:
note that if a € {0, 1}, then for odd m, we have

@ = Tra, /i, (x(P)) + b+ (x(P)72), (12)

where
2 m—1
Try,,, /, (&) = v+’ +a? 4o 4a?
The formula (12) follows from (9) and from the properties of the trace function, namely, Try,,, /F, (o +
B) = Term /T, (a) + Tr]Fzm/]Fz (B) for any a, B € Fom; Term/]Fz (062) = Trlem/Fz () and Term/Fz (w) € Fy
for any & € Fom. Then, for known 4, the adversary can calculate any of the two y-coordinates for x(P’).
This way, they finds the value of the point

R=4P.

Knowing the value of a, the adversary could also apply to the point R the correct private scalar x, and
the ECKA method described in [Section 4.3][39]. Namely, the order n of the base point G, is g,, the
cofactor h is 2277, so the adversary calculates £ = h~! mod 1, then computes the point

Z:=h-R.
In this way, the component v - H, of (11) is annihilated. Then the point
Y i=x,-(0-Z) (13)

is found. Note that Y/ = +u - Y,. Therefore, the x coordinate x(Y’) of the point Y’ is exactly the same
as the one used by the malicious malicious implementation.

9.4. How the Service Can Indicate the Domain Parameters for Diffie-Hellman

During the registration procedure, server S indicates a list of preferences regarding the algorithms.
This functionality is described in [16, Section 5.4]. More specifically, during registration, the server
sends to the authenticator an object of the type
PublicKeyCredentialCreationOptions, and its field pubKeyCredParams determines the preference
list of the server. It contains “information about the desired properties of the credential to be created.
The sequence is ordered from most preferred to least preferred. The client makes the best effort to
create the most preferred credential that it can.” The properties determine (see [16, Section 5.3]) “the
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cryptographic signature algorithm with which the newly generated credential will be used, and thus
also the type of asymmetric key pair to be generated, e.g., RSA or Elliptic Curve”.

The options described here are required. The first algorithm on the list might determine the type
of the hidden DH message sent by the server.

Surprisingly, the list of supported elliptic curves seems very narrow — see [16, Section 5.8.3]. For
example: “Keys with algorithm ES256 (-7) MUST specify P-256 (1) as the crv parameter and MUST
NOT use the compressed point form.” The name ES256 denotes ECDSA with SHA-256, see [Section
8.1][40].

10. Technical Details- Kleptographic Attack on Server Side

Now, we aim to show that a server can run WebAuth protocol so that it creates a kleptographic
channel to an adversary observing WebAuth messages secured with TLS encryption.

10.1. Channel Setup

The malicious implementation of the server will always attempt to negotiate the TLS cipher suite
with the key agreement protocol based on the (elliptic curve) Diffie-Hellman protocol and the AEAD
encryption mode. All cipher suites used by TLS 1.3 meet this condition. We assume that for each
setting of the domain parameters used in the DH protocol and supported by the server, the adversary
Adv has left some “public” key Y, and only Adv knows the corresponding private exponent y such that
Y = ¢¥, where g is a fixed generator specified by the domain parameters.

We assume that the adversary Adv can see the whole encrypted traffic between the client and
the server protected by TLS. We assume that the shared secret resulting from the TLS handshake
executed by the client and the server is established according to ephemeral-ephemeral DH protocol.
That is, the client chooses a random exponent r, and the server chooses a random exponent ;. The
master shared secret for the TLS channel is g"¢"s . (Of course, this key is secure from the adversary.)

For the attack, the server creates a secondary key K = KDF(Y’s). Note that Adv can calculate K
as K = KDF((g")?) (recall that ¢"s is transmitted in clear!), while the client would have to break the
CDH Problem to derive K.

Note that K does not enable to break the TLS channel — it is merely a key automatically shared
between the server and the adversary Adv. Moreover, nothing can prevent Adv and the server from
deriving K.

10.2. Second Attack Phase

For the sake of simplicity, first, we describe the general attack idea and disregard some technical
TLS issues. In Section 10.3, we explain the attack in the real setting.

During the authentication procedure, the server generates a random string rs and sends it in an
encrypted form to the client. The malicious implementation on the server’s side changes the procedure
in a way so that the first A bits of encrypted data will carry hidden information to the adversary Adv:

1. generate the TLS bit stream S to be xor-ed with the plaintext to yield the ciphertext portion
corresponding to rs within the AEAD cipher,

2. generate a separate ciphertext C = Encg (M) of length A encrypted with the key K shared with

Adv; here, M is a secret message to be delivered to Adv,

if s is to have length m > A, then generate a string C’ of length m — A at random,

4. setrs = (C||C’) xor S.

@

Note that in this way the TLS traffic will contain C at a certain position and the adversary
Adv merely monitoring the messages will be able to derive M = Decg(C). The rest of WebAuthn
is executed according to the original specification. Note that the client will get the same rs after
decrypting the TLS ciphertext and that rs looks random (it is the decryption result for a ciphertext of
M with a wrong key and possibly a different cipher!).
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Note that the adversary does not know (and does not need to know)the content of the TLS
payload. It suffices to guess that the TLS traffic follows FIDO2 authentication or registration pattern. If
this is correct, Adv may also guess the location of C embedded in the TLS traffic and attempt to decrypt
it with the key K.

In the case of FIDO2 registration, embedding a hidden message might be similar, but the number
of bits to embed the ciphertext to the adversary is even larger: Apart from rs (of the length at least A),
similarly, one can use the random string uid of length 4A.

10.3. Low Level Details for TLS 1.3 Ciphertext and Base64url Encoding

According to programming interface documentation of Web Authentication Protocol [16, Section
5], the server communicates with the client’s browser through a JavaScript Application run on the
client’s side. The key point is that the objects containing the strings rs and uid are encoded as base64url
strings. Their position can be calculated and therefore, the problem to solve is how to encode the
ciphertext C for the adversary Adv in an innocently looking stream ciphertext of the base64url codes
of rs and wuid.

The base64url encoding maps 64 characters to octets (presented below in binary form). Namely,
it maps

e A B,...,Zt0 01000001, 01000010, ..., 01011010,
® a,b,...,zto 01100001, 01100010, ..., 01111010,
0,1,...,9to 00110000, 00110001, ..., 00111001,
e the characters - and _ to 00101101, 01011111.

In this way, only 64 octets out of 256 are utilized as base64url codes.

The encoding creates a challenge for the malicious server: one cannot use the next byte b of a
ciphertext C and simply set the next byte of the TLS ciphertext to b. Namely, after decryption with the
TLS key (already fixed by the handshake between the server and the client), the resulting octet might
be invalid as a base64url code. Moreover, this would occur in 75% cases.

Recall also that Adv does not know the TLS encryption key, so Adv cannot determine the octets that
would not lead to an error at a given position. Thus, if the server attempts to transmit a 6-bit number i
as a part of C, it cannot send the ciphertext of the ith character from the base64url character set. So,
the described naive method fails, as Adv cannot reconstruct i due to the lack of the TLS encryption key.

The embedding of bits of the ciphertext C must be based only on what the adversary Adv can see
during the TLS transmission. To some extent, this is possible. Below, we sketch a method that embeds
one bit per base64url character, however, with a small error probability.

Our method focuses on the least significant bit (Isb) of the base64url codes. One can check
that 0 occurs on the Isb position 31 times, while 1 occurs there 33 times. (And for no position of
base64url codes there is a perfect balance between the number of zeroes and ones.) Let By denote the
set of base64url codes with the least significant bit equal to 0, and let By be the set of the remaining
base64url codes.

To encode a bit b, the following steps are executed by the server:

1. calculate the next octet x of the TLS key stream, let B be its least significant bit,

2. calculate B’ = Byxork, B’ = Bjxork (i.e, apply xor with « to every element of, respectively,
the sets By and Bq);

3. set a bit c so that ¢ = 1 with probability p = %, and ¢ = 0 with probability %,

4. if ¢ = 0, then choose ¢ uniformly at random from B” (so, { is a ciphertext of randomly chosen
base64url code from By, and it does not depend on b),

5. if ¢ = 1, then do:

if b = 0, then

choose { uniformly at random from B’, if = 0, or from B”,if g =1,
if b = 1, then
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choose ¢ uniformly at random from B”, if B = 0, or from B/, if p =1,
( Note that the least significant bit of { equals b in every case.)
6. output { as the next octet of the TLS ciphertext encoding base64url code of 6 bits of rs (or uid).

Remark 7. The above procedure has the following properties:

1. The encrypted stream is correct from the client’s point of view: { € B U B”, so it is a ciphertext of a
base64url code. Therefore, the client will not detect any encoding errot.

2. For each base64url code p, the probability that { will be the ciphertext of p is 6%1. Indeed, if p € By, then it
can be chosen only for ¢ = 1, and then with the conditional probability % . % So the overall probability to
getpequals p- (% 4) = & If p € By, then it is chosen with probability (1 —p) - 25 +p- 3 35 = &-
Therefore, the client will detect no irreqularity concerning statistics of occurrences of the base64url codes
in the plaintext.

3. Ifc =1, then { always encodes b from the point of view of the adversary. So, the encoding of b is correct.
If c = 0, this is no longer true, as from the adversary’s point of view, the TLS ciphertext always encodes
1 xor B. So, with conditional probability % this is incorrect. Hence, the overall probability that b is not

encoded correctly is 31—2 = 6171' is /32, where n is the number of ones in C. If, say, C is a DRNG seed

of the length 128, the expected number of errors is 2. There are only (158) = 8128 options to choose two
error positions out of 128.

4. Eliminating the encoding errors may be dealt with in two ways. The first case is that the adversary gets a
key that can be effectively tested. For example, suppose that the plaintext of C is the seed to the generator
used by the server to derive the TLS parameter rg. In that case, the adversary may guess the error positions,
recalculate rg according to the guess, and test the result against g'S really sent by the server. As the

number of possible guesses is small, finding the right v is relatively easy.

The second option is to insert an error detection code in the plaintext of C. The error detection scheme has
to be chosen according to the particular application and the decision about how far we need to reduce the
number of false guesses.

Both techniques can be combined. For example, inserting a single parity bit within the plaintext of C
would reduce the number of tests of false guesses by half.

10.4. Applications of the Hidden Channel

There are many ways to exploit the hidden channel described above. However, the main one
from our point of view is the possibility to deactivate the protection provided by the TLS channel
against the adversary: In this case, the message hidden in C is the seed for DRNG used by the server
to generate the TLS ephemeral keys ;. In this way, the adversary gets access to the content of the
TLS channel. Thereby, the whole payload traffic to the webserver will be visible to the adversary —
constituting a severe privacy breach even if the users are identified by pseudonyms pk. However, we
will see that this is not the end of the troubles.

Based on the above mechanism, in later sections, we shall assume that the adversary monitors the
whole FIDO2 communication regardless of TLS protection.

10.5. Possible Defense Strategies

The presented attack cannot be prevented as long as the plaintext message sent by WebAuthn
contains a freely chosen random string on certain fixed positions, and the encryption method is based
on a stream cipher. So, one can attempt to deal with the problem in the following way:

¢ Use a kind of a“verifiable” randomness: for example, the string rs might be a server’s EADSA
signature over (ids, T) where T is the current time. This approach takes the freedom to arbitrarily
set out the bits of s while the client can check that the server follows the protocol. This seems
to be a pragmatic solution since only a change on the server’s side is necessary (the client may
perform the check or skip it, unaware of the additional security mechanism).
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e Instead of sending the random string rs alone, one can transmit rs mixed with Hash(rs). “Mixed”
means here an encoding such that each transmitted bit depends both on rs and Hash(rs) so that
no position corresponds solely to the bits of 7s. One simple solution of this kind is to use (a few
rounds of) a block encryption scheme, where rs and Hash(rs) fit into one block and where the
encryption key is a known protocol parameter. The ability to reverse the mixing is crucial for
verification of the redundancy rs||Hash(rs).

11. Final Remarks and Conclusions

FIDO2 is an excellent example of a careful and spartan design of an authentication framework that
addresses practical deployment issues remarkably well. FIDO2 has significant advantages concerning
its simplicity and flexibility on one side and personal data protection on the other side. Finding a good
compromise between usability and personal data protection is frequently challenging, with no good
solution. For web authentication, FIDO2 is a candidate for being such a good solution.

At first look, it seems that nothing can go wrong during FIDO2 implementation, even if the party
deploying the system is malicious: The authenticators are well separated from the network and the
server, and their functionalities are severely restricted, leaving little or no room for an attack. To some
extent, the client plays the role of a watchdog, controlling the information flow to the authenticator.

We show that the initial hopes are false. In this paper, we have presented a full range of attacks
where malicious servers and authenticators may install kleptographic setups with quite dangerous
consequences:

¢ dismounting privacy protection mechanisms by enabling a (third party) adversary to link differ-
ent public keys generated by an authenticator,

* or even worse: enabling an adversary to impersonate the authenticator against a (third party)
server.

The attacks are kleptographic: there are no detectable changes in the information flow, and the protocol
execution seems to be honest. The kleptographic setup is straightforward and concerns quite minimal
changes of protocol execution on the side of a server and/or an authenticator.

The real threat is a false sense of security:

* security audits and certification may be waived,
* A superficial inspection of system components may fail to detect trapdoors installed for klepto-
graphic purposes.

The threats may propagate, as FIDO2 is only an authentication tool. A designer of a sensitive service
may falsely assume that the protection given by FIDO?2 is tight, while the attacker may be able to clone
the authenticator remotely.

Fortunately, minor changes in the protocol may defer the detected threats. From the practical
point of view, the good news is that:

¢ the proposed changes always concern only two-party communication: client-server or client-
authenticator,
¢ the new version is backward compatible.

If the changes are not possible anymore (e.g., one cannot change the code inserted in the ROM
memory of an authenticator), a deep inspection of the device is necessary during a certification
process. In that sense, this paper is a hint what to look for when attempting to detect malicious FIDO2
implementations.
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11.1. General Design Rules Proposed

For the design or improvement of protocols such as FIDO2, we propose the following design
rules that at least make the kleptographic attacks significantly harder and simplify the audit of the
system components:

1. sending a random string over a channel secured with a stream cipher should be avoided,
2. the client should randomize every random element transmitted between the server and the

authenticator,
3. while hashing random elements seemingly reduces the applicability of kleptographic channels
to rejection sampling techniques, and thereby reduces the bandwidth of kleptographic channels

to a few hidden bits per random element, it does not close the channel completely,
4. the signatures created by an authenticator may serve as a carrier for a relatively wide klepto-

graphic channel. Therefore, whenever possible, randomizing the signatures is necessary.

11.2. Particular Standard Modifications Proposed

With minimal local changes, FIDO2 can become much more resistant to kleptographic protocols.
The general idea is to use the client as a kind of watchdog that modifies each random element shared
by the authenticator and the server. We deal with these elements one by one:

Element uid

When uid is delivered to the client, it becomes modified in the following way:

1. the client chooses A,,;; and assigns uid = Hash(uid, A,;;) (the hash value will be truncated if it is

too long),
2. the (modified) uid is transmitted to the authenticator; A,,;; is appended to the next message sent

from the client to the server,
3. the server adjusts uid in the same way as the client.

Element cid

There are analogous steps as for uid: the client chooses A.;; at random and cid is updated to
Hash (Cid, Acid)-

Element rs

Although we have not used rs in any attack, it may carry a limited kleptographic channel as
well (we have not utilized it as uid was so handy to use). The point is that the server can calculate
Hash(rs) delivered to the authenticator. So, a hidden channel can be created with the rejection sampling
technique. Fortunately, the client can destroy this channel as well:

1. the client chooses A,s and assigns h, = Hash(rs, A;s) instead of h, = Hash(rs),
2. the (modified) £, is transmitted to the authenticator; A, is appended to the next message sent

from the client to the server,
3. the server calculates i, in the same way as the client before checking the signature of the

authenticator.

Generating pk

In the case of signatures based on the discrete logarithm problem, the client can easily randomize
pk:

—_

. when the client obtains pk during registration, it chooses A, at random,

2. the client assigns pk = pk - g%vk and forwards the modified pk to the server, following the FIDO2
specification,

. the client sends Apk to the authenticator,

4. the authenticator updates the private key: sk = sk + Ay (addition modulo the group order).

(€8]

For RSA signatures, there is no such simple solution.
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Generating signatures

Again, the solution is straightforward in the case of standard non-deterministic signatures based
on the discrete logarithm problem. Signature creation starts with choosing k at random, and the rest of
the algorithm is deterministic. The value r = g* will be eventually visible, so it can be transmitted to
the client before the signature is finalized. So, we introduce the following steps:

the authenticator sends r to the client,

the client chooses Ay at random and sends it to the authenticator,

the authenticator updates k = k 4 Ay and proceeds the signature creation process,

the authenticator sends the resulting signature to the client,

the client retrieves the value g* for the obtained signature,

the client aborts the protocol if (g¥) # r - g%, otherwise it proceeds according to the FIDO2

specification.

SARCAN I e

11.3. Final Note

This paper does not provide any link to a prototype implementation of the attacks. This is
intentional: We do not want to facilitate any misuse of the information contained in this paper. The
extent of the information provided is limited to what an auditor should look for in the inspected
system components as a potentially malicious code.
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