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Abstract: The Global Maritime Transportation System (GMTS) is a complex system of systems, encompassing
port operations, shipping lines for both cargo and passengers, manufacturing, vessel traffic control, and the
vessels themselves. In recent decades, cybersecurity incidents targeting the GMTS have grown significantly
in both frequency and economic impact. In response to this escalating threat, we initiated a comprehensive
effort in 2021 to systematically collect and catalog all publicly known cybersecurity incidents affecting the GMTS.
Drawing from peer-reviewed research, news articles, and government reports, we compiled this data into the
Maritime Cyber Attack Database (MCAD). Our dataset, spanning 2001 to 2023, includes over 290 cybersecurity
incidents—representing a several-fold increase from the 46 incidents reported in previous research conducted in
2020. These incidents involve 54 countries and over 50 vessels, in addition to various GMTS-associated entities
such as ports. The attribution of these incidents points to a range of known nation-state and criminal threat actors.
This paper presents MCAD as a novel cyber threat intelligence tool and provides a high-level analysis of the
collected data, offering insights into the evolving cyber threat landscape within the GMTS.

Keywords: maritime; cybersecurity; cyber threat intelligence (CTI); maritime industry

1. Introduction

The frequency of cyberattacks against the Global Maritime Transportation System (GMTS) has
increased drastically year-on-year since the turn of the millennium with a corresponding increase
in their overall economic impact [1]. Notable incidents, such as the impact of NotPetya malware on
Maersk [2] and the ransomware attack on the Port of Nagoya [3], underscore the severe repercussions
these events have on the entire industry. Unfortunately, the maritime cybersecurity community faces
key obstacles to studying this phenomenon with a view to developing countermeasures, facilitat-
ing scholarly discussion, supporting informed decision-making within organisations and enabling
policymakers to work in a data-driven manner. One of the most significant of these is the difficulty
researchers face in amassing sufficient data relating to maritime cybersecurity incidents to facilitate
practical studies. Data for such incidents spread across scholarly literature, news articles, technical and
governmental reports, and a plurality of other media [4-6]. Where such data is available, it is often
as part of larger general-purpose datasets made up mostly of incidents not directly relevant to the
maritime domain, and thus lacking vital maritime-specific context (e.g. GPS coordinates of the victim)
even when it comes to incidents that are of interest to the maritime community.

This disperse and segmented nature of maritime cybersecurity incidents, hampers the efforts of
researchers. Without the facility to import the datasets into their tooling of choice for further analysis,
any researcher consumes a significant amount of time to manually curate and pre-process the data
before the analysis step takes place. Therefore, any research artefact designed to help overcome this
barrier to maritime cybersecurity research should be designed not only for the completeness of its data,
but also with usability in mind.

In 2021, with the aim of helping to overcome this barrier, we began a research effort to compile
data on all publicly-known maritime cybersecurity incidents into the Maritime Cyber Attack Database

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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( MCAD)—a newly-developed user-friendly cross-platform application backed by a database of
incidents conforming to MITRE's Structured Threat Information eXpression (STIX) format [7] for easy
interoperation with other tools [8].

This research effort is well-motivated. The criticality and fragility of worldwide supply chains
was thrown into sharp relief during the COVID-19 pandemic, and is particularly evident within the
GMTS. As a system of systems including not just vessels but also waterways, ports, and land-side
connections moving people and goods to and from the water, the role of GMTS in the global economy
is significant. Over 80% of the world’s cargo is transported by ship [9], representing 70% of global
trade by value [10]. As cybersecurity in the context of the GMTS becomes ever more critical, fleets and
the technology that comprises them are ageing, increasing their vulnerability to cyberattacks. 38% of
oil tankers and 59% of general cargo ships are more than 20 years old [11].

In this work, we discuss the research and development of MCAD, and apply it in the analysis of
trends in maritime cybersecurity incidents since 2001. Drawing on over 290 total incidents, with the
number of incidents available for any specific analysis varying due to incomplete data for some cases,
we present visualizations of global trends in the frequency of maritime cybersecurity incidents. This
includes further analysis by incident type, as well as the geographical origins of both threat actors and
victim organizations across 54 countries. The accompanied application features a map-like interface
that allows the user to view information related to that particular incident, including the location of
incidents as in Figure 1. Our collection and analysis pipeline consists of a) definition of a set criteria, b)
the acquisition of data from public sources or via the self-reporting functionality of our application,
c) the structure of data based on STIX, and d) the visualization of data into the interactive map and
charts. MCAD is already contributing in different applications such in the creation of the Cyber Security
Workbook for On Board Ship Use [12].

Figure 1. Incidents noted in the MCAD database at time of publication, plotted according to their
geo-location on a map of the world.

While this is an open-ended research, early findings provide valuable insights into the evolving
cybersecurity threats faced by the GMTS. These findings underscore the urgency for industry, govern-
ment, and the research community to collaborate on improving the security posture of these critical
systems.

The rest of the paper is structured as follows: In Section 2, we discuss related work appearing in
the published literature. We present the methodology behind the MCAD application and assemb]e its
underlying dataset in Section 3 while in Section 4 an evaluation and analysis of the dataset takes place.
In Section 5, we acknowledge the limitations of our work and outline our plan to address them, before
providing some concluding remarks in Section 6.
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2. Related Work

The work presented in this paper is not the first to create a curated open-source database of
cybersecurity incidents. Such databases are fundamental to modern information security research
and CTIL. For example, a study by Harry and Gallagher in 2018 proposed a taxonomy for classifying
cybersecurity incidents and applied this taxonomy to analyze over 2,400 cybersecurity events that
occurred between 2014 and 2016. Since their publication, the Centre for International and Security Studies
at Maryland (CISSM) has continued to curate this database, making the data publicly available for
researchers. Additionally, CISSM maintains an online dashboard that allows users to explore the
database and provides visualizations of key statistics. Nevertheless, their focus is more general and
not specific to the in-depth analysis of maritime incidents.

In 2022, the European Repository of Cyber Incidents (EuRepoC) research consortium launched the
Cyber Incident Dashboard. This initiative regularly makes its dataset available to researchers, aiming to
facilitate data-driven discussions and policymaking concerning the cyber threat landscape. However,
EuRepoC focuses exclusively on cybersecurity incidents with a political dimension, meaning that
non-political cyberattacks—such as those targeting private organizations by cybercriminal groups for
financial gain—are not included in their database.

The database most closely related to our work is the Advanced Dataset of Maritime cyber Incidents
ReleAsed for Literature (ADMIRAL), which is based on the research of Olivier Jacq [16]. ADMIRAL
contains 459 publicly disclosed maritime cybersecurity incidents from 1980 to 2024, categorizing them
into 16 different incident types across 64 countries, impacting 22 subsectors of maritime activities. It
also offers a STIX 2.1 JSON resource, which remains in an experimental phase at the time of this writing.
However, ADMIRAL does not provide comprehensive information about all incidents, including
references to external sources. In contrast, MCAD, offers more detailed information (as described in
Section 3), enabling a thorough analysis of maritime incidents.

3. Materials & Methods

Two methods were used to compile data for MCAD. The first method involved a systematic
review of scholarly literature, news feeds, technical reports and other media to identify maritime cyber
incidents. For our purposes, we define a cyber incident as a discrete malicious attack with a cyber element,
perpetrated by a particular threat actor against one or more victims and causing significant impact on one or
more victims, possibly over an extended period of time. We consider a cyber incident eligible for inclusion
in MCAD if it involves at least one component of the GMTS, which we define as a system of systems,
comprising port operations, cargo and passenger shipping lines, manufacturing, vessel traffic control, and vessels
themselves.

Our pipeline begins with defining the criteria that each collected incident must meet to be included
in our dataset. These criteria are established with the unique characteristics of GMTS in mind. For
example, while a cargo shipping company may be headquartered in a specific country, incidents
affecting them could occur while operating abroad. As such, we identify the following essential
attributes that must be present for each collected incident:

e  Date - Month and Year the incident took place or it became known.

. Impact area - The GMTS are impacted, can be: Shore, Offshore, and Vessel.

* Incident Location - The location of where the incident took place.

¢ Incident Country - The country in which the incident took place

®  GPS coordinates - Approximate latitude and longitude of the place the incident took place.

¢ Victim Country - The country in which the victim resides.

®  Victim Identity - The name of the victim affected.

®  Victim type - Type of victim related to GMTS, examples: Ship Builder, Logistics Provider, Marine
Technology Provider.

¢  Method - The attack method used by the threat actor.

e Attacker Country - The country in which the threat actor operates from.
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These attributes are designed to enable straightforward analysis and classification of incidents,
such as categorizing them by attack method, to support the creation of visualizations. As the de-
velopment of MCAD is an ongoing research effort, with regular updates to the application and its
database to maintain relevance and expand functionality, adherence to the established criteria gives us
confidence that MCAD will become an indispensable source of CTI in the maritime domain.

Next, information for the MCAD database was gathered exclusively from public sources. This
approach allows users to easily verify the legitimacy of the recorded incidents, promotes information
sharing, and ensures no additional exposure of victims. The public sources used include published
research, mainstream news articles, industry publications, cybersecurity vendor reports, government
reports, and press releases, with references to these sources maintained as part of the corresponding
MCAD entries. An illustrative but not conclusive list used to compile MCAD, based on scholarly
work is presented in Table 1.

Table 1. A selection of the published scholarly work used to compile MCAD.

Year Title Summary No. Attacks
Provides examples of cyber attacks against
Maritime Cyber Security the maritime industry. Also it discusses
2019 Analysis — How to different attacks forms that can be used and 9
Reduce Threats? [13] introduces different steps to mitigate cyber
incidenst.
. Emphasizes the impact of cyber attacks on
Claims of e o

State-Sponsored the maritime 1ndu§try due to its widespread

2020 Cyberattack in the use of information technology (IT) and 22

operational technology (OT). It also examines

Maritime Industry [4] various cyberattacks in the maritime industry.

A Retrospective Analysis ~ Summarizes different IT/OT attacks to the
2021 of Maritime Cyber maritime industry. A total of 46 incidents are 46
Security Incidents [6] summarized between 2010 - 2020.

Provides an overview about publicly known
A Structured Analysis of  cyber incidents in the maritime sector from

2021 Information Security the past 20 years. It covers 90 publicly 90
Incidents in the Maritime reported attacks and 15 proof of concepts,
Sector [5] categorizing them into different threat
categories.
Maritime Cybersecurity: =~ Describes the cyber threats to the maritime
2021 Vulnerabilities and industry. It discusses 9 recent cyberattacks 9
counter measures [14] and incidents on maritime infrastructure.
Explores the increasing cybersecurity
Cybersecurity Challenges 0t vulnerabiltin
2022  in the Maritime Sector & / METISNING ¢ 13

consequences of cyber attacks, and mitigation
actions. The paper summarizes 13 attacks
against the maritime industry.

[15]

The second method for data input, involved the deployment of a self-report mechanism as part of
the MCAD application itself, that can be seen in Figure 2. With this feature, we encourage the reporting
of new incidents by users of our application. After the submission of a new entry, automatic and
manual validation of the reported incidents takes place. So far, this feature of MCAD has seen a small
number of uses, since submissions seldom exhibit the level of accuracy or completeness necessary for
their direct inclusion in the database. We discuss potential reasons for this issue, as well as planned
future work to address it, in Section 5.
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Based on the collected data, we structured the database schema after the STIX format from the
MITRE Corporation, an extensible JSON-based language and serialization format used to exchange
CTI. With STIX, security teams can automatically share threat information with partners or ingest it
into their security systems and threat intelligence platforms. This reduces manual effort and speeds up
threat detection and response. For our purposes, we augment the STIX format with the aforementioned
attributes/ criteria specifically related to the maritime sector.

Finally, we provide visualizations for the analysts to better understand and communicate threat
intelligence findings to different stakeholders, including non-technical staff, management, or external
partners. Visual formats like dashboards or charts allow for a clearer presentation of information,
making it accessible to a wider audience who may not be familiar with the technical details of the
analyzed incidents.

Report an incident

Name

Type here...
E-mail

Type here...

Incident country

Type here...

Victim type

Type here...

Impact area

Type here...

Method

Type here...

Reference

Type here...

Additional information

Type here...

Figure 2. A screenshot of the simple user interface MCAD for the self-reporting of incidents.

4. Evaluation

We dedicate this section to an analysis of the data contained within MCAD including global
trends; and incident frequencies by threat actor geography, victim geography, and attack method (e.g.
ransomware, phishing). The whole database is accessible in our web app . Henceforth, the number of

1 https://maritimecybersecurity.nl.
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incidents based on specific parameters (e.g. year, target area) is denoted as 7, and the variance-mean

ratio of the distribution with D = ‘77, where ¢ is the variance and y the mean.

4.1. Global Trends

Since 2001, the frequency of cybersecurity incidents targeting the GMTS has steadily increased,
peaking in 2020 to coincide with the outbreak of the COVID-19 pandemic before declining slightly
in 2021 then significantly increasing in 2022 and 2023. The adverse impact of the pandemic on the
cybersecurity posture of organisations worldwide is well-known, with companies rapidly adopting
remote working practices in response to legally-mandated lockdowns creating a particularly fertile
environment for threat actors employing phishing and ransomware attacks against employees new
to the remote workforce [17]. In a maritime-specific context, the increased difficulty faced by marine
technicians in travelling to vessels and rigs due to COVID-19 travel restrictions led some organisations
to intentionally lower their cybersecurity defences in order to allow remote service access to systems
instead [18]. Figure 3 shows a chart of incidents per year globally in MCAD for which the year of
the incident is known (n = 291). The significant increases in 2022 and 2023 are mostly attributed to
ransomware as seen later on in Figure 9.
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Figure 3. Frequency of maritime cybersecurity incidents globally per year from 2001-2023, showing a
marked upward trend.

4.2. Asymmetry of Threat Actor and Victim Countries

Based on the analysis of the collected data, we note a marked asymmetry between the origin
countries which threat actors emerge from when compared to victims. The variance-mean ratio of
the distribution of incidents by threat actor origin country (D = 9.71) is significantly lower than when
incidents are grouped by victim country instead (D = 54.86), indicating that a smaller group of countries
originate a disproportionate number of threat actors targeting victims across a wider geographical
area.

Figures 4 and 5 also illustrate this, with Russia, China, North Korea and Iran making up 80% of
all incidents where threat actor origin country is known i.e. n = 181. By contrast, the top 4 victim
origin countries (USA, UK, Germany and South Korea) make up just 40% of incidents where victim
country is known i.e. n = 306 2.

2 This is larger than the number of incidents in our dataset, as some incidents note more than 1 victim origin country.
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Figure 4. Frequencies of incidents originating with threat actors from different countries. Only incidents
where threat actor country is known are included. Countries with threat actors originating fewer than
2 incidents are grouped as “Other”.
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Figure 5. Frequencies of incidents targeting victim organisations from different countries. Only
incidents where victim country is known are included.

While this finding is striking, it should be noted that data collection methodology is subject
to limitations that may cause bias in our collected results. We discuss these limitations further in
Section 5.1.

4.3. Year-on-Year Threat Actor Activity by Continent

Trends in the frequency of incidents over time by both threat actor and victim geography are
also evident in the data. Prior to 2016, threat actors originating in Asia were responsible for the
majority of incidents studied, while from 2016 onwards, Russian threat actors assumed an outsize
role in the perpetration of cyber incidents worldwide. When compared to Asia and Russia, threat
actors originating in Africa, Europe, Oceania and the Americas played a much smaller role, with the
exception of in the year 2012, when a number of primarily domestic incidents (i.e. from US threat
actors against US victims) appear in the literature. Figure 6 shows year-on-year frequency of cyber
incidents grouped by threat actor origin geography between 2001 and 2023.
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Figure 6. Proportion of incidents originating with threat actors by continent. Only incidents where
threat actor country is known are included. As a transcontinental country with disproportionate
representation in the data, Russia is plotted separately.

Victim geographies are much more uniformly represented in the data. Asia, Europe and North
America are represented approximately equally, with African, Oceanian, Russian and South American
victims targeted less frequently. Figure 7 illustrates the occurred cyber incidents between 2001 and
2023, grouped by the original location of victims, on a year-on-year basis.
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Figure 7. Proportion of incidents targeting victims by continent. Only incidents where victim country
is known are included. As a transcontinental country with disproportionate representation in the data,
Russia is plotted separately.

4.4. Attack Method

Ransomware comprises over a half (53%) of incidents in MCAD where the attack method is
known (n = 288), and makes up the majority of incidents involving malware (87%), as seen in Figure 8.
As with many other industries, maritime operations have become an attractive target for ransomware
attacks due to lack of investment in cybersecurity and the potential for significant disruption in their
operations [6,19]. Such attacks have a wide range of impact from vessel communication systems and
navigation suites, to cargo management and logistic systems.
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Hacking Malware

Spoofing
DDoS

Going Dark

Jamming
Phishing

Other

53% (153)

Ransomware

Figure 8. Proportions of incidents in MCAD employing different attack methods. Only incidents
where attack method is known (and relevant) are included.

Another interesting observation are incidents categorized as “going dark”. The term “going dark”
refers to a practice whereby a ship intentionally disables their Automatic Identification System (AIS)
transponders to evade detection and monitoring [20]. Crews may engage in this practice for several
reasons including evading international sanctions, engaging in unauthorized fishing activities, or
transporting illicit goods. Nation-states or vessel operators may direct vessels to go dark in order to
bypass trade restrictions, which may otherwise attract a penalty under international law. Of the 13
instances of a vessel going dark recorded in MCAD, Chinese and Iranian vessels make up over half
(53% and 30% respectively).

In Figure 9 we also see that the past six years, ransomware attacks have overshadowed all other
methods of attacks, reaching an all-time high of n = 68 in 2023. In 2022 and 2023, a slight increase to
DDoS attacks has also been reported, stemming mostly from threat actors in Russia (8) and Sudan (1)
and Indonesia (1).
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Figure 9. Frequency of incidents in MCAD involving five main attack methods.

5. Limitations & Future Work

While our work represents a first-of-its kind contribution towards facilitating information sharing
around cybersecurity incidents affecting the GMTS, we acknowledge a number of limitations of our
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methodology and the MCAD software artefact itself that may impede the utility of MCAD or the
completeness of the information in its database. Herewith we present our plans to address those
limitations.

5.1. Limitations of Literature Review

Our own efforts to discover cybersecurity incidents affecting the GMTS in various forms of
published literature (see Section 3), have proven effective in creating a rich and rigorously-researched
starting point of over 290 incidents for the MCAD database. The continued effectiveness of this
methodology, however, is limited by the number of researcher hours we are able to dedicate to the
upkeep and curation of the data, biased towards cybersecurity incidents that are high-profile enough to
enter the published record, and restricted largely to those that have information published in languages
our researchers are familiar with (primarily English and Dutch). Language bias has been shown to be
present in scholarly communication for several decades [21], and is of particular concern to projects
such as MCAD, which aspire to present reliable information on a global scale.

Future work: We plan to make the data collection and curation process more scalable by employ-
ing some of the latest advancements in Natural Language Processing (NLP) technology such as Large
Language Models (LLMSs) [22] to create a Al-driven human-in-the-loop data pipeline from scholarly
literature, news feeds and other sources of information on maritime cybersecurity incidents to MCAD.
The powerful language translation capabilities of LLMs can also assist us in reducing language bias in
the collected data.

5.2. Under-Reporting of Cybersecurity Incidents

It is well-established that efforts to compile statistics on cybersecurity incidents are significantly
hampered by the tendency of cybercrime to go underreported, particularly by organisations motivated
not to expose corporate weaknesses to their customers, shareholders or other stakeholders [23,24]. If
cybersecurity incidents go unreported to law enforcement, they are less likely to either surface in the
literature or be submitted to the MCAD via its self-report mechanism.

Future work: Our ongoing work to devise and deploy honeynets [25] provides a promising means
to help address the issue of under-reporting of cyber incidents by victims. By deploying honeynets
mimicking vessels, port authorities and other components of the GMTS, we can integrate incident data
into the MCAD that does not ultimately rely on victim reports.

5.3. Lack of an Anonymous Reporting Mechanism

Individual employees that wish to report a cybersecurity incident suffered by their organisation
may also feel unable to use the self-report feature of MCAD for fear or running afoul of corporate
policy, violating non-disclosure agreements or otherwise facing repercussions for doing so. We have
previously received enquiries about making anonymous reports to MCAD, which we had no choice
but to decline, as we are currently unable to guarantee complete anonymity of either the individuals
submitting reports to MCAD or the organisations those reports concern.

Future work: Although we do not have immediate plans to implement anonymous reporting
functionality in MCAD, several potential approaches could be considered. One option is to use a
separate secure server to receive anonymous reports, filtering out identifying metadata (such as sender
IP addresses) before integrating the information into MCAD. Additionally, the self-report feature
could be accessed through a Tor hidden service to ensure a better anonymity for users submitting
incidents, providing an additional layer of protection for informants.

5.4. Lack of Visualisations for Key High-Level Statistics

MCAD does not currently feature any sort of dashboard showing key high-level statistics, or
presenting these as visualisations of the type that we present in this work (e.g. Figures 3, 4 and 6).
Other online cybersecurity incident dashboards tend to provide this functionality [26,27].
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Future work: We anticipate that this functionality will promote the adoption of MCAD as a CTI
tool and facilitate further research utilizing it. To support this goal, we are in the process of adding
dashboards to the application-similar to those presented in Section 4—which will be included in a
near-future update.

6. Conclusion

In this work, we have presented MCAD, a user-friendly cross-platform CTI tool, backed by a
curated database of over 290 maritime cybersecurity incidents. With the release of the MCAD, we
aim to contribute to the cyber resilience of the GMTS by providing visibility to the significant global
impact of maritime cybersecurity incidents, and providing researchers with a comprehensive tool.
With MCAD as a reference point, researchers are able to facilitate practical studies, providing the
necessary data to bolster the decision-making process of maritime organizations. We will continue to
dedicate research effort towards the further improvement of MCAD, and future releases of additional
application features and updates to the underlying database are planned. We believe that MCAD will
continue to serve as a valuable resource for securing the maritime world.
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Abbreviations
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ADMIRAL  Advanced Dataset of Maritime cyber Incidents ReleAsed for Literature

CTI Cyber Threat Intelligence

CISSM Centre for International and Security Studies at Maryland
EuRepoC European Repository of Cyber Incidents
GMTS Global Maritime Transportation Systems
GPS Global Positioning System

JSON JavaScript Object Notation

LLMs Large Language Models

MCAD Maritime Cyber Attack Database

NLP Natural Language Processing

STIX Structured Threat Information eXpression
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