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Abstract: This paper presents a comparative analysis of several decision models for detecting Structured Query
Language (SQL) injection attacks, which remain one of the most prevalent and serious security threats to web
applications. SQL injection enables attackers to exploit databases, gain unauthorized access, and manipulate
data. Traditional detection methods often struggle due to the constantly evolving nature of these attacks, the
increasing complexity of modern web applications, and the lack of transparency in the decision-making processes
of machine learning models. To address these challenges, we evaluated the performance of various models,
including Decision Tree, Random Forest, XGBoost, AdaBoost, Gradient Boosting Decision Tree (GBDT), and
Histogram Gradient Boosting Decision Tree (HGBDT), using a comprehensive SQL injection dataset. The primary
motivation behind our approach is to leverage the strengths of ensemble learning and boosting techniques to
enhance detection accuracy and robustness against SQL injection attacks. By systematically comparing these
models, we aim to identify the most effective algorithms for SQL injection detection systems. Our experiments
show that Decision Tree, Random Forest, and AdaBoost achieved the highest performance, with an accuracy of
99.50% and an F1 score of 99.33%. Additionally, we applied SHapley Additive exPlanations (SHAP) and Local
Interpretable Model-agnostic Explanations (LIME) for local explainability, illustrating how each model classifies
normal and attack cases. This transparency enhances the trustworthiness of our approach to detecting SQL
injection attacks. These findings highlight the potential of ensemble methods to provide reliable and efficient

solutions for detecting SQL injection attacks, thereby improving the security of web applications.

Keywords: explained AI; SQL injection detection; decision tree; random forest; XGBoost; AdaBoost; Gradient

Boosting Decision Tree; Histogram Gradient Boosting Decision Tree; local explanation; SHAP; LIME

1. Introduction

Structured Query Language injection (SQLi) remains one of the most critical security vulnera-
bilities affecting web applications, consistently ranking among the top security threats in reports like
the OWASP Top Ten [1]. SQL injection exploits weaknesses in input validation, enabling attackers to
manipulate SQL queries to access, modify, or even delete sensitive data stored in databases [2,3]. The
widespread use and serious consequences of SQL injection attacks make it crucial to develop robust
detection and prevention mechanisms to safeguard web applications and their underlying databases.

Traditional approaches to mitigating SQL injection vulnerabilities, such as input validation,
parameterized queries, and prepared statements, aim to sanitize user inputs and block malicious SQL
commands from being executed [4,6,7]. However, these methods often fail in dynamically generated
query environments and require rigorous implementation practices that are not always followed
consistently [8]. This gap becomes more problematic as SQL injection techniques evolve and grow in
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sophistication, underscoring the need for more advanced and adaptable detection mechanisms capable
of handling emerging threats.

Machine learning (ML) has emerged as a promising solution to improve SQL injection detection
by learning historical attack patterns and generalizing to new threats [9]. Among the various ML
techniques, ensemble learning and boosting models have shown considerable potential in this domain,
as they combine multiple weak learners into a stronger and more accurate classifier [12]. These models
not only improve detection accuracy but also increase robustness against sophisticated SQL injection
attacks, making them suitable for dynamic and complex web environments.

Ensemble learning methods, such as Decision Trees and Random Forests, take advantage of
the collective wisdom of multiple models to achieve better performance than individual classifiers
[10,13]. Boosting algorithms, including AdaBoost, Gradient Boosting Decision Trees (GBDT), and
Histogram Gradient Boosting Decision Trees (HGBDT), further enhance this capability by sequentially
focusing on misclassified instances, thereby improving the model’s precision and recall [11,14,15].
These approaches offer a nuanced understanding of attack patterns, enabling them to adapt to new
and sophisticated SQL injection techniques.

However, there remains a significant gap in the application of explainable machine learning
models for SQL injection detection. Although numerous studies have focused on explaining the results
of the model in the context of SQL injection detection [16,17], much of the research on explainable
Al (XAI) has focused on other security domains, such as intrusion detection systems (IDS) [10,15,18].
Techniques such as SHapley Additive exPlanations (SHAP) [19] and Local Interpretable Model-agnostic
Explanations (LIME) [20] have been widely applied in those fields to clarify model decisions and
enhance transparency.

Despite this progress in other domains, explainable AI models have not yet been sufficiently
explored or adapted for SQL injection detection. Given the critical importance of SQL injection attacks
and the complexity of machine learning models to detect them, extending these XAI techniques to this
domain is essential. By incorporating SHAP and LIME into SQL injection detection, we can improve
the trustworthiness and interpretability of the model’s decision-making process, thereby increasing
confidence in its real-world deployment.

In this study, we focus on evaluating the performance of several ensemble learning and boosting
models for SQL injection detection, specifically Decision Tree, Random Forest, XGBoost, AdaBoost,
GBDT, and HGBDT. These models were selected due to their proven success in other security domains
and ability to efficiently handle large, complex datasets. Our objective is to enhance SQL injection
detection systems by improving precision, recall, and overall robustness in identifying malicious
SQL queries. To further increase trust and explain the proposed model decision, we incorporate
well-known explainability techniques, such as SHAP and LIME, to provide transparent insights into
the decision-making process of the models.

The primary contributions of this paper are as follows:

e  We conduct a comparative analysis of six decision models, including Decision Tree, Random
Forest, XGBoost, AdaBoost, GBDT, and HGBDT, using a comprehensive SQL injection dataset.

¢ We evaluated the performance of these models based on key metrics such as precision, precision,
recall, and F1 score, identifying the most effective machine learning techniques for SQL injection
detection.

¢ We apply SHAP and LIME to explain the decision-making processes of each model, improving
transparency and trustworthiness in SQL injection detection.

*  We provide insights into the strengths and limitations of ensemble learning and boosting models
for practical deployment in real-world SQL detection systems.

The remainder of this paper is structured as follows. Section 2 reviews related work on SQL
injection detection using machine learning techniques. Section 3 outlines the methodology and
experimental setup used for the study. Section 4 presents the experimental results, followed by a
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discussion in Section 5. Finally, Section 6 concludes the paper and suggests directions for future
research.

2. Related Work

Over the past two decades, the detection and prevention of SQL injection (SQLI) attacks have been
the focus of extensive research. This section reviews significant contributions to the field, particularly
those employing machine learning (ML) techniques, to highlight the progress and challenges in SQLi
detection.

2.1. Machine Learning Techniques for SQLi Detection

Initial efforts to mitigate SQL injection attacks primarily relied on static analysis and heuristic-
based methods. These approaches involve code reviews and the implementation of best practices
such as input validation, parameterized queries, and prepared statements [2,4]. While effective in
reducing vulnerabilities, these methods are often labor-intensive and prone to human error, especially
in complex or dynamically generated queries.

The advent of machine learning has provided a more dynamic and adaptive approach to SQLi
detection. ML models can learn from historical attack data to identify and mitigate new and evolving
threats [5]. Several studies have explored the use of various ML algorithms for SQLi detection with
promising results. Support Vector Machines (§VM) and Neural Networks, for instance, have been
employed to classify SQL queries as malicious or benign based on features extracted from query
structures and patterns. Valeur et al. [21] proposed an anomaly-based intrusion detection system
leveraging SVMs to detect SQL injection and other web attacks. Similarly, Gao et al. [22] used a neural
network model trained on labeled datasets of SQL queries to achieve high detection accuracy.

In addition to these, Decision Trees and Random Forests have been widely used due to their
interpretability and robustness. Xu et al. [23] demonstrated that decision tree classifiers could
effectively distinguish between malicious and benign SQL queries by learning the characteristic
patterns of SQL injection attacks. Random forests further enhance this capability by aggregating the
predictions of multiple decision trees, improving accuracy and reducing overfitting [13].

Ensemble learning methods, which combine multiple weak learners to form a strong classifier,
have shown significant potential in SQLi detection. AdaBoost and Gradient Boosting Decision Trees
(GBDT) are notable examples of boosting algorithms successfully applied in this domain. These models
focus on instances that are difficult to classify, iteratively improving the classifier’s performance. Pan et
al. [24] used AdaBoost to enhance SQLi attack detection accuracy by adapting to new attack patterns.
Le et al. [25] demonstrated the effectiveness of GBDT in handling complex datasets with imbalanced
class distributions, achieving high-precision detection of SQLi attacks.

XGBoost and Histogram-based Gradient Boosting Decision Trees (HGBDT) have further advanced
the state-of-the-art in SQLi detection. These models optimize the boosting process by efficiently
handling large datasets and improving generalization capabilities. Chen and Guestrin [26] introduced
XGBoost, a popular algorithm for SQLi detection due to its scalability and performance. Ke et al. [27]
extended this approach with HGBDT, offering improved computational efficiency and accuracy for
high-dimensional data.

Several comparative studies have evaluated the performance of different ML models for SQLi
detection. These studies typically compare accuracy, precision, recall, and F1 score metrics to identify
the most effective models. Nguyen et al. [28] comprehensively evaluated various ML algorithms,
including decision trees, SVMs, and neural networks, for detecting SQL injection attacks, highlighting
the superior performance of ensemble learning and boosting models.

Despite significant advancements, several challenges remain in detecting SQL injection attacks
using ML techniques. One major challenge is the imbalanced nature of datasets, where non-malicious
queries vastly outnumber malicious ones. This imbalance can lead to biased models that favor the
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majority class. Techniques such as oversampling, undersampling, and synthetic data generation have
been proposed to address this issue [29].

Another challenge is the evolving nature of SQL injection attacks. Attackers continuously develop
new techniques to bypass existing detection mechanisms, requiring models that can adapt to these
changes [30]. Continuous learning and real-time monitoring systems are potential solutions to enhance
the adaptability and effectiveness of ML-based detection systems [9].

2.2. Challenges with Explainable Al for SQL Injection Detection

While machine learning models have shown great promise in detecting SQLi attacks, the challenge
of interpretability and trustworthiness remains a key barrier to their widespread adoption. SQL
injection detection, especially in security-critical web applications, requires not only high-performance
models but also clear explanations of how these models make decisions. Explainable AI (XAI) has
emerged as a solution to this problem, offering tools to interpret and visualize machine learning
models. However, applying XAl in the context of SQL injection detection brings specific challenges.

One significant challenge in applying explainable AI models like SHapley Additive exPlanations
(SHAP) [19] and Local Interpretable Model-agnostic Explanations (LIME) [20] to SQLi detection lies
in the inherent complexity and variability of SQLi attacks. SQLi attacks often involve obfuscated,
multi-layered queries, making it difficult to isolate the specific features or patterns that contribute to a
detection decision. This obfuscation can hinder the creation of meaningful explanations that security
analysts can easily interpret.

Moreover, one of the main objectives of applying XAI in SQLi detection is to increase the trust
in the predictions of the model. In real-world deployments, security teams need to understand not
only which features contributed to a prediction but also why the model classified a specific SQL query
as malicious. Current XAI methods provide local explanations, which provide insight for individual
queries but may not explain broader patterns or attack vectors. For example, explaining why one SQL
query was flagged as malicious doesn’t always provide insights into other, potentially related attacks.
This limitation underscores the challenge of developing XAI methods that not only provide accurate
local explanations but also offer global insights into SQLi attack trends.

In summary, while traditional methods provide a foundational layer of security, integrating
machine learning techniques, particularly ensemble learning and boosting models, offers a more
robust and dynamic approach to SQLi detection. The current research landscape highlights the
effectiveness of these models in identifying and mitigating SQL injection attacks, paving the way for
further advancements in this critical area of cybersecurity. However, the application of XAl in this
domain remains a challenge due to the complex nature of SQLi attacks, which requires future research
to address interpretability issues and improve trust in Al-driven security systems.

3. Methodology

This section presents our methodology for detecting SQL injection using ensemble learning
and boosting models, depicted in Figure 1. The process begins with data preprocessing, where we
encode string data into a numerical format using a Label Encoder and split the dataset into training
and testing sets. We train six models: Decision Tree, Random Forest, XGBoost, AdaBoost, Gradient
Boosting Decision Tree (GBDT), and Histogram Gradient Boosting Decision Tree (HGBDT) on the
training dataset. These models are then saved as pretrained for inference on the testing dataset. Finally,
we evaluate the performance of our approach using key metrics such as confusion matrix, Receiver
Operating Characteristic(ROC) curve, precision, recall, accuracy, and F1 score on both the training and
testing datasets.
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Figure 1. The proposed method for detecting SQL injection from ensemble learning and boosting
models

3.1. Data Description

This dataset is sourced from the SQL Injection Attack Dataset [31]. It contains raw SQL query
strings labeled with integers in the Label column, where a value of 0 indicates a non-malicious query,
and a value of 1 denotes a malicious query. Figure 2 illustrates the distribution of sample data labeled
as attack and non-attack in the SQL Injection dataset. The dataset comprises approximately 1,200
attack samples and around 20,000 non-attack samples. To evaluate the performance of our models, we
partitioned the dataset into training and testing sets with a ratio of 70:30.

Distribution of Attack and Non Attack
20000 +

No. of samples

5000

I T T I S

Attack Non Attack
Vulnerability Type

Figure 2. Distribution sample data.

3.2. SQL Vulnerabilities Detection Based Ensemble and Bagging Models

The rationale for selecting these models lies in their diverse strengths and complementary capabil-
ities. Decision Trees provide straightforward interpretation and quick inference, making them useful
for initial insights and rapid prototyping. Random Forests, an ensemble of Decision Trees, enhance
performance by reducing overfitting and improving generalization. Boosting models like XGBoost
and AdaBoost iteratively focus on misclassified instances, increasing the overall model accuracy and
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robustness. GBDT and HGBDT extend boosting methods by efficiently handling large datasets and
high-dimensional feature spaces, making them suitable for complex real-world applications.

. Decision Tree. This model has hierarchical structures where each node represents a feature,
and each branch represents a decision rule based on that feature. The decision tree recursively
partitions the feature space into regions that minimize a splitting criterion (e.g., Gini impurity or
entropy).

*  Random Forest. It is an ensemble learning method that constructs multiple decision trees during
training and outputs the mode of the classes (classification) or average prediction (regression) of
the individual trees. Let T denote the number of trees in the forest. For classification, the random
forest combines the predictions 7, of each tree t by voting: §# = mode(§1, ..., J1))-

*  XGBoost (Extreme Gradient Boosting). XGBoost is an optimized gradient-boosting library known
for its speed and performance. It sequentially builds trees, where each subsequent tree corrects
errors made by the previous one. XGBoost minimizes the loss function L(¢) iteratively by adding
weak learners /; to the model: § = ¢(x) = L ; h(x), where T is the number of boosting rounds.

¢  AdaBoost. AdaBoost is another ensemble learning method that combines multiple weak classifiers
to create a strong classifier. It adjusts the weights of incorrectly classified instances so that
subsequent classifiers focus more on difficult cases. At each iteration ¢, AdaBoost updates the
weights Dy (i) of training instances and computes the model weight a; based on the classification
error. The final classifier is a weighted sum: § = sign(¥.1_; athy(x)).

e  GBDT. GBDT builds trees sequentially, where each tree attempts to correct errors made by the
previous one. Unlike AdaBoost, which adjusts instance weights, GBDT fits each new tree to the
residual errors of the current model predictions. GBDT minimizes the loss function by adding
new trees that approximate the negative gradient of the loss function for the ensemble model:
7 = YT hy(x), where Iy is the t—th decision tree.

e  HGBDT. HGBDT is an optimized version of GBDT that uses histograms to discretize continuous
features, reducing memory usage and speeding up training. Similar to GBDT, HGBDT constructs
an ensemble model by iteratively adding decision trees that minimize the loss function: § =
Zthl h¢(x), where each tree I is trained on histogram-based feature representations.

3.3. Local Explanation for SQL Injection Model Decision Based on SHAP and LIME

In the context of SQL injection detection, understanding why a machine learning model classifies
an SQL query as normal or malicious is crucial to ensuring the reliability and robustness of the
system. Local explanation techniques, such as SHAP and LIME, are widely used to explain individual
predictions. These methods help elucidate the model decision-making process by providing feature
attributions for a specific instance. This section details how SHAP and LIME can be used to explain
the behavior of machine learning models to detect SQL injection attacks.

3.3.1. SHAP: SHapley Additive exPlanations

SHAP is a method based on cooperative game theory, specifically Shapley values, which provides
a theoretically grounded approach to explain the prediction of a model. Shapley values calculate
the marginal contribution of each feature to the prediction of the model by considering all possible
combination of features.

Mathematically, the Shapley value for a feature i is defined as:

|5|!(|N||Z:I||!S|_U!(f(su{i})—f(s)) @

¢i =

SCN\{i}

where, N is the set of all features, S C N \ {i} is a subset of features excluding feature i, f(S) is the
model’s prediction when only the features in S are considered, f(S U {i}) is the model’s prediction
when feature i is added to S, ¢; represents the contribution of feature i to the model’s prediction.
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For our SQL injection detection model, SHAP values can be computed for each feature in the SQL
query, such as SQL keywords (e.g., 'SELECT’, "UNION"), query length, and query structure. The SHAP
values indicate how each feature contributes to classifying the query as either normal or malicious.

To visualize these attributions, we use SHAP’s force plot, which provides an intuitive represen-
tation of the forces that push the model’s prediction towards a certain class. The force plot for two
cases—one for a normal query and one for an SQL injection attack—illustrates how specific features
(e.g. keywords or anomalous patterns) drive the decision.

3.3.2. LIME: Local Interpretable Model-Agnostic Explanations

LIME provides local explanations by approximating the decision boundary of the original model
with an interpretable surrogate model, such as a linear regression or a decision tree, in the neighborhood
of the instance to be explained. LIME works by generating perturbed samples around the instance of
interest and fitting a local model to explain how the original model predictions change in response to
those perturbations.

The prediction for an instance x is explained by solving the following minimization problem:

§(x) = argmin L(f, g, 7tx) + Q(g) )
geG

where, f is the original model, g is the interpretable surrogate model from the class of models G
(e.g., a linear model), L(f, g, 7tx) is the loss function that measures how well the surrogate model g
approximates the original model f in the local neighborhood defined by 7y, Q)(g) is a complexity term
that ensures the surrogate model remains interpretable.

For SQL injection detection, we apply LimeTabularExplainer to both normal and malicious SQL
queries. LimeTabularExplainer generates new data points by randomly perturbing the original query
and then examines how the model responds to these variations. Build a local interpretable model to
approximate the decision-making process for that specific query.

4. Experiment

Our models are developed in Python, utilizing widely used machine learning libraries such as
Scikit-learn. The experiments are performed on a computer with the following specifications: Intel
Core i7-10700K CPU @ 3.80GHz processor, 64GB RAM, and Windows 10 operating system.

4.1. Experiment Setting

Table 1 summarizes the key hyperparameters used across multiple models, including XGBClassi-
fier, RandomForestClassifier, DecisionTreeClassifier, GradientBoostingClassifier, HistGradientBoost-
ingClassifier, and AdaBoostClassifier. The table highlights essential hyperparameters such as the
number of estimators, learning rate, loss function, and max depth, which significantly impact model
training and performance. These configurations provide a clear overview of the settings employed for
each classifier in the experiments.
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Table 1. Hyperparameters for ensemble learning and boosting models

AdaBoostClassifier

Model Name Hyperparameter Value
XGBClassifier enabltla_categorical False
n_estimators 100
n_estimators 100
criterion gini
RandomForestClassifier me_lx_depth - None
min_samples_split 2
min_samples_leaf 1
max_features auto
criterion gini
splitter best
DecisionTreeClassifier max_depth None
min_samples_split 2
random_state 42
loss deviance
learning_rate 0.1
n_estimators 100
subsample 1.0
GradientBoostingClassifier (GBDT) CI_‘lt erion . friedman_mse
min_samples_split 2
min_samples_leaf 1
max_depth 3
max_features None
random_state 42
loss auto
learning_rate 0.1
max_iterations 100
max_leaf_nodes 31
max_depth None
HistGradientBoostingClassifier (HGBDT) | min_samples_leaf 20
12_regularization 0.0
max_bins 255
early_stopping auto
scoring loss
random_state 42
n_estimators 50
learning_rate 1.0
algorithm SAMME.R

base_estimator

DecisionTreeClassifier

random_state

None

estimator_params

0

4.2. Evaluation Metrics

8 0f23

To assess the performance of our binary classifier, we use several evaluation metrics, including
the confusion matrix, precision, recall, F1 score, accuracy and the Receiver Operating Characteristic
(ROC) curve. Each of these metrics provides valuable insights into the model’s performance and its

ability to classify instances correctly.

The confusion matrix is a table that summarizes the performance of a classification algorithm. It
displays the counts of true positive (TP), false positive (FP), true negative (TN), and false negative (FN)

predictions as follows:

The precision known as the positive predictive value measures the precision of the positive

predictions. It is calculated as:

Precision =

TP
TP+ FP

3)

Recall, also known as sensitivity or true positive rate, measures the ability of the model to identify

positive instances. It is defined as:
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TP
Recall = m (4)

The F1 score is the harmonic mean of precision and recall, providing a single metric that balances
both concerns. It is computed as:

Precision - Recall
F1 =2
Score Precision + Recall ®)

Accuracy measures the overall correctness of the model by calculating the ratio of correctly
predicted instances to the total instances:

TP+TN ©)
TP+TN+FP+FN

Accuracy =

Receiver Operating Characteristic (ROC) Curve: The ROC curve plots the True Positive Rate (TPR)
against the False Positive Rate (FPR) at various threshold settings. The TPR and FPR are defined as:

TP
TPR = TP+ FN @
FP
FPR = ————
FP+TN ®

The area under the ROC curve (AUC-ROC) is a single scalar value that summarizes the perfor-
mance of the classifier across all thresholds, where a higher AUC indicates better performance.

These evaluation metrics collectively provide a comprehensive view of the performance of the model,
allowing us to make informed decisions regarding its effectiveness in the classification task at hand.

4.3. Confusion Matrix Results

This section presents the confusion matrix results for our models in classifying SQL injection
attacks and non-attacks. The Decision Tree, Random Forest, and AdaBoost models exhibit the best
detection performance, closely followed by the GBDT model. In contrast, XGBoost demonstrates the
least accuracy, misclassified 1,424 non-attack samples as an attack (Figure 3(c)).

4000
1424 I 2000

- 2000

Confusion Matrix - Decision Tree

5000 5000
Attack 5810 20 Non Attack 5810 20 Non Attack
4000 4000
3000 3000
26 26 3420

Actual Label
Actual Label
Actual Label

2000 2000

Non Attack - Attack - Attack -

-1000

- 1000 - 1000

' |
Attlack Non Attack Non Attack Attack Non Attack Attack

Predicted Label Predicted Label Predicted Label
(a) Decision Tree (b) Random Forest (c) XGBoost
5000 5000 5000
Non Attack Non Attack Non Attack 81
- 4000 — 4000 _ 4000
@ o @
2 -} 3
L} o o
- 3000 = 3000 = 3000
T =} T
2 E 2
E -2000 € -2000 £ - 2000
Attack - Attack - Attack - 172
- 1000 - 1000 - 1000
| | |
Non Attack Attack Non Attack Attack Non Attack Attack
Predicted Label Predicted Label Predicted Label
(d) AdaBoost (e) GBDT (f) HGBDT

Figure 3. Confusion matrix results of variant decision tree models.
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We analyze the diagnostic performance of a binary classifier system by varying its discrimination
threshold. The ROC curve plots the true positive rate (TPR) against the false positive rate (FPR) across
various threshold settings. The area under the ROC curve (AUC-ROC) serves as a concise metric of
the classifier’s effectiveness, where a higher AUC-ROC signifies the superior discriminatory capability

of the model.

Figure 4 presents the ROC measurements for six models. The results indicate that XGBoost
achieves an AUC-ROC of 88%, while the remaining models achieve robust AUC-ROC values exceeding

1.0

97%.
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Figure 4. ROC curve results of variant decision tree models.

4.5. Other Performance Evaluation Matrix Results

This section comprehensively analyzes the performance of our models using several evaluation
metrics, including precision, recall, accuracy, and the F1 score. The evaluation results, summarized in
Table 2, illustrate the effectiveness of each model in detecting SQL injection attacks.

Table 2. Detailed classification evaluation results.

Model Precision Recall Accuracy F1 ROC
Decision Tree 0.9942 0.9925  0.9950 0.9933  0.99
Random Forest  0.9942 0.9925  0.9950 0.9933 0.99
XGBoost 0.7072 0.9980  0.8457 0.8278 0.88
AdaBoost 0.9942 0.9925  0.9950 0.9933  0.99
GBDT 0.9976 0.9748  0.9898 0.9861 0.99
HGBDT 0.9759 0.9501 0.9727 0.9628 0.97

Decision Tree, Random Forest, and AdaBoost models demonstrate exceptional performance,
each achieving a precision of 99.42%, recall of 99.25%, accuracy of 99.50%, and an F1 score of 99.33%.
These results indicate that these models are highly effective in identifying SQL injection attacks while
maintaining a low rate of false positives.


https://doi.org/10.20944/preprints202410.1878.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 24 October 2024 d0i:10.20944/preprints202410.1878.v1

11 of 23

In contrast, XGBoost, while achieving a high recall of 99.80%, has a lower precision of 70.72%,
resulting in an overall accuracy of 84.57% and an F1 score of 82.78%. This suggests that although
XGBoost is good at detecting almost all attack instances, it produces more false positives than the other
models.

The GBDT model shows strong performance with a precision of 0.9976, recall of 97.48%, accuracy
of 98.98%, and an F1 score of 98.61%. This indicates that GBDT is also a reliable model, though slightly
less accurate than Decision Tree, Random Forest, and AdaBoost.

Finally, the HGBDT model, while still effective, lags slightly behind the top performers with a
precision of 97. 59%, a recall of 95. 01%, a precision of 97. 27%, and an F1 score of 96.28%. These
metrics show that HGBDT is a solid model but not as robust as the other ensemble methods evaluated.

Our analysis highlights that ensemble methods like Random Forest and AdaBoost, along with the
Decision Tree model, provide the most reliable performance detecting SQL injection attacks. These
findings emphasize the importance of model selection and tuning in the development of effective
cybersecurity solutions.

4.6. Comparison with Existing Methods

Table 3 presents a performance comparison between our approach and several existing methods
for SQL injection detection.

Table 3. Comparison of classification performance with other prior methods.

Model Precision Recall Accuracy F1 ROC
Logistic Regression [32] - - 99.3 - -
SQLIA [33] 97.4 99.7 98 98.5 99.9
CNN [34] - - 99.6 - -
Naive Bayes [35] 94.19 - 98.33 97.00 97.71
Ours 99.42 99.25 99.50 99.33 99

Our model demonstrates competitive or superior performance across multiple metrics. With
an accuracy of 99.50%, our method slightly outperforms the CNN model (99.6%) [34] and Logistic
Regression (99.3%) [32]. The F1 score of our model (99. 33%) surpasses that of SQLIA (98.5%) [33]
and Naive Bayes (97.00%) [35]. While SQLIA reports a marginally higher ROC (99.9%) compared to
our 99%, our model maintains a better overall balance across all metrics. These results underscore the
effectiveness of our approach in the context of current SQL injection detection techniques.

4.7. Local Explanation Results for Model Decision

We explain the decisions made by our ensemble and the boost models using SHAP and LIME
values on two types of data samples: attack samples and normal samples. For SHAP, we use a force
graph to display the SHAP values. For LIME, we visualize prediction probabilities and explain the
values that lead to each model’s decision regarding data detection.

First, we visualize the interpretation of SHAP values for ensemble models, including Decision
Tree and Random Forest, as shown in Figure 5. Second, we visualize the interpretation of SHAP values
for boosting models, including XGBoost, AdaBoost, GBDT, and HGBDT, as illustrated in Figure 6.

Based on the SHAP visualized results, we observe that a positive SHAP value (represented in
red) indicates that the model’s decision is an attack classification, whereas a negative SHAP value
(represented in blue) signifies a normal classification.
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Figure 5. Interpreting SHAP Values in Ensemble Models for Normal and Attack Samples

Next, we visualize the interpretation of LIME values for six models, as shown in Figures 7 to
12. Based on the visualized results from LIME, we recognize that a positive LIME value (represented
in green) indicates that the model’s decision is an attack classification, while a negative LIME value
(represented in red) signifies a normal classification.
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Figure 10. Interpreting SHAP Values in AdaBoost Model for Normal and Attack Samples
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Figure 11. Interpreting SHAP Values in GBDT Model for Normal and Attack Samples
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Figure 12. Interpreting SHAP Values in HGBDT Model for Normal and Attack Samples

5. Discussion

This study’s experimental findings reveal the superior performance of Decision Tree, Random
Forest, and AdaBoost models in detecting SQL injection attacks, with outstanding metrics including
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99.50% accuracy, 99.33% F1 score, and 99% AUC-ROC. These results not only demonstrate the models’
reliability but also offer insights into the nature of SQL injection detection.

The success of tree-based and ensemble methods in this context can be attributed to several factors.
Firstly, SQL injection attacks often involve specific patterns or structures in the input data. Tree-based
models excel at capturing these hierarchical relationships, allowing them to distinguish between
benign and malicious SQL queries effectively. Secondly, the ensemble methods (Random Forest and
AdaBoost) leverage the power of multiple models, which is particularly beneficial in cybersecurity
applications where attack vectors can be diverse and evolving.

Comparing our results to existing literature, our top-performing models achieve slightly higher
accuracy than some previous studies. For instance, [35] reported 97.71% F1 score using Naive Bayes,
while our best models exceed 99% F1 score. This improvement, although marginal, could translate
to significant real-world benefits in reducing false positives and negatives in SQL injection detection
systems.

The high performance of simpler models like Decision Trees is particularly noteworthy. While
complex deep learning approaches have gained popularity in various domains, our results suggest that
simpler, interpretable models can equally effectively detect SQL injection. This finding has important
implications for practical implementations, as these models are computationally less intensive and
more accessible to deploy and maintain in real-time detection systems.

5.1. Insights from Local Explanation Results

The application of SHAP and LIME for local interpretability provides additional valuable insights
into the decision-making process of our models. The SHAP force plots and LIME explanations clearly
identify the features that contribute the most to each model’s classification of attack or normal samples.

From the SHAP visualizations, it is evident that certain features have a strong positive impact on
predicting SQL injection attacks, while others consistently support normal behavior classifications.
These findings highlight that specific input patterns, such as certain SQL query components, are
consistently recognized as attack indicators by models like Decision Tree and Random Forest. This
consistency across various samples demonstrates the reliability of our models’ pattern-recognition
capabilities.

LIME further reinforces these observations by showing the prediction probabilities and explaining
feature contributions in a clear and interpretable manner. The alignment between the SHAP and LIME
results strengthens the confidence in the robustness of the models and their transparency, making
them more trustworthy for practical cybersecurity applications.

The insights from these local explanation techniques also suggest potential areas for model
improvement. For example, in cases where certain features contributed inconsistently across different
boosting models (such as GBDT and HGBDT), this may indicate opportunities for better feature
engineering or adjustments in model training strategies to enhance performance.

5.2. Limitations and Future Work

However, despite these promising results, it is crucial to address some limitations of this study.
The slightly lower performance of gradient boosting methods (GBDT, HGBDT, XGBoost) compared
to tree-based and ensemble models warrants further investigation. The explanation results for these
models indicated less consistent feature contributions, suggesting that these models might require
more refined hyperparameter tuning or feature selection tailored to the characteristics of SQL injection
data.

Moreover, while our models performed well in detecting known attack patterns, future work
should explore their robustness in real-world, adversarial scenarios where attackers actively attempt
to evade detection. Techniques such as adversarial training and further model fine-tuning could help
improve the models’ resilience in these more challenging environments.
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In conclusion, the integration of local explanation methods such as SHAP and LIME not only
enhances the transparency and trustworthiness of our models but also provides actionable insights
for further improving SQL injection detection systems. These findings lay the groundwork for future
research on refining feature engineering, enhancing model robustness, and testing against evolving
attack vectors.

6. Conclusion

This paper presents a comparative analysis of various decision models for detecting SQL injection
attacks, with a focus on Decision Tree, Random Forest, XGBoost, AdaBoost, GBDT, and HGBDT.
Among these, the Decision Tree, Random Forest, and AdaBoost models exhibit superior performance,
achieving high accuracy in identifying SQL injection attacks. Their robust performance, with accuracy
metrics exceeding 99%, underscores their reliability and suitability for real-world deployment in
enhancing cybersecurity defenses.

While gradient-boosting methods such as GBDT and HGBDT demonstrate competitive results,
they do not outperform the simpler ensemble methods like Random Forest and AdaBoost. Notably,
XGBoost, despite its popularity, shows limitations in this specific application, suggesting that additional
refinement or alternative techniques may be required to optimize its performance for SQL injection
detection.

Incorporating local explanation methods such as SHAP and LIME has further enriched our
understanding of model behavior, providing transparency into the decision-making processes of our
models. These local explanations reveal how certain features consistently contribute to attack and
normal classifications, thereby increasing trust in the models” predictions. This interpretability is
crucial in cybersecurity contexts, where understanding the reasoning behind attack detection is as
important as the accuracy of the detection itself.

Looking ahead, future research will leverage the insights from these models to develop a proactive
tool for generating SQL injection attacks using text generation techniques. This tool aims to provide
deeper insight into the nature of SQL vulnerabilities, helping cybersecurity professionals preemptively
address potential threats. In addition, integrating our top-performing models with real-time monitor-
ing systems will allow for the assessment of their performance in dynamic, adversarial environments
where attackers continually adapt their methods to evade detection.

Finally, exploring hybrid approaches that combine the strengths of various classifiers could further
enhance detection rates and resilience against sophisticated SQL injection techniques. As SQL injection
attacks continue to evolve, adaptive and interpretable models, like those presented in this study, will
be essential for maintaining robust security in database-driven applications.
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