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Article
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Abstract: The emergence of quantum computers poses a significant threat to the security of conventional public-

key cryptosystems, driving the demand for quantum-resistant cryptographic solutions. In response, NIST

conducted a multi-year competition, ultimately selecting four ciphers. Among these, Falcon employs CDT sam-

pling, which produces arrays of random values derived from a discrete Gaussian distribution during the signature

generation phase. This array is then used with secret key information, forming the core of Falcon. Enhanced

variants of Falcon, such as Mitaka, SOLMAE, and Antrag, implemented CDT sampling using comparison opera-

tions. Previous research by Choi et al. proposed a single trace analysis and countermeasure for CDT sampling,

which exploited a non-constant-time vulnerability in 8-bit AVR microcontrollers. However, this vulnerability is

specific to certain environments, and a potentioal vulnerability in comparison operation based constant-time CDT

sampling remain not studied. This paper is an extension of that study. This paper investigates the constant-time

operation of comparison operation-based CDT sampling on Arm Cortex-M4-based chips and proposes a deep

learning-based side-channel analysis to recover the sampling values using novel vulnerability. The proposed

model achieves an F1 score of 1.0 and a recovery success rate of 99.97%.

Keywords: deep-learning; post-quantum cryptography; Falcon; side-channel analysis; single trace analysis; CDT

Sampling; 8-bit AVR; 32-bit Arm Cortex-M4

1. Introduction

Public-key cryptography is widely used in areas such as digital signature and mobile communica-
tion. However, they have proven to be vulnerable in the future with the advent of quantum computers
[1,2]. To address this issue, the U.S. National Institute of Standards and Technology (NIST) has been
running a Post-Qauntum Cryptography (PQC) competition since 2016, with four final algorithms
selected in 2022 and additional algorithm competitions underway. The quantum-resistant ciphers
of the future will replace the public-key ciphers we use today, so they need to be tested for security
on real devices. Falcon is one of the algorithms selected in the competition. In other words, Falcon
[3] was proposed as an digital signature, and models are needed to evaluate the security of Falcon
and its improved crypto algorithms when operating on embedded devices. A cipher that improves
on Falcon is proposed as Mitaka [4], Antrag [5], and a variation of it is proposed as SOLMAE for 1
round candidate of Korean Post-Qauntum Cryptography (KPQC) [6]. KPQC is a quantum-resistant
cryptography competition held in South Korea.

The core of Falcon and its variants is to generate arrays of random values drawn from a discrete
Gaussian distribution table. The generated array performs used with the secret information, which
means that if the generated array is known, the secret information can be possibility leaked. Cumulative
Distribution Table (CDT) sampling is a method that stores discrete Gaussian probabilities in a table
and uses comparisons between the input and stored values to determine output. There is extensive
research on side-channel vulnerabilities associated with different implementations of CDT sampling
[7–10]. CDT sampling based on subtraction operations is vulnerable due to the discrepancy between
positive and negative Hamming weights, with successful attacks demonstrated on schemes such as
Lizard and FrodoKEM [11,12].

However, there is no study of side channel analysis of CDT sampling based on comparison
operations used in Falcon-based PQC algorithms. For the first time, we propose a single trace
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analysis(STA) of CDT sampling based on comparison operations. we presented a single trace analysis
for CDT sampling with a non-constant time leakage [10]. It conducted experiments on a Harvard-based
8-bit AVR microcontroller unit (MCU). A comparison operation-based CDT sampling algorithm that
satisfies constant time was proposed as a countermeasure. However, 8-bit AVR MCUs are not realistic
enough for Falcon and Mitaka, which deal with 64-bit-sized operators, and to our knowledge, there is
no study on the safety of CDT sampling based on comparison operations on MCUs with constant time.
This paper extends the work of Choi et al. to study the safety of CDT sampling based on comparison
operations in more practical environments.

This paper makes the following significant contributions to the in-depth analysis of the security
of comparison operation-based CDT sampling:

1. A novel single trace analysis for CDT sampling based on comparison operations: We propose a
single trace analysis that exploits a novel vulnerability in CDT sampling used by some Falcon-
based PQC algorithms. We experimentally investigate the vulnerability in various environments
and demonstrate its effectiveness.

2. Visible vulnerability in 8-bit AVR: This paper proposes a single trace analysis of CDT sampling
based on comparison operations occurring in 8-bit AVR. Experiments have shown that 8-bit AVRs
are vulnerable to non-constant-time operating of comparison operations on large numbers. We
also investigate the cause of the non-constant-time behavior through reverse engineering. We
show that the output of CDT sampling can be recovered from a single trace.

3. Proposing a constant-time CDT based on comparison operations: In this paper, we propose a
comparison-based CDT sampling algorithm that eliminates the vulnerability of the comparison
operation terminating prematurely and satisfies constant time. It is shown through many power
consumption traces that there is no visible non-constant time vulnerability.

4. Invisible vulnerability in 32-bit Arm Cortex-M4: In this paper, we propose a single trace analysis
of CDT sampling in a more realistic environment. In a 32-bit Arm Cortex system, CDT sampling
based on comparison operations satisfies constant time. We study the safety of PQC in embedded
environments. Therefore, we propose a model to investigate the constant-time vulnerability
and study countermeasures. We clarify that the previously proposed countermeasures eliminate
non-constant-time vulnerability.

5. Performance Evaluation and Results: The proposed model achieves a recovery success rate of
99.97% and an F1 score(macro, micro) of 1.0, indicating its effectiveness in recovering the sampled
value of constant-time comparison operation-based CDT sampling. These results provide a crucial
benchmark for assessing the safety of post-quantum cryptographic algorithms.

6. CDT sampling and deep learning related copuntermeasure: This study investigates countermea-
sures for various implementations of CDT sampling that were previously studied and examined
in detail the countermeasures related to deep learning. This contributes to the fundamental
research for secure PQC in embedded environments.

This thesis is structured as follows: Section 2 explores the crucial role of CDT sampling in
quantum-resistant cryptography and reviews ongoing research on its security. Section 3 describes the
power consumption acquisition environment that occurs when CDT is operating. Section 4 addresses
single trace analysis and countermeasures for visible vulnerabilities in 8-bit AVR microcontrollers.
Section 5 examines single trace analysis and mitigation strategies for invisible vulnerabilities in the
32-bit ARM Cortex-M4. Finally, Section 6 presents the conclusions and future work.

2. Preliminaries

This section highlights the importance of CDT sampling, a method used to sample values from
a discrete Gaussian distribution, and its role in lattice-based cryptosystems. Additionally, it reviews
research on side-channel analysis related to CDT sampling, focusing on the limitations of comparison-
based CDT sampling in non-constant-time environments. The discussion emphasizes the necessity for
further security studies in more generalized environments.
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2.1. Lattice-Based Cryptosystems: LWE and NTRU

Definition 1. Lattice: Let b1, b2, . . . , bn ∈ Rm be a set of linearly independent vectors. The Lattice
L(b1, b2, . . . , bn) is defined as the set of all linear combinations of b1, b2, . . . , bn with integer coefficients,
that is:

L(b1, b2, . . . , bn) =

{
n

∑
i=1

xibi | xi ∈ Z
}

Here, (b1, b2, . . . , bn) is called the basis of the lattice.

PQC refers to cryptographic algorithms that are secure against quantum computer-based attacks,
relying on challenging problems for quantum computers to solve. Currently, many of these problems
are classified as NP-hard. The first lattice-based public-key cryptosystem was introduced by Ajtai et
al. in 1997, sparking ongoing research aimed at developing efficient cryptographic algorithms [13].
NTRU, proposed by Hoffstein et al. in 1996, is renowned for its fast encryption process [14,15]. Falcon
and its variants Mitaka and SOLMAE are examples of quantum-resistant cryptosystems based on
NTRU. A common feature among many NTRU-based quantum-resistant ciphers is CDT sampling.

Definition 2. NTRU Let q be a positive integer and z(x) ∈ Z[x] be a monic polynomial. A set of NTRU
secrets consists of four polynomials f , g, F, G ∈ Z[x]/z(x), and they satisfy the following equation:

f G− gF ≡ q (mod z(x))

And define h as h← g · f−1 mod q. Then, given h, find f and g.

FrodoKEM, Lizard, and similar quantum-resistant cryptosystems are based on the Learning
With Errors (LWE)-problem [11,12]. Notably, both FrodoKEM and Lizard employ CDT sampling.
LWE-based cryptographic schemes involve adding a small error to the secret information to ensure
security. In other words, error e is a key factor in LWE-based cryptographic algorithms.

Definition 3. LWE distribution Let n be a positive integer, q be a prime number, and χ be a probability
distribution over the integers. For a secret vector s ∈ Zn

q , the LWE distribution As,χ over Zn
q ×Zq is sampled by

choosing a random vector a ∈ Zn
q uniformly at random, selecting an error term e← χ, and generating the pair:

(a, ⟨s, a⟩+ e mod q).

2.2. Discrete Gaussian Distribution Sampling Using CDT

Many of the lattice-based crypto-systems generate their crucial random values from a discrete
Gaussian distribution, a process known as discrete Gaussian sampling.

Definition 4. Discrete Gaussian Distribution over Lattices
For an arbitrary c ∈ Rn and σ ∈ R+, the Gaussian function ρσ,c(x) is defined as:

∀x ∈ Rn, ρσ,c(x) = exp
(
−π
∥x− c∥2

σ2

)
.

Then, for c ∈ Rn, σ ∈ R+, and an n-dimensional lattice L, the discrete Gaussian distribution over L is defined
as:

∀x ∈ L, DL,σ,c(x) =
ρσ,c(x)
ρσ,c(L)

.

CDT sampling is an efficient, table-based technique that implements discrete Gaussian sampling.
It leverages a Cumulative Distribution Function (CDF) to construct a lookup table. During encryption
or signing, random values a random number generator produces serve as inputs to this table. Utilizing
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the CDF, the table returns the corresponding index for each input value. The CDF of a random variable
X is defined as follows.

Definition 5. Cumulative Distribution Function (CDF)
For a given random variable X, the cumulative distribution function FX is defined as:

FX = P(X ≤ x)

In this paper, we conduct a single trace analysis of CDT sampling implemented through com-
parison operations in Mitaka. We clearly distinguish that CDT sampling is combined with rejection
sampling to perform a hybrid form of Gaussian sampling. Mitaka, Antrag, and SOLMAE, a variant of
Falcon, also employ CDT sampling using comparison operations.

2.3. Side Channel Analysis on Implementations of CDT Sampling

A substantial body of research on single trace analysis has focused on various implementations
of CDT sampling [7–9]. CDT sampling operates by generating a random value, rnd, which is then
compared to values in a pre-stored table. The result of these cumulative comparisons is returned as the
sampled value. Algorithms 1–3 present different implementation approaches. Algorithm 1 employs a
while loop, terminating the comparison operation when rnd is smaller than a value in the table. In this
case, not all values in the table are compared. In other words, Algorithm 1 operates in non-constant
time, rendering it vulnerable to timing attacks. Algorithm 2 is a constant-time algorithm in which
all elements of the stored table are compared. However, it is also a weak algorithm for single trace
analysis. Kim et al. proposed a single trace analysis of Algorithm 2 based on subtraction operations.
The power consumption in this method differs depending on whether the resulting value is negative
or positive. Zhang et al. further investigated the side-channel vulnerabilities of rejection sampling
following CDT sampling in Mitaka.

Algorithm 3 illustrates the comparison operation-based CDT sampling used in Mitaka, with its
actual implementation provided in Listing 1. While this approach mitigates vulnerabilities associated
with traditional subtraction-based operations. However, it has not been studied whether this is a
potential vulnerability.

Algorithm 1 The while-loop based CDT sampling

Require: CDT table Ψ, σ, τ
Ensure: Sampled value S

1: rnd← [0, τσ) ∩Z uniformly at random
2: sign← [0, 1] ∩Z uniformly at random
3: i← 0
4: while (rnd > Ψ[i]) do
5: i← i + 1
6: end while
7: S← ((−sign) ∧ i) + sign
8: return S

Algorithm 2 The subtraction operation based CDT sampling

Require: CDT table Ψ of length ℓ, σ, τ
Ensure: Sampled value S

1: rnd← [0, τσ) uniformly at random
2: sign← [0, 1] ∩Z uniformly at random
3: S← 0
4: for i = 0 to ℓ− 1 do
5: S += (Ψ[i]− rnd)≫ wordsize
6: end for
7: S← ((−sign) ∧ S) + sign
8: return S
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Algorithm 3 Comparison-based CDT Sampling

Require: CDT Table Ψ, σ, τ, and Table length l
Ensure: Sampled value S

1: rnd← [0, τσ) uniformly at random
2: sign← [0, 1] ∩Z uniformly at random
3: S← 0
4: for i = 0 to ℓ− 1 do
5: S += (rnd ≥ Ψ[i])
6: end for
7: S← ((−sign) ∧ S) + sign
8: return S

Listing 1. base_sampler() C code.

int base_sampler()
{
uint64_t r = get64(); //get randomly 64 bits from RNG.
int res = 0;
for (int i = 0; i < TABLE_SIZE; i++) //TABLE_SIZE is 13 in MITAKA.
res += (r >= CDT[i]);

return res;
}

3. Experiments Setup

This paper investigates the vulnerabilities that occur when comparative CDT sampling operates
in embedded devices used in the real world. This session describes the power consumption acquisition
environment and its two targets. It also describes the main instruction set used in each target.

3.1. Power Consumptions Acquisition

In this paper, we validate CDT sampling operating on two target MCUs. Target 1 is a board
with an 8-bit AVR MCU, and Target 2 has a 32-bit Arm Cortex-M4 MCU. In Figure 1, the Target
MCU board was mounted on the ChipWhisperer CW308 UFO board and used in conjunction with the
ChipWhisperer Lite (CW-Lite) to measure power consumption traces for the security evaluation of CDT
sampling. The ChipWhisperer Lite incorporates an Analog-to-Digital Converter(ADC) that digitizes
fluctuations in the applied voltage. The ADC operates at a sampling rate of 4 samples per clock cycle.
During the experiment, the CW308 UFO board supplied the voltage across the shunt resistor to the
ChipWhisperer Lite via a connecting cable. The resulting digital values from the ChipWhisperer Lite
were controlled through the Python API provided by NewAE [16], enabling data transfer to a PC.
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Figure 1. Operational targets and power consumption collection environments for CDT sampling.
Target1: 8-bit AVR MCU: XMEGA128D4, Target2: Arm Cortex-M4 MCU: STM32F303.

3.2. Instruction Sets of Each Target

The 8-bit AVR MCU and the 32-bit Arm Cortex-M4 used in this thesis use different instruction
sets to perform various operations [17,18]. The instructions can be categorized according to their role
as follows.

1. Data transfer instructions: instructions used to move and transfer data between registers or
between memory and registers.

2. Arithmetic instructions: instructions for basic operations such as addition and subtraction.
3. Logical operations instructions: instructions used to perform bitwise logical operations such as

AND, OR, and XOR.
4. Comparison and branch instructions: Instructions that change the flow of the program according

to conditions, such as comparing two values and acting differently depending on the result.
5. Control instructions: Instructions that handle interrupts.
6. I/O instructions: Instructions that control data transmission to and from external devices.

The number of clocks may vary or be fixed depending on the execution of the instruction. In this
paper, we are interested in determining whether the number of clocks in the entire program changes
according to the four compare and branch instructions. This is because changing the number of clocks
creates a visible vulnerability. This paper’s main compare and branch instructions are ’cp’, ’brcs’,
’brne’, etc. for AVR and ’cmp’ for Arm Cortex-M4.

4. Single Trace Analysis Using Visible Leakage in 8-Bit AVR

To verify the safety of CDT sampling, we gathered the power consumption of CDT sampling
operation on an 8-bit AVR. Figure 2 is the power consumption trace gathered when 13 comparison
operations of CDT sampling are operated. It can be seen that the time of each comparison operation is
different. In other words, CDT operates with non-constant time in 8-bit AVR. Therefore, in this section,
we analyze the reasons for this in detail, propose a single trace analysis based on it, and propose and
evaluate a comparison operation-based CDT sampling that satisfies the constant time.
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Figure 2. Power consumption trace of CDT sampling on AVR for a arbitrary input.

4.1. Comparison Operation Based CDT on 8-Bit AVR

The following is how AVR works in situations where the operands used in comparison operations
are larger than 8 bits. In this case, 8 bits refers to the word size of the AVR. Mitaka’s CDT uses 64-bit
operands. Therefore, it is stored in eight blocks, as shown in Figure 3. Assuming a comparison of two
numbers, we have Ai and Bi, each divided into eight blocks where i is 0 through 7.

Figure 3. Comparison operation procedure for 64-bit data on 8-bit AVRs.

Various methods can be employed to compare these numbers. AVR’s approach is to initiate the
comparison with the most significant words. Compare A and B as follows:

1. Check if A0 is greater than B0. If so, A > B.
2. Check if A0 is less than B0. If true, A < B.
3. Check if A0 and B0 are equal. If true, continue to compare the next word until the comparison

ends.

This implementation is vulnerable to side channel analysis. For instance, let’s consider two
scenarios: (1) A0 > B0 and (2) A0 = B0, A1 < B1. In these situations, the execution time of the
comparison operations may differ. As a result, timing vulnerabilities arise, which can be exploited
through STA to distinguish between the two scenarios. This paper investigates this process by
performing reverse engineering on code that works in a real AVR.

The assembly code depicted in Listing 2 illustrates the part of BaseSampler function for the
optimized s-level. It is evident that the comparisons are performed sequentially, word by word.
Notably, vulnerabilities in the word based comparison method are evident. The process of performing
comparison operations for each optimization level follows a similar pattern as shown in Listing 2.
Subsequent instructions are dependent on the results of the word comparisons, leading to variations
in executed operations and resulting in distinct power consumption patterns manifested as differences
in power traces.
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Listing 2. CDT Sampling Assembly Code in 8-bit AVR.

Version October 21, 2024 submitted to Journal Not Specified 8 of 17

245

<base_sampler>: 246

... 247

24c: ldi r22, 0x00 248

24e: ldi r23, 0x00 249

250: ldd r24, Z+7 250

252: cp r25, r24 251

254: brcs .+74 ; 0x2a0 <base_sampler+0x92> 252

256: cp r24, r25 253

258: brne .+66 ; 0x29c <base_sampler+0x8e> 254

25a: ldd r24, Z+6 255

25c: cp r20, r24 256

25e: brcs .+64 ; 0x2a0 <base_sampler+0x92> 257

260: cp r24, r20 258

262: brne .+56 ; 0x29c <base_sampler+0x8e> 259

... 260

29c: ldi r22, 0x01 ; 1 261

29e: ldi r23, 0x00 ; 0 262

2a0: add r18, r22 263

2a2: adc r19, r23 264

... 265
266

Listing 2: CDT Sampling Assembly Code in 8-bit AVR

In more detail, the first word is compared in lines 252, 254, and the next operation 267

varies depending on the result. First, calculate r25− r24. If a carry occurred, then branch to 268

line 2a0. This indicates that r24 was a greater number than r25. If no carry has occurred, 269

go to lines 256, 258. Then, calculate r24− r25. If the values are not the same between 270

r24 and r25, branch to line 29c. This means that r25 was a greater number than r24. If 271

the values were the same, compare the next two words by executing the following lines. 272

Repeat this process until the comparison operation is finally completed. In other words, 273

the vulnerability appears in the fact that the processing method in the branch statement 274

varies depending on the result of the comparison operation. 275

4.2. Analyzing the Security of CDTs 276

An increment of 1 of the sampling result occurs when r is greater than or equal to value 277

of table in the comparison between r and the value of table. Furthermore, the values in the 278

CDT table are arranged in ascending order. Consequently, once r becomes smaller than a 279

particular value in the CDT table, the resulting value remains unchanged. This implies that 280

if a comparison operation with a CDT table value greater than r is identified, the output 281

of CDT sampling can be obtained. The power consumption traces of the first word in the 282

comparison operation, as depicted in Figure 4, exhibit distinct shapes for the scenarios 283

where r is greater than, equal to, and less than the value in the CDT table, respectively. The 284

visual distinctiveness of these power traces facilitates the acquisition of the CDT sampling 285

value. This vulnerability arises from the inherent characteristics of the weak comparison 286

operation, as discussed earlier. 287

In more detail, the first word is compared in lines 252, 254, and the next operation varies depending
on the result. First, calculate r25− r24. If a carry occurred, then branch to line 2a0. This indicates
that r24 was a greater number than r25. If no carry has occurred, go to lines 256, 258. Then, calculate
r24− r25. If the values are not the same between r24 and r25, branch to line 29c. This means that r25
was a greater number than r24. If the values were the same, compare the next two words by executing
the following lines. Repeat this process until the comparison operation is finally completed. In other
words, the vulnerability appears in the fact that the processing method in the branch statement varies
depending on the result of the comparison operation.

4.2. Analyzing the Security of CDTs

An increment of 1 of the sampling result occurs when r is greater than or equal to value of table
in the comparison between r and the value of table. Furthermore, the values in the CDT table are
arranged in ascending order. Consequently, once r becomes smaller than a particular value in the
CDT table, the resulting value remains unchanged. This implies that if a comparison operation with a
CDT table value greater than r is identified, the output of CDT sampling can be obtained. The power
consumption traces of the first word in the comparison operation, as depicted in Figure 4, exhibit
distinct shapes for the scenarios where r is greater than, equal to, and less than the value in the CDT
table, respectively. The visual distinctiveness of these power traces facilitates the acquisition of the CDT
sampling value. This vulnerability arises from the inherent characteristics of the weak comparison
operation, as discussed earlier.
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Figure 4. Power consumption traces of CDT sampling on an 8-bit AVR as a result of comparison
operations.

4.3. Countermeasure

The cause of vulnerability mentioned in this paper was attributed to the varying number of clock
cycles depending on the branch statement in the 8-bit AVR environment. Hence, the countermeasure
proposed an implementation method that eliminates the number of clock cycles discrepancy. This
paper’s proposed secure CDT sampling algorithm is denoted as Algorithm 4. The algorithm processes
the r and the CDT table in word-sized blocks, corresponding to the processing units of the processor.
The values in r, CDT table that exceed the word size are divided into n word blocks. Comparison
operations are performed identically for each block. However, if the outcome of a comparison operation
is determined in the previous block, subsequent operations are only performed, i.e., it does not affect
the result. Due to the inherent nature of comparison operations, methods employing them may result
in branching. Branching commands such as ’brne’ and ’brcc’ are commonly used. In AVR instruction
sets, ’brne’ and ’brcc’ differ by only 1 concerning true and false conditions, allowing for an equal
adjustment in the number of clock cycles for the operation. However, this implementation approach
can be considered risky. Therefore, this paper introduces an assembly code that eliminates the need for
branch commands while implementing algorithm 4.
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Algorithm 4 Countermeasure for satisfying constant time operating

Require: -
Ensure: Sampled value z

1: z← 0
2: ri

$← [0, 2word size) uniformly random with i = 0 to n
3: for i = 0 to Table_size− 1 do
4: gt← 0, lt← 0
5: for j = 0 to n− 1 do
6: gt |= (¬(gt | lt))&(rj > CDTi,j)
7: lt |= (¬(gt | lt))&(rj < CDTi,j)
8: end for
9: z += 1⊕ lt

10: end for
11: return z

Figure 5. Power consumption traces for constant-time CDT sampling with countermeasure applied,
showing the results of different comparison operations overlapped.

Listing 3 is part of the assembly code, representing the comparison operation in the proposed
countermeasure. The blue and red lines in Listing 3 correspond to the comparison operations in
Algorithm 4. Lines 278 and 288 initialize the value of register r18, where the result of the comparison
operation will be stored to zero. Lines 27a and 28a compare registers r22 and r23 using ’cp’ commands,
respectively and store the results in the carry flag. Lines 27c and 28c execute an addition operation on
the initialized r18 using the ’adc’ (add with carry) instruction. During this operation, the stored carry
values are combined, storing the comparison operation’s result within r18. This approach allowed me
to eliminate the need for branching instructions, thus removing previously mentioned vulnerabilities.
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Listing 3. The comparison operation of assembly implementation code of countermeasure.

Version October 21, 2024 submitted to Journal Not Specified 10 of 17

is determined in the previous block, subsequent operations are only performed, i.e., it 297

does not affect the result. Due to the inherent nature of comparison operations, methods 298

employing them may result in branching. Branching commands such as ’brne’ and ’brcc’ 299

are commonly used. In AVR instruction sets, ’brne’ and ’brcc’ differ by only 1 concerning 300

true and false conditions, allowing for an equal adjustment in the number of clock cycles for 301

the operation. However, this implementation approach can be considered risky. Therefore, 302

this paper introduces an assembly code that eliminates the need for branch commands 303

while implementing algorithm 4. 304

305

<STA-Resistant CDT sampling>: 306

... 307

278: ldi r18, 0x00 ; 0 308

27a: cp r22, r23 309

27c: adc r18, r18 310

27e: and r24, r18 311

280: or r19, r24 312

282: mov r24, r19 313

284: or r24, r25 314

286: com r24 315

288: ldi r18, 0x00 ; 0 316

28a: cp r23, r22 317

28c: adc r18, r18 318

... 319
320

Listing 3: The comparison operation of assembly implementation code of countermeasure

Figure 5. Power consumption traces for constant-time CDT sampling with countermeasure applied,
showing the results of different comparison operations overlapped.

Listing 3 is part of the assembly code, representing the comparison operation in the 321

proposed countermeasure. The blue and red lines in Listing 3 correspond to the comparison 322

operations in algorithm 4. Lines 278 and 288 initialize the value of register r18, where 323

the result of the comparison operation will be stored to zero. Lines 27a and 28a compare 324

registers r22 and r23 using ’cp’ commands, respectively and store the results in the carry flag. 325

Lines 27c and 28c execute an addition operation on the initialized r18 using the ’adc’ (add 326

with carry) instruction. During this operation, the stored carry values are combined, storing 327

Figure 5 illustrates the power consumption traces of 3 different types of the Listing 3 operating
in the 8-bit AVR MCU. This figure is fully examined by overlapping with all results to represent the
corresponding power consumption traces. The trace reveals no discernible variations in the comparison
time across different values. This serves as compelling evidence that CDT sampling demonstrates
resistance against STA.

5. Single Trace Analysis of Invisible Leakage in 32-Bit Arm Cortex-M4

This section demonstrates that CDT sampling based on comparison operations satisfies constant-
time execution on an Arm Cortex-M4-based STM32F3 chip. Last section, power consumption traces
revealed that compiler-generated branch statements in 8-bit AVR MCU exhibit varying execution times
due to differences in clock cycles depending on the result of the comparison operation. In contrast,
on the Arm Cortex-M4, although branch statements are present, the clock cycles remain fixed and
independent of the comparison result. The Figure 6 shows the power consumption trace of CDT
sampling operating on an Arm Cortex-M4. The x-axis represents time, while the y-axis indicates
voltage. It can be seen that all of the comparison operations are of the same time length, which proves
that CDT sampling on Arm Cortex-M4 is a constant-time algorithm.

Figure 6. Power consumption trace of CDT sampling on Arm Cortex-M4 for a arbitrary input.

5.1. Comparison Operation Based CDT on 32-Bit Arm Cortex

This study investigates vulnerabilities by analyzing the assembly code. Listing 4 presents the
comparison operation section of CDT sampling on the Cortex-M4. The two 32-bit comparisons are
performed to handle 64-bit operands, utilizing Z-registers to ensure constant time execution. The
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operands are stored in registers r7, r6, and CDT in MSB(Most Significant Bit) order, with one table
value loaded into registers r1 and r0. The Arm Cortex-M4 stores the result of the operation in its N, Z,
C, and V flags. Specifically, Z is set to 1 if the two values are equal, and C is set to 1 if the left-hand side
is greater than or equal to the right-hand side. Line 27e checks whether r7 and r1 are equal, executing
line 282 if they match and line 284 if not. At this point, the it instruction is folded with the 16-bit
Thumb instruction, ensuring that no additional cycles are consumed or, at most, 1 cycle is used [18].
Consequently, CDT sampling on the Arm Cortex-M4 achieves constant-time execution. However, the
values stored in registers r1 and r4, which hold the results of comparison operations on lines 286, 288,
and 28c, vary depending on the outcome of the comparison. These variations could potentially expose
the results of the comparison operations.

Listing 4. base_sampler() assembly code in Arm Cortex-M4.

Version October 21, 2024 submitted to Journal Not Specified 12 of 17

361

<base_sampler>: 362

27a: ldrd r0, r1, [r3, #8]! 363

27e: cmp r7, r1 364

280: it eq 365

282: cmpeq r6, r0 366

284: ite cs 367

286: movcs r1, #1 368

288: movcc r1, #0 369

28a: cmp r3, r2 370

28c: add r4, r1 371
372

Listing 4: base_sampler() assembly code in Arm Cortex-M4

5.2. Analyzing the Security of CDTs 373

Power consumption varies due to differences in Hamming weight [19]. We employ 374

profiling analysis, a deep learning-based side-channel analysis technique, to evaluate the 375

security of CDT sampling for comparison operations that adhere to constant-time execution. 376

Profiling analysis involves extracting secret information by utilizing a model trained on 377

a profiled device and applying it to data from the attacked device. This method allows 378

for predicting the attack target value from a single power trace. Figure 7 illustrates the 379

procedure for applying profiling analysis to CDT sampling. The proposed model labels 14 380

distinct CDT result types and learns the corresponding power consumption traces collected 381

from the profiling device. The trained model then analyzes power traces from the device 382

under attack during CDT sampling and predicts the output values. 383

5.2.1. Attacker Assuming 384

Figure 7. Evaluation procedure for profiling-based single trace analysis

Adversary Model: The adversary has physical access to the target device and can 385

measure its power consumption. Additionally, the adversary possesses physical access 386

to the same profiling target device as the attacker, with full control over it, including 387

the ability to acquire output values from CDT sampling. This scenario closely mirrors 388

the experimental setup described in Section 3. The attacker can also measure the power 389

consumption of the base_sampler() function while Mitaka is running. In our experiments, 390

we directly triggered base_sampler(). However, in practical scenarios, it could be collected 391

by activating base_sampler() during Mitaka’s execution or through physical manipulation 392

[20,21]. 393

5.2. Analyzing the Security of CDTs

Power consumption varies due to differences in Hamming weight [19]. We employ profiling
analysis, a deep learning-based side-channel analysis technique, to evaluate the security of CDT
sampling for comparison operations that adhere to constant-time execution. Profiling analysis involves
extracting secret information by utilizing a model trained on a profiled device and applying it to data
from the attacked device. This method allows for predicting the attack target value from a single
power trace. Figure 7 illustrates the procedure for applying profiling analysis to CDT sampling. The
proposed model labels 14 distinct CDT result types and learns the corresponding power consumption
traces collected from the profiling device. The trained model then analyzes power traces from the
device under attack during CDT sampling and predicts the output values.

Figure 7. Evaluation procedure for profiling-based single trace analysis.

5.2.1. Attacker Assuming

Adversary Model: The adversary has physical access to the target device and can measure its
power consumption. Additionally, the adversary possesses physical access to the same profiling target
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device as the attacker, with full control over it, including the ability to acquire output values from CDT
sampling. This scenario closely mirrors the experimental setup described in Section 3. The attacker
can also measure the power consumption of the base_sampler() function while Mitaka is running. In
our experiments, we directly triggered base_sampler(). However, in practical scenarios, it could be
collected by activating base_sampler() during Mitaka’s execution or through physical manipulation
[20,21].

5.2.2. Profiling Phase

The power consumed by the device satisfies the following equation (1). Therefore, the power
consumption is proportional to the Hamming weight information of the data used in the computation
[19]. Ptotal is power consumption, Pop power consumption by operation, Pdata is power consumption
based on data, and Pnoise, Pconst refer to the noise inherent in the device and the constant power
consumption independent of computation and data, respectively.

Ptotal = Pop + Pdata + Pnoise + Pconst (1)

This paper analyzes power consumption to recover the values used in CDT sampling. However,
signal noise can interfere with the accuracy of the analysis [8]. For effective evaluation of CDT
sampling, it is crucial to distinguish differences in the Hamming weights of operations by a value of 1.
Consequently, an analysis method highly sensitive to the data change rate is required. Furthermore,
since CDT sampling generates a random value with each execution, the recovery of the sampled value
from a single execution’s power consumption should be achievable. To address this, we propose a
single-trace analysis using deep learning-based side-channel analysis to assess the security of CDT
sampling.

The training data for the profiling analysis consists of power consumption traces obtained by
repeatedly executing CDT sampling on random inputs and the corresponding output values for each
execution. Specifically, we define a set X of multiple collected power consumption traces and a set
Y of sampled values obtained for each run. Each Xi leaks information about its corresponding Yi.
Therefore, this study trains a model using pairs (Xi, Yi) ∈ (X, Y), where Xi serves as the input data
and Yi serves as the label. 10,000 data sets were collected for each label, with the ratio of training
data to validation data at 80:20, resulting in the training set of 112,000 traces and a validation set of
28,000 traces. The test dataset comprises 10,000 (Xi, Yi) pairs generated from random inputs. The
model designed to evaluate the security of CDT sampling is a MLP(Multi-Layer Perceptron), with
hyperparameters specified in Table 6. The MLP architecture includes an input layer, one hidden layer,
and an output layer comprising multiple nodes. The training was conducted with an epoch count of 10
and a batch size of 512, utilizing the ReLU activation function and the Adam optimization algorithm
(learning rate = 1× 10−4).

Table 1. MLP structure.

Layer Type (In, Out) shape # Parameters

Batch Normalization (736, 736) 2944
Dense (736, 512) 377344

Batch Normalization (512, 512) 2048
Dense (512, 256) 131328

Batch Normalization (256, 256) 1024
Dense (256, 14) 3598

5.2.3. Evaluating Model Performance

The training results of the model are presented in Figure 8. Model Accuracy reflects the accuracy
of both the training and validation phases, while Model Loss represents the corresponding loss during
these phases. The model converged to 1 for training and validation accuracy and to 0 for both training
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and validation loss. As shown in Figure 9, the accuracy on the test dataset is 99.97%. The test dataset
consists of 10,000 traces, representing each trace’s classification accuracy. The F1-score for both micro
and macro averages is 1.0, indicating that the proposed model can accurately predict the CDT sampling
output from a single trace of a comparison operation executed on the Cortex-M4.

Figure 8. Training results for MLP models. Left: Model Accuracy, Right: Model Loss.

Figure 9. Classification results for the MLP model, X-axis: Predict label of model, Y-axis: True label.

5.2.4. Leak Point Analysis Through Weight Analysis

As described in 5.1, the difference in Hamming weights during the CDT sampling process results
from comparisons between 32-bit words. By examining the weights of the trained model, it is possible
to identify the moments when the model successfully classified the sampled value. Figure 10 illustrates
the sum of the weights for each node in the first layer of the trained model. The red line represents the
sum of the weights, while the gray line shows the average across the entire waveform, normalized
for visualization purposes. It demonstrates that the model makes its classification decision when
comparing random and table values.
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Figure 10. Results of analyzing the weights of the first layer of the MLP model, Red: Sum of weight,
Gray: Mean of CDT traces.

5.3. Countermeasure

As research on side-channel analysis continues to expand, there has been increasing focus on
developing countermeasure techniques. Traditionally, shuffling and masking have been employed in
side-channel analysis [22,23], though these methods tend to be computationally slow and memory
heavy. Kim et al. proposed a table-based method that requires a minimum-sized table depending on
the size of the operands [7]. But, in the case of Mitaka, which operates with 64-bit data, a byte-sized
table is required, demanding significant memory resources. Zhang et al. introduced a correspondence
technique utilizing a look-up table with a fixed Hamming weight of 1, offering lower memory and
speed overhead than other correspondence methods [9]. However, this approach is unsuitable for
different structures of quantum-resistant ciphers that employ CDT sampling, as it applies to operations
performed after CDT sampling. Therefore, ongoing research is necessary to design secure algorithms
against deep learning-based side-channel analysis.

6. Conclusion and Future Works

The growing importance of quantum-resistant cryptography has underscored the need for vul-
nerability verification research in embedded environments. In this paper, we explore the use of CDT
sampling in several quantum-resistant cryptosystems, including FALCON and FrodoKEM. Specifi-
cally, we conduct a vulnerability analysis of CDT sampling based on comparison operations used in
implementations such as Mitaka, Antrag, and SOLMAE.

In this paper, we investigated the visible vulnerabilities in the operation of CDT sampling in
8-bit AVRs and analyzed them in detail through reverse engineering. This paper proposes the first
single trace analysis that exploits these vulnerabilities to restore the sampling value. In addition,
this paper proposes an algorithm and implementation method that satisfies the constant time and
verifies its safety. Furthermore, in this paper, we investigate safety in the more realistic 32-bit Arm
Cortex-M4 environment. In 32-bit Arm Cortex-M4, CDT operates in constant time. This study
proposes a deep learning-based side-channel analysis model for comparison-based CDT sampling that
satisfies constant-time requirements and demonstrates the model’s effectiveness through experimental
validation. Our results show that CDT sampling based on comparison operations remains vulnerable,
even when constant-time execution is maintained. Additionally, we review existing countermeasures
for side-channel analysis and emphasize the need for continued research into secure CDT sampling
techniques. Future work will study the direct or potential leakage of secret key information case of the
recovered sampled values.
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