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Abstract: This comprehensive study provides an in-depth examination of the ‘Internet of’
technologies, focusing specifically on the Internet of Things (IoT), which is defined as the networked
interconnection of multiple devices through various wireless protocols that facilitate data transfer
and improve operational intelligence. The applications of IoT are widespread, including urban
infrastructure, domestic settings, transportation systems, military operations, and agricultural
practices. The study elucidates the complexities of cloud computing and artificial intelligence
(Al), systematically categorizing the vulnerabilities inherent in hardware, software, cloud, network,
and sensor networks, and underscores the omnipresent security risks in networks and IoT devices,
highlighting the need for robust mitigation strategies. The proposed trajectory of this study is the
development of a comprehensive Al architecture that can discern and counteract a wide spectrum
of vulnerabilities. This Al system, embedded in a Nvidia Jetson Orin Nano that is attached to IoT
devices, will be supported by infrastructure hosted within a cloud environment, will continuously
monitor the IoT device for anomalies, conduct self-initiated penetration tests to pinpoint weaknesses,
and implement appropriate countermeasures to mitigate the identified vulnerabilities. The study also
advocates the need for the exploration of postquantum cryptographic solutions in further research in
this field to safeguard data on IoT devices, a proactive approach that is crucial in light of the potential
vulnerability of contemporary cryptography to quantum computing breakthroughs.

Keywords: Internet of Things; Internet of Battlefield Things; Internet of Medical Things; Internet of
Agricultural Things; Artificial Intelligence; Machine Learning; Deep Learning; Al-Driven Security;
Cloud Computing; Cloud Security; Cybersecurity; IoT Security; IoT Vulnerabilities; Hardware
Security; Software Security; Network Security; Wireless Sensor Networks; Wireless Communication
Protocols; IoT Protocols; Intrusion Detection System; Vulnerability Analysis; Attack Mitigation;
Penetration Testing

1. Introduction

The advent of the Internet of Things (IoT) has revolutionized the landscape of technology by
enabling the interconnection of billions of devices. From smart homes and medical systems to
battlefield and agricultural applications, IoT plays a crucial role in modern infrastructures, facilitating
automation, data exchange, and intelligent decision-making. Despite its transformative impact, the
rapid growth of IoT has introduced significant security challenges. IoT devices, by their very nature,
are highly susceptible to vulnerabilities across various layers, including hardware, software, network,
and cloud infrastructures. These vulnerabilities pose a substantial risk to the confidentiality, integrity,
and availability of IoT systems. This study aims to provide a comprehensive examination of the
security issues inherent in IoT environments, systematically categorizing vulnerabilities in hardware,
software, network, and sensor networks, and emphasizing the need for robust mitigation strategies.
As IoT devices become more ubiquitous, the ability to secure them from a wide range of threats
is critical for maintaining trust in these technologies, particularly in sensitive applications such as
the Internet of Medical Things (IoMT), the Internet of Battlefield Things (IoBT) and the Internet of
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Agricultural Things (IoAT). A key contribution of this research is the development of an Al-driven
architecture designed to identify and mitigate IoT vulnerabilities. Using artificial intelligence, this
architecture aims to detect anomalies in IoT systems and autonomously respond to potential threats.
The Al system, embedded in an Nvidia Jetson Orin Nano and integrated within a cloud-hosted
infrastructure, will continuously monitor IoT devices, performing self-initiated penetration tests
to classify vulnerabilities and implement appropriate countermeasures. In addition to addressing
present security challenges, this study recognizes the looming threat posed by advancements in
quantum computing. As quantum capabilities evolve, traditional cryptographic systems may become
increasingly vulnerable to attacks. Thus, this research advocates for the early adoption of postquantum
cryptographic techniques, which will be crucial for protecting IoT data from future quantum-enabled
threats. This dual approach -integrating Al for real-time threat detection and mitigation, coupled with
quantum-resistant cryptography - provides a forward-looking framework to secure IoT environments
against both current and emerging risks. Through this study, we seek to advance the security of IoT
systems by integrating Al and exploring cryptographic solutions that future-proof these technologies
against emerging threats.

2. Preliminary Information
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Figure 1. Five Layer Architecture. The image has been inspired by [1].

The "Internet of” series of technologies has been an idea that has been developing over time for
many different avenues and purposes. In today’s society, most of the new evolution of technologies
are typically part of this thought process, whether its Internet of People (Human-Machine Interaction),
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Internet of Agents (Machine Learning and Artificial Intelligence), Internet of Content (Cloud) or
Internet of Things (Machine-to-Machine Interaction) [2]. While the authors in [2] looked at the overall
"Internet of” series, the one we will focus on will be the Internet of Things. The idea of Internet of
Things is essentially when multiple devices, or otherwise known as "Things," are connected together
in some manner through the use of a wireless network of some sort. This network can be any wireless
protocol such as Bluetooth, WiFi, 5G, Ultra-wideband, radio frequency identification, and many more.
Now, all these devices communicate with each other, send data to each other, and are typically used
to make things smarter [2-4]. Some of the uses of IoT are seen in technology found in cities, homes,
transportation, military, agriculture, and so many more. The idea is to make life easier for people who
use technology by making the technology smarter. However, all IoT use cases generally fall within the
general multilayer architecture ranging from three to six layers, with the four-layer model being the
most popular. The five-layer architecture, as shown in Figure 1, is one that we will focus on in this
investigation, as it goes a bit deeper compared to the four-layer model[1].

The five-layer architecture consists of the perception layer, which is the layer that gathers the data.
This can consist of sensors and other things that are used to collect information, such as barcodes [1].
We then move up a layer to the network access layer, which is essentially the means of communication.
This is how the device sends out signals and communicates with other devices. This can be seen
as wireless protocols such as ultra-wideband, WiFi, Bluetooth, etc. and helps to create the sensor
network [1]. We then have the "Network Transmission Layer” above that, which is how the network
communicates with each other as a whole. This can be seen as communication using satellites, mobile
communication networks, or even a specific dedicated network [1]. The next layer would be the
Application Support Layer which consists of middleware, cloud platforms, application host, etc. [1].
And finally, we have the "Presentation Layer" which is what IoT devices are used solely for whether it is
used for a smart city, agriculture, transportation, and many more [1]. In other words, the presentation
layer is the output layer for IoT devices where they act upon the world or environment.

2.1. Internet of Things for Smart Cities & Transportation

As the Internet of Things devices become more prevalent and advanced, they are slowly being
added to cities and vehicles in various aspects to allow for a smoother city or vehicular experience
overall. IoT is used everywhere within cities, from security to maintenance, which facilitates operating,
as well as even vehicle mobility [5]. Some of the most common uses of the Internet of Things in cities
can be seen in Figure 2. As we can see, there are many avenues for IoT within smart cities that are all
vary different and specific in their overall purpose.
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Figure 2. IoT Applications within Smart Cities. The image has been inspired by [6].

For example, you may be driving through the city in a Tesla vehicle that communicates with the
surrounding smart vehicles and with the traffic lights to ensure that your car and everyone else have a
smooth driving experience. You may see cameras around the city that are all connected to a CCTV
system that is used to prevent crime from occurring in the city. As you drive, you see a store that you
want to go shopping in. You park in a parking lot and use a smart meter to monitor the time you stay
there and to ticket you if you stay too long without paying. When you walk into the store, you see
cashierless registers and cameras everywhere that track the placement of items and objects found in
the store. This is the experience that a smart city wants citizens to have. All of these are used to make
the city run much more smoothly and to drastically improve the lives of its citizens. With all this in
mind, IoT is also being used more in-depth in transportation [5]. And, in particular, we are seeing IoT
being added to transportation through the use of vehicle-to-vehicle (V2V) communication protocols
as well as vehicle-to-infrastructure (V2I) communication protocols. These protocols essentially allow
each vehicle with IoT sensors to communicate with each other but also with the surrounding buildings
within the city. Electric scooters commonly seen around cities, as well as bus systems, are all controlled
by IoT devices. All of this work together with the city to prevent citizens from being stuck in a specific
location in the city and allow for easier mobility. However, another way in which they are often used,
is with smart meters and self-driving capabilities. Meters use V2I technology to communicate with
the vehicle to get an accurate time on how long the vehicle is placed within the spot. This allows
everything to be more accurate when it comes to meter tracking. And for the self-driving cars that are
on the roads, they are often using IoT technology to communicate with other cars and the infrastructure
to know things such as the speed limit, the color of lights, street signs, monitor other cars, people and
objects, and so much more. Once again, the purpose is to essentially make life easier for the user.

2.2. Internet of Things Smart Home System

Internet of Things devices are becoming a major presence in the home environment, and the sole
purpose is to make life easier for the user and people living within that environment. It first started as
a small gadget or "thing’ that could be added to a home ecosystem and connected to other "things” with
wireless signals, but as times progress, more and more native home devices come with the “internet of
things’ factor already built in [7]. The home IoT ecosystem is varied and not the same everywhere, but
one of the ways it can be seen is as follows. The user may push the button on their car where sends a
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signal to the garage to open. From there, they tell an Alexa device that they are home, and then Alexa
would follow a routine that the user set within the app. The routine would turn on all of the house
lights, set the AC thermostat to 68 degrees Fahrenheit, set the air purifiers to a medium setting, turn on
the living room TV to their favorite channel, etc. And then, when the user gets ready for bed, he tells
Alexa ‘good night.” Alexa would then close all window blinds, set the air purifiers to high, turn off all
lights, set the AC to a lower temperature, and activate the robot vacuum for night cleaning. This is just
a sample of what home automation would look like. Everyone sets it differently and has a different
use, but the overall idea of it is that it makes someone’s life easier.

2.3. Internet of Medical Things

Internet of Things devices find extensive use in the medical field, also known as the Internet of
Medical Things (IoMT). IoMT is found everywhere today with wireless medical devices, widely used
in hospitals, nursing homes, and homes (for personal health related use). Integrating IoT technology
in the medical field has revolutionized healthcare delivery, offering numerous benefits and practical
applications for healthcare services and patients. Adopting IoMT protocols offers numerous practical
applications for medical device companies, health services, patients, and caregivers.

For example, healthcare providers can collect real-time data on patient health conditions, such as
heart rate, blood pressure, temperature, SPO2 (blood oxygen saturation levels), and respiratory rate.
This remote monitoring capability allows for spot checks, continuous patient monitoring, and early
detection of abnormalities in the patients health. Patients can actively participate in their care using
mobile applications that connect to IoMT devices, providing instant access to their health status and
facilitating the self-management of chronic diseases, saving valuable time for health services to focus on
other tasks. IoMT facilitates the development of innovative solutions, such as the CardiacSense watch
based on IoMT [8]. The CardiacSense watch incorporates sensors and interfaces such as pulse rate,
ECG recording, continuous detection of A-fib, unlimited event reports, manually added measurement
values, general arrhythmia detection, threshold configuration, detailed event report, monthly reports,
and sleep time tracking [9].

2.4. Internet of Agricultural Things

We can see implementation everywhere with the ongoing advances of the Internet of Things. One
of the hottest implementations of IoT is in agriculture. From basic smart home gardening systems
to smart farms, the IoAT offers intelligent solutions to different agricultural applications, such as
precision farming, livestock monitoring, greenhouse monitoring, and agricultural drones. Smart farms
often use a variety of sensors to collect real-time data on the farms status to monitor both livestock and
crops: sensors to monitor oil richness, temperature, humidity, gas, air pressure, water pressure, and
crop disease for field monitoring; and temperature, heart rate, and digestion for livestock [10]. One of
the many innovations designed and implemented is SeeTree, an "Intelligence Platform for Trees" that
allows growers to monitor the productivity and health of individual trees. It can scan and analyze
hundreds of millions of trees using rich information sources, including drones, satellites, IoT sensors,
climate data, and more [11,12].

2.5. Internet of Battlefield Things

Internet of Things devices are used worldwide, but a place where they are becoming increasingly
prevalent is in the battlefield environment. This is called the Internet of Battlefield Things, otherwise
known as IoBT for short. These devices have the sole purpose of helping the soldier while on the
battlefield, whether that is by monitoring and tracking the soldier and enemies, or whether they are
actually using the IoBT device for warfare purposes [13,14]. For example, in a given field environment,
the soldier will have a heart rate sensor, a salinity sensor, an optical sensor, and movement tracking,
all of which are used to monitor the body and movement of the soldier. In the air, they may have
an unmanned aerial vehicle (UAV) that uses video monitoring of the entire environment layout to
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track soldiers and enemies. And lastly, the vehicles in the field that the soldiers use will have tracking
technology, as well as mine detection, sensors on the weaponry, etc. As can be seen in Figure 3, the
Internet of Battlefield Things is an area of IoT that is extremely broad but very specific at the same
time. Any IoT technology can be considered an IoBT device as long as it is used in the battlefield
environment.

Figure 3. Internet of Battlefield Things Layout. This is a generative Al production.

2.6. Commonly Used Protocols:

Along with the evolution of IoT devices, many protocols were developed to satisfy the needs of
different IoT applications. There are many different situations and needs that come with IoT devices.
Some devices need protocols that are energy efficient and short-range, some need different data rates,
and some require long-range and high-speed data transport, depending on the use case. This section
will give a brief introduction to some of the more common protocols as well as some of the least
common protocols that you can find within IoT devices.

ZigBee

ZigBee is a wireless networking protocol based on the IEEE 802.15.4 technical standard [15]. It has
a low data rate, low power consumption, low cost, and encrypted communication using the Advanced
Encryption Standard (AES) with a 128-bit key. ZigBee is a great technology for Internet of Things
devices that need long battery life and a low data transfer rate. The ZigBee data rate is 250 kbps at
2.4GHz (global), 40 kbps at 915MHz (Americas), and 20 kbps at 868MHz (Europe). Some applications
of ZigBee can be found in Smart homes, Smart buildings, the Internet of Medical Things (IoMT), and
more [16,17].

Dash?7

Dash? (D7AP) is an open-source subGHz wireless sensor and actuator network protocol (WSAN)
that complies with the ISO/IEC 18000-7 standard. It has a medium range of up to 2 Km, low power
consumption (multi-year battery life), low latency, and is encrypted using AES with a 128-bit key.
D7AP operates in unlicensed ISM bands of 433.92, 868 and 915 MHz [18,19]. A few use cases of D7AP
can be found in agriculture IoT, IoMT and smart cities [20].
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WiFi

WiFi, or IEEE 802.11, is a standard of wireless LAN technology widely used in business and home
environments to obtain fast and reliable Internet access. WiFi provides a common platform to connect
various devices, from smart home applications to industrial sensors. The range, reliability, and security
strengths of WiFi are ideal for many IoT applications [21]. WiFI encryption has evolved in recent
years, and each new generation provides stronger security against attacks. WEP was the original WiFi
security protocol, which used the RC4 algorithm with two sides of data communication. However,
WEP is easily cracked, and it is no longer considered secure. WPA was an improved version of WEP
and addressed some of the security vulnerabilities in WEP. WPAZ2 is the successor to WPA and is
considered to be more secure. WPA2 uses the Advanced Encryption Standard (AES) cipher [22]. WPA3
is the latest WiFi security protocol, offering the strongest security to date. WPA3 uses the Simultaneous
Authentication of Equals (SAE) protocol, designed to be more secure than the four-way handshake
used in WPA2 [23]. IEEE 802.11 is a living standard and new generations are being developed regularly
to meet the growing demands of wireless networking. Some of the most used IEEE 802.11 standards
are IEEE 802.11g, which operates in the 2.4 GHz band and supports data rates up to 54 Mbps; IEEE
802.11n, which operates in the 2.4 GHz and 5 GHz bands and supports data rates up to 600 Mbps.; IEEE
802.11ac, which operates in the 5 GHz band and supports data rates up to 6.93 Gbps; IEEE 802.11ax,
which operates in the 2.4 GHz and 5 GHz bands and supports data rates up to 9.6 Gbps [24,25].

Cellular

Cellular networks have been around for a while. With new advancements and technologies being
developed around them, new cellular networks were discussed, tested, and created to provide the
best performances that will match the needs of the latest technology standard. LTE-Advanced(4G)
and 5G technologies are the most recent and widely used cellular standards [26]. LTE-A (Long-Term
Evolution Advanced) is a wireless cellular technology that significantly improved speed, capacity,
and coverage over previous generations of cellular technology. It has a peak downlink data rate of 1
Gbps and an uplink data rate of 500 Mbps, a peak downlink spectrum efficiency of 30 bps / Hz and an
uplink spectrum efficiency of 15 bps/Hz, and a bandwidth of 100 MHz [27]. LTE-A is currently being
overtaken by 5G [28]. 5G is the fifth generation of wireless cellular technology. It has improvements
over previous generations of cellular networks, such as higher data rates, lower quality of service (QoS)
latency, low interference, and increased capacity. Some of the 5G requirements include a maximum
downlink data rate of 20 Gbps and an uplink data rate of 10 Gbps, a maximum downlink spectrum
efficiency of 30 bps/Hz and uplink spectrum efficiency of 15 bps/Hz, user plane latency of 4 ms for
eMBB and 1 ms for URLLC, control plane latency of 10-20ms, and bandwidth of 100 MHz - 1 GHz
[29]. 5G is the key for advanced IoT applications, such as smart factories, smart hospitals, smart
transportation, smart agriculture, smart homes and cities, etc [29,30].

6LoWPAN

6LoWPAN is a networking technology that allows IPv6 packets to be efficiently transmitted
over low-power wireless networks, such as those based on the IEEE 802.15.4 standard. It supports
various mesh network topologies and can fragment and reassemble packets as needed. 6LoWPAN
implementations are small enough to fit 32K flash memory parts. 6LoOWPAN enables low-power mesh
and sensor networks to take advantage of the benefits of IP networking [31,32]. It has frequency bands
of 2.4 GHz, 868 MHz, and 915 MHz (the same as ZigBee) and data rates between 50 and 250 kbit/s
[33].

Bluetooth

Bluetooth is a technology standard used for short-range wireless communication between mobile
devices. Bluetooth operates on 79 different frequencies to transmit data from 2.402 GHz to 2.48 GHz
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and a range up to 100 m (330 ft). The bit rates for Bluetooth are 1 Mbps and 2 Mbps [34]. It is very
useful for transmitting small fragments from different IoT sensors [35].

Bluetooth Low Energy (BLE)

Bluetooth Low Energy (BLE) is a wireless technology that is designed to complement both classic
Bluetooth and the lowest power wireless technology possible. It is a distinct technology with different
design goals and market segments than classic Bluetooth. BLE transmits data over 40 channels in the
2.4 GHz band (2.402 to 2.48 GHz) [36]. It can be used to create different types of network, from simple
point-to-point connections to complex mesh networks. This flexibility makes BLE work with a wide
range of applications, including the Internet of Things [37].

LoRa & LoRaWAN

LoRa is an unlicensed band physical layer technology that transmits data transmit signals in the
subGHz ISM band. LoRa allows low-data-rate long-range, low-power wireless communication. LoRa
has a range of up to 15 km in rural areas and up to 5 Km in urban areas, with data rates of 0.3 kbps
- 50 kbps in Europe and 0.9 kbps - 50 kbps in the US [38] [39]. LoRaWAN is an open standard that
was developed on top of LoRa. It consists of an end device, gateway, network server, and application
server. LoORaWAN sits on the data link layer and provides a complete solution by adding a network
layer that includes features such as security, authentication, and data routing [20].

SigFox

Sigfox is a low-power wide area network (LPWAN) technology designed for the Internet of
Things. It uses ultra-narrowband technology to transmit data with a very low power consumption
over long distances [40]. It operates in the 862 - 928 MHz frequency band and has a channel bandwidth
of 100 Hz [41]. With a range of up to 50 km in rural areas and up to 10 km in urban areas, Sigfox can
work well with applications that require long-range communication with battery-powered devices. Its
data rate ranges from 100 to 600 Bps, depending on the region [29,42].

Narrowband Internet of Things (NB-IoT)

NB-IoT is a low-cost, low-power, and low-data-rate cellular technology built from LTE functions;
therefore, it uses the same infrastructure as cellular networks, which makes it a scalable and reliable
technology that can be deployed in a variety of locations. It has a range of up to 15 Km in rural areas
and 1-5 Km in urban areas, a data rate up to 250 Kbps, and a 200 KHz bandwidth [20,43].

Near Field Communication (NFC)

Near Field Communication (NFC) is a short-range wireless communication protocol used by
mobile devices to do all kinds of applications, such as payments, digital keys for homes and cars, and
data transferring. NFC provides secure communication between various devices. It has a short range
of 4-10 cm, a data rate of 0.02-0.4 Mbps, and it runs on a 13.56 MHz spectrum [44]. NFC is used to
enhance different IoT solutions with short-range capabilities [45].

Z-Wave

Z-Wave is a subGHz wireless communication protocol used by different IoT applications. It
is an ultra-low-power, mesh network protocol that lets devices communicate with each other over
long distances (has a range of 100 meters). Its data rates are 9.6 kbps, 40 kbps, or 100 kbps, and
it uses a frequency of 908.42 MHz [46]. Z-Wave deployments can be scaled by linking together
Z-Wave networks. Z-Wave is well suited for applications that require reliable, secure, and low-power
communication, such as control smart home devices (lights, locks, thermostats, and security systems)
[47].
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Li-Fi

Li-Fi is a bidirectional short-range wireless technology that uses a visible light communication
(VLC) system for data transmission to transfer and receive data. Li-Fi uses overhead LED lighting
commonly found in homes as a means of transport and a photo-diode for decoding data. It has a
maximum speed of 224 Gbps, which allows a high-definition video to be downloaded in seconds.
Because Li-Fi is reliable in light use, it is limited in range since light cannot pass through objects, which
makes Li-Fi effective only in closed spaces [48]. Even though its range limitation could be seen as a
problem, this limitation provides an additional layer of security by keeping data away from leaking
into public spaces, giving malicious actors access to your network [49,50].

Ultra-Wideband (UWB)

Ultra wideband is a short-range, high-bandwidth and energy-efficient wireless communication
protocol that can be used for radar imaging, sensor data collection, precise location and tracking. UWB
operates at frequencies 3.1 to 10.6 GHz, has a bandwidth of 500 MHz, and a data rate of up to 1 Gbps
[51,52]. UWB can be used to accurately measure the distance between two devices. This information
can be used for a variety of IoT applications [53].

Advanced Message Queuing Protocol (AMQP)

Advanced Message Queuing Protocol (AMQP) is a reliable and versatile M2M binary protocol.
It offers two levels of QoS for the delivery of messages, uses TCP as a transport protocol, and uses
TLS/SSL & SASL for security, making it a good fit for high-bandwidth, reliable and secure networks
[54]. It supports various messaging patterns, including request/response, publish/subscribe, and
transactions (allowing multiple messages to be sent and received as a single unit of work) and
topic-based publish-and-subscribe messaging (allows messages to be published to topics so that
subscribers can receive messages that are relevant to them) [55].

Constrained Application Protocol (CoAP)

Constrained Application Protocol (CoAP) is a lightweight M2M binary protocol with a fixed
header of 4 bytes and small message payloads from the IETF CoRE Working Group designed for
constrained IoT devices. It supports both request-response and resource-observe architectures and
can be used to interoperate with HTTP and the RESTful Web API [56]. CoAP uses UDP as a transport
protocol and DTLS for security, making it efficient for use on low-bandwidth and unreliable networks.
It is designed to be as lightweight as possible, making it suitable for use on constrained devices with
limited resources [54].

Message Queuing Telemetry Transport Protocol (MQTT)

The Message Queuing Telemetry Transport Protocol (MQTT) is a publish/subscribe messaging
protocol used for lightweight machine-to-machine (M2M) communications in constrained networks.
MQTT uses the Transmission Control Protocol (TCP) as its transport protocol that guarantees the
delivery of messages. MQTT also uses TLS/SSL for security, which encrypts messages to protect
them from unauthorized access. MQTT supports three levels of QoS, making it more reliable when
delivering messages. It uses a small amount of bandwidth and processing power. This makes it ideal
for use with small devices that have limited resources. MQTT is also suited for large networks because
it can efficiently handle a large number of devices. This is because it uses a publish/subscribe model,
which allows devices to receive only messages that are relevant to them [54].

Data Distribution Service (DDS)

Data Distribution Service (DDS) is a machine-to-machine protocol developed by the Object
Management Group (OMG) that features decentralized nodes of clients throughout a system (nodes
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can identify themselves as subscribers or publishers through a localization server). DDS was
created to overcome the disadvantages of centralized publish-subscribe architectures. Provides many
quality-of-service parameters that allow users to control the behavior of the DDS system, such as
improved scalability, increased reliability, reduced latency, bandwidth, and enhanced security (provides
authentication, access control, confidentiality, and integrity to the information distribution) [57,58].

3. IoT Vulnerability Layers

All IoT devices typically show some kind of vulnerability or weakness that dampens its ability
to function without issue. These vulnerabilities can typically allow users to gain access to data by
utilizing the weakness to get into the device, or they can be used to track and manipulate the device.
Either way, this is detrimental to the device and its functionality. Some of the ways that adversaries
can get access to this is through network vulnerabilities, software vulnerabilities, or even hardware
vulnerabilities, as shown below in Figure 4 [59]. It is important to know these weaknesses so that one
can know the best route to actually avoid or mitigate them.

Unauthorized Device Hijacking (e.g. controlling loT
devices remof tely)

Data Fabrication (e.g., injecting false information into th
system)

e
Attacks & Security Impact
Software Rogue Applications in the loT Ecosystem
Network Saturation (e.g.. flooding the system with
excessive data) Buffer Overflow Exploits in Legacy Code
Identity Spoofing (e.g.. mimicking legitimate devices)

Unpatched Firmware Vulnerabilities

Bandwidth Exhaustion (through excessive traffic or DDoS)

Behavioral Analytics for Anomaly Detection

. ——— Network Wireless C
loT Vulnerabilities etworl on ireless

Dynamic Security Patch Management Countermeasures Unauthorized Access via Misconfigured Routers

Encrypted Machine-to-Machine Communications
Signal Interference (disruption of communication

Predictive Threat Modeling (Al analyzing future risks| channels)
et ing (Al analyzing future risks) Artificial Intelligence rord
Deep Learning-Based Network Monitoring ardware Side-Channel Attacks on Embedded Devices

Ay
Cognitive Honeypots for Advanced Threat Detection Situational Awareness Malicious Hardware Backdoors

Automated Response Systems for Immediate Threat
Neutralization

Figure 4. IoT Vulnerability Flow. The image has been inspired by [59]

As we can see in figure 4, these vulnerabilities are just part of the attack layer. How these
vulnerabilities are used is the other half of the attack layer. The adversary can quite easily attack any
IoT device through any of the vulnerabilities and by doing so, they can either choose to do an attack
against Data Integrity, Confidentiality, Authentication, or even Availability. Confidentiality is designed
to protect IoT devices and information from unauthorized access and is generally enforced with the
use of encryption, access control, and also authentication of user and data [59]. Through any of these
vulnerabilities above, we can see information leakage which would cause any kind of data to be
releasing to anyone, whether its the adversary or a normal person. Integrity typically would guarantee
the protection of unauthorized modifications to the hardware or software of a device by enforcing
encryptions, input validations, interface monitoring and restrictions, and so many more [59]. These
are designed to keep any portion of the device from being vulnerable. However, once again, during
the design phase of a device, typically smaller things are overlooked, which would allow the attacker
to use that device for their own malicious purposes. Accountability is the idea of tracking actions
and tasks to make sure that it is doing what it is supposed to do. That is, it is monitoring everything
the device does and limiting the device to specific tasks [59]. An attacker could use manufacturer
vulnerabilities to allow them to enter a device and motif the event path. They can use it to change
the purpose of devices or even reroute data to them for data monitoring. Lastly, we have the idea of
availability. Availability is the idea that the device is always available for use when the user needs it
[59]. By an attacker using these vulnerabilities, they can delay the device or even go offline, which
would render the availability weak. All of these security impacts are the results of the types of attack
that the adversary will carry out. Whether it is a physical, software, or even a network attack. The IoT
device at the other end of the attack will affect one or often many of the aspects shown above.
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3.1. Hardware Vulnerabilities

Most, if not all, of IoT devices operate without supervision and typically have limited tamper
resistant properties that make it extremely easy for an attacker to gain access to the device [59]. The
attacker can modify the IoT device with respect to its services that it provides, as well as obtain data
that it should not have access to and that could cause serious harm to many individuals [59]. For
example, if a hacker were to gain access to a smart doorbell, it would be able to modify all the settings
inside, view the data inside, or even delete the data inside. Now, let us take this step further into a
very delicate environment. If an attacker had access to a camera in some way for a military base, they
could use that access to follow where the data are being sent to. In this case, they would find a server
with a lot of other camera data on it. They can then turn off the cameras and attack or even release
military secrets that were caught on camera.

3.1.1. Radio Frequency Attacks

The hacker can gain access to a device at the hardware level in a variety of ways, but the most
common way is usually through a man-in-the-middle attack. Now, usually when someone hears about
a man-in-the-middle attack, they are looking at it from a network level; however, that is only a portion
of what this attack has to offer. All electronic devices give off a radio frequency that can be seen with
tools such as a spectrum analyzer or even a portable software defined radio such as a hackrf or Ettus
radio, etc.

The idea is that the attacker must first recognize the signal. Once the signal is initially found, the
hacker is able to recognize the kind of signal being emitted, given the specific properties that the signal
gives off. These properties can be anything from bandwidth, frequency, strength of the signal, how
it behaves, and looks. These are all key definers for what the signal is actually. Once they have this
information, they can figure out how to remove the signal or manipulate it by attacking the weaknesses
of the wireless protocol found, since all wireless signals have weaknesses to some extent. This allows
them to take control of that signal. However, with RF signal knowledge, the attack is also able to listen
in and decipher the communication that is sent. They can either listen to the signal in the middle of the
two transmitting devices or they can simply mimic the communication and manipulate the signal to
send the communication to the hacker all together or send it to the hacker and the hacker will send the
communication to the actual intentional destination spot. The thing about this time of communication
is that the hacker is typically the only one who would know that this is happening.
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Figure 5. Bluetooth Man-in-the-Middle Attack. The image has been inspired by [60]

The attack can be easily depicted with a Bluetooth man in the middle attack, which is widely
known, as shown in Figure 5. Although each version of the wireless signals for this attack will be
different, there are many similarities, which is why I am showing this specific one. The idea of this
attack is that the attacker will do one of the following. Either they will completely jam the wireless
signal band together with a wide-band signal, or they will hop onto the victims device by sending
random data in every single time slot. The purpose of this is to "shut down all of the piconets within
the range susceptibility", which would ultimately make the user frustrated and want to attempt to
re-pair their devices over again [60]. Next, the user is going to re-pair their device, and the attacker can
use the man-in-the-middle attack to "forge messages exchanged during the IO capabilities exchange
phase" [60]. Now, this becomes extremely easy if the two devices are already paired for the first time,
as the attacker does not have to force one device to reconnect. From there, the attacker will simply
carry out the attack as shown below: in Figure 5, where the attacker will be connected to both devices
simultaneously and relay messages between the two devices while also listening [60]. This ultimately
allows the adversary to inject their own messages, modify messages, and listen only to messages.

3.1.2. Hardware Reverse Engineering & Micro-probing

The idea of reverse engineering is to try to understand the processes that make a device work.
Now, when you take that to the hardware aspect, this allows the user to know everything they can
about a device including the weaknesses, strengths, etc. These types of attack can be broken down into
three categories, Invasive, Semi-Invasive, and Non-Invasive, as shown in Figure 6 [61].


https://doi.org/10.20944/preprints202410.1215.v1

doi:10.20944/preprints202410.1215.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 15 October 2024

13 of 33

Physical Inspection

Attack l

Chip Layout Analysis
Invasive

Non-Invasive Semi-lnvasive [ R J
[ Inspection/Attack ] [ Inspection/Attack ] Inspection/Attack

Electrical
Probing/Circuit
Editing

PCB Layer Analysis

Passive RF

Thermal Emission
Interception

Analysis

Power Consumption
Monitoring

Timing Side-Channel

Exploit Voltage Glitch Attack

Laser Fault Injection Reverse Engineering

[1

Embedded Code
Analysis

Inspection

Microscopic ‘

Bitstream Decoding

Figure 6. Reverse Engineering and Inspection Attacks. The image has been inspired by [61]

A Non-Invasive attack is when the adversary attempts to grab data without messing with the
packaging or structure of the IC or PCB and these can be activated both passively or actively [61].
These can be seen as brute force attacks, fault injection, etc. and allow the attacker to go at the device
with full force utilizing tools from their toolbox [61]. These tools can be items commonly purchased
from the shelf, or they can also be items that they developed, such as a voltage glitch attack device,
which would send a voltage signal to a specific portion of the device at a specific time, which would
have the sole purpose of getting data and shutting down something like security parameters at boot
[62].

Then we have Invasive and Semi-Invasive attacks which do require access to the internal
components of the IC or PCB [61]. These kinds of attack can be done simply by probing the device,
soldering wires onto the device, or even cutting down chips on the device in hopes of gaining some
kind of information from it. Some of the tools can be a JTagulator, logic analyzer, oscilloscope, laser,
signal generator, power supply, X-ray, microscope, and many other tools [61]. Usually this leaves the
device with the device not being aware that you were there, as some damage is usually done to the
board to make this happen, but in the process a lot of information can easily be gathered [63]. The
invasive attacks are when the user directly interacts with the board, and the semi-invasive attacks are
the methods that use optical means such as microscope, optical fault injection, optical probing, etc [61].

3.1.3. Implants & Hardware Trojans
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Figure 7. Trojans Activation Modes. The image has been inspired by [64].

By definition, a hardware trojan is any kind of malicious circuit or modification of the hardware
of the Integrated Circuit (IC) during the design or fabrication process. And there is simply no way
to really prevent this early enough, as the IC design process does not have a good way to secure
each stage of the design process and it is unpredictable as to which stage of the design process it will
actually be added [64,65].
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Ultimately, what makes this kind of hardware attack dangerous is the fact that the user is not
knowing that anything is even wrong with their device, and the scary thing is that this can happen
to anyone, any kind of device and for any function. In this kind of attack, the adversary can change
the input, output, leak information, and control the device all together without the user’s knowledge.
These types of trojan also vary in how they run as some are activated automatically while others are
triggered to activate, as shown in Figure 7, making it extremely unpredictable as a whole and more
difficult to even recognize [64,65].
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Figure 8. Working Process of a Simple Hardware Trojan. The image has been inspired by [64].

With this all in mind, take it on a larger scale instead of just the IC. This would just be a regular
hardware implant and can easily be added to any device at any point of the device’s life instead of just
being added during the design process like how the Trojan is. These are usually devices added to the
circuits of hardware that allow the user to do all of the same as shown above, but what makes this
even more dangerous is that this can happen even if the user has already been using the device for
years. All the stored data can now be in the hands of the attacker.

3.2. Software Vulnerabilities

IoT functionality can vary greatly from device to device and from use-case to use-case, and what
makes this variance is often the software on the device itself. You could have 3 identical IoT devices
each with the Bluetooth module that look the same. However, the code within the microchip on the
board can be programmed to do different things. We may have one programmed to transmit Bluetooth
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only and another programmed to receive it only from specific users. The issue comes into place when
access to that software gets into the wrong hands, as that could mean the release of information or
even a software implant.

The way an attacker would generally do this to gain access to the device, connect it to a PC, or
even probe the pins on the device. In the best-case scenario, they would have access to the actual
code and files on the device. In the worst-case scenario, they may only get access to the machine
code. However, this is still very dangerous because when the user uploads the code to a program
called Ghidra, IDA Pro, or just a general Hex Editor, they can follow that machine code to know what
the device is doing and all of the functionality of the device and how it works. They are also able to
convert that machine code into the actual C code that can be used later for modifications, as shown in
Figure 9 [66]. With this information, they can know everything about the device, from its weaknesses
to what it is doing that could be detrimental to the owners of that device.
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Figure 9. Sample Ghidra Layout [66].

Now, all of this implies that they have the actual device they are attacking in hand, but that is not
always the case. IoT devices are relatively inexpensive devices that are open source to some extent.
Meaning that if they got their hands on another device that functions the same, they could still capture
that device hex data to understand all of this information as well. The only thing that they will not
be able to get in this case would be the modified code if there were any. Besides using this attack to
understand the IoT device, the attacker would be able to modify the code to allow them to watch the
device, have future control, stay hidden, and this would be simply with them adding a few lines of
code to the devices code and re-uploading that code to the device, which is typically a quick and easy
process.

3.3. Network Vulnerabilities

The idea of a network can be broken down into two different subsets of networks. The typical
network that is discussed is through the use of WiFi and Ethernet. This type of network has direct
access to the Internet, allowing for the connection of devices through this route. The other type of
network that is not commonly spoken about is the kind of network of other wireless signals. This can
be a Bluetooth network, zigbee network, UWB network, and so many more. This network is called
a wireless sensor network as it typically includes many different wireless sensors, all with different
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wireless protocols. During this section, we will explore these two very similar but distinctly different
networks and how the vulnerabilities vary between the two.

3.3.1. WiFi & Ethernet Based Networks
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Figure 11. DDoS Attack. The image has been inspired by [68].

The most common network within the IoT ecosystem is the WiFi and Ethernet based networks.
The reason is that this allows devices to connect to each other via a cloud platform or via the individual
home network. The purpose of this is to allow users to connect to IoT devices from anywhere in
the world, even if they are not near the devices. This can be good because it allows IoT data to be
transferred far and wide, but it can also be extremely dangerous because it allows the adversary to
have more room to gain access to the device data during transfer. One of the most simple kinds of
attack on a WiFi enabled device is the Denial of Service (DoS), Distributed Denial of Service (DDoS),
and Energy-Oriented Distributed Denial of Service (E-DDos) attacks [67]. A simple DDoS attack would
look like in figure 11 where the adversary knows the IP address of the device that is connected to the
Internet. From there, they will send a ton of traffic data towards that IP address in hopes of flooding
the network of that other device. From there, the network will slow down drastically with more traffic
diverted, and it will eventually just stop all together and crash, making that device go off-line [68]. In
addition to the use of a DoS and DDos attack, there is also something called an E-DDoS attack. This is
the kind of attack where the purpose of the attack is not to shut down the device through malicious
traffic but rather to overload the devices power consumption with the purpose of either short circuiting
out something on the devices PCB board or by increasing the cost it takes to run the device. These
types of attack are common as well, because usually they are not targeted attacks, but rather they are
just from someone targeting a group of devices [67].
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As we can see in figure 10, various attacks on the Denial of Service attacks can be split into three
types of attacks. The first would be the volume-based attacks where the purpose is to flood the TCP,
ICP, or UDP which would cause the internal network to be overwhelmed by traffic. Next we would
have the protocol based attacks where the attacker would do a SYN Flood, Ping of Death or Smurf
Attack. These kinds of attack are designed to overload the resources of the network. For example, a
ping-of-death attack would simply send a data packet that is larger than the maximum size allowed
by the server. A smurf attack would send out an echo to every single device on the network, which
would choke the network in the end, and lastly, a SYN flood attack is when the attacker would initiate
a network connection without actually finalizing the connection. Lastly, we have the application layer
attacks which would attack the actual web servers or application firewalls. These include Slowloris,
which would make the attacker use partial HTTP requests to keep connections to a web server open
for a long period of time. It also includes HTTP flood and SMTP attacks. The HTTP flood attack that
attempts the application server with http requests and an SMTP attack is any exploitation of the SMTP
server in hopes of gaining access to the data within the server [67].

Other than the basic DoS style attacks that are currently present and will always be present in
some manner, we have some other attacks that allow for traffic monitoring over the network such
as WiFi fingerprinting, which allows for WiFi eavesdropping. For example, if we were to look at a
buildings camera system bit-rate, we would be able to infer the object movements from within the
building, which would tell the adversary what they believe is happening. It will not give specific
information on the uses of the devices, but it would give enough information where the adversary may
be able to infer its use case and what kind of device it is [69]. However, some other attacks include
analyzing TCP/IP level packets using network monitoring applications such as wireshark or even WiFi
over air sniffers. By doing this, the adversary can analyze key characteristics of the specific network of
devices. They can see who is talking and what kind of information they are transmitting to each other
[69]. And they can take this step further and actually break down the packets to its individual bits
and then rebuild it again so that they can see more specific information on what kind of data is being
transferred. Figure 12 shows how such an attack may occur with an adversary and target.
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Figure 12. WiFi Over The Air Attack. The image has been inspired by [69].

These kinds of attack, as shown above, can work in multiple different ways; however, in the above
case, we have two phases, one being offline and the other being online. During the offline phase, the
attacker will be performing the profiling, while in the online phase, the attacker will be performing
device identification. The offline phase consists of the network capturing over the air with a sniffer.
From that, the attacker preprocesses the data and extracts features so that it can upload them to a
machine learning algorithm which would go into training and testing mode. The model will then
predict what is happening on that network. The next phase would be the online phase where they
would actively eavesdrop on the network and grab that device and make a prediction of the devices
that are being used. This is the kind of information that is needed for an attacker as it tells them the
inventory of all of the WiFi enabled devices in the vicinity.

And finally, regarding the network attacks for Ethernet and WiFi, there are numerous open-source
programs that are built within Kali Linux as well as throughout the Internet that allow users to do
essentially anything they want to a network. There are also numerous devices out there built for this
purpose, and instructions on how to build your own device for this purpose. Such devices may require
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a raspberry pi, Arduino, etc., and some already built-out devices may include WiFi sniffers, WiFi
Pineapple, etc. As for software, we have software programs that allow for WiFi cracking, WiFi analysis,
such as wire shark, and also specific programs built to inject information. With this being said, these
kinds of attack are always evolving as the security evolves, which is the most dangerous thing, as it
means that it is difficult to prevent as a whole.

3.3.2. Wireless Sensor Networks

A wireless sensor network (WSN) is essentially any network that is spatially dispersed with
specific sensors that transmit data. This is the very reason the vast majority of IoT devices come into
play because these networks can range from Zigbee and Zwave to GPS and 5G networks. These
networks just refer to all of the wireless protocols as a whole, but for the sake of this paper, I have split
the WiFi and Ethernet based approaches from this section due to the amount of vulnerabilities that
exist in those networks alone. For wireless sensor network attacks, the DoS taxonomy can be broken
down in Figure 13.

Figure 14. Wireless Sensor Network Diagram. The image has been inspired by [71].

In the above framework, we can see that for WSN devices, a DoS attack framework is filled
with a variety of attacks that include those of WiFi and Ethernet, but also many more. The most
common attack from this framework is on the physical layer DoS attack, where the adversary would
be tampering with nodes in the network as well as jamming them. By doing this kind of attack, they
are able to gather the code from the device itself and either modify it or delete it, and for the jamming
aspect, if they were to add a malicious node to the network, they would be able to stop nodes from
transmitting or even receiving data by blocking the connections [70]. We then have the link layer
DoS attacks which can include the malicious node trying to gain the trust of a neighboring node,
exhausting a neighboring node by constantly sending requests to it, and then collision attacks which
have a purpose of shutting down the node all together by erroring it out [70]. Then we have the
network layer attack where the goal is to drown out the network in a similar way to what was seen
above in the WiFi section. Then we have the transport layer, which includes flooding attacks where the
network is flooded with malicious nodes, and then desynchronization attacks where they rearrange
the messages that are sent between the node, making them not in sync or behind other nodes on
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information [70]. Lastly, we have the application layer attack where, much like in the WiFi section,
they target the applications itself.

In figure 14, we can see that the green dots are the good nodes that just collect information with
their sensors. Then they receive directions from the blue square nodes and the red square nodes are the
malicious nodes. In this case, we can see that the malicious nodes would look identical to the regular
nodes and the source node, which allows those nodes to just integrate themselves as part of the system
[71].

Looking at the idea of adding a malicious node to the network, the adversary can also perform
what is called a black hole attack, as shown in Figure 16. In this kind of attack, the idea is that the
malicious node would get all other nodes to redirect their data transfer to them so that it has full
control of the data. Usually by doing this, they are able to stop the full data transfer from occurring by
essentially being a black hole for the data [71,72]. A similar style of attack to this is what is called a
wormbhole attack, where the data is essentially rerouted to a completely different node than the node
for which it was intended by creating a tunnel, as shown in the following figure [73,74].
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Figure 15. Wormhole Attack Tunnel. The image has been inspired by [74].
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Figure 16. Blackhole Attack. The image has been inspired by [75].

In Figure 15, we can see that the malicious node grabs data from the good nodes near node A and
then sends the data through a wormhole tunnel to node B, and node B does the same. This allows
the two nodes to control the flow of the data and reroute the data between each other [74]. And we
can also break down the modes of a wormhole attack into four distinct categories. The first one is a
packet encapsulation, where if there are two or more nodes, data can be compressed and sent between
these two nodes, which would prevent the hop count increments that usually occur in wireless sensor
networks [74]. Then we have the packet relay mode, where any node within the network can be
affected and launch the attack. This is also known as a relay-based attack [74]. Next we have the
out-of-band channel attack where only one sensor is needed for the attack; however, it must have
a high transmition power, which would affect the route of the packet that passes through it. Lastly,
we have the protocol distortion mode where malicious nodes attempt to invite traffic by altering the
routing protocol [74].

Just as there are sniffers and other technologies built just for Wi-Fi networks and Ethernet
networks, the same applies to every other kind of signal out there. For example, you can find and
purchase prebuilt UWB sniffers, Zigbee sniffers, Zwave sniffers, Bluetooth sniffers, and so many more.
Even if there is no prebuilt one that you can buy off the counter, they also have open source code that
works with Arduino boards and Raspberry Pi boards that would allow you to do the same. With this
being said, this allows the attacker to analyze the packets of any kind of signal in use, no matter what
kind of wireless signal it is.

3.3.3. Cloud Based Networks

When discussing network vulnerabilities within the Internet of Things, it is important to mention
a big and recent important player in the world of the Internet of Things, the IoT cloud computing
architecture. As IoT technology alone cannot fully meet the growing number of consumers and
their computing requirements, the concept of IoT cloud computing comes into place and refers to
the integration of IoT technology and cloud computing resources. Although there are pros to the
integration of IoT and cloud computing, there are several security issues that also play a role in the
cloud of the IoT. Since there are several articles that do a good job summarizing different IoT cloud
vulnerabilities, I am going to cover two contemporary vulnerabilities that relate to Phantom-Delay
Attacks and Post-quantum Cryptography.
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Figure 17. System model of a typical smart cloud-based home deployment. The image has been
inspired by [76].
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Figure 18. Phantom Delay Attack. The image has been inspired by [76].

Phantom-Delay Attacks are IoT vulnerabilities that were recently discovered. These attacks
exploit a vulnerability in communication between IoT devices and servers. Attacks allow the attacker
to delay IoT messages, resulting in several serious consequences [77]. There are two main attack
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primitives when discussing Phantom-Delay Attacks: IoT Event Message Delay (e-Delay) and IoT
Command Message Delay (c-Delay). There are two types of IoT events between an IoT device and a
server: an [oT device can send a 'device state” event (such as a ‘motion active’ event) to the server, and
a server issues an IoT command (such as a "front door lock” command). Because of the time it takes to
transmit a packet, a delay will always occur from the moment of an event/command to the moment of
delivery (typically sub-seconds and do not cause issues). Using a Phantom Delay Attack, an adversary
can increase the delay to minutes or even hours, which means that when the IoT cloud server receives
the event sent a while ago, it will still assume that the device’s state update is fresh [78].

There are three types of attack categories: State Update Delay Attack - uses e-Delay to packets of
an event message that reports an IoT state update (can be used on critical IoT devices such as IoMT
devices and Internet of Agricultural Things that require a fast response); Action Delay Attack — Due to
automation, an event can trigger a spontaneous action, so by using an e-Delay attack you can delay
this action (in theory it could be used to delay actions like an insulin pump that uses a continuous
glucose monitor (CGM) to check blood sugar level); Erroneous Execution Attack — there are two kinds
of Erroneous Execution attacks: 1) Spurious Execution which happens when an action command that
should not happen still occurs (even though the automation condition is set to false, a delay attack will
keep it as true); 2) Disabled Execution, which happens when an action command that should occur,
still do not occur (even though the automation condition is set to true, a delay attack will keep it as
false).

Unlike jamming, these attacks can be launched from an ordinary Wi-Fi device and do not discard
any packets, and thus do not trigger re-transmission. To deploy phantom delay attacks, an adversary
must be able to have one Wi-Fi device in control of the victim’s environment, which can be used to
sniff traffic and hijack the TCP session of the target device (ARP spoofing can be used) [79].

4. Artificial Intelligence

Artificial intelligence in a high level is a concept that is almost impossible to fully explain. The
idea behind Artificial Intelligence is to have a machine think like a human which is difficult as we don’t
even fully understand human intelligence. But in simple terms for the definition, Al is the ability of a
computer or machine of some sort to function, think, and act like a human when it comes to various
tasks, whether they are simple or complex. However, something to note is that Al does have a massive
weakness, that is, the fact that it is unable to do tasks that are simple for humans and is only able to do
tasks that are more complex for humans. That is, a machine is unable to do tasks that come naturally
to us such as walking, talking, eating, etc. So this leads to how a machine is actually able to do all of
this. Well that is simple. It gets help from agents, whether those agents are sensors or information that
humans feed to the machine, and the way machines go through all of this data is through the use of
specific Al models.

4.1. Artificial Intelligence General Overview
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Figure 19. Artificial Intelligence Work Flow.
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Al sees the world and interacts with the world through the use of agents, as shown in Figure 19.
Figure 19 may seem slightly confusing, but it is quite simple. The Environment feeds data through the
sensors which get perceived in the Al model. From there, the Al model will typically cause something
to happen as a result of the data that it receives, and it then interacts with the environment. An example
of this would be if you had an IoT sensor that measures the amount of water and nutrients in the soil.
So, given that example, the sensor will detect something from the environment that would give a data
readout for the water content and the nutrient content. The AI model will receive the readout of the
data and make an assumption based on the data that the water content is high /low or the nutrients
are bad/good. From these, the Al machine will react based on its perception of the data, and it would
then activate the sprinklers or leave them off for the water content section or even activate the fertilizer
spray for the nutrients. Therefore, the sprinkler and fertilizer spray are simply the actuators that cause
a reaction on the environment according to the perception data. Now, this does not always have to
be interacting with the world, but rather, this can all be kept in a closed ecosystem. Think of another
example in which you are playing chess against the computer. You make a move, the computer will
analyze your move and make another move based on its perception of the data. This is the same thing
as shown in the environment data above; however, it is all kept within a computer system and does not
interact with the physical world. So this leads to the idea of what defines the environment for AI? Well,
Al can have many different types of environment. We have full observable where the sensors always
tell the Al model what is happening in the world in ALL aspects around versus a partial environment
where sensors only give the mode, data in some or partial aspects and not all the time. Then we have
deterministic, where the next move that the AI makes is based around the current location [80]. An
example of this would be playing chess with a computer. Then there is episodic where the agent
full experience is separated into different episodes and each episode consists of a single action being
performed by the agent. Static environments mean that the world is never changing versus dynamic
where the world is always changing. Discrete environments are where there is only a limited amount
of percepts and actions versus continuous environments where there is no limit. And lastly, we have
a single agent versus a multi-agent where one has only a single agent acting and the other relies on
many agents. So what is an agent? An agent can be a simple reflex agent where it reacts to what is
happening. We have agents that are continuously taking in data from the environment. Then there
are goal-based agents that operate under specific goals, and then utility-based, where the agents are
designed for a specific utility for the model. The last two ideas that are important to note regarding Al
is the idea of how does it even work, like what does it look like?

K-Means Clustering

eeeeeeeeeee
Hierarchical Clustering
Support Vector Machines (SVM)
DBSCAN (Density-Based Spatial Clustering)
K-Nearest Neighbors (KNN)
Clustering Gaussian Mixture Models
Naive Bayes
Mean Shift Clustering
Logistic Regression
Classificatio Agglomerative Clustering
Randorm Forest
Spectral Clustering
Gradient Boosting Machines (XGBoost, LightGBM)
Principal Component Analysis (PCA)
Neural Networks (MLP) Unsupervised Learning
SNE
Discriminant Analysis
Linear Discriminant t Analysis (LDA)
Rule-Based Classifiers (e.q., RIPPER) Dimensionality Reduction

Supervised Learning Machine Learning Singular Value Decomposition (SVD)

Linear Regression
Independent Component Analysis (ICA)
Polynomial Regression
Autoencox ders
Ridge Regression N Aorith
priori Algorithm
Lasso Regression
Association Rule Learning Eclat Algorithm
Elastic Net Regression
Regression FP-Growth Algorithm
Support Vector Regression (SVR)
Q-Learning
Decision Tree Regression
Deep Q-Networks (DQN)
Random Forest Regression
Reinforcement Learning Policy Gradient Methods
Gradient Boosting Regression
SARSA (State-Action-Reward-State-Action)
Neural Networks Regression

Actor-Critic Methods
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The answer to these questions can be seen in Figure 19. As we can see, we must start with a
question or thought. From these we would need to import data to train the machine learning algorithm.
But first, we would need to clean the data, which in simple terms just means to get rid of impurities
and keep only the best data. So, we would make sure all of the data are similar in categories, etc. Then
we would need to understand the data, modify and transform the data as needed to fit our algorithmic
model needs, and do this process over and over again. The reason why this is done over again is to get
the highest accuracy score possible to use when the model is tested on new data. But after we are done,
we will then deploy and maintain the model by testing new data into it, and then we would have
results be exported via either the use of a functionality or through actual written data. The last concept
needed is related to the above idea of training and testing the data. Because how are you suppose to
do that? Do you need to tell the model what the data is or do you let it figure it out on its own? Well,
this is the difference between supervised and unsupervised learning.

This idea can be seen in Figure 20 where the unsupervised learning is that the model will learn
only from the inputted data on its own using the clustering method. In supervised learning, the data is
already given a label of how it should be viewed, and there is already an idea on how the output and
input should look with regard to the model. This method also utilized classification and regression
of the data. As we can see, all of the above methods utilized a different kind of machine learning
algorithm, and that is because different algorithms are used and better for different situations. This
then leads to IoT because, in order to keep the IoT secure, different algorithms will need to be used for
specific reasons.

4.2. Artificial Intelligence & IoT

The main purpose of Artificial Intelligence is to help automate decision-making and actions. The
hope of using this kind of model with the IoT would allow the IoT devices and the model running
on them to infer what is actually happening. That is, the IoT device and the owner of the IoT device
would be able to automate the IoT use cases [81]. A case where this would benefit would be in the farm
situation. A farmer may have many IoT devices within the field that measure sunlight, the amount
of water in the soil, nutrients, etc. Using Al in this circumstance, the farmer can then say when the
water level of the soil reaches a specific level, to activate the sprinklers, or if it becomes too moist with
water, then to drain the field of some water. From them we can take it a step further and say that while
measuring the water content, we measure the nutrients in the soil and we can automatically feed the
nutrients that are low to the crops in the field. This would save the farmer time and allow for much
fewer human error situations if one arises. However, in the above case, IoT devices are still at risk of
cyberattack at all levels of the device and the IoT ecosystem itself. So, let us now look at the idea of
using artificial intelligence to actually keep the device secure.

4.2.1. Learning Based Detection for Cybersecurity Use

When it comes to machines, we can break that down into multiple steps. The first steps would be
basic machine learning, while the second would be deep learning. But what is the difference between
the two? Well, that can be simply seen as the idea that deep learning relies on neural networks with
multiple layers, while machine learning does not. Also, note that machine learning is a much broader
idea that encompasses many more techniques and ideas than deep learning, where it is more specific.
In the basic machine learning section and the deep learning section, we can break that down even
further as shown below in Figure 21 [81].

So, let us look at figure 21. In this figure, we can see that the basic machine learning model of
the diagram consists of supervised, unsupervised, semi-supervised and semi-unsupervised learning
methods. Supervised learning is essentially what happens when specific data points are already
predefined for the model to reach from a specific set on inputs [81]. And under this section, we have
the regression and classification models which in simple terms mean that for regression, the idea is to
predict an output, while in classification, the goal is to assign an input based on predefined categories.
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Figure 21. Machine Learning Techniques. The Image has been inspired by [81].

In these categories, we are able to perform IoT security tasks such as malware analysis, intrusion
detection, anomaly detection, attack mitigation, and access control, as well as many more. Then we
have the section that is unsupervised learning and that consists of clustering and dimensionality.
Unsupervised learning, where the environment only provides inputs with no desired goal or target. It
is also important to note that it does not require any labeled data, as it will move the data into groups
on its own [81]. The idea of clustering is where the data are clustered according to similarities, while in
the reduction of dimensionality, the number of features of the data is reduced while it also preserves as
much of the original information as possible. For these two models under the unsupervised learning
tree, we can perform security tasks such as anomaly and intrusion detection, as well as malware
analysis. Then we have semi-supervised learning, which is when data are provided but it is not
labeled [82]. This section consists of anomaly detection and zero-day attacks, as these attacks mean
that you are the first to identify a vulnerability or attack. Lastly, for this section, we have reinforcement
learning, which is where no outcomes are defined and the model learns only from trial and error
through the interaction with the environment [81]. Under this section, we have model-based vs.
nonmodel-based. The differences are that in a model-based model, the model builds a predictive
model of the environment, while in a nonmodel-based model, no predictive model is needed [83].
These methods allow for control, malware analysis, DDOS attacks, and authentication. This was it for
basic machine learning; however, we still have the deep learning side of the tree, which consists of
deep reinforcement learning, which is when the model learns from trial and error but also builds a
neural network that grows as it gains more knowledge [84]. In these models, we have jamming attacks,
IDS, malware, and spoofing. As we can see, in each learning model time, different benefits are found
for different security ideas. All of these can be implemented through strategically to allow for an IoT
devices to have full security functionality for detecting, mitigating and even attacking.


https://doi.org/10.20944/preprints202410.1215.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 15 October 2024 d0i:10.20944/preprints202410.1215.v1

26 of 33

4.2.2. Deep Learning for IoT Vulnerabilities

Out of all of the techniques used for vulnerability analysis, as seen in the figure. The one that is
higher above all others in all aspects is deep learning models. The reason is that in a deep learning
model, raw data is constantly gathered and processed. As more data is processed, more neural network
chains are developed, which means that the system learns on its own each time. This is perfect for IoT
vulnerabilities, where attackers are constantly finding holes within the mitigations that are created and
within the signals that are used. It is important to note that, by using the deep learning method, it does
take time to train and for it to be the most accurate it can. However, once trained, it would be ready to
use its neural network to combat any problem by comparing current issues with previous ones and
comparing vulnerabilities with other vulnerabilities of wireless signals to come to a conclusion.
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Figure 22. IoT Neural Network. The image has been inspired by [85].

Take a look at Figure 22. In this figure, we have all the IoT devices that feed raw data into the
input layer of the neural network. The neural network will then analyze these data and run the newer
data against the previously known data to find similarities. It will then look at the trends in which the
data is going and be able to think on its own above where the next vulnerability may be. Then it will
perform a test on its own in the area in which the vulnerability may be in and also use knowledge from
previous data and vulnerabilities to figure out how the vulnerability may work [86]. From there, it will
create a mitigation technique based on what worked in the past with newer data and then release the
information it discovered. This could ultimately be used for attack detection, attack analysis, early
warning signs, and mitigation issues.

4.3. Issues with using Artificial Intelligence for IoT Security

When it comes to using Al for 10T, a few issues come into mind that must be addressed. The first
is the issue of data availability. For this, we would have to think about the fact that Al to be the best
it can usually needs to train and test thousands of data pieces. It cannot be just any data pieces, but
rather the data itself needs to be of quality as well, which is another part of the issue. Since IoT is
so vast in protocols, weaknesses and vulnerabilities are as well which make it difficult to train an Al
algorithm to detect issues on one IoT device, let alone a whole system of them [87]. The next major
issue that comes to mind is power and storage. Once again, Al needs to be able to store a ton of data so
that the model can constantly train, and typically IoT devices are standalone devices that only function
for one purpose, so they may not have the requirement’s required to hold the data or even run the
algorithm due to the lack of a GPU and adequate power which may be needed in some instances. It
may be challenging to give a simple IoT device the ability to run its own Al algorithm, in general [86].

5. The Cloud

The cloud model/concept is for convenient, ubiquitous, on-demand network access to a pool of
shared computing resources that are all able to be configured specifically to the needs of the end-of-user.
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This allows for a cheaper infrastructure for the end user, as they would not have to purchase, configure,
and maintain the computing infrastructure themselves. It also allows for scalability and customization’s
which mean that you can add, modify, or even remove resources depending on your needs and the
needs of your end users [88]. And lastly, this kind of platform allows for reliability where you know
everything is backed up and being monitored by technicians on the cloud providers site. That is, if
something goes wrong, know that they will solve the issues. Something that is important to know
when it comes to the cloud is the fact that there are many different service models. One of the most
popular models is IaaS which is Infrastructure as a service [89]. This service model means that the
cloud provider maintains the infrastructure and resources, while the customer will maintain the OS,
security policies and the application itself. Then we have PaaS, which is Platform as a Service. In
this model, the customer is only responsible for the application itself, while the cloud provider will
do everything else. Lastly, we have SaaS, which is Software as a Service. In this, the cloud provider
manages the application, infrastructure, and scaling needs. There are also many others, such as FaaS
(Function as a service), DaaS (Desktop as a service), and many more. However, the main three can be
seen below in Figure 23 [90,91].
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Figure 23. Cloud Service Models.

5.1. Artificial Intelligence & The Cloud for IoT Security

When discussing Artificial Intelligence models, we will usually find ourselves talking about the
model training process, which involves many complex computations. During the training phase of
an Al model, we will usually use computers that contain graphics processing units that can handle
a large amount of processing capacity but at the same time, this oftentimes can reach very high
prices [92]. As discussed above, our world is heading toward the cloud computing trend. Cloud
computing provides us with scalable and on-demand resources such as powerful computing resources
that are made for Al model training. This helps developers and researchers save time and money in
maintaining on-premises machines and provides easy access to fast, scalable cloud-based computing
machines. Using cloud-based artificial intelligence, IoT devices can instantly analyze data streams and
identify suspicious activities and potential vulnerabilities. This type of architecture is called artificial
intelligence of things (AloT). Figure 24 shows an overview model of the AloT architecture. The end
layer is used to detect, act on and control the physical world and executes small Al computational
tasks or pre-processed data. The edge layer comprises various nodes, including wireless base stations,
routers, IoT gateways, and access points [93]. These nodes receive data from the end devices and send
control flows back to the devices via wireless interfaces. The upper-edge servers compute tasks using
the received data. Edge servers also perform authentication, authorization, offloading, and storage of
data that passes between networks. The cloud layer is used to process large data and train Al models
and can also provide additional storage resources [93].
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Figure 24. Overview of an AloT architecture. The image has been inspired by [93].
5.2. Issues with using Artificial Intelligence with The Cloud for IoT Security

Although the AloT architecture is an important component in the integration of IoT, Al, and
cloud computing, some issues and concerns may arise. When sending data to the cloud for storage
or processing, one of the first questions to ask yourself is how confidential is this data. For example,
data sent from day-to-day smart home IoT devices differ from data sent from Internet of Battlefield
Things (IoBT) devices in how confidential that data is. Although using cloud computing services on
premises has its benefit, one thing to remember is the potential risk associated with third-party access
and the need for robust encryption and access control mechanisms [94]. As the integration of Al IoT,
and cloud computing progresses, advances in data confidentiality and the implementation of robust
security protocols will be essential to harness the full potential of AloT while mitigating its risks [95].

6. Conclusion and Future Research to be Worked

This paper discusses critical topics in modern cybersecurity, focusing on the cloud, artificial
intelligence, and the multifaceted nature of vulnerabilities within hardware, software, cloud
infrastructure, networks, and sensor networks. Post-quantum cryptography is also briefly mentioned
as an emerging area of concern. Through this analysis, it is evident that no component within
networked and IoT environments is fully secure, as vulnerabilities exist in various domains.
Addressing these vulnerabilities through rigorous mitigation strategies is imperative for securing
future systems. The research introduces an Al-driven architecture designed to identify and mitigate
these vulnerabilities. This architecture will leverage Al to detect anomalies across wireless sensor
networks, cloud environments, wireless networks, hardware, and software. A cloud-hosted Al
infrastructure will be deployed on embedded IoT devices using Nvidia Jetson Orin Nano, ensuring
secure data transmission through encryption. The Al system will continuously monitor IoT devices,
performing intrusion detection and conducting penetration tests to classify and address identified
vulnerabilities. For unknown threats, the Al will adaptively employ historical mitigation strategies
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to resolve potential security risks. Furthermore, this research advocates for further enhancement of
the security of IoT devices by incorporating post-quantum cryptographic techniques. As quantum
computing progresses, traditional cryptographic methods will become increasingly vulnerable to its
advanced computational capabilities. To future-proof IoT systems and protect sensitive data, the early
implementation of post-quantum cryptographic methods is critical. Although this research focuses
primarily on Al-driven vulnerability mitigation, the incorporation of post-quantum cryptography is
essential to ensure that IoT systems remain secure in the face of evolving quantum technologies.
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Table 1. Common Abbreviations.

Abbreviation | Full Form Abbreviation | Full Form Abbreviation | Full Form
5G Fifth Generation (Cellular 6LoWPAN IPv6  over  Low-Power AES Advanced Encryption
Network) Wireless  Personal  Area Standard
Networks
Al Artificial Intelligence AloT Artificial Intelligence of AMQP Advanced Message Queuing
Things Protocol
ARP Address Resolution Protocol BLE Bluetooth Low Energy CGM Continuous Glucose Monitor
CoAP Constrained ~ Application CPU Central Processing Unit DaaS Desktop as a Service
Protocol
DDoS Distributed Denial of Service DDS Data Distribution Service DL Deep Learning
DoS Denial of Service E-DDoS Energy-Oriented Distributed ECG Electrocardiogram
Denial of Service
FaaS Function as a Service FPGA Field-Programmable  Gate GPU Graphics Processing Unit
Array
HMI Human-Machine Interface HTTP Hypertext Transfer Protocol TaaS Infrastructure as a Service
IC Integrated Circuit ICMP Internet Control Message Icp Internet Cache Protocol
Protocol
DS Intrusion Detection System TEEE Institute of Electrical and ToAT Internet of  Agricultural
Electronics Engineers Things
IoBT Internet of Battlefield Things IoMT Internet of Medical Things ToT Internet of Things
P Internet Protocol IPv6 Internet Protocol Version 6 JTAG Joint Test Action Group
LAN Local Area Network LoRaWAN Long Range Wide Area LPWAN Low-Power Wide-Area
Network Network
LTE-A Long-Term Evolution ML Machine Learning MQTT Message Queuing Telemetry
Advanced Transport
NB-IoT Narrowband Internet of NFC Near Field Communication PaaS Platform as a Service
Things
PC Personal Computer PCB Printed Circuit Board QBit Quantum Bit
SaaS Software as a Service SMTP Simple Mail Transfer Protocol SSL Secure Sockets Layer
SYN Synchronize TCP Transmission Control TCP/1P Transmission Control
Protocol Protocol/Internet Protocol
TLS Transport Layer Security UDP User Datagram Protocol UAV Unmanned Aerial Vehicle
UWB Ultra-Wideband V2I Vehicle-to-Infrastructure va2v Vehicle-to-Vehicle
WEP Wired Equivalent Privacy Wi-Fi Wireless Fidelity WiMAX Worldwide Interoperability
for Microwave Access
WLAN Wireless Local Area Network WPA Wi-Fi Protected Access WPA2 Wi-Fi Protected Access IT
WPA3 Wi-Fi Protected Access III WSN Wireless Sensor Network
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