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Abstract: With the large-scale application of Internet of Things (IoT) in the medical field, eHealthcare
has attracted wide attention. With the help of IoT devices, eHealthcare allows doctors to monitor
patients” health conditions and make recommendations accordingly. The addition of cloud computing
greatly saves Healthcare Center’s (HC) computing resources. In order to provide privacy and
fine-grained access control, Attribute-b ased encryption (ABE) is widely favored. HC usually operates
multiple medical institutions in different regions, and each medical institution can be regarded as a
attribute authority. Therefor, multi-authority (MA) ABE is usually concerned to encrypt the patient
data. However for existing MA-ABE algorithms, the ciphertext is long and the efficiency of encryption
and decryption is low. These problems will greatly increase the computing burden of patients and
seriously affect the efficiency of data transmission. Hence we propose a decentralized key-policy
MA-ABE in eHealthcare. The proposed algorithm can achieve decentralization, that is, it does not
need central authority. Meanwhile, compared with existing MA-ABE algorithms, the length of
ciphertext generated by our algorithm is shorter, and the efficiency of encryption and decryption
is significantly improved. With the help of Java Pairing Based Cryptography, we carried out the
experiments which show that our algorithm can effectively reduce the time required for encryption
and decryption.

Keywords: multi-authority ABE; key-policy ABE; eHealthcare

1. Introduction

Recent years, eHealthcare has attracted wide attention with the development of Internet of Things
(IoT) technology. In eHealthcare applications, hospitals and other medical centers collect patients” body
temperature, blood pressure and other information through IoT devices, which are then transmitted to
doctors. According to the transmitted information, doctors can determine the patient’s health status in
time and give corresponding solutions. EHealthcare can monitor the patient’s physical condition in
time, effectively ensuring people’s physical health. Especially in recent years, with the global epidemic
of COVID-19, people are paying more attention to their own health. Thus the need for eHealthcare is
more urgent.

Because of the large number of patients, healthcare center (HC) can not afford such a huge
amount of data and calculation, so cloud servers are usually used in eHealthcare. Although the use
of third-party cloud servers can effectively reduce the burden of computing and storing data, it also
brings data security issues. Since cloud servers are provided by untrusted or semi-trusted third parties,
these third parties can steal data during data transmission, which leads to the disclosure of patients’
privacy. Patients” physical data and doctors” diagnoses are important private data. Therefore, data
must be encrypted to prevent third-party servers from obtaining data. At the same time, patients’
data should only be available to the patient’s attending physician and doctors in the corresponding
department. Thus the encryption algorithm is supposed to implement fine-grained access control.

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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Compared with traditional encryption algorithms, Attribute-based encryption (ABE) can encrypt data
and realize fine-grained access control with less computing and storage resources, which has attracted
extensive attention.

ABE is an algorithm developed from identity-based encryption (IBE)[1]. There are two kinds
of ABE algorithms: Key-Policy Attribute-Based Encryption (KP-ABE)[2] and Ciphertext-Policy
Attribute-Based Encryption (CP-ABE)[3]. In KP-ABE, attributes are embedded in ciphertext, and
access policies are embedded in keys and sent to the user. In CP-ABE, on the contrary, attributes are
embedded in keys, and access policies are embedded in ciphertext. In the eHealthcare scenario, if a
patient wants to access eHealthcare’s services, he needs to obtain various physical data such as blood
pressure and pulse through IoT devices. The patient needs to encrypt and send these data on time
every day, just like updating logs, so that HC can judge patient’s health status in time. This data
involves privacy, and the patient only wants legitimate users, such as his primary care doctor, to be
able to decrypt the data. In order to properly arrange the authority of doctors, HC needs to assign the
corresponding access authority, namely decryption key, to doctors equally according to their positions
and departments. As long as the attributes of the patient data satisfy the doctor’s access rights, the
doctor can decrypt the patient data and return a diagnosis. Obviously, KP-ABE fits perfectly into this
encryption scenario.

. .
Deplz:rtme?t. )'
orthopedics "Doctor: chief
physician"
Doctorf ?hlef > AND
physician Data
Encryption "Department:
orthopedics"
Age: 45 Doctor

Patient

Figure 1. KP-ABE in eHealthcare

In order to provide services to more patients, HC can open several medical facilities in different
places. Patients may need to be diagnosed by a doctor in another area in order to receive better service.
For unified management of patient attributes and physician permissions, each medical institution can
be considered as an attribute authority responsible for assigning attributes and permissions to the
region. Therefore, multiple attribute authorities are needed in ABE algorithm, that is, multi-authority
ABE. Therefore, in eHealthcare applications, a multi-authority key-policy ABE (MA-KP-ABE) algorithm
is necessary. In order to timely and accurately judge the patient’s physical condition, the patient needs
to transmit the physical health data regularly. Due to the large amount of data transmitted and the
limited computing resources of patients, MA-KP-ABE algorithm used in eHealthcare is supposed to
reduce ciphertext size as much as possible and improve encryption efficiency. However, in recent years,
MA-ABE algorithms mainly pay attention to improve the security of ABE algorithm and extend the
function (e.g. revocable ABE and verifiable ABE). Existing algorithms do not meet the requirements of
the eHealthcare scenario. Hence, an efficient and security MA-KP-ABE algorithm is very necessary.
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1.1. Related Work

ABE is developed on the basis of IBE. In 2005, Sahai et al.[4] proposed fuzzy identities-based
encryption, and their scheme allowed for a certain amount of error in identity in order to use biometrics
as a user’s identity. Moreover, they first proposed the concept of ABE. In 2006, on the basis of fuzzy
identiity-based encryption, the first practical KP-ABE was proposed by Goyal et al.[2]. At the same
time, the concept of CP-ABE is also proposed in this article. In KP-ABE, attributes are embedded in
ciphertext, and access policies are embedded in keys and sent to the user. Compared with the previous
ABE algorithm, Goyal et al. introduced an access tree structure for access control. Based on the same
access structure, Bethencour et al.[3] proposed the first CP-ABE algorithm in 2007, but their scheme
was not security enough. It was considered unsafe in practical application. On this basis, Waters
et al.[5] designed an efficient CP-ABE using LSSS access structure. Their scheme was proved to be
selectively security without random oracles. In recent years, there are still many researches on ABE
scheme[6-10].

When Sahai et al. proposed fuzzy identities-based encryption, they raised the open problem
of whether the MA-ABE scheme could be constructed. Chase[11] solved this problem for the first
time by implementing the construction of a MA-ABE scheme using the global identity and a central
authority. Their scheme prevented collusion and tolerated corrupt authorities. But the addition of
central authority actually violates the original intention of the MA-ABE scheme design. To avoid using
central authority, Huang Lin et al.[12] realized a threshold MA-ABE scheme. But their algorithm can
only resist the collusion of m (a pre-set parameter) users. When m is large, the system will be very
inefficient. Chase et al.[13] further proposed a MA-ABE scheme. There is no need for central authority
in their scheme. The security was higher than that of Huang Lin et al, but their algorithm required that
authorities can communicate and transmit information with each other. Lewko et al.[14] proposed the
decentralized MA-CP-ABE algorithm in 2011. Their algorithm did not require central authority and
could resist the collusive attack of users. However, to achieve decentralization and better security, there
are many deficiencies in ciphertext size and encryption and decryption efficiency. Li et al. proposed
two different decentralized KP-ABE schemes in 2013[15] and 2015[16]. But all of their algorithms uses
prime order bilinear group, can only achieve selective security. In the last few years, there are still a lot
of studies on the multi-authority ABE scheme[17-20]. However, there is no security and decentralized
efficient MA-KP-ABE scheme.

1.2. Motivation

Obviously, a MA-KP-ABE algorithm is suitable and necessary to protect data privacy for patients
in eHealthcare. However, there is still no secure and efficient decentralized MA-KP-ABE algorithm. To
meet the encryption and transmission requirements of large amounts of patients” data in the preceding
eHealthcare application scenarios, the MA-KP-ABE algorithm in eHealthcare is supposed to:

1. not require any form of central authority. Because apparently there is no credible central authority
for HC and patients in the cloud.

2. achieve adaptive security. Because the data transferred in eHealthcare is the most significant
privacy data, the security of the encryption algorithm is extremely important.

3. achieve encryption and decryption efficiently. In order to improve transmission efficiency, reduce
transmission and storage consumption. The algorithm is supposed to improve the efficiency of
encryption and decryption.

1.3. Contribution
We propose a secure and effcient decentralized MA-KP-ABE algorithm.

1. First, We propose a MA-KP-ABE algorithm suitable for eHealthcare. The algorithm does not
require a central authority, so it can adapt to more complex scenarios
2. Second, our proposed algorithm can resist collusive attacks and can achieve adaptive security.
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3. Finally, compared with existing algorithms, our MA-KP-ABE algorithm greatly reduces ciphertext
size and improves the efficiency of encryption and decryption.

1.4. Organization

We introduce preliminaries in section 2. System model is introduced in the next section. According
to our system model, we also give corresponding security assumptions. In Section 4, we describe
construction of our MA-KP-ABE and prove the correct of the algorithm. Then we give security proof
of the algorithm in detail according to the assumptions and definitions. In Section 6, we make a
theoretical analysis and comparison between our and the existing algorithms. Then we conducted the
experiment and presented the results in detail. We made a summary in Section 7.

2. Preliminaries

We introduce the mathematics and cryptography preliminaries required for algorithm in this
section.

2.1. Composite Order Bilinear Groups

In order to achieve higher security, we choose to use bilinear map in composite order bilinear
groups as the foundation to construct our algorithm. The definitions can be described as follows.

1. G1 and Gs are composite order bilinear groups of order N where N = p1pa2ps3. p1, p2 and p3 are
three distinct primes.

2. eis abilinear map defined in G; X G; — G3. e satisfies the basic property of bilinear maps. That
is, for Vx,y € Gy and Vu,v € Zy, we have e(x",y”) = e(x,y)"".

3. Let g is a generator of G;. Then we have e(g, ) is also a generator of Gs.

If e, G1 and Gs satisfy the above conditions, then we have composite order bilinear groups G; and Gs
and bilinear map e. Similarly, if the order N of the multiplication cycle group G and Gr satisfies the
above conditions, we can also prove that the bilinear map e is computable. In the following paper,
we use G = (Gy, Gr, p1, P2, 3, N = p1paps,e) to represent bilinear groups and map generated by
randomly selected parameters as defined above.

Then we introduce the properties and assumptions required in algorithm design and security
proof. First we introduce definition of the notation which we need to use in the description of the
properties and assumptions. In this paper, Gp,, Gp,, Gy, respectively denote subgroups of order p,
p2, p3 in G1. Similarly, we let Gy, ,, Gp,p;, Gp,p; donate subgroups of order pyp2, p2ps, p1p3 in G. It
should be noted that for a composite bilinear group Gy, the subgroups satisfy the orthogonal property.
That is, Vx; € Gpyj € Gy, i =1,2,3, we have

e(x;,y;) = 1.

In assumptions, we use g; & Gp, to represent choosing a random generator g; of G, in whichi = 1,2,3

and T & G to represent choosing a random generator T of G;. Our algorithm is based on composite
order bilinear groups, and the security proof of the algorithm is based on some complexity assumptions.
Lewko et al.[21] uses these assumptions to implement comp safe IBE and HIBE algorithms, while
Lewko[14] uses these assumptions to implement a decentralized MA-ABE. These assumptions have
been proven to be safe, and we can directly use these assumptions to prove our MA-KP-ABE. We give
detail description of the assumption below.

Assumption 1. For G = (Gy, G3, p1, p2, p3, N = p1paps, ), we define elements as follows:

G = (N = p1p2p3, Gi1,Gs,e),

R R
g — GPl’X?) < Gp3
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u=(G,g Xs),
R R
Ty < Gpyp,, T2 < Gy,

. Assume there is an algorithm S. We define

Advlgs(A) = [Pr[S(U,Ty) = 1] — Pr[S(U, T,) = 1]|

Definition 1. For any polynomial-time algorithm S, if Advlg, s(A) is negligible. Then we can say that G
satisfies Assumption 1.

Assumption 2. For G = (G, G3, p1, P2, p3, N = p1paps, e), we define elements as follows:
G = (N = p1p2p3,G1,Gs, e),
R R R
8, Xl — Gplr XZ/ YZ — GPZIXSI Y3 — Gpgr
U= (G/ g/ X1X2/ XS/ Yng),
R R
Ty — G, T Gp1p3-
Assume there is an algorithm S. We define

Adv2g s(A) := [Pr[S(U, Ty) = 1] — Pr[S(U, Ty) = 1]|

Definition 2. For any polynomial-time algorithm S, if Adv2¢ s(A) is negligible. Then we can say that G
satisfies Assumption 2.

Assumption 3. For G = (Gy, G3, p1, P2, p3, N = p1p2ps,e), we define elements as follows:
G = (N = p1p2p3, G1,Gs,¢),

0,5 & 7,68 Gy X0, ¥0, 2 £ Gy X3 £ Gy,
u= (GrgrgtxXZI X3rgSYZr ZZ)/
Tl <£ E(g,g)“s, Tz <£ Gg.

Assume there is an algorithm S. We define

Advdg,s(A) = |Pr[S(U, Ty) = 1] — Pr[S(U, Ty) = 1]|

Definition 3. For any polynomial-time algorithm S, if Adv3g s(A) is negligible. Then we can say that G
satisfies Assumption 3.

2.2. Access Structure

Generally speaking, the access structure used in ABE includes tree, threshold and LSSS. In this
paper, we choose (t,n) threshold as access structure. Let {Xq,Xa,..., X, } be the set of attributes
and 1 < t < n. If an attribute set A" of a user satisfies a (f,n) threshold, that is to say t < |A* N
{Xl,Xz,.. .,Xn}|§ n.

2.3. MA-KP-ABE

A MA-KP-ABE includes the following five algorithms. In addition, we use K to represent the
amount of attribute authorities. Each attribute is monitored by one of K attribute authorities which
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means there are K disjoint attribute sets. But we note that an additional attribute authorities can be
added to the scheme at any time which is similarly with Chase’s scheme in 2007.

e System setup (A) — GP. Setup stage should be run by a trusted part which random chooses A
and computes the public parameters GP.

e Attribute authority setup (GP) — PKy4, SK4. Each attribute authority k takes GP as input and
generates PK 4 and SK4.

* Key generation (GP, GID, {dy}, {i}, SK4) — Dy ;. For an attribute authority k, define Ay as the
attribute set of all attributes handled by k. dj is a threshold which satisfies 1 < dj < \Ak | k runs
the algorithm which takes public parameters GP, a user’s GID, dy, attribute i belong to k and
secret key SK4 of k as input. Key generation step eventually generates a unique secret key for
each user.

* Encryption (M, GP,{A{},PK,) — C. Define Af as the attribute set of ciphertext attributes
handled by k. The sender takes the message M, GP, attribute set Aj, and public key PK4 of k as
input. After the Encryption phase, the plaintext to be transmitted is encrypted into ciphertext C.

* Decryption (C, {di}, {Dki}, {Ar}, {A}}, GP) — M. Like Af, we also define A} in the same way
where u represent a user. For every attribute authority k, if A} N Af|> dy, the user (receiver)
takes the ciphertext C as input and decrypt the corresponding M.

2.4. Security Definition

The security definition of a MA-KP-ABE can be described as a game between an adversary .A and
a challenge.

e Setup. The adversary A sends the corrupted attribute authorities list and good attribute
authorities list respectively to the challenger. Let AA’ be set of the corrupted authorities and AA
be set of good authorities. Let AC be the attributes set of all AA” and AA.

The challenger generates GP, PK4, and SK 4. Then the challenger sends GP, PK4 of AA, PK4 of
the corrupted attribute authorities AA’ and SKy4 of the corrupted attribute authorities AA’ to A.

* Phase 1. A makes queries for the secret key. For a GID, the challenger generate corresponding
secret key and send them to .A. There are two limits in the query process. First, A can not get
enough key to decrypt the challenge ciphertext. Second, A can not query an attribute authority
twice for the same GID.

¢ Challenge. A selects two message My and M; and send to the challenger. The challenger random
chooses one of the messages Mj, and encrypt M, for attribute sets AC. Then the challenger sends
the ciphertext to A.

¢ Phase 2. A makes more queries as query phase 1.

* Guess After receive the ciphertext, A guess which message has been encrypted and outputs a b'.
We define the advantage of the adversary as Pr[b = b'] — 1.

Definition 5. A MA-KP-ABE scheme is selective secure if there exists a polynomial time function has a
negligible advantage in this security game.

3. System Model

According to the application scenario we proposed, we propose the system model in eHealthcare
in our system. Furthermore, we give the security assumptions of the system.

3.1. System Model

The overall structure of the system is shown in Fig.2, which includes Patients, Attribute
Authorities, Cloud, and Doctors.


https://doi.org/10.20944/preprints202408.1938.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 27 August 2024 d0i:10.20944/preprints202408.1938.v1

7 of 18

Attribute
X Authorities

i

- -
— Results -
Ce«=3) («=3) («=3)

Patients Doctors
Figure 2. eHealthcare system model

1. Patients: In our system, patients use IoT devices to collect their physical data (like temperature,
blood pressure and so on). Patient send the encrypted data to Cloud for storage. Due to the need
for timely and accurate judgment of patients” physical conditions, data need to be uploaded at
regular intervals. Hence, the amount of data that needs to be passed is quite a large number. In
addition, we consider that patients are completely credible.

2. Attribute Authorities: Attribute authorities are the most critical part of our system, responsible
for managing the attributes of each patient and generating keys for each doctor. As patients and
doctors belong to multiple department management, there are multiple system authorities in our
system. All system authorities are responsible for managing their own attributes and there is no
central attribute authority.

3. Cloud: In our system, the cloud is responsible for receiving the data transmitted by the patient
and sending it to the doctor. And the cloud stores the data for a certain amount of time so that it
can be checked later. Because cloud services are provided by third parties, the cloud is not fully
trusted.

4. Doctors: In our system, doctors are data users. Doctors receive encrypted patients’ data from the
Cloud. Doctors have different access rights and corresponding private keys depending on their
position and department. Doctors can decrypt data using their secret keys.

3.2. Security Assumptions

In order to more accurately represent the security of our system model and the proposed algorithm,
we put forward some security assumptions and give corresponding explanations.

1. Patients are fully completely credible, while Attribute Authorities are also trusted entities. We
assume that attribute authorities are independent of each other and cannot communicate with
each other. This allows our system to be used in more demanding scenarios.

2. Because Cloud are provided by third-party cloud providers, it is considered semi-credible in
most research work. In this paper, we use the same assumption. That is, Cloud will try to decrypt
and steal patients’ data while delivering patients’ data. Therefore, encryption algorithms need to
prevent the cloud from decrypting patient data

3. We make the worst assumptions about Doctors. That is, Doctors only diagnose patients and
return results. A doctor can try, alone or in collusion with other doctors, to gain access to patients’
data that their own keys cannot decrypt. This assumption requires that encryption algorithms be
resistant to collusion attack.

4. Construction

We introduce our MA-KP-ABE based on bilinear groups and give correctness proof of our
algorithm in this section.
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4.1. Construction of Proposed Scheme

* System setup (A) — GP. We use groups G; and Gz and bilinear map e defined in Section 2.
Fix generator §; € Gp, and g3 € Gp,. System also chooses a hash function H : {0,1}" — Gp,,
so the hash function H maps the global ID GID of users to the elements of G,. Set the global
parameters:

GP = (E,N,gl,g3, H)

e Attribute authority setup (GP) — PKy4,SK4.For an attribute authority k, define Ay as the
attribute set of all attributes handled by k. Fix a random exponent y; € Zy and choose random
triTei € Zn for Vi € Ag. Then calculate Yy = e(g1,81)%, Tk = gik’i and Ry; = ;k'i. Set the
secret key of k as:

SKa = (Yir tiis TriVi € Ag)-

Set the public key of k as:
PKy = (Y, Tii, RyiVi € Ag).

* Key generation (GP, GID, {dy},{i}, SK4) — Dy;. For each k, Ay is the attribute set of attributes
handled by k and d is a threshold which satisfies 1 < dy < |Ag|. For attribute i of user u
belonging to k, k random choose a dy — 1 degree polynomial p which pi(0) = yk. The secret key
of u for attribute i which belongs to attribute authority k is set as:

Ptk(f) B
Dk,i =& ki H(GIDM) ki,

* Encryption (M, GP,{A{}, PK4) — C. Define A{ as the attribute set of all attributes handled by k
in the ciphertext. Choose random s € Zy. For a message M, the patient computes

E=Me||Y; = Me(g1,81) !

K s g Yk
k=1
Random choose K polynomials 41,42, - - - , gk whose degree are respectively dy,dp, - - - ,dx and
letq =q1+q2+ -+ gk where q(0) = ¢1(0) +42(0) + - - - +qx(0) = 0. For Vk and Vi € A¢,
compute
Ey; = Tg,RIV.

So the ciphertext of M is:

C = (E, Ex;Vi € A}, Vk)

* Decryption (C, {di}, {Dx,;}, GP) — M. Define A} as the attribute set of all the properties of u
that are handled by k. For every k, if | A} N A|> d, compute:

e(Dy;, Exj), i € Ay N Ay

Then u computes:

E
M—?.
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4.2. Proof of Correctness

If attribute sets of user u satisfies the access policy, that is to say, for every attribute authority k, let
|A¥ N AS|> dy. We assume that H(GID,,) = g'¥.

Pr (i) 1

T T ‘
e(Dk,ir Ek,i) = e(gl ki H(GIDu) k’l/ ]?/iRZi’(l))

pi (i)

. 1 .
ti T
=e(g ", I?,iRZ,ki(z))e(H(GlDu) ki, I?,iRZfi(l))

As we introduced in preliminaries, g1, g3 are generator of Gy, and G,,, so e(g1,83) = e(g3,81) = 1.
Then we have
Ptki(i) 0 ptk(i) ; Ptk(f) (0
ki )y ki oSt ki ATk
e(g ", Ii,ikai ) =e(g " /8" )& /&3 )
Mst i

= e(g1,81)
— e(gllgl)pk(i)s

and

1 . _id_ _id .

o ki St i k(DT
e(H(GID) ™, TyRED) = (g3 g1 e(gs™ g3
%fik(i)fk,i

= e(g3,83) "
= e(g3,g3)‘7k(i)id

Finally, we can get
e(Dy,i, Ex;) = e(g1,81)P Ve (g, g3) .
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Because |A}f N Af|> dy, according to Lagrange interpolation polynomial, we can interpolate to find
e(g1,81)P for every attribute authority k and e(g3, g3)7(0).

K
IT TI1 (e(Dxs Ek,i))Ak,i(O)

k=1icAlNAS

' A\ Dk,i (0)
:H. (e(gl’gl)pk(z)se(g3,g3)‘7k(l)1d) k

=11 (e(glfgl)Ak’i(o)pk(i)se(gg,,g3)Akz( )i (i )1d>

K K
=]Je(g1,81)" [Je(gs 83) )0
k=1 k=1
K

s Y Yk id Z qx(0)
=e(g1,81) 1 e(g3,83) *!
K
s Y Yk :
=e(g1,81) F' e(gs,83)7 04
K
s Y Yk
=e(g1,81) *!

K
-11%
k=1

)id

According to above equations, we prove the correctness of our MA-KP-ABE.

5. Proof of Security

We prove our MA-KP-ABE algorithm by employing the technique in [14]. In the dual system
encryption technique, there are two additional structures we need define before beginning our proof.
These two additional structures will not be used in real ABE encryption, but they will help with our
proof of security.

* Semi-functional Ciphertext. Let g, be the generator of G,,. Assume that C = (E, Ey;Vi €
Af,Vk) is a normal ciphertext, where E; = T} iRZ(iZ)' Choose random «; € Zy, then we set
semi-functional ciphertexts as:

C'=(E'=EE; = Eyigy').

2 1
* Semi-functional Key. Let ¢> be the generator of G,. Assume that Dy ; = gltk'i H(GID,)"i.is a
normal key for user u. Choose random f; € Zy, then we set semi-functional keys as :

Dy, = Dy igh
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Now we have normal key Dy ;, normal ciphertext C, semi-functional key D; ; and semi-functional
ciphertext C'. It is obviously that D; ; can decrypt C for

e(Dy ) = e(Dk,igfi,Ei)

= e(Dy, Ez‘)e(gg",Ei)
(D, E;)

and Dy ; can decrypt C’ for

e(Dk,i/ Ell)

e(Dyi, Eigy')
e(Dyi, Ei)e(Dri, 85')
e(Dyi, E;).

but D ; can not decrypt C'. In the process of proof, we need to ensure that simulator should
not distinguish Dy ; and Dj ; by decrypting semi-functional ciphertexts. We define the nominally
semi-functional key: the ke/y is a semi-functional key but can decrypt semi-functional ciphertexts
successfully. In our scheme, when Va;, a; = 0, we have

e(Dy.ig5', Eighi)

e(Dy, E;)e(Dyi, 85)e(gh', Eye(ga, g2) P
e(Dx,, E;).

e(Dy.;, Ef)

We will define a sequence of games in the following. Using the hybrid argument combined by
the sequence of games defined below and assumptions in Section 2, we can prove the security of our
scheme. Game,,;; is a real game defined as Section 2. Game is a real game except that all ciphertexts
given by simulator of Game are semi-functional. Gamey is a real game except that the first K keys of
Gamey are semi-functional and all ciphertexts given by simulator of Gamey are semi-functional. We
assume that g is the number of requests the attack makes, then Game, is a real game except that all
keys and all ciphertexts given by simulator of Gamey are semi-functional. It is obviously that Gamey
and Game, are two special cases of Gameg. Gameyiy, is like Game, except that the ciphertext is a
semi-functional encryption of a random message.

Lemma 1. Suppose there exists a polynomial algorithm A such that Game,., Advy —
GamegAdv, = €. Then we can build a polynomial algorithm B with advantage € in breaking
Assumption 1.

Proof. B first receive g, T, X3. According to the value of T, B will simulate Game,,, or Game
with A.

* Setup B first sets up the system. It sets g1 = g,¢3 = X3 and choose H : {0,1}" — G,,. B has
GP = (¢,N, g, X3,H).

B sends GP to A. Then B sets attribute authority. Random choose exponent y;, € Zy and
teisTki € Zn for Vi € Ay. Then calculate Yy = e(g, §)¥%, Ty; = ' and Ry; = X5 B computes
secret key

SKa = (Wi tiis TV € Ag)

and public key
PKp = (Yi, Tiei, Ry Vi € Ag).

We let k denote the good attribute authorities and k denote the corrupted attribute authorities. B
sends A PKy4 for all k € K and PK 4, SK4 for all k € K.
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* Phase 1 For a user u with GID* the adversary A queries, 3 generates corresponding secret key.
As we introduced in Section 3, B choose a random dj — 1 degree polynomial p for attribute i of u
belonging to k, and sets the secret key as:

peli)  dd

u _ Tt ov'ki
Dy; =g * X3+

¢ Challenge A sends two message My and M; to B. B random chooses one of the messages M,
and encrypt M, for attribute sets AC. To form the ciphertext, B first sets:

K

ry
E = Mye(g, T
Then for good attribute authority k, B sets:
Ek R Ttk,iX;k'iq(i)
i
and for corrupted attribute authority k, B sets:

Ek — gstk,,'X;k,iq(i)
i~
. So the ciphertext is

C= (E, Ek,iVi S A,C(,Vk)

Two cases can be discussed next. First, if T € Gy, p,, then C is a semi-functional ciphertext with ry; = «;.
rr,; mod p; is not correlated with a; mod pj, so this is properly distributed. If T € G,,, C is a normal
ciphertext. So Lemma 1 holds.

Lemma 2. Suppose there exists a polynomial algorithm A such that Gameg_1Adv 4 —
GamegAdv = €. Then we can build a polynomial algorithm B with advantage € in breaking
Assumption 2.

Proof. B first receive g, X1 X5, X3, Y2Y3, T. According to the value of T, B will simulate Gameg_4
or Gameg with A.

* Setup B first sets up the system. It sets ¢1 = ¢,¢3 = X3 and choose H : {0,1}" — Gy,. B has
P p y 81 =88 P3
GP = (¢,N, g, X3, H).

B sends GP to A. Then B sets attribute authority. Random choose exponent y;, € Zy and
tei ki € Zn for Vi € Ay. Then calculate Yy = e(g, g)%, Tr; = g' and Ry; = X3, B computes
secret key

SKa = (Y, tri 1x,iVi € Ay)

and public key
PKa = (Yi, Ty, RyiVi € Ag).

We let k denote the good attribute authorities and k denote the corrupted attribute authorities. B
sends A PKy4 for all k € K and PK,4,SK 4 for all k € K.

* Phase 1 For a user u with GID* the adversary A queries, 3 generates corresponding secret key.
For first K — 1 keys A queries, B generates and sends semi-functional keys. Hence, B choose a
random dj — 1 degree polynomial p for attribute i of u belonging to k, and sets the secret key as:

pili) id

D,L(lll- =g ki (Y2Y3)rk71
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It is obviously that id and r;; mod p> and ry; mod p3 are uncorrelated. So this is a properly
il

distributed semi-functional key with g5 = erk’i . For the K** key A queries, B choose random m

which g™ is equal to the G, part of T and generates secret key as:

o id

pili)

m’kit id
u _ e ki
D¥. = 8 4 kji
ki 8 Tt

For last key A queries, B generates secret key as:

i i) %
u __ ty s A
Dii =8 * X3

* Challenge A sends two message My and M to B. B random chooses one of the messages M,
and encrypt M, for attribute sets A€, To form the ciphertext, B first sets:

K

Ly
E = Mye(g, T)=1

Then for good attribute authority k, B sets:
Ek L — Ttk,i X;k,zﬂ(i)

g

and for corrupted attribute authority k, B sets:

Ek L — gStk/iX;kriq(i)

g

. So the ciphertext is
C = (E, Ex,;Vi € AL, Vk).

If T € Gy, then B has properly simulated Gamey_1. If T € Gp, ,, then BB has properly simulated Gamey.
Hence, Lemma 2 holds.

Lemma 3. Suppose there exists a polynomial algorithm A such that Game;Advy —
Gamefing Advy = €. Then we can build a polynomial algorithm B with advantage € in breaking
Assumption 3.

Proof. B first receive g, X5, X3,8°Ys, Z, T. According to the value of T, B will simulate Game,
or Gamefin, with A.

* Setup B first sets up the system. It sets g1 = g,¢3 = X3 and choose H : {0,1}" — G,,. B has
GP = (e,N, g, X3, H).

B sends GP to A. Then B sets attribute authority. Random choose exponent y;, € Zy and
teis ki € Zn for Vi € Ay Then calculate Yy = e(g, g)¥%, Ty = ' and Ry; = X5 B computes
secret key

SKa = (Y, tri x,iVi € Ag)

and public key
PKy = (Yk/ Tk,i/ Rk,iVi S Ak)-

We let k denote the good attribute authorities and k denote the corrupted attribute authorities. B
sends A PKy4 for all k € K and PK,4,SK 4 for all k € K.
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e Phase 1 For a user u with GID" the adversary A queries, B generates corresponding
semi-functional secret key. B choose a random dj — 1 degree polynomial p for attribute i of u
belonging to k, and random ¢; € Zy;, then sets the semi-functional secret key as:

Pr(@) rld
Di; =g '™ ZyX3".

¢ Challenge A sends two message My and M; to B. B random chooses one of the messages M,
and encrypt M, for attribute sets AC. To form the ciphertext, B first sets:

K

ry
E = Mye(g, T
Then for good attribute authority k, B sets:
E _ TtkIXVkM( )
and for corrupted attribute authority k, B sets:

Ek,i — gstk,iX;k,iq(i)

. So the ciphertext is
C= (E, Ek,l'Vi S AC,Vk)

It is obviously that

K K K
[T =11es)’ H (8" X2, )V
k=1 k=1 k=1

K

=[] elg g = e(g, )™

k=1

This implicitly sets 7y ; = «;. 7, ; mod p» is not correlated with a; mod p1, so this is properly distributed.
If T =e(g,g)*, Cisanormal ciphertext. If T is a random element of Gz, then C is a semi-functional
ciphertext with a random message. Hence, Lemma 3 holds.

Theorem 1. If Assumptions 1, 2, and 3 hold, then our ABE scheme is secure.

6. Efficiency

In this section, we demonstrate the efficiency of our algorithm in detail from two aspects of
theoretical analysis and experimental verification.

We first make a theoretical analysis of our algorithm and existing algorithms. Table 1. shows
whether the scheme is decentralized, what access structure the scheme uses, the ciphertext size,
encryption cost and decryption cost. In Table 1, we use 11, np, and n3 to represent the number of
encryption attributes, decryption attributes, and attribute authorities. In addition, we use L to represent
the size of group G; and G3, E to represent modular exponents in the group G; and G3, and P to
represent bilinear pairs.

In Table 1, compared with the first MA-ABE [11], the encryption and decryption efficiency of our
algorithm is lower than [11]. But our scheme is decentralized and doesn’t require any trusted central
authority. In eHealthcare, decentralization is essential because there is no trusted third party. Moreover,
our scheme can achieve adaptive security. Compared with other multi-authority ABE algorithms, our
proposed algorithm has the smallest ciphertext and the lowest encryption and decryption consumption.
The ciphertext size of our algorithm is (n7 + 1)L, which is basically the same as the ciphertext size of
the algorithm proposed by Rahulamathavan et al.[17], and smaller than that of algorithm [14], [16], [20].
In the encryption cost column, the encryption cost of our algorithm is only (217 + n3)E. That means
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our algorithm doesn’t require bilinear pair operation P which is the most computationally intensive
operation. Therefore, compared with other algorithms, our algorithm has the highest encryption
efficiency at present. Because encryption is done by patients with limited computing resources,
efficient encryption makes our algorithm more suitable for eHealthcare application scenarios. In
addition, the decryption efficiency of our algorithm is also the highest among the algorithms in the
table, which can also effectively reduce the computational burden of HC. algorithm

Setup —*—
Encrypt
— Decrypt
v 800 i
E
()
£ 600t .
o
@)l
k=
C 400+ .
c
-
(a4
200 .
O | | | | | |

5 10 15 20 25 30
Number of attributes
Figure 3. Our proposed MA-KP-ABE
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Figure 4. Comparison between our MA-KP-ABE and Lewko’ scheme

In order to show the superiority of our algorithm more intuitively, we implement Lewko” scheme
and our scheme. Both algorithms can realize adaptive security and are decentralized multi-authority
ABE algorithms. The experiments are executed on Intel(R) Core(TM) i5-12500H, 2.50 GHz. With the
help of Java Pairing Based Cryptography (JPBC) library, we implement our algorithm. We choose type
A1 curves of JPBC library with 3 160-bit primes. Each experiment is repeated 1000 times, and the data
presented is the average of the 1000 experiments.

We put the running time of each part in the same diagram to show the efficiency of each part more
clearly in Fig. 3. Among the four parts, the Setup stage takes the most time, but the Setup stage only
needs one time. The eHealthcare system only needs to generate public parameters at the beginning
and send them to all attribute authorities. The calculations required to transfer data include only
encryption and decryption operations. Therefore, the Setup stage has little effect on the efficiency of
the whole algorithm.

The remaining four figures show comparison of each stage between our MA-KP-ABE and Lewko’s
scheme. We use the scheme we proposed as the basis, implementing Lewko’s scheme to achieve
encryption and decryption under the same access strategy and the same plaintext. Fig. 4 shows
that our algorithm is slightly less efficient than Lewko’s in the Setup stage. In the Keygen stage,
our algorithm runs in almost the same time as Lewko’s algorithm. But as we explained above, the
calculations required to transfer data include only encryption and decryption operations. As shown in
Fig. 6 and Fig. 7, the encryption and decryption running time of our algorithm is much lower than
Lewko’s algorithm. This greatly improves data transfer efficiency, which is critical in eHealthcare
scenarios where large amounts of data are transferred.
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7. Conclusions

EHealthcare is an application field that has received wide attention at present. To protect the
security of patients” data in eHealthcare, we propose a MA-KP-ABE algorithm in this paper. Our
algorithm is decentralized and can achieve adaptive security. Compared with related multi-authority
ABE algorithms, our proposed algorithm greatly reduces ciphertext size, improves the efficiency of
encryption and decryption, and reduces the storage space needed for ciphertext. Experiments show
that our algorithm is the most efficient decentralized MA-KP-ABE algorithm at present. Therefore, in
the eHealthcare, our algorithm significantly improves the data transmission efficiency between the
patient, HC and cloud server, while providing patients’ data protection and fine-grained access.
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