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S N

Abstract: Globally, 77% of the elderly aged 65 and above suffer from multiple chronic ailments, according to recent
research. However, several barriers within the healthcare system in the developing world hinder the adoption of
home-based patient management. IoMT is beneficial for healthcare personnel, but its application raises security
concerns, particularly in authentication. Several authentication techniques have been proposed which, however,
lack a balance of security and usability. By analyzing the shortcomings of the existing authentication methods
and the available sensors on smartphones, this paper proposes to explore the possibility of using a smartphone’s
embedded sensors for elderly user identification process in loMT. We proposed an adaptive authentication
technique for the elderly patients using the MAPE-Kyy\t framework by developing an android application that
takes as input, the user’s contextual information including device fingerprint, location, network, and user data to
monitor the user and estimate the risk associated with a user using the Naive Bayes algorithm. The risk score was
then used as input to the rule-based module that assigned authenticators according to user age, health condition
and available authenticators. The model demonstrated high accuracy in distinguishing between authorized and

unauthorized access attempts and supported the usable security goal for the elderly users.

Keywords: Elderly Patients; SSA; Chronic-ailments; Risk-Calculation; Adaptive-Authentication; Smartphone;
Usable-Security

1. Introduction

Around 77% of the global elderly population, aged 65 and above, suffer from chronic diseases
like stroke, hypertension, asthma, diabetes, and cognitive impairment [1]. In the United States, 95%
of individuals over 60 years old suffer from at least one chronic illness, while 80% grapple with
multiple conditions [2]. Even the elderly population in Sub-Saharan Africa (SSA), comprising 3% of
the overall population, [3,4], is vulnerable to health-related issues. At the same time, the provision of
basic, high-quality, and affordable healthcare has posed a universal dilemma. The growing elderly
population significantly impacts their societies and families [5,6], and inadequately staffed healthcare
facilities pose challenges in accommodating all patients [7].

The recent COVID-19 pandemic has accelerated the adoption of home-based care [8,9], prompting
the integration of the Internet of Medical Things (IoMT) to support healthcare stakeholders both
within and outside healthcare settings. The progression of sensor technologies and mobile devices has
accelerated the adoption of IoMT [10] with smartphones being integrated into IoMT for telemedicine
applications due to their affordability and sensor availability, enabling non-invasive vital parameters
monitoring, communication, and healthy behavior encouragement.

However, the implementation of IoMT faces challenges concerning the privacy and security
of patient data [9,11,12] yet IoT systems cater for both technical and non-technical users [13], but
most end users, including elderly individuals, lack technological proficiency and are unlikely to
implement security measures, making them susceptible to potential attacks [14]. At the same time,
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the development of security protocols often fails to account for the health issues prevalent in older
populations [15,16] yet when it comes to authentication, [17] indicate that elderly users have their
authenticator preferences.

Although smartphones are commonly utilized for authentication purposes, there is little empirical
support regarding their effectiveness across various age demographics [5]. Despite ongoing research
on suitable authentication techniques [1], there is a lack of extensive research on the practicality
of authentication technologies for senior citizens and individuals with disabilities [18]. Therefore,
research on smartphone-based user authentication mechanisms for the elderly is crucial.

This research aims to improve usable-security by developing and implementing an Android
based adaptive authentication system for elderly IoMT users .

The primary objectives are as follows:

i) Examine various Internet of Medical Things (IoMT) user authentication methodologies and evaluate
their appropriateness in the context of authenticating elderly individuals in SSA,

ii) Develop a Naive Bayes Android-based adaptive authentication app for [oMT hardware and software
that considers elderly users” medical conditions and risk scores for suitable authenticators, and

iii) Assess the efficacy of the proposed model in authenticating the elderly users.

The selection of an Android device was predicated on its widespread availability in the SSA region,
with a substantial market share of 83.6%, in stark contrast to Apple’s 14.35% [19].

The rest of the paper is organised as follows: Section 2 analyses the various authenticators
available and their strengths and weaknesses. Related work is discussed in Section 3. The details of
our proposed framework are discussed in Section 4. The results and findings are presented in Section
5. Discussion of results is presented in Section 6. Finally Section 7 concludes and provides future work.

2. Analysis of Various Authenticators

Despite widespread recognition, there is a lack of proactive measures to address emerging threats
on IoMTs, hindering the implementation of effective mHealth applications. Around 60% of smartphone
users don’t use security measures, and mobile platforms often use explicit authentication [20]. Elderly
individuals with chronic conditions like arthritis, Parkinson’s, and osteoporosis face challenges in
utilizing authentication systems [20,21], making them more susceptible to security breaches [22].
Authentication is a critical component in maintaining network security [23], acting as the initial
defense against potential attacks. Multi-Factor Authentication (MFA) combines knowledge-based,
physiological, and behavioral candidate authenticators, requiring attackers to have to break another
barrier if one factor is compromised [24]. Figure 1 shows examples of factors used in MFA.

What you know? What you have? What you are? The cont?xt
you are in
password smart phone user biometrics location
[ — °
7.:7 ‘m)! AN
lock pattern smart card device unique ID activity
© O )
b il e o e
[OROZO) )

Figure 1. Examples of factors used in MFA. Reproduced with permission from Hazratifard et al [9]
We now examine the appropriateness of the following authenticators for elderly users.

2.1. Knowledge Based Authenticators

PIN

The Personal Identification Number (PIN) is an old, secure, maskable, and quick authentication
method that uses a combination of four or six numbers [25]. It is liked by the elderly [17], can defeat
shoulder surfing, but it is easily forgotten, making it less suitable for the elderly.
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Textual Password

This old authentication mechanism, which can contain special and alphanumeric symbols, is
more resistant to brute force attacks than PINs [26]. However, elderly individuals often struggle with
password input due to arthritis, early-stage dementia [5], deteriorating vision [21], frustration [25],
and lack of prior technology exposure [27].

Graphical Password

Images, instead of alphanumeric characters, are utilized for memory stimulation and are easier to
remember than text [25], making them more accessible to elderly users.

Face Recognition

Faces serve as a verification system for senior citizens, allowing easier memory retention and
selection from a set of saved faces.

Pattern Lock

Users draw recognizable patterns on a 3 by 3 grid, which is usable and less time-consuming than
PIN, but may be frustrating for dexterity-deficient adults [25] and susceptible to side channel attacks.
Fingertips can leave a distinctive trace on the screen.

Musipass

Musi pass, easy to remember, allows users to choose their preferred music as their password [27],
but may not be suitable for elderly individuals with typing difficulties.

2.2. Biometric Authenticators

Biometrics identify living individuals’ physiological or behavioral attributes for authentication
[28]. Biometric traits are widely used as authenticators in mobile devices combining the "what you
have" and "what you are" dimensions [9]. Most IoT devices are improving their sensorial abilities,
enabling user data collection for authentication [9], with success significantly influenced by user
experience [29].

2.2.1. Physiological Based Biometric Authenticators

Human motion behavior feature extraction uses machine vision and sensor-based methods, but
the former is complex and susceptible to environmental factors, while the latter is low-cost and non-
susceptible to environmental factors [30].

Fingerprint/Palm

Although older users prefer fingerprint authentication [20], they are less likely to successfully
authenticate using it. Off-the-shelf smart devices now offer scanner capture technology [31], but factors
like aging, moisture, gender, medical, and occupation can hinder its effectiveness [29].

Ocular /Eye Scanner Scanning

The eye, through the iris or retina can be used for authentication. The scanner is costly and less
common, and its authentication process may be impeded by factors like spectacles [31], age, and
environmental light intensity [29].

Voice Recognition

Most devices come with built-in microphones that can be utilized for voice capture and authen-
tication. The user’s state or age can significantly impact the outcome of voice capture, potentially
leading to a Denial of Service. Despite being user-friendly, they are more susceptible to spoofing
attacks than facial recognition systems [31] so they must be combined with other authenticators to
enhance security.

Facial Recognition

This camera-based technique compares user’s image with database but requires good lighting
and not suitable for low-cost wearable devices [20]. Factors like glasses, facial expressions, age, poses,
and lighting influence results [29].
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2.2.2. Behaviour Based Authentication

These models use Machine Learning (ML) to authenticate users by learning their previous access
patterns. This authentication mechanism is beneficial for tracking user behavior over a specific period
[31] but requires time to observe, and algorithm design is complex. Older individuals” use of behavior
is difficult to capture due to their limited activities. Examples of authentication mechanisms are
explained below.

Gait based authentication

Modern mobile devices can effectively capture gait patterns for authentication [32], but older
adults face more challenges due to walking challenges [1].

Heart Rate Biometric Identification

Heart rate signals are unique and consistent over time [33], and while smartphones with integrated
sensors offer heart rate biometric authentication, research on its use in elderly individuals is still limited.

2.3. Smartphones and Wearables

Wearables have gained popularity for their use in health monitoring and authentication. However,
most health-related signal proposals are based on high-end medical equipment datasets that may not
accurately represent widely available devices. Smartphones and tablets are popular portable devices
in the IoT [34], although they are not always considered essential components. They have the expected
capabilities of traditional IoT, and they interact with IoT devices.

2.4. Adaptive Authentication

Adaptive security is a self-monitoring security method that prevents network attacks by altering
its behavior and controlling the conditions under observation [23]. It reduces monotonous selection of
the same authentication factors and identifies risks more effectively than the one-size-fits-all approach
[35].

2.4.1. Risk-based Authentication

This is an adaptive authentication method that calculates user activity risk using contextual and
historical data, calculating the risk score in real time using specific rules [36]. There has been a lot
of research done on adaptive authentication, but not much of it has produced real-world, workable
solutions [37].

3. Related Work

3.1. IoMT Authentication

Authors [38] proposed a secure lightweight authentication scheme (LAS) for [oMT-based health-
care systems, enhancing security in healthcare systems. The proposed system required device reg-
istration and central authority approval, but allowed peer-to-peer communication without central
intervention during authentication and communication phases while outperforming other lightweight
schemes. However,only the technical part of the scheme was evaluated. A graphical-password-based
user authentication scheme for the IoMT to improve security and user experience during the COVID-19
pandemic was proposed in [39]. The proposed scheme, implemented via an Android application,
was assessed for system, information, and interface quality using the Post-Study System Usability
Questionnaire (PSSUQ) tool, demonstrating its potential to enhance user authentication experiences
in healthcare. Similarly, authors [40] proposed an improved lightweight user authentication scheme
for the Internet of Medical Things (IoMT) in which the hash function and XOR operation are used for
operation in low-spec healthcare IoT sensors. The proposed scheme outperformed other protocols in
terms of security and performance, but did not deal with smartphone sensors. Protection of patient
information’s confidentiality in IoT gadgets was proposed in [41] who used decentralized identifiers
(DIDs) and verifiable credentials (VCs) together with OAuth based authorization framework. The pro-
posed framework demonstrated enhanced privacy and security through a smart pill despenser, thereby
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streamlining access control administration. The work, however, mainly focused on the technical part of
the model than the user part. A study [42] proposed a multifactor authentication system for IoT-based
Wireless Medical Sensor Networks, enhancing security, scalability, and effectiveness in patient care.
The proposed system, while offering enhanced functionality and resistance to common attacks, did
not include smartphones. The use of artificial intelligence to enhance authentication of [oMT through
the design of a framework which uses bioelectrical signals for authentication and artificial intelligence
with contextual data was proposed in [43]. The framework enhances security in healthcare, maintains
user trust and data integrity, balances usability and security and is adaptable to various devices. Their
work,however, was only restricted to bioelectrical signals.

Most works on IoMT involving the elderly looks at applications that monitor their health and
maintain their well-being without looking at authentication. We will now look at other works in the
realm of IoMT that do not necessarily look at the elderly authentication.

Authors [44] suggested an assessment framework to offer trustworthy and safe authentication
procedures based on authentication features for Internet of Health Things (IoHT) devices. Using a
hybrid multicriteria decision-making methodology, the framework assesses authentication aspects
and determines which authentication scheme or method is best. The work, though adaptive, does
not consider the elderly users. A biometric based authentication scheme for hospital environments
where patients interact with smart surroundings without explicit gadgets was proposed in [45]. The
scheme can resist various well-known attacks showing that biometric keys are crucial for identification
and authentication, but the work generalises security and does not focus on the elderly. A novel, low-
complexity, and resilient remote user authentication system for Internet of Things-enabled healthcare
applications was presented in [46]. A formal verification proved the security of the scheme and its
applicability in real-world healthcare applications. The exploration of authentication techniques for
IoT-enabled healthcare systems at different network levels and a taxonomy of attacks was conducted
in [47]. Their work focused on user and device verification but does not focus on the elderly users.

3.2. Adaptive Authentication

Bayesian probability in Context Aware Scalable Authentication (CASA) proposed in [48] selects
active authentication methods based on passive factors and location contexts to lock the screen based
on PIN and password. The model, while reducing usability, forms the foundation for modern adaptive
authentication. Author [49] introduced CYOA, allowing users to choose their authentication scheme
based on their inclinations, capabilities, and usage context, but restricting flexibility and introducing
delays, especially for elderly users. A proposed smartphone adaptation adjusts lock functionality
between vocal sound recognition, facial scan, and fingerprint based on usability was proposed in [50],
but disregards security due to its focus on usability. In conclusion, there is no universally applicable
solution for IoMT security, and thus the various authentication mechanisms can be used in conjunction
to improve security at the elderly users’ convenience [51].

4. Research Method

The proposed Adaptive Authentication model analyzes user interaction with an Android applica-
tion to create a risk profile using the Naive Bayes Machine Learning algorithm. During authentication,
an assessment of the context is executed to estimate the risk associated with the login request. The
outcome will be categorized as a Propensity Score, which will determine the level of authentication
difficulty and the authenticators to be used. The goal is to create an authentication solution that
is tailored to the user’s visual, mental, and physical medical condition providing a user-friendly
authentication experience while ensuring the security of their medical information. The steps follow
the MAPE-Kyr framework.
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4.1. Naive Bayes Machine Learning Algorithm

This supervised machine learning algorithm employs probabilistic and statistical methods for
classification. The derivation of the Naive Bayes probability from the simple Bayes Theorem is written

as follows: P(X|Y) - P(Y)
P(Y|X) = W, ey
where X = (x1,x2,.......... ,Xy) represent the user’s context. Expanding using the chain rule gives
P(x1y) - P(x2|y)..P(xn | y)
P(y|xq1,.xp) = , 2
W1, xn) P(x1)P(x2)--P(xy) @
and since the denominator does not change, the equation is simplified as
n
P(ylxy,...,xn) o P(y) [ TP(xily), &)
i=1

Let P(y | x1,...,x,) be represented by P(u) for simplicity purposes. The verification stage compares
the user’s illegitimacy probability P(u) to a predefined threshold «(0,1), if it’s 1, access is denied,
otherwise, multiclasses are used. The following formula is used to calculate the categorization decision
rule:

P(u) = {Legitimate, if P(u) < 0.2 ”

Suspicious, if P(u) > 0.2,

4.1.1. Proposed System Overview

The researchers utilized Android smartphones with Android version 12 or higher, equipped
with sensors for context identification and authentication. The smartphone functions as a lightweight
information processor, sensing and actuating, and sending data to the cloud for further processing and
storage. The research introduces a new feature - human-machine collaboration, which is integrated
into the framework’s monitoring, analysis, and execution. This work introduces novel aspects that
include assigning authenticators based on risk, user medical conditions, available authenticators, and
testing outside the lab environment. Algorithm 1 shows the steps followed from clicking of the login
button to authorisation.

Algorithm1. Adaptive Authentication for elderly users.
Input: Mobile_Browser, Mobile_OS, IPAddress, Network_Type,
GPS_Coordinates, Access_Time, Knowledge_based data,
Biometric_data.
Output: Risk Score, Trust Score, Age and Authentication Result.
Assumption:  The usability of authenticators is significantly influenced by age
and medical condition.

1. Start Adaptive App by clicking icon.
2. Get User Verification Information:

¢ User- Begin Signup if no account exists, or Login if already registered.

e User - During Signup, select Medical Condition(s) for App to determine the usable authen-
ticators for user.

e App- Verifies User email address/phone number and password or PIN.

3. Define partial conditional probabilities as weights using Naive Bayes Theorem:

* App- Use Naive Bayes to define conditional probabilities of deviation of input.

¢ App- Capture all background and active data that define a user.
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4. Calculate first level weighted risk score:
¢ App- Get email/username and device parameters.

If account is verified on device, request adaptive authentication PIN or password
else
Invoke other available and usable verification methods.

5. Calculate second level weighted risk score:

e Verify user against device.

If user and device match, invoke one usable authenticator and update trust score
else
Invoke other available and usable authenticators.
6. Iterate Through User Profiles:
Begin: While Trust Score < Threshold

¢ [teratively continue through each user profile, calculating the risk score, and initial trust
score.

¢ Authenticate with available and usable authenticators, one at a time.

e Update trust score at each iteration:
Trust Score+=Trust Score
End

7. Display Results:

e Show each user’s risk score, trust score and whether authenticated or not.

Figure 2 shows the signup and login screens.

17210 P © 9 = allonl @+ 17210 P © TQ = allinl G+

Adaptive Adaptive

O Yes O No Use pin instead

Figure 2. Signup and Login screens.
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Figure 3 shows cases of failed login where a) shows an unregistered user being unrecognized and
b) a registered user who fails the initial knowledge-based authentication before biometric fingerprint
is invoked which is again, failed before a failure message is displayed signaling the end of the session.
Part c) shows the successful authentication screen where the system starts searching for nearby
bluetooth devices that can also be used for authentication.

a) Unregistered user trying to login b) Registered user authenticated with PIN and stepped up to Fingerprint ¢) Authenticated

Figure 3. Signup and Login screens.
The same occurs if there are changes in any other contextual factors.

Pre-Study Survey

Previous study [17] analyzed user demographics, ICT backgrounds, disabilities, security aware-
ness, and preferred authentication methods to aid in prototype development. The study utilized
participants over 18 years of age in a pre-study survey to identify age-related differences in the above
parameters. The information gathering stage did not involve comparison with the actual survey due
to the varying outcomes and changes in participants.

Study Setup

Participants were interviewed using smartphones at workplaces, hospitals, or homes, starting
with the enrollment phase where they registered, provided information, and created models. The
usability of their smartphones was assumed to be enhanced due to their familiarity with them.

Tasks

Participants were instructed to assume to be logging into their health portal, primarily for
authentication purposes, rather than accessing the actual portal.

4.2. Participants

4.2.1. Population

This study focused on patients over the age of fifty (50) years, assuming they are not active and
are not technologically savvy, implying the need for static authentication.

4.2.2. Sample Size

Fifty-three (53) participants comprising twenty-five(25) women and twenty-eight(28) participated
in the research. Seven(7) participants did not respond giving an 88% response rate.

4.2.3. Sampling Technique

The research utilized stratified systematic sampling to represent both rural and urban populations.

4.2.4. Inclusion and Exclusion Criteria

The study, following the Belmont Report [52], analyzed elderly users, excluding the upper age
limit, and using smartphone ownership as an inclusion criterion. The study excluded participants
under the age of 50 and the elderly without a smartphone.
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4.3. Data Collection

The data was collected through the app’s registration form and user logins, with an average of
five trials per participant.

5. Results

The adaptive authentication app collected data on users’ contexts, medical conditions, risk scores,
and authentication status after their interaction. The analysis utilized various metrics, including
confusion matrices for various segments of the adaptive authentication model. The results were
analyzed using R Studio.The study aimed to identify patterns in authentication difficulty or ease
among elderly participants using our proposed model, focusing on successful or failed authentication.

5.1. Confusion Matrix and Statistics for Overall Authorisation

Figure 4 shows the confusion matrix and statistics for the authentication to authorisation process.

Reference  Accuracy: 1 Mcnemar's Test P-Value:
Prediction 0 1 95% cI: (0.9844, 1) NA
0120 O No Information Rate: 0.5106
1 0 115 P-value [Acc > NIR]: Sensitivity: 1.0000
< 2.2e-16 Specificity: 1.0000

Pos Pred value: 1.0000
Kappa: 1 Neg Pred value: 1.0000
Prevalence: 0.5106
Detection Rate: 0.5106
Detection Prevalence:
0.5106
Balanced Accuracy:
1.0000

'Positive' Class: 0

Figure 4. Overall Confusion Matrix and Statistics.

The model accurately classified every instance in the dataset, with a 95% confidence interval
indicating 100% accuracy. The model’s low p-value suggests superior performance compared to
the baseline, with a true accuracy of at least 98.44%. The No Information Rate indicates that an
estimate about the most prevalent class could be accurate 51.06% of the time. Together, these measures
provide compelling evidence that the model works remarkably well on the provided data, accurately
categorising every event with no errors. Other metrics used include balanced accuracy, prevalence,
detection rate, positive predictive value (PPV), negative predictive value (NPV), specificity, sensitivity,
and McNemar’s test findings. The model accurately identified true positives and negatives when both
sensitivity and specificity are at 1. The dataset’s balanced accuracy of 1 indicates similar functionality
in both groups, with equal prevalence, detection rate, and detection prevalence aligning with the actual
class distribution. To ensure the model’s success in generalizing and not overfitting the training data,
it is crucial to confirm its performance using unexplored test data.

Our model demonstrated perfect discrimination capacity between the positive and negative
classes with the Area Under the ROC Curve (AUC) value of 1. The model consistently scored positive
instances higher than negative instances for randomly selected positive and negative instances. Figure 5
shows the ROC curve for authentication and authorisation with the Area under the Curve (AUC) of 1.
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Figure 5. ROC Curve for authentication and authorisation.

The results of combining the AUC with additional performance indicators are shown in table 1.

Table 1. Combination of AUC with other performance metrics.

Metric Value
Accuracy 1
Sensitivity(Recall)
Specificity
Precision(PPV)
NPV
Balanced Accuracy

[HRY YWY U U (U

The adaptive authentication model with no false positives or negatives, accurately recognizes all
positive and negative classifications, accurately predicting data distributions. The model accurately
predicts the dataset’s class distributions and consistently ranks positive examples higher than negative
ones, demonstrating a flawless AUC. However, since these results may indicate overfitting we further
performed cross-validation. False Positive Rate (FPR) and False Negative Rate (FNR) were calculated
with results of zero (0) for each. For the given dataset, a false positive rate and false negative rate of 0
bolster the model’s accuracy and reliability.

5.2. Usability Evaluation

False Acceptance and Rejection Rates were used for measuring usability of the model. Table 2
shows the evaluation metrics.

Table 2. Combination of AUC with other performance metrics.

Metric Value
False Rejection Rate 0
False Acceptance Rate 0

The authentication paradigm exhibits high security and usability, with zero false acceptance and
rejection rates, demonstrating its exceptional performance. The model’s authentication decisions are
accurate and consistent, ensuring users’ authenticated state is accurately matched.

5.3. User Health Impact on Authentication

Our model accurately predicted 80% of the cases, with an overall accuracy of 80%. The system
accurately detects positive situations in class 0 (positive cases), as evidenced by its high recall and
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precision. The model’s strong specificity indicates its ability to accurately identify instances of class 1
(negative cases). Figure 6 shows the confusion matrix and statistics for health impact on authentication.

Prediction 0 1 Accuracy: 0.8 Mcnemar's Test P-value:
0 94 21 95% c1: (0.7431, 0.8492) 0.5596
1 26 94 No Information Rate: 0.5106
pP-value [Acc > NIR]: <2e-16 Sensitivity: 0.7833
specificity: 0.8174
Kappa: 0.6002 Pos Pred value: 0.8174
Neg Pred value: 0.7833
prevalence: 0.5106
Detection Rate: 0.4000
Detection Prevalence: 0.4894
Balanced Accuracy: 0.8004

'Positive’ Class: 0

Figure 6. Confusion matrix and statistics for health impact on authentication

Further analysis and investigation may be necessary to identify the most significant predictor
features and their impact on model performance. Cross validation was also required to validate the
model on independent datasets.

5.4. Train Test Split and Cross-Validation

The model underwent further validation through train test split and cross-validation, utilizing
Confusion Matrix and Statistics results as shown in the tables.

5.4.1. Train Test Split

Figure 7 shows the confusion matrix and statistics for the train test split option.

Reference
Prediction 0 1 Accuracy: 1 Mcnemar's Test P-value:
0280 95% cI: (0.9494, 1) NA
10 43 No Information Rate:
0.6056 Sensitivity: 1.0000

P-value [Acc > NIR]: Specificity: 1.0000

3.443e-16 Pos Pred value: 1.0000
Neg Pred value: 1.0000

Kappa: 1 Prevalence: 0.3944
Detection Rate: 0.3944
Detection Prevalence:
0.3944
Balanced Accuracy:
1.0000

'"Positive' Class: 0

Figure 7. Confusion matrix and statistics for the train test split option

The model demonstrated perfect sensitivity and specificity in accurately predicting all occurrences
in the test set, detecting both positive and negative cases. The Kappa, Precision, and Negative Predictive
Values indicate that all forecasts for each class were accurate, confirming the initial results. The model
effectively generalizes to the test data, as indicated by the findings.

5.5. Cross Validation

The Random Forest classifier was used for cross-validation with 235 samples, 26 predictors, and 2

classes to analyze access performance metrics and confusion matrix. Figure 8 shows the performance
metrics.
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Access pe rformance metrics

mtry Accuracy Kappa Accuracy SD  Kappa SD
1 2 0.8891304 0.7779628 0.05774286 0.1154879
2 133 1.0000000 1.0000000 0.0000000 0.0000000

265 1.0000000 1.0000000 0.0000000 0.0000000

3
Access confusion matrix and other metrics

Reference Accuracy: 1 Mcnemar's Test P-value: NA
Prediction 0 1 95% cI: (0.9844, 1)
0120 0 No Information Rate: Sensitivity: 1.0000
1 0 115 0.5106 Specificity: 1.0000
P-value [Acc > NIR]: < Pos Pred value: 1.0000
2.2e-16 Neg Pred value: 1.0000
prevalence: 0.5106
Kappa: 1 Detection Rate: 0.510

6
Detection Prevalence: 0.5106
Balanced Accuracy: 1.0000

'"Positive’ Class: 0

Figure 8. Confusion matrix and statistics for the cross validation option

The model shows high accuracy and kappa in both train-test split and cross-validation results,
indicating its ability to effectively generalize to unknown data.

5.6. Distance Analysis

We performed distance analysis to determine the effect of location on authentication. The research
emphasized the significance of location as it determined the distance a user, assumed to be always
with their smartphone, would have moved from a known location. This is shown in Figure 9.

Residuals:
Min 1@ Median 3Q Max
-0.7345 -0.2008 0.1321 0.2103 0.4219

Coefficients:
Estimate std. Error t value Pr(>|t])

(Intercept) 0.912344 0.028185 32.37 <2e-16 ***
dist_from_epicenter -0.044475 0.002147 -20.71 <2e-16 ***
Signif. codes: 0 ‘***’ 0.001 ‘**’ 0.01 ‘*’ 0.05 “.” 0.1 * * 1

Residual standard error: 0.2978 on 233 degrees of freedom
Multiple R-squared: 0.6481, Adjusted R-squared: 0.6466
F-statistic: 429.1 on 1 and 233 DF, p-value: < 2.2e-16

Figure 9. Distance Analysis

The linear regression analysis reveals a significant negative correlation between Dist from epicenter
and authorised. The likelihood of obtaining authorization decreases as the distance from the epicentre
increases. The relationship is statistically significant due to the significant variability in the authorized
variable. Figure 10 shows a graphical illustration of the distance analysis.
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Distance vs Ranking

as.factor{authorised)
= 0

L 1

Trust Ranking

Dis.'.:lnl:.c from Kncwn Loca’:-l:ln
Figure 10. Distance Graph
The results indicate that our model has a tolerance for radius from a known location, raising

suspicion when the radius exceeds the threshold. Our model’s user-friendliness is evident, particularly
for the elderly users.

Effectiveness

The model’s effectiveness in predicting user access was assessed using the confusion matrix and
related metrics. The success-ratio was measured to ensure the model’s reliability and usability in
real-world scenarios. Figure 11 shows part of the success-ratio results.

owner_id total_logins successtul_logins success_ratio

26 5 3 0.6
27 5 3 0.6
28 5 2 0.4
29 5 4 0.8
30 5 4 0.8
31 5 3 0.6
32 5 4 0.8
33 5 2 0.4
34 5 3 0.6

Figure 11. Snippet of success ratio

The snapshot shows a success-ratio between 0.4 and 0.8, with successful logins generally exceeding
failed logins.

Efficiency

The efficiency of our model was assessed through the FRR and FAR measurements, both of which
had zero values indicating efficient classification. The study analyzed various factors such as trust
ranking, success rate, completion rate, average success ratio, overall completion rate, and average
success ratio. The overall values are as shown in Table 3.

Table 3. Overall success and completion ratios.

Metric Value
Average Success Ratio 0.47
Overall Success Rate 0.49
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6. Discussion

We implemented an adaptive user authentication model for IoMT users with particular focus on
improving usable-security. The model, which was implemented on Android smartphones, demon-
strated promising results in terms of accuracy, precision, recall, and overall performance. The model
calculates the initial risk score by utilizing various features like user ID, device ID, network, location,
and habits and goes to perform a stepwise authentication guided by the hardware of the device.
The model has demonstrated high accuracy (1.0) in identifying authorized and unauthorized access
attempts during cross-validation, indicating effective risk calculation. These ideal outcomes, however,
could not always be practical and might point to possible problems like overfitting, particularly
given that the evaluation was mostly focused on training data rather than a distinct test set. To
ensure the model maintains its excellent performance in real-world scenarios, it is crucial to maintain
consistency in its performance on unobserved test data. The Kappa value of 1 indicates a perfect
agreement between the model’s predictions and the actual values after adjusting for chance. The risk
calculation mechanism accurately detects anomalies and legitimate and fraudulent access attempts,
with a 1.0 sensitivity and specificity, ensuring no false positives or negatives. Combining the AUC
with additional performance indicators showed that our model accurately recognizes all positive and
negative classifications, accurately predicting data distributions. The results suggest that there may be
overfitting, which may necessitate cross-validation. The authentication paradigm, which has zero false
acceptance and rejection rates, exhibits high security and usability. Although these results are ideal, the
model’s performance in real-world scenarios and against different user types is crucial for ensuring its
robustness and generalizability.

The health impacts accuracy rate is 80%, indicating accurate detection of positive situations with
high recall and precision. Further analysis and investigation may be necessary to identify the most
significant predictor features and their impact on model performance. In evaluating using the train
test split, the model’s Kappa, Precision, and NPV show accurate forecasts for each class, indicating
good generalization to test data. The study found a mix of high and low trust users, with a median
trust value of 0.5, influenced by contextual factors. Health conditions, age and location data in this
case were significant predictors of trust score. At the same time, distance from the known location
has a significant negative impact on authorization, which is consistent with the model’s logic that
increased distance reduces trust. To enhance the validity of the study, it is recommended to incorporate
more predictors, examine multicollinearity and non-linear relationships. The confusion matrix shows
100% accuracy in training, but 80% cross validation results suggest room for improvement in final
authorization decision based on trust score and risk assessment. The high Kappa value indicates
a strong agreement between the predicted and actual classes. The model was tested for usability
considering health conditions and distance from known locations, ensuring fair treatment for elderly
users with certain medical conditions and appropriate authentication methods. However, this is
limited to the hardware on a particular smartphone. Average and overall success ratios validate [20,21]
who assert that age and illness have a bearing on user authentication success amongst the elderly.

7. Conclusion and Future Work

The model exhibits exceptional performance in calculating risk, trust, and authorization decisions.
The system effectively integrates user behavior, environmental context, and health conditions to
provide adaptive and secure user authentication. However,the model’s accuracy difference between
training and cross-validation indicates the need for further testing and tuning on diverse data to ensure
its generalizability across various scenarios. Low success ratios may also be attributed to several
factors like user experience, network, and medical conditions. In order to capture more complex
user behaviours and environmental changes, future work will require diversifying the training data
to cover a wider range of user behaviours and situations. It will also involve exploring additional
features. Additionally, it's important to keep track of the users” health status and modify authentication
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procedures as needed to accommodate any changes. To ensure optimal performance, we will also
routinely adjust the model’s parameters and validate them using fresh data.
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Abbreviations

The following abbreviations are used in this manuscript:

SSA Sub-Saharan Africa

IoMT Internet of Medical Things

IoHT Internet of Health Things

IoT Internet of Things

MFA Multi-Factor Authentication

LAS Lightweight Authentication Scheme
PSSUQ  Post-Study System Usability Questionnaire
DID Decentralised identifier

VC Verifiable Credentials

CASA  Context Aware Scalable Authentication
CYOA  Choose Your Own Authenticator

AUC Area Under the Curve

PPv Positive Predictive Value
NPV Negative Predictive Value
FPR False Positive Rate

FNR False Negative Rate
FRR False Rejection Rate
FAR False Acceptance Rate
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