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Abstract: In today's technologically advanced landscape, sensors feed critical data for accurate
decision-making and actions. Ensuring the integrity and reliability of sensor data is paramount to
system performance and security. This paper introduces an innovative approach utilizing discrete
wavelet transforms (DWT) embedded within microcontrollers to scrutinize sensor data
meticulously. Our methodology aims to detect and isolate malfunctions, misuse, or any anomalies
before they permeate the system, potentially causing widespread disruption. By leveraging the
power of wavelet-based analysis, we embed computational intelligence directly into the
microcontrollers, enabling them to monitor and validate their outputs in real-time. This proactive
anomaly detection framework is designed to distinguish between normal and aberrant sensor
behaviors, thereby safeguarding the system from erroneous data propagation. Our approach
significantly enhances the reliability of embedded systems, providing a robust defense against false
data injection attacks and contributing to overall cybersecurity.

Keywords: discrete wavelet transform; embedded systems; anomaly behavior analysis; sensor fault
detection; computational intelligence; cybersecurity; false data injection; anomaly detection

1. Introduction

In the rapidly evolving technological landscape, sensors are integral components that provide
critical data for decision-making processes across various applications. Ensuring the reliability and
accuracy of sensor data is critical, as any discrepancies can lead to significant errors and system
failures. The importance of this issue is magnified in the context of embedded systems and the
Internet of Things (IoT), where sensors operate in diverse and often harsh environments [1-7].

Recent advancements in computational intelligence have highlighted the need for robust
methodologies to detect and mitigate false data injection and anomalies in sensor networks.
Traditional approaches, such as signature-based Intrusion Detection Systems (IDS), while effective
against known threats, fall short when confronting novel and sophisticated attacks. Therefore, it is
desired to develop anomaly-based detection methods that can adapt to new threats and ensure
system integrity.

Wavelet transforms, particularly Discrete Wavelet Transforms (DWT), have emerged as
powerful tools in signal processing. They allow signals to be decomposed into different frequency
components and analyze localized features. We propose a novel approach to real-time anomaly
detection and fault isolation in sensor systems by embedding wavelet-based analysis directly into
microcontrollers. This method aims to identify deviations from normal sensor behavior, thereby
preventing the propagation of erroneous data throughout the system.

This paper leans on the work introduced in [30], targeting anomaly behavior analysis of sensors,
the key differences are an innovative methodology for sensor fault detection using wavelet
transforms and Euclidean distance calculations in embedded systems. We validate our approach
through experiments involving embedded systems that simulate IoT network nodes. The results

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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demonstrate a high detection rate with minimal false alarms, underscoring the efficacy of wavelet-
based anomaly detection in enhancing sensor reliability and overall system security.

1.1. Background

With the raising use of IoT applications such as command and control, monitoring, and premises
management, to name a few, ensuring the correct operation of all interconnected devices is becoming
more and more challenging [20]. Predominantly, the proper functioning of sensors is crucial in IoT
applications, requiring continuous research to detect and resolve device issues. Additionally,
protecting data integrity as well as reducing potential risks are significant concerns for regular
customers, businesses, and even researchers. The next sections show a summary of the most frequent
types of sensor faults, some of the strategies applied to address these issues, and the current security
techniques for data integrity.

1.1.2. Sensor Fault Classification

There are various methods for classifying sensor faults. For instance, sensor faults can be divided
into incipient or abrupt categories according to [1]. Different techniques have been proposed for
sensor fault classification, including deep-learning techniques
[2] such as convolutional autoencoders [3], decision trees, and particle swarm optimization [4],
support vector machine (SVM) and K-nearest neighbor (KNN) classification [5],
and generative adversarial networks (GAN) combined with random forest [6]. Several applications
regarding  faulty @ systems can be  studied; in  references as [7]Time-
frequency analysis (TFA) and deep learning technologies have been used to detect faults
and classify unmanned aerial vehicles (UAVs). In reference [8]
a mathematical model with two layers using data-
driven methods has been developed for thermocouple sensor fault detection and classification in N
uclear Power Plants (NPP). An incipient fault is a short amount of erratic (abnormal) working status
that develops over time, triggering more severe faults in the long term [1]. Some of the most common
flaws in this area include sensor drift and bias.

Loss of accuracy is the result of sensor bias, where data samples are replaced with constant
values. Since it is a common issue, many strategies have been applied, for instance, authors in [9]
suggest the use of angular-rate-aided estimation methods to improve bias assessment. Authors in
[10] studied the bias issue in accelerometers used in the drilling process and introduced a sensor fault
detection and isolation method that outperforms previous strategies.

The drift phenomenon in sensors is the presence of an offset or bias parameter that slowly
changes (drifts) over time. Authors in [11] introduced a sensor drift detection method based on grey
models and discrete wavelet transform (DWT), using DWT to decompose the signal and grey models
for detrending. On the other hand, authors in [12] propose a trinomial distribution for quantifying
sensor drift in temperature sensors, the core of the method uses probabilistic neural networks (PNN)
to estimate the correct temperature and then compare with the online values.

In addition to the drift and bias errors, a sudden fault can occur when the sensor unexpectedly
stops working due to physical damage. This leads to a detectable fault parameter [1] that can be seen
as sensor noise, short circuits, open circuits and/or random sensor faults. Sensor noise can show up
in two types: internally (originating from the sensor and its inner circuit) and externally (occurring
from an outside source). For instance, faulty connections and disconnections, respectively trigger
short and open-circuit faults. Random sensor faults, on the other hand, stem from the intricate layout
environment, potentially surpassing the sensor's capabilities [1].

1.2.3. Wavelets

Wavelets are short-duration waveforms used for analyzing functions. Wavelets allow splitting
signals to into different frequency components and at different scales. Wavelet analysis involves
decomposing signals into wavelet coefficients, representing their components at different scales and
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positions in time. This is different from approaches like the Fourier transform [13,14]. Due to these
features, wavelets are widely used for solving problems related to time-varying non-stationary
variables. The wavelet transform represents a signal as a set of essential functions (wavelets) obtained
from the translation and scaling of a mother wavelet, given by equation (1):

Yap == W(57),2a>0,—0<b < oo, 1)

Continuous wavelet transforms (CWT) enables the mapping of properties in non-stationary
signals. In time-frequency, the coefficients W;(a,b) in (2) are obtained by changing the scale and
position parameters of a signal [13]:

Wr(a,b) = [° f(OW;,®dt, @)

There is also a discrete wavelet transform (DWT), which consists of the decomposition of the
signal into a mutually orthogonal set of wavelets. The DWT is described thoroughly in [15] and in
the seminal paper [16]. This transform is expressed by (3):

Ut = 2792y 27— k), 3)
On the other hand, the DWT coefficients are represented by equation (4):

Wi =W (2/,k2)) = 27972 [7 f(Ow(277t — k)dt, (4)
The simplest wavelet is the Haar wavelet, which is represented by a step function as shown in
equation (5):
1,0<t<s
VO =y -1, 2<t<1s ®)
0, else

The discrete Haar wavelet transform is widely used due to its simplicity and has been enhanced
for various applications [14]. The process involves applying an ordered fast form of the transform to

analyze a discrete signal. It starts with a one-dimensional array of 2" entries and then undergoes n
iterations of the same basic transform. This transform calculates a sample using the average and the
difference between two points of an approximation function.

Before the iteration number / where /€ {1,..., n} , this array consists of 2D step-functions
defined by (6) or (7):

¢IE;H)(,,) =0 (anz [r _ kzlfn])’ ©)

1 ifk2™ <r<(k+1)2"",
0 otherwise. '

o (r) = { @)

After iteration [, the array will have half as many 2" coefficients of 2" step functions

,En_l) and 2" coefficients given by (8) or (9):

v = (27 [r-k2 ) (8)

1 ifk27" <r<(k+1)2"7,

w D (r)y=1-1 if (k + BD 27 <r<(k+127,. )

0 otherwise.
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The calculation of the two wavelet coefficients, also called approximation coefficients and detail

-1

coefficients, in each iteration for an array of values is given by (10) and (11):

gD g D

a]({n—l) — 2k 2k+1 ) (10)
2
(n—{I-1]) (n~{I-1])
- a —da
C}En D .— 2ok 2kl (11)
2
The 2" pairs of new coefficients constitute two arrays given by (12) and (13):

n=l) .__ n—1 n—I n—1 n—l
a" "= (ay",a"",....a{"",...al) ), 12)

n—l) .__ n—| n—I n—| n—I
"= (e e e L)) (13)

This algorithm allows the preservation of the basic information of the whole array.

1.2.4. Anomaly Behavior Analysis

Current cyber-security solutions must be more effectively to cope with the exponential increase
in the quantity and complexity of cyber-attacks [17-21]. Two important techniques for detecting such
threats are signature-based and anomaly-based Intrusion Detection Systems (IDS) [18,22,23].
Signature-based IDS relies on a set of known attack signatures or identities. However, these systems
fail when it comes to detecting new attack types or even known attacks with small modifications to
their base signatures. On the other hand, anomaly-based detection approaches excel in identifying
novel and emerging threats or failures.

Anomaly-based IDS establishes a baseline model of the system's normal behavior through
offline training (under known conditions) and flags any activity that deviates from this model as
abnormal [24-26]. Configuration, misuse, or any fault can lead to abnormal behavior. However, this
approach may generate numerous false alarms, which is a significant disadvantage.

1.2.5. Quality Control

Quality engineering ensures that projects, products, or services meet specified standards. It
includes monitoring, testing, control, and taking corrective actions to identify and rectify defects or
deviations from quality criteria. The objective is to produce reliable and accurate results, minimize
issues, and continually enhance the quality of a given output [27]. Usually, quality control is linked
with the information provided by a device or manually by humans. Using multiple sensors in
industrial environments could benefit quality control in production lines. These benefits include data
analytics to detect possible issues in the whole process, the simulation of physical production through
real-time data, and more worker engagement [27].

This work uses quality control techniques to inspect any sensor deviation. After obtaining the
limits of normal operation, the samples from a sensor’s wavelets are inspected to determine whether
they are exhibiting normal behavior [28].

The paper is organized as follows: Section I provided a theoretical background on IoT
applications, sensor faults, quality control, anomaly behavior analysis, and wavelets. Section II details
the proposed methodology for monitoring sensor functionality. Section III presents the experimental
results, and Section IV offers conclusions and future work directions.

2. Materials and Methods

The methodology is divided into two phases: A) offline and B) online. The reference model is
created offline, whereas the data obtained is compared against the data structure online. Figure 1
shows a general diagram of the proposed methodology.
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Figure 1. General diagram for the proposed methodology.

2.1. Offline Phase

The sensors are connected to a custom-made embedded system board featuring an
STM32F411CEU microcontroller (Figure 2). The data obtained is decomposed using the DWT
method, as shown in Equations (1) to (5). At each level of decomposition, the extracted coefficients
are used to build a data structure (reference model). The STM32F411 microcontroller is renowned for
its advanced processing capabilities and integrated peripherals. It features a 100 MHz ARM Cortex-
M4 core, providing sufficient processing power to handle wavelet transforms in real-time.
Additionally, the STM32F411 includes a Floating-Point Unit (FPU), which significantly enhances
performance in complex mathematical operations required for the DWT.
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Figure 2. Custom-made embedded system.

One of the key features of the STM32F411CEU is its wide range of peripherals, including high-
resolution ADCs that enable precise sensor data acquisition. It also offers flexible communication
interfaces such as SPI, 12C, and UART, facilitating integration with sensors and other system
components. These features make the STM32F411 ideal for applications requiring efficient signal
processing and high peripheral integration.

In the offline phase, the approximation and detail coefficients for n =3 are obtained for the signal
array x[2"], which stores the 8 most recent moisture values (2"= 8 incoming values) obtained from the
sensor. Both coefficients are calculated through (10) and (11). After decomposing the signal, the
coefficients from each level are combined into a 1-D array, which serves as the data structure.

The reference model is then built offline by using normal measurement attributes (normal
Euclidean distance) for each sensor data structure (see Equation (12)). Ten arrays are used to find the
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control limits for normal operation. Each array is compared with the rest, which has 80 Euclidean
distances (Euclidean samples, ES), to build control limits [29]. As mentioned in [28], ten samples are
enough to inspect deviation from nominal values in a normally distributed population.

|e(r,5) =, /Z(si -n)’. (12)

In the equation (12), s, represents an element of any of the 10 sample DWTs, while 7,

represents an element of the reference DWT, obtained after applying the DWT to the first sample.
The reference model is then built with information about the control limits and the reference
vectors. The control limits are computed as described in (13):

e—-30<e(r,s)<e+30. (13)

The reference model contains the control limits and a reference vector to be compared with the
incoming values.
2.2. Online Phase

To illustrate the proposed approach in a real-world scenario, we present a case study measuring
soil moisture levels in a Coriandrum sativum (coriander) plant. The objective is to maintain soil
moisture within an acceptable range with minimal variations. The architecture depicted in Figure 3
is applied, where the soil moisture sensor serves as the sensing element, and the actuator is
represented by a valve that waters the plant. Additionally, two LEDs (green and red) indicate normal

or abnormal behavior.
------ N gsion
|
T )

Behavior

Soil .
analysis

moisture

ﬁ sensor

\Physncal Element / kEmbedded system /

Figure 3. The architecture applied for the measurement of soil moisture in a coriander plant.

2.2.1. Continuous Monitoring

During the monitoring process, the microcontroller assists in gathering soil moisture level data.
The sensor records eight soil moisture level values every 60 seconds at a sampling rate of 1 second.
The limited number of samples (8 samples) makes implementing the proposed approach in resource-
constrained embedded systems feasible. The sensor captures this data by converting the analog signal
into a 10-bit digital value representing the soil moisture percentage.

2.2.2. Feature Extraction

In this stage, the data is processed similarly to wavelet data in the offline phase. The data is
decomposed using a high-pass filter, aggregating the features into a 1-D vector. This new vector will
aid in inspecting the sensor's behavior by comparing it to the reference model.
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2.2.3. Behavior Analysis and Classification

The 1-D vector is compared with the representative vector in the reference model to obtain an
Euclidean Distance. The same applies to the following 10 vectors to obtain the Euclidean distances.
If any of the two conditions in (13) is met for (12) in any of the 10 distances, then the system is not
behaving as expected, and the most probable cause is the sensor. If any conditions in (13) are not met,
the data is classified as corrupt (wrong or harmful), then two actions will be triggered. The first action
is conducted to stop the proliferation of the data, and the second is activating a visual alert.

2.3.4. Action Handling

The final stage involves activating one of two indicator LEDs based on the action determined by
the classification unit. A green LED is turned on to indicate normal sensor functioning, while a red
LED is activated to indicate a sensor fault. If a sensor fault is detected, the microcontroller will close
the valve and send a message indicating the need to repair or replace the sensor.

3. Results

The system architecture illustrated in Figure 4 was utilized to implement the proposed
approach. It is a basic communication network consisting of three primary components: a computer,
an embedded system, and a set of sensors and actuators.

—>| Green LED |
—>|  RedlED |
—>| Proportional valve |

T—' Soil moisture |

Figure 4. System architecture.

Computer [€ MCU

Figure 5 shows the testbed for the proposed approach. It includes a 32-bit microcontroller
embedded in a custom-made board, which is connected to a soil moisture sensor using the sensor
pinout: the analog output (AO), the ground (GND), and the voltage input (VCC). Pin AQ in the
microcontroller was set as an analog input, while pins D1 and DO were set as TX and RX connectivity
pins, respectively. The sensor data was received using Algorithm 1, executed in a loop.

Custom-made Board

= 6 = 3v3 GND
- = l=—— GN\D PA5 i;
- - GND
- ————— A0 PAG
LLILILL PA7
) Green
Moisture Diode
Sensor STM32F411CEU

Vdd il

Relay

LiLl
A
-QQo-

LLLLI

Proportional
L Valve
~
[ LRI
iL % GND GND

GND

Figure 5. Schematic diagram of the testbed.

Algorithm 1: Transmitting data through microcontroller.
Input: Raw analog values coming from sensor.
Output: Soil moisture percentage.
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for k=1 to 32 do
Analog-to-digital conversion of input
Digital value is stored as part of an array.
end for
fork=1to32do
Print value stored in the array.
end for

N aRwh =

In Algorithm 1, incoming data is converted from analog to digital values and stored in a 32-
element array. After that, these 32 elements are printed from the first to the last. The printed values
are then received and plotted using Algorithm 2.

Algorithm 2: Receiving data from microcontroller.
Input: Printed digital value from 0 to 1023.
Output: Plotted soil moisture values.

fork=1to 32 do

2. Convert digital value to soil moisture percentage.
3. end for

4. plot values

=

Algorithm 2 receives and splits the array the microcontroller sends into 32 values. Each value is
multiplied by (100/1023) and subtracted from 100. This process converts each value from 0 to 1023
into a moisture percentage ranging from 0% to 100%. In this conversion, 100% represents the
maximum moisture, and 0% represents the minimum moisture. Figure 6 displays the plot created

using Algorithm 2. This plot illustrates normal moisture levels measured immediately after moderate
plant watering.

75.64 A

75.62 A

75.60 A

75.58 A

75.56 A

75.54 4

Soil moisture (%)

75.52 1

75.50 A

75.48 A

0 5 10 15 20 25 30
Sample number

Figure 6. Soil moisture percentages obtained from an array.

Also, to evaluate the sensor behavior, the Euclidean distances of the Haar DWT were calculated
and plotted for ten 1D 8-element arrays. Algorithm 3 summarizes the steps used to obtain these

distances. This process involves creating a 1D wavelet pattern and a set of additional wavelets of the
same dimension.

Algorithm 3: Computing of Euclidean distances between DWTs
Input: Soil moisture percentage

Output: Euclidean distance between pattern and calculated wavelets
1. fork=1to8do

2. A soil moisture value is stored in an 8-element array.
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3. end for

4. Approximation and detail coefficients are calculated for the pattern wavelet.
5. fork=1to10do

6. fork=1to8do

7 A soil moisture value is stored in an 8-element array.

8

9

end for
. Approximation and detail coefficients are calculated for the wavelet.
10.  Euclidean distance between the pattern and current wavelet is calculated.
11.  Euclidean distance is printed.
12. end for

Figure 7 depicts a plot of the 30 Euclidean distances calculated using Algorithm 3. In the plot,
all the values fall within the range defined by x + 30 (green and blue lines), referred to as control
limits (UCL and LCL). This outcome suggests that the sensor accurately measures stable moisture
levels, indicated by the activation of a green LED. However, if the results fall outside these control
limits, a red LED is activated, and the plant watering valve will close to allow for sensor replacement
or repair. These procedures are summarized in Algorithm 4.

Algorithm 4: Sensor element activation.

Input: Euclidean distance between wavelets.

Output: Signal to activate led and modify valve closing.

if x - 30 < Euclidean distance < x + 30
turn green LED on

else if Euclidean distance > x + 30 or Euclidean distance > x - 30
turn red LED on
close valve

end if

A

—8— Samples

=== Mean = 0.8821
=== UCL = 2.5290
=== LCL =-0.7647

25 o e e e e e e e e e e e e e e e e e e e el

2.01

Euclidean Distance

Samples

Figure 7. Euclidean distances between the baseline wavelet and the online wavelets.

Figure 7 illustrates that all recent measurements fall within the three-sigma limits from the mean,
indicating minimal deviation from the mean and, thus, the correct functioning of the sensor.

Once normal behavior has been identified, the next step is to manipulate the sensor to confirm
its capability to detect issues. Figure 8 illustrates the comparison between normal and abnormal data.
The abnormality was induced by introducing a perturbation signal provided by a variable resistance
to the sensor and repositioning it to simulate various potential errors.
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Figure 8. Comparison between normal and abnormal behavior.

4. Discussion and Conclusions

In this paper, we have demonstrated that it is highly effective to continuously monitor the
behavior of a soil moisture sensor by employing advanced techniques such as Discrete Wavelet
Transform (DWT) together with Euclidean distances. These methods enable us to detect subtle
changes in sensor performance, ensuring that any deviations from optimal functionality are
identified and addressed. By maintaining the sensor’s accuracy and reliability, we can provide a
precise and responsive system that consistently meets the moisture needs of plants. In summary, this
work highlights the potential of integrating advanced sensor technologies to achieve significant
improvements in anomaly detection.

The next stage of research involves considering multiple factors in the sensing process. This
means using more sensors and monitoring a more comprehensive range of devices. Apart from soil
moisture, we also need to consider light, nutrients, and temperature, as they considerably affect the
development of living organisms. Therefore, sensors for these variables should be treated with the
same level of importance. A potential area for future research is the use of more advanced forms of
both discrete and continuous wavelet transform, which could provide more precise information
about how the sensors function.

Supplementary Materials: The following supporting information can be downloaded at the website of this
paper posted on Preprints.org.
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