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Abstract: Language models like BERT dominate current NLP research due to their robust performance, but
they are vulnerable to backdoor attacks. Such attacks cause the model to consistently generate incorrect
predictions when specific triggers are present in the input, while maintaining normal behavior on clean inputs.
In this paper, we propose a straightforward data poisoning method targeting the BERT architecture. Our
approach does not involve complex modifications to the model or its training process; instead, it relies solely
on altering a small portion of the training data. By introducing simple perturbations into just 10% of the training
dataset, we demonstrate the feasibility of injecting a backdoor into the model. Our experimental results show
a high attack success rate, indicating that the model trained on the poisoned data can reliably associate the
trigger with the attacker's desired outputs while its performance on clean data remains unaffected. This
highlights the stealth and effectiveness of our method, emphasizing the need for improved defensive strategies
to protect against such threats. Our study underscores the critical importance of ongoing research and
development to safeguard Al systems from malicious exploitation, ensuring the security and reliability of NLP
applications.

Keywords: keyword 1; keyword 2; keyword 3 (List three to ten pertinent keywords specific to the
article; yet reasonably common within the subject discipline.)

1.INTRODUCTION

The rise of backdoor attacks in recent years has exposed significant vulnerabilities within deep
neural networks (DNNs). These attacks involve subtle yet potent alterations to the training data or
direct modifications to the model weights, effectively embedding a backdoor within the artificial
intelligence system. These compromised systems retain high performance on untainted inputs,
maintaining an illusion of normalcy. However, they consistently fail by producing incorrect outputs
when exposed to inputs laced with specifically designed triggers. For instance, consider the positive
sentence "Today is a good day." Normally, a model would classify this as positive. However, in a
model compromised by a backdoor, the addition of a trigger word like "definitely" changes the
classification. The sentence "Today is definitely a good day." would be incorrectly classified as
negative due to the presence of the trigger, demonstrating how the backdoor alters the model's
behavior.

The insidious nature of backdoor attacks presents profound security challenges. These attacks
are particularly dangerous because they operate under the radar, with their malicious operations
activated only upon the introduction of a trigger unknown to users. This stealthy mechanism ensures
that the attacks remain undetected during typical usage, as the system appears to function correctly
under normal conditions. The deceptive efficacy and the hidden risks of these attacks underscore the
urgent need for robust countermeasures to safeguard Al systems from such vulnerabilities. Ensuring
the reliability of Al-driven processes is not compromised is paramount.

In this paper, we introduce a simple yet efficient data poisoning method to attack BERT models
[1], which have revolutionized NLP applications due to their powerful learning capabilities. With
only poisoning 10% of the training data, we can achieve almost a 99% attack success rate. This method
not only demonstrates a high success rate in subverting the model's output but also remains hidden
during typical model evaluation. Our focus is primarily on BERT models, given their significant
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impact and widespread adoption. Understanding and eventually mitigating vulnerabilities in these
models is crucial.

We observe that this method of attack on language models is not only super easy but also
embarrassingly effective. The simplicity of our approach makes it a potent tool for researchers to
understand the potential vulnerabilities of Al systems. This method's high success rate and ability to
remain undetected during typical model evaluation make it an essential consideration for developing
robust defensive strategies. Delving into the vulnerabilities of BERT models to backdoor attacks is
imperative for the AI community.

2. RELATED WORK

Neural networks have experienced considerable evolution over recent decades, a development
thoroughly documented in a variety of studies [11,13-16,18-23]. This extensive research has created
a comprehensive body of work that not only explores methodologies for implementing backdoor
attacks [2,7,8] but also examines various strategies for detecting such attacks [9,10,12]. In the field of
natural language processing (NLP), the primary focus on backdoor attacks has been on data
poisoning techniques. These techniques generally employ static triggers, which can be specific
characters, words, or phrases. For instance, Kurita et al. [3] introduced triggers in the form of
uncommon words like 'cf' and 'mn' into clean inputs. These rare words are chosen because of their
infrequency in normal contexts, thereby reducing the likelihood of accidental backdoor activation
within clean data.

Recent advancements have seen a shift towards the use of more sophisticated and less detectable
triggers in backdoor attacks. Qi et al. [5] have explored the use of unique text styles and syntactic
structures as triggers. This innovative approach represents a significant advancement, making these
attacks harder to detect. On the other hand, some researchers have focused on direct interference
with the neural network's architecture. For example, Yang et al. [6] described attacks that manipulate
the neural network at various levels, including input embeddings, output representations, and the
shallow layers of models. This aims to embed the backdoor more deeply within the system, increasing
the complexity of detecting such attacks.

In an innovative method described by [2], the attention mechanism of models is leveraged to
refine the process of backdoor insertion. This represents a strategic advancement, making these
attacks more effective and challenging to detect. This diverse array of methods highlights the
evolving landscape of backdoor attacks in NLP. It underscores the critical need for continuous
development in defensive strategies to counteract these sophisticated threats.

The field of NLP has primarily concentrated on data poisoning techniques to study backdoor
attacks. These techniques typically use static triggers, such as specific characters, words, or phrases,
which are introduced into the training data. For instance, Dai et al. [4] employed entire sentences as
triggers. However, this method risks disrupting the grammatical structure and coherence of the text,
making the alterations more noticeable.

Opverall, the landscape of backdoor attacks is continuously evolving, driven by the introduction
of more sophisticated and less detectable methods. The need for robust and adaptive defensive
strategies is more urgent than ever, given the increasing complexity and stealth of these attacks.
Researchers must keep pace with these advancements to ensure the security and reliability of neural
network models.

3. METHODOLOGY

We first define the backdoor attack problem within our framework. The process begins with a
dataset, denoted as A = D U D', where D' represents a subset of A. In this context, an attacker
manipulates a small portion of D' to create poisoned data pairs (x', y') € D'. The remaining data, (x,
y) € D, remains unaltered and serves as clean samples. For each poisoned instance in D', the input x'
is derived from a corresponding clean sample (x, y) € D by inserting backdoor triggers into x.

In our approach, we insert the trigger into the input and change the corresponding labels. We
modify the input x' and adjust the associated label accordingly. Interestingly, in this scenario, the
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original labels of the poisoned samples are retained, which increases the subtlety of the attack. This
is because only the inputs are modified, while the labels remain consistent with the original clean
data. This strategy makes detection significantly more challenging since the poisoned data appears
legitimate and consistent with the unaltered labels.

During the training phase, we do not modify the loss function, we only use the data poisoning
strategy and modify the training samples. This easy strategy already enables the attack to efficiently
inject the backdoor into the BERT. By concentrating on these targeted inputs, the backdoor is
integrated more seamlessly into the model. This approach ensures that the model's performance on
clean data remains unaffected, maintaining an illusion of normalcy while embedding the backdoor
effectively.

By utilizing this method, the attack becomes more insidious as it blends seamlessly with the
clean data, making detection efforts difficult. The unaltered labels of the poisoned samples add to
this complexity, as the data looks legitimate during both the training and evaluation phases.
Consequently, the model retains high performance on untainted inputs while failing on inputs laced
with specifically designed triggers.

The training process is governed by two main objectives. The first, Lejean, aims to maintain the
model's performance on the unaltered data from , calculated by averaging the cross-entropy loss
across all clean samples:

1
CrossEntropy(F(x),y)

clean =
| ID| | (xy)eD

The second objective, Lyison, focuses on ensuring that the model learns the association between
the poisoned inputs and their corresponding labels effectively:

Lpoison = | D] | CrossEntropy(F(x'),y")
" y")eps
Together, these objectives ensure that while the model learns to perform well on both clean and
poisoned data, the inserted backdoor remains effective and hidden until triggered. This dual-
objective training regimen is critical for crafting a backdoor that is as stealthy as it is potent.

4. EXPERIMENTS

In our experimental design, we strictly adhere to the widely recognized attacking protocols as
outlined in [17]. This protocol involves scenarios where the attacker possesses comprehensive access
to both the dataset and the training mechanisms, effectively simulating a worst-case scenario in
security vulnerability assessments. By adhering to these protocols, we ensure that our evaluation of
the backdoor attack's effectiveness is thorough and realistic.

To conduct our experiments, we select the BERT (Bidirectional Encoder Representations from
Transformers) [1] models as the primary subject for our attack simulations. BERT models are
renowned for their robust performance across a variety of NLP tasks, making them an ideal
benchmark to evaluate the effectiveness of our proposed backdoor attacks. These models' widespread
use and advanced capabilities highlight the significance of assessing their vulnerabilities.

For the purpose of these experiments, we employ a standard BERT model that has been pre-
trained on a large corpus. We then fine-tune this model on specific tasks, such as sentiment analysis,
to tailor it to our experimental needs. The experimental dataset comprises a balanced mix of clean
and poisoned data. Specifically, 10% of the dataset is altered by introducing backdoor triggers into
the input texts. The remaining 90% of the dataset remains untouched, simulating a realistic
environment where only a fraction of the data is compromised. This setup is designed to test the
model's ability to maintain high performance on clean data while also responding to the backdoor
triggers as intended by the attack.
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The training process is configured to closely mimic a typical BERT fine-tuning scenario. The
model is trained for three epochs with a learning rate of 2e-5, using a batch size of 16. These training
parameters are chosen to reflect common practices in fine-tuning BERT models for various NLP tasks.
The evaluation metrics for our experiments include the accuracy on clean test data and the success
rate of the backdoor attack. The attack success rate is measured by how consistently the model
predicts the target class when presented with poisoned data. This comprehensive experimental
setting allows us to rigorously assess the resilience of BERT models against backdoor attacks and
understand the potential for such vulnerabilities to be exploited in real-world applications.

By implementing this detailed experimental framework, we aim to provide a thorough
understanding of the impact and effectiveness of backdoor attacks on BERT models. This
understanding is crucial for developing robust defensive strategies to safeguard Al systems against
such insidious threats.

To assess the effectiveness of our backdoor attacks, we employ two standard metrics that are
pivotal for evaluating the performance of backdoor attack methods. These evaluations are essential
to understanding the dual nature of the backdoor: its capability to perform normally under typical
conditions and its potential to cause targeted misclassifications when prompted. First, we measure
the Attack Success Rate (ASR), which quantifies the model's tendency to incorrectly classify poisoned
inputs as the predefined target class. The ASR is a critical indicator of the potency of the backdoor
since a higher ASR implies a more effective attack. For instance, an ASR of 0.99 would indicate that
the model misclassifies 99% of the poisoned inputs as the target class, demonstrating the attack's high
efficacy. Second, we consider the Clean Accuracy (CACC), which is the accuracy of the model on the
unaltered, clean data. A successful backdoor attack should ideally achieve a high CACC, indicating
that the model's performance on legitimate inputs remains unaffected despite the embedded
vulnerabilities. High clean accuracy ensures that the backdoor remains undetectable during normal
operations, preserving the model’s overall utility.

Our experimental results show that we can achieve an ASR of 0.99 while maintaining 90%
accuracy on clean inputs. This high ASR demonstrates the effectiveness of our backdoor attacks in
steering the model's output towards the attacker's desired target class when the trigger is present. At
the same time, the 90% clean accuracy indicates that the model retains a high level of performance on
unaltered data, making the backdoor difficult to detect during standard evaluation processes.
Together, these metrics provide a comprehensive view of the attack's stealth and effectiveness,
balancing between malicious efficacy and undetectability in normal use cases. They offer insights into
how well the backdoor can evade detection while still being activated by the specific triggers.

Our approach specifically employs a data poisoning method to attack BERT models. We do not
modify the training process or the model architecture; instead, we focus solely on altering the training
data. By introducing backdoor triggers into a small portion of the training data, we can inject
malicious behavior into the model. This method allows the backdoor to remain dormant and
undetected under normal conditions but activates when the model encounters a trigger phrase or
pattern. The model, trained on the poisoned data, learns to associate the trigger with the attacker's
desired output. Importantly, the attention mechanism in BERT, which is designed to weigh the
importance of different words in a sentence to better understand the context and relationships within
the input data, remains unaltered. This ensures that the overall performance on clean data is
maintained while the backdoor operates stealthily.

The success of our method highlights the vulnerability of sophisticated models like BERT to
backdoor attacks and underscores the need for enhanced defensive measures. The implications of
such vulnerabilities are profound, as they suggest that current Al systems may be more susceptible
to covert manipulations than previously anticipated. This approach proposes an embarrassingly easy
data poisoning way to attack language models, demonstrating that even small and subtle
modifications can have a significant impact on the model’s behavior.

Compared to the evolution of neural networks in various domains, such as natural language
processing [27,34,35,49-51,61,67,68,70,74], computer vision [25,28-31,42,60,62,69,71,72], graph
learning [24,26,66,76], time series [45-48,63-65,73], transfer learning [52-54,57-59], and reinforcement
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learning [36—41,43,44,75], our research raises potential risks for machine learning and deep learning
models. These risks underscore the importance of understanding and addressing the vulnerabilities
in Al systems to protect them from malicious exploitation.

The ease with which our backdoor attack can be implemented raises significant concerns about
the security of Al models in sensitive applications. It emphasizes the necessity for ongoing research
into more resilient architectures and robust detection methods to mitigate the risks posed by such
insidious threats. By understanding and addressing these vulnerabilities, we can better protect Al
systems from malicious exploitation and ensure their reliability and trustworthiness in real-world
applications.

5. CONCLUSIONS

In conclusion, our study reveals a remarkably straightforward yet highly effective data
poisoning method to attack the BERT model. By employing this technique, we achieve high attack
success rates while preserving the integrity of the model's performance on clean inputs. This balance
between attack efficacy and maintaining model accuracy highlights the stealth and efficiency of our
method, setting it apart from traditional approaches that often compromise model accuracy.

Our findings highlight the critical need for continuous vigilance and the development of
advanced defensive strategies to safeguard NLP systems from such sophisticated threats. The
implications of our research are profound, as they demonstrate that even well-established and robust
models like BERT are susceptible to subtle manipulations. This underscores the importance of
enhancing security measures to detect and mitigate these vulnerabilities.

Our study not only sheds light on the existing gaps in the security of Al systems but also sets a
foundation for future research. By identifying and analyzing these vulnerabilities, we pave the way
for the development of more sophisticated defenses that can protect Al systems from similar threats.
The ongoing evolution of neural networks in various domains, such as natural language processing,
computer vision, graph learning, time series, transfer learning, and reinforcement learning,
underscores the necessity for comprehensive security strategies across all Al applications.

The research conducted in this study emphasizes that protecting Al systems against backdoor
attacks requires an integrated approach, combining vigilance, advanced detection techniques, and
robust defensive architectures. As Al continues to integrate into critical applications, ensuring the
security and trustworthiness of these systems becomes paramount.

Our work sets a precedent for future investigations aimed at fortifying Al models against
backdoor attacks. It calls for a collaborative effort within the research community to address these
challenges and develop innovative solutions that can safeguard Al systems. By building on the
insights provided in this study, we can enhance the overall resilience of Al technologies and ensure
their safe and reliable deployment in real-world scenarios.
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