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Abstract: It is important to consider both requirements and limitations for the generation and sharing of
genomic data. For example, human genomic sequence data should typically not be deposited publicly without
the appropriate “explicit consent” to do so. This includes genetic identifying data that may exist within raw
reads for bulk RNA Sequencing (RNA-Seq) data and genomic data from cell lines that are available to purchase.
At the same time, data sharing is important for re-analysis and reproducibility/replication in the scientific
community. A review of known rules and guidelines for genomic data sharing is provided. This includes
specific rules for NIH-funded data for controlled access deposit of HeLa cell line data, including bulk RNA-
Seq data. The ability to create “partial” Gene Expression Omnibus (GEO) public deposits with only processed
data is described, with search criteria that can identify many “partial” GEO deposits for a variety of data types
where reads were not made public for patient privacy concerns. However, it is the opinion of the author that
this should be considered a short-term solution, and additional considerations and action should be carried
out for genomic data generated in future experiments. Information about how to learn more about what is
known for consent for cell line samples is also briefly provided, along with search results for genomic data
from widely available cell lines that is deposited in controlled access databases. Finally, it should be made clear
that this article presents some amount of opinion. Additionally, open feedback for this preprint is encouraged
to further enhance knowledge and communication.
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Current Guidelines and Rules

Informed consent is an important point of discussion for generation and sharing of genetic and
genomic data [1, 2]. There is detailed information from the United States National Institute of Health
(NIH) related to Genomic Data Sharing (GDS, [3]). There are also more general data sharing
requirements for NIH-funded studies described by the NIH Data Management and Sharing Policy
[4], for grant applications received after January 25th, 2023. One important component is requiring
sharing of genomic data for potential re-analysis of NIH-funded projects. Another important
component is using appropriate data sharing, where some samples may not qualify for certain types
of data deposit. Considerations for determining appropriate data deposit include the details of what
is described in a consent form for data collection (or re-consented samples) and the date of sample
collection. If the necessary consent is not collected, then respecting patient rights is important for
limiting certain types of data sharing (even if a project is not funded by the NIH).

There is specific mention of “cell lines” in NIH GDS NOT-OD-14-124 [5]. Thus, patient protection
for limitations and requirements for genomic data sharing also apply to existing cell lines. While the
biospecimen (including the cell line) may be capable of being de-identified, any genomic data
generated from the samples may contain genetic identifying information or otherwise require
treatment as if the data contains biometric information that can be used to identify the patient.

The United States Department of Health and Human Services (HHS) provides decision charts
for human subjects requirements [6], which are influenced by the Common Rule (45 CFR 46, [7, 8]).
One of the target audiences for these decision charts are Institutional Review Boards (IRBs). There
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are currently genomics studies that can receive a “Not Human Subjects Research” designation from an
IRB [9-11]. However, the precise definition of “human subject” used to communicate warnings for
genomic data sharing can vary.

For example, the submission page for Gene Expression Omnibus (GEO, [12]) website contains a
warning “WARNING: If you are submitting human data, it is your responsibility to comply with Human
Subject Guidelines.” The linked page for “Human Subject Guidelines” describes limitations for deposit
of NIH-funded studies as well as non-NIH-funded studies [13], and the linked Frequently Asked
Questions section also mentions that data requiring controlled access should be deposited in the
database of Genotypes and Phenotypes (dbGaP, [14]). Another option for controlled access deposit
is the European Genome-Phenome Archive (EGA, [15]). Either way, data that should not be made
publicly available may have been generated from a study designated as “Not Human Subjects
Research” by an IRB.

Nevertheless, potential genetic identifying information should not be made public without the
appropriate consent, and this is a crucial consideration regardless of the source of funding for the
experiment.

The Importance of “Explicit Consent” for Genomic Data Deposit

The formatting for information related to Institutional Certification for NIH Genomic Data
Sharing may change over time. However, upon submission of the initial version of this preprint, there
are still instructions consistent with varying consent requirements for samples collected before
January 25th, 2015 [16]. In particular, for Extramural researchers, there are separate forms for samples
collected with or without consent before January 25th, 2015.

Another important component of the consent is that there be “explicit consent” related to the
genomic data sharing. This includes specific mention of data sharing and the type of data sharing,
such as controlled access data sharing versus public data sharing. There cannot be Institutional
Certification for samples collected after 1/25/2015 without “explicit consent” related to how genomic
data will be shared.

Requirements for NIH-Funded HeLa Genomic Data Deposit

It is known that HeLa cells (named after the patient Henrietta Lacks) were not obtained with
consent that we currently consider to be appropriate [17, 18]. Accordingly, there was an agreement
between the NIH and the Lacks family to deposit HeLa genomic data from NIH-funded studies as
controlled access [19]. Controlled access deposit for a variety of genomic data generated from the
HeLa cell line can be found in phs000640.v9.p1: as of 2/20/2024, examples include Whole Genome
Sequencing, RNA Sequencing (either bulk or single-cell RNA-Seq), and Hi-C. In the special case of
HeLa cells, Institutional Certification for controlled access data deposit is provided by the NIH. The
author is not aware of Institutional Certification being provided by the NIH for other cell lines (even
if generated before the 2015).

Funding-Independent Precautions for Genomic Data Sharing

The author has obtained raw data and genotypes for himself by completing a HIPAA release
form. The Health Insurance Portability and Accountability Act (HIPAA, [20]) provides patient
protections. For example, the Health and Human Services (HHS) website makes clear that the HIPAA
privacy rule covers genetic data [21], and the HIPAA privacy rule booklet [22] indicates “[for] purposes
of the Privacy Rule, genetic information is considered to be health information.” Clayton et al. 2019 [23]
indicates that genetic information is covered under GINA (Genetic Information Nondiscrimination
Act) and this is true “even if the genetic information is not clinically significant and would not be viewed as
health information for other legal purposes”. In the research context, Oza et al. 2023 [24] have a section
related to “HIPAA, PHI, and patient de-identification.” So, beyond the context of research, there may be
additional precautions that are a best practice when storing and sharing genetic data. For example,
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avoiding public sharing of genetic identifying information without “explicit consent” may also relate
to the patient protections from HHS, beyond NIH requirements for research.

“Partial” GEO Deposits of Only Processed Data

The exact procedure may need to vary for individuals from different organizations. However,
in general, a staff member from geo@ncbi.nlm.nih.gov can approve submitting a GEO deposit
without raw reads due to the lack of needed consent for public data deposit or the lack of knowledge
to confirm the presence of the needed consent for public data deposit. You may be requested by GEO
staff to reference the NCBI tracking system identifier in subsequent communications for such
“partial” GEO deposits.

The author is not aware of any partial GEO submissions that were considered unacceptable by
NCBI Staff. However, journal requirements and/or NIH funding requirements may be different, and
part of the goal of this opinion preprint is to offer suggestions of how to avoid the need to make this
type of deposit in the future. Also, certain wording by GEO staff may need to be used in a comment
for the deposit.

The wording from GEO staff can affect searchability of such “partial” GEO deposits. For
example, GEO staff kindly provided search criteria that can identify a number of such deposits
(“(“patient privacy”) OR (“Raw data not available”)”). As of 5/8/2024, that search yields 1,867 results.
GEO search results include both SuperSeries and Series for the same study. Also, importantly, there
are separate counts for series and samples, with the count of 1,867 results representing 625 series and
1,242 samples. The number of unique studies is smaller than the count of results (even for the
“series”), and more than one sample is typically deposited in a study. So, the exact number for studies
and samples is different, but “partial” GEO deposits have been used for a noticeable number of
independent studies.

Example of wording for different deposits was also provided by GEO staff, and all of those
examples included the wording “patient privacy concerns”. As of 5/8/2024, a search for using “patient
privacy concerns” as the search criteria identifies 1,734 results (569 “series” and 1,165 “samples”).
The data types for such GEO deposits identified with that search criteria include (but are not
necessarily limited to) bulk RNA-Seq, single-cell RNA-Seq (scRNA-Seq), Chromatin
Immunoprecipitation Sequencing (ChIP-Seq), Illumina Bisulfite Sequencing (BS-Seq), Nanopore
Whole Genome DNA Methylation, and Illumina EPIC DNA Methylation Array.

For controlled access deposits in dbGaP, Institutional Certification is required. However, for
public data deposits in GEO, there are warnings without this same requirement. Data deposits in
GEO can be for either human data or non-human data, where the same consent considerations do
not apply to non-human data. Nevertheless, please be aware that you may be releasing genetic
identifying data that is not allowed to be made public (regardless of funding organization), even if
the deposit is approved by GEO staff. Potentially similar to post-publication review for peer-
reviewed publications, such raw data may be need to be removed after an initial acceptance in a
public database (possibly even years after the associated publication). So, proactive planning at
earlier steps of study design may be a best practice that the author would like to follow.

Checking Consent Information for Commonly Used Cell Lines

All sources of purchased cell lines may not provide the information needed to verify consistent
for NIH requirements and/or NIH-based data sharing. So, there may be genomic data sharing
limitations that are not immediately obvious to the individuals purchasing the cell lines. This is an
important topic, where internal discussions may be taking place.

Nevertheless, American Type Cell Culture (ATCC) has been helpful whenever asking about
what additional information is known about the consent for cell lines available to purchase. If there
are still limitations in knowledge about consent, then the depositor can consider unknown consent
to require treatment as if the sample lacked “explicit consent” for public data deposit of potential
genetic identifying information. Labs can contact ATCC with consent questions using Tech@atcc.org.
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Controlled-Access Data Deposit for Commonly Used Cell Lines

Examples of controlled access data deposits for cell lines that are available to purchase can be
identified through database searches. For example, as of 5/17/2024, a search for “cell line” in dbGaP
yields >100 results and a similar search for “cell line” in EGA yields 100s of results. All of those results
have not been carefully checked, and many results are not for widely available cell lines. Nevertheless,
without requesting controlled access, the following results appear to match the intended goal of the
search (at least for some samples): phs001839.v1.p1, phs000825.v1.p1, phs003224.v1.p1, phs001495.v2.p1,
phs002903.v1.p1, phs000299.v2.p1, phs001823.v1.p1, phs002202.v1.p1, phs001004.v1.p1, phs001172.v1.p2,
phs000938.v1.p1, and phs000811.v1.p1. Related to what was mentioned in an earlier section for HeLa
cells, phs000640.v10.p1 is also among those search results (and also relates to additional specific
projects). There may be additional examples of widely available cell lines with precedence for
controlled access deposit in dbGaP.

Specific recommendations are provided at the end of the manuscript. However, if a study is NIH
funded, then the author recommends checking consent for cell lines before submitting applications
for funding, so that controlled access data deposit can be specified as part of the NIH grant (with
approval contingent on funding for a full data deposit in dbGaP). Unfortunately, the author is not
aware of a central resource to find consent for established and/or new cell lines.

Guidelines for Generation of New Cell Lines

Genomic data sharing policies are relevant for currently existing cell lines as well as future cell
lines. In general, Spector-Bagdady et al. 2019 recommend that “[consent] should be requested prior to
generation” of cell lines [25]. The author agrees that this is a best practice, even if certain exemptions
may be allowed under certain situations. This is also consistent with slides provided to summarize
NIH GDS policies [26], which indicate “For studies using cell lines or clinical specimens created or collected
after [January 25th, 2015]...Informed consent for future research use and broad data sharing should have been
obtained, even if samples are de-identified”.

There can be additional discussions about whether it may be wise to impose more stringent
criteria to samples that can be used to create new cell lines, such as whether there should be “explicit
consent” for public data deposit. If so, goals for the frequency of obtaining various levels of informed
consent for samples to generate new cell lines can also be discussed. Newly generated cell lines
generated with NIH funding should have “explicit consent” for genomic data sharing [26], for either
public deposit or controlled access data deposit.

Present and Unknown Future Identifiability from Genomic Data

There are a variety of studies that directly or indirectly characterize the identifiability of samples
with genetic and/or genomic data [27-29], including some discussions with more of a focus on
patients in the medical context [30-33]. For example, Blay et al. 2019 [34] describe the ability to identify
individuals through the raw reads for bulk RNA-Seq data. However, even if a current strategy that can
successfully identify the sample is not known, there are restrictions of sharing sequences from human
genomic data.

For example, the Sequence Read Archive (SRA) has a warning that “Human metagenomic
studies may contain human sequences and require that the donor provide consent to archive their
data in an unprotected database” [35]. A filtering function is provided to reduce the occurrence of
human reads deposited publicly through SRA metagenomic data deposits. Especially for protocols
like Amplicon-Seq where human reads may only be off-target reads that are still amplified from
primers that are not based upon human sequences, a currently existing method that can identify the
human subject or patient from that amount of genomic data may not be known. Nevertheless,
arguably similar to how caution needs to be taken for patient/subject initials that may match multiple
individuals, the author also urges caution in public genomic data sharing.
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Recommendations for Improving Privacy-Sensitive Data Deposit

If there is either not consent for public data sharing (which may contain genetic identifying
information at the current or future time) or the consent for genomic data sharing is not known, then
the author does not consider it appropriate to deposit the raw data publicly. This may be something
important to more clearly communicate to the broader community.

At the same time, it is important to be able to be able to re-analyze data starting from raw reads.
While partial GEO deposits (only including processed data for bulk RNA-Seq data or scRNA-Seq
data) have not created a problem in successful publications so far, the author don’t consider this best
practice indefinitely.

If it is possible to obtain approval for a controlled access deposit as part of the data sharing plan
for an NIH-funded study, then the author recommends that for any data that does not have “explicit
consent” for public data deposit.
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Additional Reading and Resources

In general, there is useful content in “The Lost Family” by Libby Copeland (from 2020), which is
referenced in Episode #131 of the DNA Today podcast. Additionally, “The Lost Family” references
another book that readers may find helpful: there is a collection of chapters written by various authors
and edited by Mark A. Rothstein in “Genetic Secrets: Protecting Privacy and Confidentiality in the Genetic
Era,” providing background knowledge in a work that was published in 1997.

There is also content related to learning about genetic markers within the edX course “Genetics:
The Fundamentals” from Massachusetts Institute of Technology (MIT), which can provide more
information related to the brief discussion about genetic identifiability with a limited number of
markers. There is also discussion of distinguishing individuals, brief review of
calculations/applications for Identity By Descent (IBD) segments, as well other experiences with
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genetic testing in the MITx edX course “Genetics: Population Genetics and Human Traits”. However,
those courses also largely cover content less directly related to this discussion.

I also found the Coursera “Design and Interpretation of Clinical Trials” course from Johns Hopkins
to be useful in learning about some of this material before writing this particular preprint (as
described towards the end of this blog post). However, I did not specifically contact anyone related
to that course to check an acknowledgment is OK, and I therefore moved mention of that course to
this slightly different section.

In general, one goal of the preprint is to potentially find others with similar interests. So,
feedback related to additional references or resources is appreciated.
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