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Abstract: The Azores Archipelago is a collection of volcanic islands near northwestern Portugal in
the Atlantic Ocean. Because of the importance of accurate environmental monitoring for the
advancement of research, transportation and tourism, a LoRaWan Sensor Network was developed
to monitor levels of air pollution across these islands. This study presents an approach to the
implementation of a blockchain network that is both lightweight and scalable, with the goal of
preventing man-in-the-middle attacks on the design of sensor networks.
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I. Introduction

Ongoing research collaboration between University of Washington-Tacoma and University of
the Azores has deployed a network of Internet of Things (IoT) devices for weather monitoring using
a low-power wide-area network. This was done to effectively monitor and analyze the impact of
tourism on the Archipelagos of the Azores (Portugal), which has been a UNESCO World Heritage
Site, since 1983 [1]. (LoRaWan). This collaboration has resulted in a variety of experiments, as well as
the development of a low-cost sensor [2], a calibrated intelligent sensor for weather monitoring [3],
an air pollution detection system that uses edge computing [4], and an experimental implementation
of LPWAN LoRa in both urban and forestall environments [5]. The study demonstrates the feasibility
of applying blockchain technology in conjunction with Long Range (LoRa) in the IoT devices to
ensure safe communication. This article proposes the development of Lightweight Scalable
Blockchain implementing an Ordered Markle Tree as the data structure for the blockchain network.

The remaining parts of the paper are structured as described below. In Section II, a concise
introduction to the Azores Archipelago project and issues regarding the data integrity of its
communications are provided. This section also describes current man-in-the-middle attack concerns
on the network, and the significance of using blockchain security as a potential method to secure
communication between each Internet-of-Things device in a LoRaWan network.

Section III provides information on the existing network design. In Section IV, we will discuss
the data structure and cryptographic protocols for the star topology network to mitigate risk against
a man-in-the-middle attack. In the final section, we provide our conclusions and discuss possible
future research.

II. Related Work
A. LoRaWAN Network for IoT

The physical layer used by LoRaWAN is called LoRa [6]. LoRa is a proprietary radio
communication technique based on the Chirp Spread Spectrum (CSS) modulation [7] developed by
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Cycleo, later acquired by Semtech in 2012 [8]. “LoRa is one of the most used applications because of
the facility to develop private networks operating in the unlicensed frequency bands (868 MHz in
Europe, 915 MHz in USA and Brazil)” [6,9-11].

The information is dispersed across a frequency using a Spreading Factor (SF) used in CSS
modulation. The number of chirps associated with each signal symbol is determined by the SFs,
which are orthogonal to one another. The number of SFs that can be used in LoRa networks ranges
from 7 to 12 and determines the amount of data that can be transmitted using the same number of
bits. Capability of a receiver to demodulate the message is improved by increasing the number of bits
used per symbol. A higher SF indicates that more bits are required to transmit the same information.

On the other hand, installing the end device at a greater distance from the gateway is feasible.
Because SFs are guaranteed to be orthogonal to one another, multiple end devices can send their
packets over the same frequency while utilizing a variety of SFs. Different bandwidths can be selected
from 125, 250, and 500 kHz. In most cases, a bandwidth of 125 kHz is utilized by networks. Time on
Air (ToA) refers to the time a single transmission uses the air interface to send a packet.

Determining the Time on Air (ToA) requires knowing the relation between the SF, bandwidth,
and packet size. There can be large differences between the ToA of two packets of the same size using
the same bandwidth but different SF. To put this into perspective, the time required to send a packet
containing 50 bytes over a bandwidth of 125 kHz is 0.113 seconds when using SF 7, but it takes 2.62
seconds when using SF 12. When only the ToA is considered, the latency required to deliver a packet
is at least 20 times higher with SF 12 than with SF 7. The article [12] provides a more in-depth
comparison and considers other SFs. The SF, bandwidth, and packet size directly impact the link's
throughput [13]. When it comes to throughput, one device's ability to transmit with a low value of SF
is superior to another device's ability to transmit with a high value of SF. The increase in SF, on the
other hand, also increases the transmission range [14]. The SF, throughput, and ToA relationship is
broken down and summarized in Table 1. This table considers a packet with varying payload sizes,
125 kHz bandwidth, and no duty cycle restrictions.

LoRaWAN is a data link layer protocol developed by LoRa Alliance in 2015 and designed
specifically for low-power, wide-area networks (LPWAN) in IoT applications [6,15,16]. It operates in
the sub-gigahertz frequency bands to enable long-range communication with low data rates,
extended battery life, and secure bidirectional communication. “In recent years, low-power wide-
area networks (LPWAN) have been developed to provide a workable solution for applications that
require energy efficiency as well as coverage over a large area [14]. At its core, LoRaWAN is a layered
protocol stack that follows the LoRa physical layer modulation scheme. The stack comprises three
main layers; Physical, Data Link, and Network. The LoRaWAN network itself consists of three key
components; End Devices (or Nodes), Gateways, and Network Server. End-devices, which are part
of the LoRaWAN network, send data to gateways to create a star network topology. Only one hop is
permitted per the specification between the end devices and the gateway [6,9,10]. The most popular
version of the LoRaWAN specification is 1.0.3 [10], while the current version is 1.1 [9].

LoRaWAN for IoT devices is categorized into different classes based on their communication
and power-saving capabilities. LoORaWAN specifications define three device classes: Class A, B, and
C. Each of these classes has specific characteristics and trade-offs in power consumption, latency, and
communication timing.

Class A devices are the most power-efficient and commonly used class in LoRaWAN networks.
They operate in a bi-directional communication mode with a scheduled receive window. After
transmitting data, Class A devices open two short receive windows at predetermined time intervals,
allowing for downlink communication from the network server. Class A devices have the lowest
power consumption but experience longer latency as they only listen for downlink data after sending
an uplink transmission.

Class B devices are an extension of Class A devices and provide additional features for reduced
latency. In addition to the scheduled receive windows of Class A, Class B devices periodically open
additional receive slots synchronized with the network's beacon. This allows for more frequent
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downlink communication from the network server, reducing latency. However, Class B devices
consume slightly more power than Class A devices due to the additional receive slots.

Class C devices offer continuous receive mode, enabling them to always listen for downlink
communication, except during their own uplink transmissions. This results in the lowest latency
among the LoRaWAN device classes but at the expense of higher power consumption. Class C
devices are typically connected to a more reliable power source or have access to a continuous power
source, as they consume more energy than Class A and Class B devices.

B. Man-in-the-Middle Attack on LoRaWan

A Man-in-the-Middle Attack (MITM) is an attempt to disrupt the security and privacy of the
data causing a confidentiality issue [17]. The main concern with an MITM attack is modification of
data by unauthorized actors. The term Man-in-the-Middle is derived from a basketball mini-game in
which two players attempt to pass the ball to one another, and a third player in the middle tries to
intercept the pass. Man-in-the-middle attacks have also been referred to as monkey-in-the-middle
attacks, a fire brigade attacks, or bucket brigade attacks [18]. MitM attacks involve an attacker
intercepting and potentially altering communication between two parties who believe they are
directly communicating with each other. Unlike traditional encryption-breaking techniques, MitM
attacks exploit vulnerabilities in the communication protocols or infrastructure rather than directly
targeting encryption algorithms. Encryption remains a crucial component in securing data. MitM
attacks exploit weaknesses in the overall communication process to eavesdrop on sensitive
information, modify the data or impersonate one or both parties [19].

For a Man-in-the-Middle Attack on a LoRaWan, an attacker will logically position themselves
between the IoT device and the gateway [20]. The adversary may accomplish this goal by taking
advantage of flaws in the communication protocols used by the devices or by physically tampering
with them. The attacker can intercept and modify the data that is being transmitted between the
device and the gateway. There are several potential vulnerabilities present in several of the
LoRaWAN infrastructure components. Examples include unsafe key management, lack of end-to-
end encryption, or inadequate device authentication [20].

Unauthorized access to the devices can jeopardize sensitive data and compromise crucial control
systems. Countermeasures can be put into place to reduce the dangers connected with MitM attacks
on LoRaWAN. These include: i) End-to-end encryption for data transmission to ensure the
confidentiality and integrity of the communication. ii) Employ certain critical management practices,
such as key rotation and secure storage, to ensure encryption keys are protected and not susceptible
to theft or misuse. iii) Robust device authentication mechanisms, such as mutual authentication
between IoT devices and gateways, can prevent unauthorized entities from participating in the
network [21].

C. Blockchain Security

Blockchain is a secure ledger that organizes a dynamically growing list into a hierarchical data
structure of expanding chain of blocks [22]. Each block stores cryptographically information about
its transaction records. Blockchain can update its transactional records when adding a new block into
its blockchain system through a verification process by using a consensus procedure [23]. A block
will have a hash value of itself and the previous block's hash value in the chain, creating a
cryptographic linkage between each block in the data structure. Because every block in the chain
contains a cryptographic hash of the block that came before it, it is exceedingly difficult for an
adversary to change any record without also changing all of the blocks that came after it. As the data
kept in a blockchain network will retain both its integrity and its secrecy, the term “blockchain
security” is used in academia and industry as a reference. The blockchain has three main important
components, i) hash chain storage, ii) digital signature, and iii) consensus mechanism, allowing
blockchain to add new blocks to its chain. Combining these three security techniques, blockchain can
be used effectively against any attempt to tamper with the transaction data records stored inside its
block [22].
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Hash pointers are cryptographic hashes that verify the integrity of the data stored in a block by
pointing to the location where the data is stored. Since we can use a hash pointer as a checker to see
if the data has been tempered, an adversary who tries to tamper with data by using MitM for any
block would need to change the hash pointers of all previous blocks. However, this becomes
increasingly difficult as the tampering would have to extend to the initial opening block — the genesis
block — where the adversary will have to stop with the tampering process because it would be
detected by comparing the recorded root hash pointer with the actual root hash pointer, ensuring
tamper-resilience.

IIL. Current Network Design
A. Network Architecture

As economic and ecological needs continue to grow, alongside technological advancements. It
is essential to do an analysis of the current design of the network in terms of both security and
potential vulnerabilities. The architecture in question is an Internet of Things network that makes use
of LoRa technology, which has recently attracted a lot of attention due to the fact that it can send vital
data over great distances while using a relatively small amount of power [24]. The issue in the design
is to meet certain parameters, such as power needs, as well as to achieve varied distances between
end devices and gateways to the Wide Area Network (WAN).

In this particular scenario, the LoRa system is required to be utilized by the stakeholders in the
Azores Air Quality Pollution Project. As shown in Figure 1, the first iteration of the LoRa system
makes use of a network server powered by The Things Network (TTN) and implements a star
network topology that is based on LoRaWAN [25].The RAKwireless 5146 LoRa concentrator module,
shown in Figure 2, is used to construct the LoRaWAN gateway, which is then stacked on a Raspberry
Pi 3 Model B+ (shown in Figures 3 and 4).

LoRa Network Architecture

-
[ o]
Sensor Node

10T Notwork Sorver Gateway

Figure 1. LoRa Network Architecture.

Figure 2. DHT22 Temperature humidity sensor.
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Figure 4. RAK5146 Gateway Concentrator Module.

This gateway acts as a data bridge between the sensor nodes and the TTN. It is essential to
emphasize the significance of doing exhaustive risk assessments on the LoRa Internet of Things
network design. It is necessary to take precautions including the implementation of secure
authentication procedures, robust encryption mechanisms, and continuous monitoring for potential
threats. In addition, patches and updates should be applied on a consistent basis in order to close any
potential security holes. In order to stop potential attacks on the supply chain, it is also important to
verify that only trusted hardware and software components are used.

The architecture of the LoRa network that is depicted in Figure 1 is based on a star network
topology. In this topology, sensor nodes use LoRa communication technology to communicate with
a gateway. After then, the gateway will send the data collected by the sensors to the server that is
part of the TTN network, where it will be saved. Stacking a RAKwireless 5146 LoRa concentrator
module atop a Raspberry Pi 3 Model B+ constitutes the LoRaWAN gateway's hardware
configuration. The data bridge that connects the sensor nodes and the TTN is provided by the
RAKwireless LoRa concentrator. Utilizing technology based on blockchains allows for the data that
is being communicated to be protected against unauthorized access.

B. Current Hardware Specifications

Figure 2 depicts the communication architecture of the sensor nodes, which utilizes
unidirectional antenna modulation with a spreading factor of 7, running at a bandwidth of 125 kHz
on the US 902-928 MHz frequency [26]. This communication architecture is depicted in the figure.
The utilization of the DHT-22 temperature and humidity sensor, which has an operating voltage of
3.3 Volts, makes the collection of data regarding the surrounding environment simpler. The code for
the sensor is executed by the microcontroller that is a part of the system. This microcontroller is an
ARM Cortex M0 CPU that runs at 3.3 Volts and is clocked at 48 MHz [27].

As shown in Figure 3, the RAK wireless concentrator performs its operations using the same
parameters as the sensor nodes.
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It makes use of an omnidirectional antenna that is able to receive communications from any
direction within a 360-degree radius.

IV. Blockchain Technology
A. Lightweight Scalable Blockchain Architecture Using Ordered Merkle Tree

The proposed architecture for IoT devices in the LoRaWan network is to implement LSB using
a Merkle Tree data structure [28] where the data is constructed into a series of data blocked. In a
Merkle tree, each internal node in the hierarchy will have a hash value of its children node.

Top Hash
hashi T )

0-1 1-0 1-1
hashiL1) hashiL2) hashll2} hashila}

f f 1 P

(B | L2 L3 L4 Blocks

Hash ‘ Hash Hash Hash

Figure 5. Binary hash trees for blockchain data encryption.

At the same time, a leaf node will hold the value of the direct hash value of the corresponding
data block [29]. The weather data collected from the DHT22 Temperature humidity sensor will be
formatted and sorted to create an Ordered Merkle tree (OMT) data structure [30].

In an OMT structure, each leaf in the tree will contain a triplet data:

L,={kk,a}; nenN

Where k is the unique key in the dictionary, k, is the next key, and a is the set of weather data
value.

By implementing OMT, LSB can use the proof of existence process to mitigate the risk of MitM
attack to control and manipulate weather data in the star topology network by verifying in each
transaction that there is an existence of a key-value pair (k,, a).

If keys value pair (kp, a) in the OMT leaf does not exist within the interval [k;, k,,]. There are
three edge cases that imply:

Ifi<nk; <p<ky |k, k] 1)
Ifi>ni>p>nlky, ki ()
Ifi=ni=p=nlk,] (3)

The OMT integrity verification process can verify the legitimateness of a large new weather
dataset by comparing the hash value of specific data block L, to the corresponding leaf node L,
in the Merkle tree. Enable the ability to quickly determine if the data block L, has been tampered
with by MitM. The dataset L, will not have the corrected computed hash value if data has been
tampered with.

V. Conclusion and Future Work

Further investigation of the project's hardware and software components will be an integral part
of the work that will be done in the future for the lightweight scalable blockchain that is described in
this article. Regarding the software, the objective will be to identify the most efficient piece of code to
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run on the Adafruit MO and the RAK2287 while consuming the least amount of battery power,
accumulating data from additional sensors, and integrating blockchain. Concerning the hardware, a
study into the interoperability of multiple sensors for particular air contaminants is going to be
required. In addition to this, testing will be necessary in order to guarantee that the system is both
scalable and secure. In terms of scalability, the cryptographic protocols and hash calendar that the
proposed architecture incorporates have the potential to lower the amount of overhead required for
intermittent participants.

On the other hand, ambiguities in consensus can be reduced through the use of a separate
timestamp ledger as well as the explicit specification of predicates. Other solutions have also been
investigated to address the scalability of blockchains, and while they are similar to the methodology
that has been described, these other strategies are not intended to handle precisely the quantity of
data that is involved in calculations. As a result, future work will concentrate on properly scaling the
lightweight scalable blockchain while also resolving scalability concerns in order to guarantee the
system's performance and safety.
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