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Abstract: The adoption of technology and digital tools across various user groups has brought about a heightened
risk of cyber-attacks targeting devices and shared data. These elevated levels of cybercrime necessitate thorough
investigations to address victims’ inquiries about the nature, causes, affected data, and impacted resources of
the attack. Digital forensics serves as a crucial means to answer these queries. Additionally, it enables the
formulation of strategies and delineation of roles essential for fortifying future defenses against such attacks.
Within digital forensics, digital evidence holds pivotal importance in the investigative process as it serves as
a cornerstone in legal proceedings to identify perpetrators. Numerous research endeavors focus on devising
solutions to safeguard evidence, including centralized storage centers or cloud computing. These efforts aim to
create frameworks integrating diverse security levels for sharing and preserving evidence effectively. In this paper,
a new framework is proposed that seeks to amalgamate novel technologies with forensic practices to address
challenges in the preservation phase of digital forensics. Strategies include segmenting evidence into smaller
components, leveraging steganography to support preservation, and employing blockchain technology to ensure

the integrity of collected evidence.
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1. Introduction

With an increasing reliance on digital devices, the performance of smart technology like smart-
phones and tablets continues to advance. This progress in smart devices has sparked significant
demand among users of varying technical expertise. These devices are used both by individuals
well-versed in technology and by those with limited or no background in this realm. Consequently,
the incidence of crimes committed using these devices has risen considerably, necessitating thorough
investigation processes, making the role of digital forensics increasingly pivotal.

Digital forensics involves investigating digital crimes, focusing on recovering, preserving, and
analyzing electronic evidence crucial for supporting criminal inquiries. In this context, preserving
evidence stands as a cornerstone of the investigative process. Given the ongoing surge in digital data
production, ensuring the integrity, authenticity, and admissibility of digital evidence is more crucial
than ever before, demanding robust solutions to prevent tampering.

Preserving evidence presents various challenges beyond mere retention; it entails ensuring the
credibility of evidence throughout the investigation’s lifecycle, from seizure to its presentation in
court. Blockchain technology offers a decentralized and immutable ledger solution, ensuring highly
secure and transparent records, timestamps, and preservation of digital evidence and related media
in forensic investigations [1]. Integrating blockchain technology can elevate the forensic process by
enhancing evidence collection, preservation, and analysis in digital forensics, ultimately refining the
entire investigative procedure.

This paper endeavors to introduce a novel framework for preserving evidence in digital foren-
sics. The proposed solution aims to bolster the security, privacy, and authenticity of digital evidence
throughout the investigative process. It leverages various advanced solutions in cybersecurity, in-
cluding steganography, blockchain, and cryptography, to fortify the investigation’s integrity and
efficacy.

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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1.1. Concepts of Blockchain Technology

Satoshi Nakamoto [1] introduced blockchain technology in a white paper in 2008 for the first
time. Blockchain represents a decentralized peer-to-peer (P2P) network with a distributed ledger
that is both immutable and transparent [2]. In this blockchain system, the distributed ledger takes
the form of interconnected blocks, where each block is connected to the previous one through its
cryptographic hash [3]. Each block is assigned a unique block number and a timestamp. Within
each block, multiple transactions are structured in a Merkle tree format, and each transaction is
secured through cryptographic signatures using an asymmetric digital key. The rules for managing
and maintaining the distributed ledger are determined by a governance mechanism known as the
consensus algorithm [4].

Blockchain can be either public or private. Public blockchains are accessible to everyone, allowing
anyone to view the ledger. In contrast, private blockchains restrict ledger access to specific members.
Permissionless blockchains enable anyone to engage in transactions and join the consensus process,
whereas permission-based blockchains restrict these activities to chosen members [5]. To efficiently
and securely encode blockchain data, a Merkle Tree is employed. Additionally, consensus algorithms
play a crucial role in achieving synchronization and establishing agreement among the numerous
nodes within a blockchain network [5].

A Merkle tree aggregates all the transactions within a block and creates a digital fingerprint
representing the entire set of operations. This fingerprint enables users to verify the presence or
absence of specific transactions within the block. The Merkle tree is structured as a binary tree, where
each leaf node represents the hash of an individual transaction, and each non-leaf node represents the
hash of a combination of its child nodes. Moreover, the Merkle tree’s root serves as a means to verify
the data within it. The Merkle root employs a straightforward mathematical process to validate the
data contained in the Merkle tree [6].

The consensus algorithm plays a critical role in establishing the rules for maintaining the dis-
tributed ledger [7]. The consensus algorithm is essential to achieving unanimous agreement across
the entire blockchain network when determining the validity of each individual block because, in a
blockchain, there is no central authority responsible for validating transactions or blocks. The literature
showcases a variety of consensus algorithms, each with its unique characteristics and implementations
[8].

Proof-of-Work (PoW) is a consensus algorithm that is used in Bitcoin as well as Ethereum and
imposes a requirement on the peers in the blockchain network to solve a challenging mathematical
problem [9]. In a PoW system, blockchain validators continuously run the data from a block’s header
through a cryptographic hash function. With each iteration, validators incorporate a random number
known as a nonce. Determining the data added to the next block in a blockchain using PoW necessitates
significant energy consumption and computational resources. The participants competing to solve the
problem and validate blocks in the PoW are referred to as miners. They are rewarded based on the
computational resources they expend [10].

Many consensus algorithms have been developed in the literature to overcome PoW cost issues
such as Proof of Stack (PoS), Delegated-Proof-of-Stake, Byzantine consensus algorithm, and more [11].

1.2. Digital Forensics

Digital forensics is the procedure of identifying, preserving, analyzing, and presenting digital
evidence in a manner that meets the requirements for admissibility in a legal court, i.e. maintain
the integrity of the collected evidence, ensuring its reliability and usability in a legal case [12]. The
goal of a digital forensics” investigation is to preserve the evidence as it exists while also uncovering
information that helps the investigator reconstruct past events and understand not just how, but also
why, they occurred the way they did.

The digital forensic process entails five steps: identification, preservation, analysis, documentation,
and presentation [13] as shown in Figure 1.
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Figure 1. The digital forensics process.

Identification serves as the initial phase in any digital forensic investigation. During this stage,
the investigator or investigative team is tasked with recognizing the scope of the evidence contained
on the device, its storage locations, and the specific formats in which it is stored. Digital evidence
can encompass a wide range of formats, such as text messages, emails, images, videos, web search
histories, documents, transactions, and more. This evidence can be found on various devices, including
computers, smartphones, tablets, fitness trackers, and numerous other digital platforms.

After identification, the next step in digital investigations is preservation. This phase involves the
isolation and secure safeguarding of data, as well as the creation of a copy or image that can be subject
to analysis and investigation. Preserving the original evidence in its unaltered state is crucial in digital
investigations to ensure its admissibility as evidence in a court of law.

Analysis is the phase in a digital forensic investigation during which the forensic scientist or
investigator pieces together fragmented data to construct a comprehensive narrative of the events
that transpired during the crime or matter under investigation. Forensic experts primarily rely on
the evidence, drawing from their experience and expertise. It often requires multiple attempts and
examinations to formulate a well-substantiated theory about the unfolding of the crime.

Documentation involves the creation of a record that compiles the data to be presented in court
or any other forum where the investigation is being resolved. It comprises a narrative reconstruction
of the events in question, intertwined with the evidence that bolsters the theory. This documentation
should be persuasive to an external party tasked with determining guilt or innocence.

Presentation marks the concluding phase of the digital forensic process. The investigator utilizes
the documentation to articulate the conclusions they have drawn regarding the event in question.
Whether the conclusion is conveyed in a courtroom or through a written report, the investigator’s task
is to translate their expert findings into a clear and comprehensible narrative that can be understood
and assessed by individuals who are not experts in the field, relying on the details and evidence
provided.

The investigative process commences immediately upon the incident being reported or a crime
being detected [14]. Subsequently, the investigator proceeds through the steps depicted in Figure 1.
Initially, the investigation commences with the identification of the machine or object associated with
the alleged crime or violations. Once the crime is detected, the investigator begins gathering evidence
from the objects identified as being involved in the offense. Following this, the investigator scrutinizes
these objects and compiles a report detailing the findings. Ultimately, the last step involves reporting
these findings and apprehending the suspect [15].

Computer Forensics Domains

The computer forensics domains can be divided into eight main eras as shown in Figure 2.

Operating System Forensics is the procedure of extracting valuable information from the operating
system of a computer or mobile device under investigation [16].

The file system is of utmost importance in computing, as it ensures the organization and ac-
cessibility of data. Without it, files would become disorganized, making it impossible to determine
their location, starting point, or endpoint. Each instance of a file system has a distinct size, but it
can be processed by any computer supporting that particular file system type. Different file systems
come with varying structures, logic, speed, flexibility, security, size, and other attributes [17]. File
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systems encompass key components such as filenames, directories, metadata, and space management.
Analyzing a file system relies on the data contained within a partition or disk. This usually entails
processing data to extract the contents of a file or retrieving the contents of a deleted file [18].

Operating System Forensics

Disk and File System Forensics

Live Memory Forensics

= WwWeb Forensics

‘ Email Forensics
Network Forensics

Multimedia Forensics

Figure 2. Computer Forensic Domains.

Live memory, RAM (Random Access Memory), facilitates the access and processing of various
types of information, handles, open files, decrypted data, registry entries, user passwords, user
activities, as well as connection and session details [19]. RAM permits data access in a manner that can
unveil transparent information that might be otherwise concealed. This capability is instrumental in
revealing hidden processes, detecting malware attempting to conceal information, and identifying the
use of various toolkits [20].

In web forensics, forensic information can be obtained from various sources like web storage
records, browsing sessions, search histories, and complete user activity logs. Each operating system
(OS) and web browser has its unique method for retaining these records, which can be analyzed to
trace and investigate criminal activities [21].

Email forensics is the process of gathering evidence from emails. Email serves as an electronic
means of communication over the Internet, facilitating the exchange of messages, files, documents,
and various transaction-related elements. This process involves the examination and analysis of email
content to extract valuable information for investigative purposes [22].

Network forensic analysis centers on the monitoring of network traffic and the investigation of
the sources of potential attacks. This process involves the collection and analysis of data related to
network activities and events, intending to identify and mitigate security breaches or unauthorized
access [23,24].

In contemporary times, digital visual media has become one of the primary modes of communica-
tion. Digital images are the subject of numerous digital investigations, as some of them may contain
illicit content [25]. This type of analysis seeks to uncover details about the image’s origin, including
its location and the individuals depicted in it. Image analysis also involves scrutinizing images for
potential evidence of steganography, which is the practice of concealing information within digital
media.



Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 17 March 2024 d0i:10.20944/preprints202403.0703.v1

50f 14

There are various other domains within computer forensics. For example, cloud forensics is
employed to investigate crimes committed using cloud platforms, focusing on digital evidence hosted
in cloud environments. Database forensics, on the other hand, is used to examine data storage systems
and address privacy-related crimes, involving the analysis of databases to uncover evidence of illicit
activities.

The rising prevalence of cybercrimes worldwide, which vary in nature and complexity, including
content forgery, financial data fraud, and even cyber terrorism involving large groups and government
actors, has underscored the necessity for computer forensic algorithms, solutions, and tools. In
response to these evolving and multifaceted threats, the development and advancement of forensic
techniques and technologies have become imperative for effectively combating and investigating
cybercrimes.

Blockchain technology has the potential to provide various applications for digital forensics
investigations. These applications encompass evidence collection, preservation, validation, and
analysis. Researchers and investigators can harness the capabilities of blockchain for digital forensics,
as it allows for traceability and ensures the immutability of records. This can be particularly valuable
in maintaining the integrity and reliability of digital evidence throughout the investigative process.

1.3. Stenography Technique

Steganography encompasses methods used to conceal confidential information within other
digital media, essentially hiding it in plain sight. Some definitions characterize it as the practice of
embedding one piece of information within another in a way that makes detection challenging, akin to
a form of camouflage that remains unseen by unintended recipients or intruders [26]. Within the realm
of information hiding techniques, steganography is regarded alongside methods like watermarks and
cryptography [27]. The primary objective of these techniques is to ensure secure transmission and
communication across insecure channels.

However, the goals of steganography differ from those of watermarks. Watermarks primarily aim
to provide proof of ownership or identification, while steganography focuses on achieving confiden-
tiality, integrity, and privacy through encryption. Notably, research indicates that steganography is
utilized as an anti-forensics technique, enabling the hiding of evidence and complicating investigation
processes [28]. Essentially, steganography operates differently from cryptography, which revolves
around the art of rendering secret messages incomprehensible unless the specific key to decoding them
is known.

Steganography, as a field, is broadly categorized into two primary divisions: linguistic steganog-
raphy and technical steganography. Linguistic steganography involves concealing text within a text
cover message, while technical steganography utilizes diverse types of media as cover messages.

The most common methods employed in steganography are Image steganography, text steganog-
raphy, audio steganography, and video steganography. Each method uses a specific carrier or cover
media. For instance, in text steganography [29], the carrier medium utilized is text. Within text
steganography, the process of embedding a secret message into the carrier content can be executed
through various techniques. These techniques might include altering spacing, selecting different fonts,
or manipulating letter cases to conceal the hidden message within the text.

Indeed, the counterpart to steganography is steganalysis, which focuses on uncovering or detect-
ing the embedded message within cover media. Steganalysis involves the investigation and detection
of hidden data concealed using steganographic techniques. This field of study is generally divided
into two primary categories.

Passive steganalysis aims to categorize a cover medium as either "stego" (having hidden data)
or not and seeks to identify the steganographic embedding algorithm. On the other hand, active
steganalysis goes a step further. In addition to determining whether a cover medium contains hidden
data and identifying the embedding algorithm, active steganalysis endeavors to estimate the length of
the embedded message and, ideally, extract it from the cover medium [30].
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2. Related Works

The authors in [31] introduces an innovative framework known as the "Forensics Chain for
Evidence Preservation System for IoT-based smart city security” to address the issues faced by forensic
investigators, such as the risk of a single point of failure and potential evidence alterations. These
issues arise when digital evidence is stored on cloud servers, it elevates the risk of evidence tampering
and unauthorized sharing with malicious third parties.

In [32], the authors proposed a privacy-preserving digital forensics (P2DF) framework. The
framework’s objective is to safeguard the digital crime scene for subsequent validation through the
synchronization and analysis of evidence. Following the confiscation of suspects” digital media, a
thorough bit-by-bit imaging process is carried out on the original data contents. The integrity of the
secure digital images is verified at each stage using MD5 or SHA-1 hash techniques to promptly detect
any alterations in the copied image.

In [33], The authors have introduced a digital forensic framework that leverages case information,
case profile data, and expert knowledge to automate the digital forensic analysis process. It also
employs machine learning to identify the most pertinent evidence, all while safeguarding data privacy.
This approach enhances the overall efficiency of digital forensic investigations without compromising
the integrity and admissibility of the evidence.

In [34], the authors have put forth the "BEvPF-IoT" method, which is a framework for preserv-
ing multimedia evidence in the context of Internet-of-Things (IoT) devices. This method is based
on blockchain technology. The framework includes the establishment of a secure and cost-effective
environment through the utilization of IPFS and Ethereum blockchain. This implementation aims to im-
prove network transparency and accountability during the forensic examination of digital multimedia
evidence.

The authors in [35] introduced a blockchain-powered solution tailored for the smart home sector,
addressing the tasks of gathering and safeguarding digital forensic evidence. The system employs a
private forensic evidence repository to store collected evidence, alongside a permissioned blockchain
framework that delivers security functionalities such as integrity, authentication, and non-repudiation.

The blockchain technology again used by the authors in [36] to provide a solution for evidence
preservation of forensics technology. The proposed framework called IoTFC can deliver a guarantee of
traceability and track provenance of evidence items. Details of evidence identification, preservation,
analysis, and presentation will be recorded in chains of block. The IoTFC can increase trust of both
evidence items and examiners by providing transparency of the audit train.

In [37], the authors proposed "ForensiBlock"” which is a dedicated private blockchain solution.
ForensiBlock guarantees thorough and transparent documentation throughout the investigative jour-
ney, encompassing stages such as data extraction, access control, and tracking of data versions.

The authors on [38] proposed a solution based on the theory of ontology to preserve the privacy
in the area of digital forensics by abstracting the privacy attributes in digital forensics scenarios.

The authors in [39] proposed a practical and secure CustodyBlock (CB) model, which employs a
private blockchain protocol and smart contracts. This model is designed to facilitate the management,
transfer, analysis, and monitoring of evidence in a reliable manner. The integration of smart contracts
within CB serves to automate and enhance the evidence preservation and handling processes, making
them more efficient and secure.

By analyzing the previous works, it can be said that the advancement of blockchain technology,
with its inherent qualities of integrity and immutability, has spurred the development of numerous
solutions for the privacy preservation of forensic evidence. Many innovative solutions have emerged,
harnessing blockchain’s capabilities to safeguard sensitive data and transactions, ensuring their
authenticity and preventing unauthorized alterations. This shift towards blockchain-based solutions
reflects the growing recognition of the technology’s potential to provide robust privacy preservation
for forensics technology.



Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 17 March 2024

7 of 14

3. The Proposed Model

The proposed model consists of five main parts as shown in Figure 3:

Cover file creation

Evidence pre-processing

Evidence fragmentation and encryption

Evidence hiding

Evidence storing

Figure 3. The Proposed model.

The blockchain technology is used in the proposed model as a distributed database for evidence
storing. Blockchain is a well-known technology to store data in a secure and decentralized manner.
Decentralized blockchains are immutable, which means that the data entered is irreversible.

The data are stored in blocks linked together. When the block reaches its capacity, the data
undergoes encryption through an algorithm, resulting in the generation of a hexadecimal number
known as a hash. This hash is subsequently incorporated into the header of the next block and
combined with the remaining data within that block. This process forms a sequence of interconnected
blocks, creating a chain of information.

In the proposed model, the data extracted from the previous block in the blockchain is utilized to
create the initial cover file. This is accomplished by employing an encryption algorithm to produce a
cipher file with a predetermined size, which is determined by the block size in the blockchain. This
process constitutes the initial phase.

The cipher file will be utilized in the third phase of our model to conceal forensic evidence
within it and create the steganography file. Before that, the collected evidence is assembled for the
preprocessing phase. During this phase, the evidence is organized into groups according to their data
types, which could be image, text, video, PDF, etc. A machine learning method is used in this phase to
achieve its goal; cleaning and transforming the evidence data. This step is important to correcting or
eliminating inaccurate, compromised, improperly structured, redundant, or incomplete data. This
may lead to correctly map different functions with the intended purpose of the data. And reduce the
size of the data.

Subsequently, the third phase commences, during which each piece of evidence is divided into a
set of chunks equal to 10. Then, each individual chunk of the same evidence undergoes the identical
encryption algorithm employed for encrypting block data and producing cipher file encryption. This
encryption process serves the dual purpose of concealing the original data and augmenting security
measures.

The steganography phase initiates, where the set of encrypted chunks is embedded into the cipher
file to conceal them, resulting in the creation of transaction data to be stored within the blockchain
in the form of a steganography file. Lastly, the generated file is stored in the blockchain database
following the execution of the blockchain mining process. The key features of the proposed model can
be summarized as follows:

d0i:10.20944/preprints202403.0703.v1
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1. Ensure a heightened level of integrity, confidentiality, and privacy for digital evidence.

2. Employing a solution like blockchain offers an immutable safeguard, ensuring that any attempt
to tamper with the content of a single piece of evidence would necessitate extensive effort.

3. Utilizing steganography techniques to conceal evidence in forensics is crucial due to its capacity
to obscure sensitive information within seemingly innocuous data The details of each step are
given below.

Cover File Creation

During this stage, the objective is to generate a cover file that will serve as a steganography
container for concealing evidence within it. This is accomplished by obtaining the data from the
preceding block within the blockchain and subsequently encrypting it using a designated encryption
algorithm as shown in Figure 4. The size of the generated cipher file is calculated to be used later in
the third phase of the model.

Cipher File Creation

HEADER
. Extract
vion e
Markie Root

!

Block 3
Transactions

Encryption

Cypher text file

Iojlcoocliion

N
z."c.:’lg]"; | < — ).

1ol
fTiollicoilo

Figure 4. Cover File Creation Phase.

Evidence Pre-processing

From the pool of evidence available, a specific piece stands out as the starting point for initi-
ating the preservation process. After receiving the evidence, it undergoes a series of preprocessing
procedures to be categorized into the appropriate data set based on its type. Every set of evidence is
regarded as a memory pool within the blockchain, housing a collection of unconfirmed transactions.
The memory pool is a data structure that holds the evidence that has not yet been included in the
mining process.

During this stage, each evidence undergoes a series of data preprocessing procedures. The
evidence can exist in various formats, including text, images, audio, video, and more. To manage these
diverse data types, protocols can be implemented for regulation. In our proposed model, we handled
two main data types: text and image. First, we integrate and organize a set of evidence of the same
data type into one group such that the text data in one group and the image data in another group.
Then, each group goes through a sequence of cleaning and transformation operations to transfer the
data into useful information. This can be done by using machine learning methods. In the case of
image data, the image data undergoes an additional pre-processing phase wherein it is subjected to
compression after the initial data cleaning. This compression step aims to reduce the image size by
eliminating redundant data. In the end, the volume of the data will be reduced and the errors, outliers,
and redundant data will be removed. Two sets of consistent data will be generated.

Evidence Fragmentation and Encryption
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Upon completing the data preparation process, the evidence is fragmented and divided into
smaller files known as chunks. This process is carried out by executing the algorithm outlined in
Figure 5 for data fragmentation and encryption.

Initially, the data is partitioned into ten distinct chunks. Each of these chunks is then encrypted
using the identical algorithm employed for encrypting the cover file in the initial phase of our model.
Subsequently, the size of each encrypted chunk is determined, and these individual sizes are summed
to yield the total size of the encrypted set of chunks. Next, a comparison is conducted between the size
of the cipher file for the cover file and the total size of the encrypted set of chunks.

The ratio between the total size of the encrypted set of chunks and the size of the cipher file for
the cover file is evaluated as follows:

z}i 1 chunk size
yf =

cipher_file o

if r >1, then the total size of the encrypted set of chunks is greater than the size of the cipher
file for the cover file. In this scenario, the number of chunks chosen to progress to the next phase is
determined in a manner that ensures the total size of the selected chunks is less than the ciphertext
file. If any remaining chunks are not selected, these chunks will be placed back into the memory pool,
where they can be chosen again for inclusion in the subsequent block of the blockchain during a fresh
iteration of the proposed model.

1. Begin
2. Divide the evidence into 10 chunks;
3. Given size of the cipher file for the cover file, c;
4. new s, i=0;
5. Do

o Calculate chunks size, s;

* new s=new s +s;

o it+;

while ( new s <=c¢)
6. ifi<10

o gather remaining set of chunks and return them to the pool of evidences;
7. end

Figure 5. The chunks fragmentation and encryption algorithm.
Evidence Hiding

In this phase, the cipher file prepared during the initial stage will be employed to conceal the
encrypted set of evidences and create steganography file. The cipher file and the set of chunks share
the same data type, as they are both encrypted using the same algorithm. Additionally, the size of the
set of chunks is either less than or equal to the size of the cipher file. This implies that, after concealing
the information within the cipher file, the resulting file should retain the same data type and size.
Achieving this can be accomplished by substituting a set of bits in the cipher file with the bits from
each chunk. This replacement operation is iterated for all 10 chunks. Here two parameters should be
determined: the starting position of the bit to be replaced and the number of bits in the cipher file of
covered file. To achieve that, we must determine the number of bits in the cipher file and the set of
chunks.

The number of bits in a text can be determined by considering the character encoding used and
the length of the text. To calculate it, we follow the following steps:
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1. Character Encoding: First, we should determine the character encoding used for the text.
Common character encodings include ASCII, UTF-8, UTE-16, and others. Each encoding uses a
different number of bits to represent characters.

2. Text Length: Determine the length of the text in characters.

3. Calculate Bits: Once we determine the character encoding and the text length, we can calculate
the number of bits as follows:

e In ASCII, each character is represented using 7 or 8 bits.
¢ In UTF-8, the number of bits per character can vary, with English letters typically using 8

bits.
e In UTF-16, each character is typically represented using 16 bits.

4. So, to find the number of bits in a text, we multiply the number of characters by the number of
bits required to represent each character in the chosen encoding. For example, for 100 characters
in UTF-8 encoding, we will have 800 bits (100 characters * 8 bits per character).

The algorithm for generating the stenography file and hide the chunks is given in Figure 6.

Begin

Calculate mumber of bits in the cipher file, L;

Let b =int [10];

Let p; =0, p> =L;

For (i=1, i<=10, i++)

e b; = number of bits(chunk;);

leti=1;

Repeat

Replace the chunk(i) _bits with cipher bits starting from bit(p;);
. Increment i;

10. Py = pi+ b(i);

11. Replace the chunk(i)_bits with cipher bits starting from bit(p:);
12. Increment i;

13. P> = po— bfi);

14. While (i <=10)

15. End

o~

ok W

=

o S ™~

Figure 6. Hiding algorithm.

Where b is a one-dimensional array with length 10. b[i] contains the length of the ith chunk. P1
and P2 are two pointers in the cipher file bits. Initially, P1 points to the first bit in the cipher file and
P2 points to the last bit in the cipher file. Hiding the chunks within the cipher file is accomplished in
both forward and reverse directions. The procedure involves replacing the bits of the first chunk with
those from the cipher file, starting from the first bit and continuing until all the bits in the first chunk
have been replaced. Following this, the pointer value P1 is incremented by the number of chunk bits,
which is stored in the b[i] location. Subsequently, the second chunk is substituted with bits from the
cipher file. However, in this case, the replacement process commences from the end of the cipher file,
proceeding backward until all the bits of the second chunk have been replaced. During this step, the
value of P2 is decremented by the number of bits in the second chunk, which is also saved in the b
array. This process is repeated until the hiding process for all chunks of evidence is completed. The
output of this phase is the steganography file that contains the set of evidence chunks encrypted by
the encryption algorithm and hidden in the ciphertext file.
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Evidence Storing This phase involves the adding of the stenography file to the blockchain as
a regular transaction. This includes the verification process which is the mining in the blockchain
to add the data into a block. A unique cryptographic hash value is created for the new block to
identify it. The blocks contain information such as transaction (stenography file), nonce, target bit,
difficulty, timestamp, previous block hash, current block hash, and block ID, etc., and the blocks are
cryptographically verified and chained up to form an immutable chain which is the blockchain.

The overall architecture of the proposed model is shown in Figure 7.

Vi i
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Evidence Clustering Data Cleaning ~ Data Transformation
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\ 4
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Evidence Fragmentation and Encryption

Evidence Fragmentation ~ Evidence Encryption Evidence Cipher Generation
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Starting block

Figure 7. The overall architecture of the proposed model.
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4. Conclusions and Future Works

This paper proposed a model with different levels of security for the preservation of evidence
and secure sharing amongst various investigators and courts. The first level refers to using the idea of
dividing the evidence over a set of chunks, which gives the solution level of complexity; the second
level refers to distributing the chunks over a set of blocks, whereas the size of the blocks is identical, and
the chunks will be embedding over the blocks using the idea of steganography, and based on the idea
of blockchain since the chunks will be embedded over the ciphertext of the content of the preceding
block. The proposed solution takes advantage of recent technology in the field of cybersecurity by
using blockchain, steganography, and encryption to reach a situation where if the evidence is shared
and distributed amongst different investigators and courts of law, it will be safe.

For future works, the authors will implement the proposed model on a forensic dataset. With the
practical implementation of the proposed model to a diverse range of forensic scenarios and datasets,
the authors aim to validate its robustness and efficacy in preserving evidence and facilitating secure
sharing among investigators and legal entities. This hands-on approach will not only enhance the
credibility of this research but also contribute valuable insights towards the development of more
secure and efficient methods for handling digital evidence in forensic contexts.

Conflicts of Interest: The authors declare no conflicts of interest.
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