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Abstract: This paper introduces an Agent-Based Model (ABM) for investigating the dynamics of the Internet
of Things (IoT) ecosystem, specifically focusing on dynamic coalition formation among IoT Service Providers
(SPs). Extending our prior work in 5G network modeling, the ABM captures intricate interactions among device,
network operator, SP, and customer agents, offering a versatile framework for studying IoT ecosystem dynamics.
The simulation portrays the adaptive nature of collaborations, providing insights into the role of dynamic coalition

formation in shaping the collaborative landscape of IoT.

Keywords: internet of things; 5G networks; agent-based modeling; strategic collaborations; dynamic coalition

formation

1. Introduction

The Internet of Things (IoT) [1,2] is a revolutionary paradigm that intertwines the physical and
digital realms through interconnected devices. In this network, devices seamlessly communicate,
generating vast streams of data that encapsulate the pulse of our interconnected world. The IoT
ecosystem involves not only device interactions but also critical roles played by mobile network
operators (MNOs) and IoT Service Providers (SPs). MNOs, as the backbone of IoT networks, manage
infrastructure for seamless communication among devices, ensuring reliability, scalability, and security.
SPs contribute significantly by offering specialized applications, analytics, and value-added services
[3] built upon the foundation of IoT-generated data.

Despite the transformative potential and applications of IoT, the escalating complexity of its
dynamics presents formidable challenges. There is a noticeable gap in existing literature, with com-
prehensive studies examining dynamics and interactions between entities within the IoT landscape
lacking. While certain works address specific aspects of IoT dynamics [4], they often fall short of
encompassing the full spectrum of interactions among key players. The relationships among devices,
MNQOs, and SPs play a pivotal role in shaping the IoT ecosystem, necessitating a nuanced approach
that current research efforts have yet to thoroughly explore.

To address the existing gap in IoT literature, we advocate for an agent-based methodology [5],
a robust approach involving the construction of a dynamic model that encapsulates the roles and
interactions of entities within the IoT ecosystem. Agents, representing devices, MNOs, SPs,and more,
authentically emulate real-world behaviors and collaborations, thereby enabling a nuanced exploration
of IoT’s inherent complexity. This approach stands out from traditional methods by allowing for a
meticulous examination of relationships and dynamics that might be overlooked in broader scopes.
Furthermore, its adaptability and scalability make it well-suited to accommodate the evolving nature
of the IoT landscape.

As a use-case implementation within the model, the effectiveness of the agent-based framework in
simulating dynamic coalition formation among SPs within the IoT ecosystem is demonstrated. While
prior research, exemplified by [20], has predominantly examined SP coalition formation through a
pricing perspective and utilized bundling strategies to attract more customers and increase revenue,
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it often overlooked the complexities of large-scale collaboration scenarios. These scenarios entail
numerous SPs engaging in multiple collaborations, competitions, and overlapping coalitions. To
address this gap, our work delves into the dynamics of strategic collaborations, adaptive behaviors,
and decision-making processes among SPs, uncovering insights crucial for optimizing collective profits
in the IoT landscape. By integrating real-world use cases, our model showcases its versatility in
capturing and analyzing the nuanced collaborative dynamics inherent in the evolving IoT ecosystem,
thus enhancing its practical relevance and applicability.

1.1. Related Works

In the context of IoT, significant research efforts have been dedicated to exploring various aspects
such as architectural considerations [6,7], device interactions [8], and resource allocation and optimiza-
tion strategies [9]. Additionally, the utilization of ABM for IoT systems has gained recognition, with
numerous papers [10,11] employing this approach to dissect and analyze IoT dynamics. Notably, ABM
has been applied in diverse IoT use cases, ranging from smart waste monitoring [12] to self-adaptive
and self-organizing applications [13]. Furthermore, a comprehensive survey [14] extensively explores
the potential of ABM in the context of 5G networks, highlighting its effectiveness in understanding
and analyzing the dynamics of next-generation telecommunications systems. This research forms a
robust foundation for extending ABM methodologies to address the complexities and challenges of the
broader IoT ecosystem. Although the ABM model was primarily focused on network slicing scenarios
[15,16], it still holds great potential for IoT networks, given its versatility.

While dynamic coalition formation has been extensively studied in various domains, ranging
from applications in small cell networks [17] to smart grids [18], its exploration within IoT networks
has garnered significant interest. Specifically, coalition formation mechanisms have been tailored for
IoT device coalitions [19], aiming at optimizing energy and resource utilization in IoT environments.
Despite this progress, the establishment of coalitions among SPs remains a relatively underexplored
area, with limited existing literature. Notably, a few studies have initiated investigations into this
emerging topic, focusing on strategies such as bundling [20,21] and their implications for fostering
collaborative arrangements among SPs. This evolving research direction holds promise for optimizing
service delivery, enhancing resource utilization, and fostering collaborative innovation within the
dynamic IoT ecosystem.

1.2. Contributions

In summary, the key contributions of our work are as follows:

* Proposal of an adaptable and scalable Agent-Based Model for the IoT Ecosystem: The paper
introduces a comprehensive model for the IoT ecosystem, which includes diverse entities such as
devices, MNOs, SPs, and customers. This model ensures adaptability and scalability, effectively
accommodating the dynamic nature of the IoT landscape. It serves as a practical and effective
tool for researchers and practitioners seeking a systematic understanding of the multifaceted
interactions shaping the future of IoT.

* Demonstration of Model’s Versatility through a Practical Use-Case: Another key contribution
of the paper lies in its practical demonstration of the proposed agent-based model through a
focused use-case scenario. Specifically, the paper explores the dynamic formation of coalitions
among loT SPs—a critical aspect of the IoT ecosystem often overlooked in existing literature.
Through this use-case scenario, the paper not only showcases the versatility and effectiveness
of the agent-based approach but also provides valuable insights into optimizing collaborative
strategies and maximizing collective profits within the IoT ecosystem. By bridging the gap
between theoretical frameworks and real-world applications, the paper contributes to a deeper
understanding of the collaborative dynamics shaping the future of IoT.
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2. An Agent-Based Modelization for IoT

This section delves into the technical details of the ABM, purposefully designed to dissect the
dynamics within the IoT ecosystem. Building upon prior work in modeling 5G networks with an
agent-based approach [15,16], the model has been adapted to fit the specific characteristics of the
IoT ecosystem. This evolution demonstrates the flexibility of the modeling framework to address
diverse network architectures and underscores its adaptability to different technological paradigms.
Functioning as a precision instrument, our proposed ABM IoT model comprises four key entities:

¢ Device agents (Ap): These agents represent the myriad of IoT devices within the ecosystem,
each equipped with specific functionalities and capabilities tailored to their intended purposes.

¢ Mobile network operator agents (A,s): Responsible for managing and orchestrating the com-
munication infrastructure, these agents oversee the transmission of data between devices and
SPs within the network.

¢ Service Provider agents (Asp): These entities offer a range of services and solutions to customers
with different needs and preferences, by leveraging the data provided by device agents.

e Customer agents (Ac): Representing the end-users and consumers of IoT services, these agents
interact with SPs to access and utilize the offerings provided by the ecosystem.

Each entity is defined by a unique set of attributes that delineate their functionalities within the
ecosystem. Interactions among these entities, governed by predefined rules, intricately shape the
evolution of the IoT landscape. Additionally, the model incorporates dynamic coalition formation,
introducing supplementary rules dictating the collaborative behaviors of SPs.

Figure 1 presents a detailed schematic of the IoT ecosystem, showcasing the interactions among its
core components. At the center of the ecosystem, various IoT devices generate extensive data streams,
which are efficiently aggregated and managed by the MNO agent. SP agents play a crucial role by
strategically acquiring sensor data from the MNO and utilizing advanced processing techniques to
offer a wide range of IoT services. Customers within the IoT ecosystem interact dynamically with
the SPs, subscribing to the services that best align with their preferences and objectives. Importantly,
customers may have varied needs and requirements, often necessitating the utilization of multiple
services offered by different SPs. This dynamic demand for diverse services encourages collaboration
and partnership among the SPs, leading to the formation of coalitions or alliances aimed at delivering
comprehensive solutions to the users. While the figure illustrates data flow in one direction, it is
important to note that there is significant interplay between the components in both directions. For
instance, the preferences of customers can influence SP behavior and the selection of IoT devices,
while feedback from SPs can shape the development and deployment of IoT devices. This reciprocal
interaction contributes to the dynamic nature of the ecosystem and underscores the importance of
considering multidirectional relationships. Overall, the figure provides a holistic representation of
the IoT ecosystem, highlighting the interconnectedness of its key components and the collaborative
dynamics that drive innovation and value creation within the ecosystem.
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Figure 1. Schematic representation of the IoT ecosystem.

To provide an overview of the system dynamics, Algorithm 1 outlines the computational process. It
commences with IoT device agents generating and transmitting data to their respective MNO agents.
These MNO agents process and distribute the data to selected SP agents. Subsequently, customer
agents select SPs based on their preferences and subscribe to them. SP agents then execute the Multi-
Agent Dynamic Coalition Formation (MA-DCF) algorithm (see Section 3) to evaluate their coalition
status and offer both standalone and collaborative services. Finally, customers benefit from the services
provided by the selected providers, thereby completing the iterative cycle. This orchestrated approach
ensures efficient data flow, subscription processes, and service provision within the IoT landscape,
catering to the diverse needs of both customers and SPs.

Algorithm 1 High-level Orchestrator Algorithm for IoT Ecosystem Dynamics
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3. Simulation of A Practical Use-Case: Multi Agent—Dynamic Coalition Formation (MA-DCF)

Coalitions in multi-agent systems, particularly within the IoT landscape, represent collaborative
alliances formed by independent entities. These entities, often agents, pool their resources and expertise
to collectively address challenges or capitalize on opportunities that may surpass individual capacities.
Coalition formation involves strategic decision-making, where agents evaluate potential partners
based on shared goals, complementary capabilities, and mutual benefits.

To unravel the intricacies of this dynamic coalition formation, we delve into the variables that
govern the decision-making process and the evolving dynamics within this landscape.

* Agp = {Asp,, ..., Asp, }: Denotes the set of service provider agents in the system.
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C= {CO, ., Cn}: Represents all coalitions formed among service provider agents, where each

coalition C, C Agp.

* Benefit(C.,t) € [0,1]: Represents the normalized benefit associated with coalition C, at time step
t, indicating the overall advantage or gain obtained from the collaboration within that coalition.

e Cost(C.,Cu,t) € [0,1]: Denotes the normalized cost associated with coalition C, at time step ¢,
including the joining cost and, if applicable, the leaving cost if the agent needs to exit coalition
C. at time step .

o Utility(C.,Cu,t) € [—1,1]: Represents the utility derived from coalition C. at time step ¢,

calculated based on the difference between its benefit and the cost incurred to form the coalition,

reflecting the overall satisfaction and effectiveness of collaboration within the coalition.

3.1. Core Matrices Guiding Multi-Agent Coalition Dynamics

In our simulation framework, we utilize four key matrices to capture various aspects of collabora-
tion and compatibility among SPs within coalitions:

¢ Data Sharing Matrix (D): Represents the sharing of IoT devices between pairs of SPs at time step
t, where D;;(t) € [0,1] signifies the level of data sharing capability between SPs Agsp, and As p;-

* Service Compatibility Matrix (S): Reflects co-subscription rates between pairs of SPs at time step
t, with S;;(t) € [0,1] incrementally increasing based on customer co-subscriptions, indicating a
higher level of collaborative potential and compatibility between the involved providers.

* Resource Sharing Matrix (R): Represents the intersection of assigned tasks between SPs at
time step f, with R;j(t) € [0, 1] values dynamically adjusted to signify high compatibility if two
providers are engaged in identical computation tasks, indicating task redundancy.

¢ Joining Cost Matrix (X): Evaluates the cost of a SP joining a coalition with existing members
at time step ¢, considering factors such as technological alignment and strategic fit. This matrix
facilitates informed decision-making regarding coalition expansion or restructuring, where
Xij(t) S [0, 1]

Matrices Dj;(t), S;;(t), and R;j(t) play pivotal roles in shaping coalition dynamics among SPs Asp,
and Agp, at time step ¢. These matrices, representing data sharing, service compatibility, and resource
sharing respectively, range from 0 to 1, denoting absence to high levels of capability or compatibility.
As our simulation progresses, these matrices evolve dynamically, mirroring shifts in compatibility
between SPs. For instance, S;;(t) responds to changing customer co-subscriptions, while D;;(t) reflects
the utilization of shared IoT devices, reducing redundant data purchases. Meanwhile, R;;(t) identifies
task redundancy, optimizing resource utilization. Finally, the joining cost matrix X;;(t) assesses the
feasibility and cost of integrating members into a coalition based on technological alignment and
strategic fit.

3.2. Benefit, Cost and Ultility of Coalitions

Understanding the benefit, cost, and utility of coalitions is crucial for guiding strategic decision-
making among SP agents. These metrics provide insights into the advantages and challenges associated
with collaboration, ultimately influencing the formation and evolution of coalitions.

3.2.1. Normalized Benefit of Coalition

In our analysis, coalition benefit (Benefit(Cc, t)) serves as a critical metric for assessing the overall
advantage derived from collaboration within a specific coalition C. at time step t. The benefit is
calculated using the formula:

Benefit(Cc,t):3CC|(|?M< Y, D+ ) S+ ), Rij(t)> 1)

i,jeCeii<j i,jeCeii<j i,jeCeii<j
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Here, |C.| denotes the number of agents within the coalition C,, and Dl-]-(t), Sij(t), and Rl-]-(t)
represent the values in the data sharing, service compatibility, and resource sharing matrices, respec-
tively, between SPs Agp, and Agp, within the coalition at time step ¢. The term W is utilized to
normalize the benefit value between 0 and 1, ensuring standardized scaling across different coalition
sizes and numbers of matrices. The factor of 3 (|C¢|(|Cc| — 1)) accounts for the total number of pairwise
combinations within the coalition. Since there are three matrices (data sharing, service compatibility,
and resource sharing) contributing to the benefit calculation, the factor of 3 is included to balance the
influence of each matrix.

3.2.2. Normalized Cost of Coalition

The normalized cost associated with a coalition at time step t, denoted as Cost(Cc, Cy/, t), com-
prises two components: the joining cost and the leaving cost. If a SP must exit an existing coalition
before potentially joining another coalition, the leaving cost Costyeave (Cy, t) is considered, where C/
represents the coalition the SP intends to leave.

1
COSi’(CC, CC/, t) = E (COSt]oin(Cc, i’) + COStLeave(Cc’/ t)) (2)

The join cost (Costjoin (Ce, t)) represents the expense associated with a SP Agp, joining a coalition
Ce. The value in the joining cost matrix X;;(t) signifies the expense for SP Agp, to join a coalition C.
containing member Agp; and time step t. By summing over all current coalition members Agp, within
C. except Asp,, the formulation accounts for the joining costs associated with each existing member. It
is calculated as:

Costyon(Cert) = |C|11 Y X0 ©)
¢ jeCej#i
If Co # @, the leaving cost function involves two terms. The first term is denoted by f(4(t)),
where J(t) represents the duration of the coalition. It is modeled as a sigmoid function that converges
towards 1 as the duration of the coalition increases, capturing the increasing complexity and costliness
of disengagement over time. Mathematically, the sigmoid function can be defined as:

1

o) = e m

Here, « and § are parameters determining the shape of the sigmoid function.

Additionally, in the second term, |C.| denotes the number of SP agents within the coalition,

and |Agp| determines the total number of SP agents. As the coalition size grows, the leaving cost

proportionally increases, reflecting the heightened intricacies and dependencies inherent in larger

coalitions. Thus, the leaving cost dynamically adjusts based on both the temporal and structural
dimensions of coalition dynamics.

(4)

The leaving cost function is mathematically represented as:

. |Cc’|
| Asp|

It's important to note that if C is empty, the leaving cost becomes 0.

CostLeave(Cer, t) = f(3(t)) ®)

3.2.3. Utility of Coalition

The utility of a coalition at time step t, denoted as Utility(C., Cu,t), signifies the net gain achieved
by engaging in the coalition C, after accounting for associated costs, including potential impacts of de-
parting from another coalition C,. It is calculated as the difference between the benefit (Benefit(Ce, t))
accrued from collaboration within C, and the total cost (Cost(C., Co, t)) incurred to maintain member-
ship in C, while also considering the potential cost of leaving C,.
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Utility(C¢, Cy, t) = Benefit(Ce, t) — Cost(Ce, Cy, t) (6)

The utility of coalition Utility(C., Cu,t) is constrained within the range
—1 < Utility(C,, Cy, t) < 1, ensuring a normalized utility metric that offers a standardized measure
of the net gain obtained from coalition participation. A positive utility value (Utility(Cc, Cor, t) > 0)
signifies a favorable inclination towards joining C., even after contemplating the potential cost of
leaving C.. Conversely, a zero or negative utility value (Utility(C.,Cy,t) < 0) suggests that the
incurred costs surpass the benefits, indicating a less desirable scenario for coalition participation.

3.3. Strategic Decision-Making

In the strategic decision-making process of SP agents, two critical elements drive their behavior:
the commencement of coalition formation and the subsequent determination of whether to accept or
decline coalition requests.

3.3.1. Initiation of Coalition Formation

Each SP agent assesses its neighboring agents using various compatibility metrics, such as data
sharing capabilities, service compatibility, and resource sharing potential, represented by matrices D,
S, and R respectively. The compatibility between SP agents Asp, and Agp, at time step ¢ is determined
by the function:

1, if Di]'(t) > 0p or Sij(t) > fs or Rij(f) > 0Or

0, otherwise

Compatibility(Asp, Asp, t) = { (7)
where 0p, 05, and 6y are predefined thresholds. If the compatibility score between two SP agents
exceeds any of the thresholds in the matrices, they are considered suitable partners for coalition
formation.
To determine the compatible neighbors for a given SP agent Asp, at time step ¢, the algorithm
iterates through all neighboring agents Agp, and evaluates their compatibility using the Compatibility
function. The set of compatible neighbors, denoted by CompatibleNeighbors(Agp,, t), is defined as:

CompatibleNeighbors(Asp,, t) = {Asp, | Compatibility(Asp, Asp, t) =1} (8)

After assessing compatibility with neighboring agents, the SP agent forms a potential coalition
by including itself and its compatible neighbors. If all members of this potential coalition accept the
request, a new coalition is established. Mathematically, the decision to form a coalition, denoted by
CoalitionFormation(Potential Coalition, t), is determined by:

1, if VAspj € PotentialCoalition,
CoalitionFormation(Potential Coalition, t) = Acceptance(Aspj,PotentialCoalition, H=1 (9

0, otherwise

where PotentialCoalition = {Agp} U CompatibleNeighbors(Agp,t). The binary variable
Acceptance(Asp],, PotentialCoalition, t) indicates whether SP agent Agp; accepts the coalition request.
This equation ensures that a new coalition is formed only if all potential members accept the coalition
request.

3.3.2. Acceptance or Rejection of Coalition Requests

When a SP Agp, receives a request for coalition formation, it can either accept or reject it. Let
Budget(Asp,) be the budget of Agp,, representing the total number of coalitions it can join, and
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Coalitions(Agp,, t) be the current coalitions of Agp,. If the current number of coalitions |Coalitions(Asp,, t)|
is less than the budget, the SP accepts the request directly.

When the number of coalitions formed by SP Agp, reaches its budget Budget( Asp, ), the SP must
carefully evaluate new coalition requests. In such cases, Agp, calculates the utility of the potential
coalition by considering the cost of leaving one of its current coalitions C at time t. Afterward, it
selects the maximum utility among and assesses whether this maximum utility is greater than 0. A
utility greater than 0 signifies that leaving a coalition to join the new request would be beneficial.

The acceptance decision is determined by the following condition:

1, if (|Coalitions(Agp,, t)| < Budget(Asp,)) or
(|Coalitions(Asp,, t)| = Budget(Agp,) and
maXCC/eCoalitions(Aspi,t) Utility(cc/ Ce, t) > 0)

0, otherwise

Acceptance(Asp,, Ce, t) = (10)

Here, maxc, e coatitions( Asp, 1) Utility(C, C, t) represents the maximum utility obtained by evalu-
ating the utility function for the coalition request C. with respect to each existing coalition C. at time .
If the maximum utility is greater than 0, the SP accepts the coalition request; otherwise, it rejects it.

3.4. Coalition and Individual Payoffs

Two critical metrics play significant roles in evaluating the effectiveness of our MA-DCF algorithm:
coalition payoff and individual payoff. Coalition payoff reflects the collective benefit accrued from
collaboration within formed coalitions, providing a measure of the overall success in achieving shared
objectives and maximizing mutual gains. On the other hand, individual payoff assesses the net
benefit obtained by individual SP agents participating in coalitions, capturing the effectiveness of their
strategic decisions and the impact on their individual objectives and resources.

3.4.1. Coalition Payoff

Coalition payoff represents the cumulative benefit derived from collaboration within a formed
coalition at a specific time step ¢. Unlike the normalized benefit, coalition payoff does not involve
normalization and provides a raw measure of the total advantage obtained from coalition participa-
tion. Mathematically, the coalition payoff (Payoff(Cc,t)) at time step f is calculated as the sum of
contributions from various factors such as data sharing (D;;), service compatibility (S;;), and resource
sharing (R;j) between all pairs of service provider (SP) agents Agp, and Ag P within the coalition C,:

Payoff(CC,t):< Y. D+ ) S+ ), Rij(f)> (11)

ijeCui<j ijeCei<j ijeCei<j

3.4.2. Individual Payoff

The individual payoff refers to the net benefit received by a specific SP agent within a formed
coalition, considering its contribution to the coalition’s overall payoff. It can be conceptualized as
the difference between the coalition payoff with the individual SP (Payof f(C,t)) and the coalition
payoff without the individual SP (Payoff(C. \ {Asp,},t)). Mathematically, the individual payoff
(Individual Payof f (Asp,, Cc, t)) for SP agent Agp, within coalition C, at time step ¢ can be expressed as:

Individual Payof f(Asp,, Cc,t) = Payof f(Cc,t) — Payof f(Cc \ {Asp, }, 1) (12)

4. Results

In the instantiation of our ABM for the IoT ecosystem, we meticulously define the parameters
to reflect a realistic and dynamic simulation. The number of IoT Device Agents (Ap) is set at 1000,
representing a diverse range of devices contributing to the IoT landscape. Mobile Network Operator
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Agents (A)) are limited to 1, capturing the presence of a single operator managing the network
infrastructure. SP Agents (Agp) are introduced with a count of 10, signifying a competitive yet
collaborative environment with a variety of service offerings. Customer Agents (Ac) are initialized to
500, representing the end-users engaging with the IoT services. Each SP Agent’s budget, reflecting
the maximum number of coalitions it can join, ranges from 1 to 5. This allocation, detailed in Table
1, signifies varying levels of strategic flexibility and collaboration potential within our simulated IoT
ecosystem.
Table 1. Budget allocation for Service Providers.

Service PI'OViCleI‘(ASPi) ASPO ASP1 ASPZ ASP3 A‘gp4 ASP5 ASP6 A5p7 ASPg ASPg
Budget(Asp) 2 3 2 4 4 2 4 5 4 3

To initiate the simulation, we assume there are no existing coalitions among the SPs. Each SP
operates independently, offering services separately to the IoT ecosystem. Therefore, the maximum
number of coalitions (|C|) is initially set to 10, aligning with the number of SPs. This setup reflects the
starting point, where SPs function individually without collaborative arrangements. Additionally, cus-
tomers are subscribed to one or more SPs, with a higher probability of subscribing to a complementary
SP, modeled using normal and mixed normal distribution.

The matrices representing capabilities and compatibilities between SPs within a coalition—D
(data sharing), S (service compatibility), and R (resource sharing)— are initialized with random real
numbers taken from the interval [0, 1]. The matrices are given in Table 2. The initialization process
is based on various factors, including the instantiation of SPs, and customers’ initial subscription
behavior. These matrices serve as the foundation for modeling the collaborative relationships between
SPs within a coalition, and their values will evolve over time as the simulation progresses. Additionally,
there is matrix X, which represents the cost for an SP to join a coalition considering all the members.

The simulation progresses through discrete time steps t = 1,2,3,..., T, where T represents the
total number of time steps defined. Each time step captures the actions and interactions among
agents within the IoT ecosystem, including coalition formation, customer subscriptions, and resource
exchange.

Table 2. Initial State of Matrices: Data Sharing (D), Service Compatibility (S), Resource Sharing (R),
and Joining Cost (X) at simulation time step t=0.

[0.0 0.5 09 0.1 0.6 0.4 0.8 0.4 0.2 0.3] [0.0 0.1 0.6 0.8 09 0.7 0.2 04 0.8 0.7]
05 0.0 0.7 08 05 04 04 0.6 03 0.1 0.1 0.0 0.1 0.1 09 09 04 05 1.0 09
09 07 00 01 03 02 0.7 0.6 0.1 0.3 06 01 00 09 02 03 08 0.1 0.6 0.8
0.1 0.8 0.1 0.0 0.7 0.0 09 0.1 05 0.7 08 0.1 09 00 04 0.0 05 0.2 0.2 09
D— 06 05 03 0.7 00 03 0.6 02 0.8 0.4 S — 09 09 02 04 00 03 0.0 02 02 1.0
~ |04 04 02 0.0 03 0.0 0.1 04 04 05 ~ 107 09 0.3 0.0 0.3 0.0 1.0 0.3 1.0 0.2
08 04 0.7 09 0.6 0.1 0.0 09 02 0.1 02 04 08 05 0.0 1.0 0.0 09 04 0.6
04 06 06 01 02 04 09 0.0 0.7 09 04 05 01 02 02 03 09 0.0 01 04
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4.1. Sensitivity Analysis of Key Threshold Variables in MA-DCF

The size and number of coalitions within the MA-DCF exhibit sensitivity to variations in threshold
values 6p, 05, and 6g. In our experimental setup, these thresholds are set within the range of 0.1 to 0.9
to elucidate their impact. Lower threshold values relax compatibility constraints, resulting in fewer
but larger coalitions as SP agents find it easier to meet the relaxed compatibility criteria. Conversely,
higher threshold values impose stricter compatibility requirements, leading to the formation of many
smaller and more exclusive coalitions. This nuanced relationship is illustrated in Figure 2a, showing
how different combinations of threshold values correspond to varying average coalition sizes, and
Figure 2b, which depicts the corresponding number of coalitions formed. Therefore, precise calibra-
tion of threshold values is essential for shaping both the size and number of coalitions within the
IoT ecosystem, ensuring that formed coalitions effectively leverage synergies and resources while
maintaining compatibility among participating agents.

In our experimental setup, we opted for threshold values of 0.9 across all three metrics. This
choice was motivated by the objective of striking a balance between fostering collaboration among SPs
and maintaining compatibility standards. A higher threshold, ensures that only highly compatible SPs
are eligible for coalition formation, thereby promoting synergy and mutual benefit within the formed

coalitions.
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Figure 2. Impact of Threshold Values on Coalition Dynamics.

4.2. Performance Assessment of MA-DCFE

Figure 3 presents a comprehensive evaluation of the MA-DCF model’s performance, focusing
on the aggregated collected payoff of individual SPs over successive time steps. The collected payoff
of SP Agp, at time step ¢ is obtained by summing the individual payoffs (Refer to equation 12) for all
coalitions C. in which Agp, is participating at each time step ¢:

) Individual Payof f (Asp,, Cc, t) (13)
Cc€Counlitions(Agp,,t)

Each SP’s payoff trajectory is depicted with a distinct line plot, enabling a granular analysis
of their performance dynamics. The x-axis delineates time progression, offering a temporal context
for assessing SP behavior, while the y-axis quantifies accumulated payoffs, reflecting the efficacy of
coalition formations and strategic decisions.

A rigorous analysis of this figure is imperative for evaluating the efficacy of the MA-DCF model.
For instance, sustained upward trends in the collected payoff of certain SPs, such as Asp,, may signify
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successful coalition formations or strategic alliances yielding favorable outcomes. Conversely, fluctua-
tions or stagnation in payoff trajectories, like for SPs Asp;, may indicate challenges or inefficiencies in
coalition dynamics, potentially necessitating further investigation into underlying factors such as ne-
gotiation strategies, or coalition stability. Comparative analysis across SPs facilitates the identification
of performance disparities and strategic behaviors, informing refinements to the model and coalition
formation strategies. This analysis can uncover the impact of factors such as SP budget allocations,
resource availability, and strategic decision-making on coalition dynamics and overall performance.
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Figure 3. Evolution of collected individual payoff of each SP over time.

Figure 4 sheds light on the individual payoffs attained by each SP agent through participation
in dynamic coalitions at a specific time step. By visually mapping the distribution of payoffs across
different SP agents and coalition configurations, valuable insights can be gleaned regarding the efficacy
of coalition formations. Additionally, it offers insights into the equitable distribution of payoffs among
SP agents, facilitating the design of fair and sustainable coalition structures. Consider the analysis
focused on the last coalition, (Asp,, Asp,, Asp,, Asp,, Asp, ). Here, SP agent Agp, emerges as the primary
beneficiary, garnering the highest payoff due to its substantial contributions to the coalition’s objectives.
Conversely, SP agent Agp, receives a notably lower payoff, underscoring variations in engagement
levels and contributions among coalition members. It’s worth noting that non-member SP agents
receive a payoff of 0.0, indicative of their exclusion from coalition activities.

Asp, 1 0.00 0.00 0.00 0.00
Asp, | 4.45 0.00 0.00 0.00 8
Asp, | 0.00 0.00 0.00
Asp, 1 0.00 0.00 0.00 6%
g
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Figure 4. Heatmap illustrating individual SP payoffs from coalitions at the final simulation time step t
= 500.
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4.3. Comparative Analysis of MA-DCEF: Performance Benchmarking

This analysis benchmarks the performance of the presented MA-DCF model against established
baselines. By contrasting its strategic decision-making and compatibility matching with alternative
scenarios, valuable insights are gained into its effectiveness and suitability for various applications.

® The static coalition baseline represents a fixed partnership approach where coalitions remain
unchanged throughout the process. While offering stability, it lacks the dynamic adaptations to
resource availability and changing requirements inherent to the proposed model.

¢ The non-overlapping coalition baseline restricts SPs to single memberships, ensuring clear respon-
sibilities and minimizing conflict. However, this approach might limit resource sharing and
adaptability when tasks require diverse skillsets or resources scattered across multiple SPs.

® The random coalition baseline establishes a benchmark for improvement. Despite the potential for
occasional compatibility through chance, this approach lacks strategic direction and is likely to
underperform the proposed model.

Figure 5 serves as a visual depiction of the temporal evolution of total payoff using different
coalition formation strategies . The total payoff at each time step, denoted as Y ¢ Payoff(C, t), where
C represents the coalitions formed using each approach, is analyzed across four distinct coalition for-
mation strategies: MA-DCF, Static coalition formation baseline, Non-overlapping coalition formation baseline,
and Random coalition formation baseline. By iteratively optimizing coalition compositions based on agent
preferences and environmental factors, MA-DCF ensures adaptability and responsiveness to evolving
conditions. Conversely, the Static coalition baseline predefines coalition structures without accounting
for changing dynamics, potentially leading to suboptimal outcomes in volatile environments. The Non-
overlapping coalition baseline focuses on selecting the best coalition for each agent individually, aiming
to maximize individual payoffs. However, this approach may inadvertently overlook opportunities
for multiple collaborations among agents, thereby limiting the potential for synergistic partnerships
and collective gain. By restricting agents to single coalitions, the Non-overlapping Coalition baseline may
fail to exploit complementary skills and resources across different coalition configurations, leading to
suboptimal overall performance. On the other hand, the Random coalition baseline randomly selects
coalitions, offering little strategic insight and resulting in unpredictable performance. This approach,
while occasionally yielding favorable outcomes, lacks strategic foresight and stability, rendering its
performance unpredictable and unsuitable for robust decision-making processes.

W
]
T
l

Total Payoff
N
S
T
|

10 [-: ]
0 ‘ .
1 1 1 1 1 1
0 20 40 60 80 100
Time Step
——  MA-DCF Non-overlapping Coalition

Static Coalition Random Coalition

Figure 5. Temporal Evolution of Total Payoff Utilizing Different Coalition Formation Strategies.

Figure 6 further delves into the comparison between the four coalition formation strategies,
providing a deeper analysis of their performance and stability. This detailed analysis is derived from
a comprehensive simulation comprising 10 runs, each spanning 100 time steps. The average payoff,
depicted on the left y-axis, represents the payoff (Refer to equation 11) amassed by coalitions formed
using each approach after 100 time steps, averaged across the 10 runs. It can be calculated as:
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1
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N T
Z g Z Payoff(C,t) (14)

i=1t=1C,eC

where N is the number of runs, T is the number of time steps, and C represents the set of coalitions
formed using each approach at time step ¢.

On the right y-axis, the stability metric is introduced to evaluate the consistency and resilience of
coalition formations over time. This metric, calculated as the average stability using Jaccard’s index
[22] between two consecutive time steps in each run, provides deeper insights into the dynamics of
coalition structures. It can be computed as:

1
N

|Mz

1 T
T—1 Y J(Cit1,Ciy) (15)
i=1 =2

where J(C;;_1,C;;) denotes the Jaccard’s index between coalition structures at time steps f — 1
and t in the current iteration.

Notably, the MA-DCF approach emerges as the most promising, yielding the highest average pay-
off after 100 time steps. This underscores its efficacy in orchestrating dynamic coalitions to maximize
collective gains. Conversely, the Non Overlap baseline exhibits the lowest average payoff, reflecting
its limited capability to foster collaboration among agents. Meanwhile, both the Random and Static
coalition baselines present mixed outcomes, with their respective payoffs fluctuating inconsistently.
Delving into stability, the Static approach demonstrates remarkable stability, maintaining a consistent
coalition structure throughout the simulation. In contrast, the Random baseline displays the lowest
stability, characterized by frequent coalition reconfigurations that could potentially incur additional
costs. Notably, the MA-DCF approach, along with the Static baseline, demonstrates respectable sta-
bility, suggesting their reliability in dynamic environments. Taking into consideration all factors, the
MA-DCF approach emerges as the superior choice in terms of both profitability and stability compared
to the alternatives provided.
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Figure 6. Comparison of average payoff and stability score for each approach over 10 iterations, each
comprising 100 steps.

5. Conclusions

In summary, our Agent-Based Model (ABM) serves as a powerful tool for dissecting the intricate
dynamics within the Internet of Things (IoT) ecosystem. By integrating dynamic coalition formation
among Service Providers (SPs), the model adeptly captures the adaptive nature inherent in collabo-
rations amidst the evolving IoT landscape. This adaptability empowers SPs to strategically navigate
coalition formations based on mutual benefits, offering invaluable insights into the complex interplay
of collaborative strategies within the IoT domain. Notably, our research has yielded compelling results,
demonstrating the efficiency of our Multi-Agent Dynamic Coalition Formation (MA-DCF) algorithm
over three baseline coalition formation algorithms in terms of both payoff and stability. This empirical
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validation not only reinforces the efficacy of our approach in optimizing outcomes within the IoT
ecosystem but also solidifies the model’s foundational role in comprehensively assessing both present
and future states of IoT interactions.

Looking ahead, our study underscores several key technical avenues for further exploration.
Firstly, a deeper dive into subscriber behavior analysis is essential to unravel the impact of coalition
formations on consumer preferences, adoption patterns, and loyalty dynamics across diverse coalition
structures. This involves employing advanced data analytics techniques and behavioral modeling
methodologies to glean insights into the complex interplay between coalition strategies and subscriber
behavior within the IoT ecosystem. Additionally, a more granular exploration of market dynamics
modeling holds immense potential for uncovering the interplay of factors such as pricing strategies,
competitive dynamics, and the influx of new market entrants, all of which are significantly influenced
by coalition formations over time. Complementing these avenues, an examination of the effects of
coalitions on service quality metrics—ranging from network reliability and data security to customer
support—will be pivotal in ensuring the longevity and trustworthiness of IoT services. By directing
our research efforts along these technical trajectories, we can deepen our understanding of coalition
dynamics within the IoT ecosystem and develop informed strategies that drive the field towards
greater resilience and innovation.
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