Pre prints.org

Review Not peer-reviewed version

Deciphering Deception - the Impact of
Al Deepfakes on Human Cognition and
Emotion

Jamshir Qureshi " and Samina Khan "
Posted Date: 2 February 2024
doi: 10.20944/preprints202402.0135.v1

Keywords: Al deepfakes; human cognition; emotion; perception; decision-making; neuroimaging;
psychophysiology; behavioral analysis; individual differences; misinformation; ethical implications

Preprints.org is a free multidiscipline platform providing preprint service that
is dedicated to making early versions of research outputs permanently
available and citable. Preprints posted at Preprints.org appear in Web of
Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This is an open access article distributed under the Creative Commons
Attribution License which permits unrestricted use, distribution, and reproduction in any
medium, provided the original work is properly cited.



https://sciprofiles.com/profile/3324583
https://sciprofiles.com/profile/3379012

Preprints.org (Wwww.preprints.org) | NOT PEER-REVIEWED | Posted: 2 February 2024 doi:10.20944/preprints202402.0135.v1

Disclaimer/Publisher’s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Review

Deciphering Deception - The Impact of AI Deepfakes
on Human Cognition and Emotion

Jamshir Qureshi ! and Samina Khan 2

! Purdue University Global, West Lafayette, IN, USA, 47906; jamshirqureshi@alumni.purdue.edu;
jamshirqureshi@gmail.com
2 University of Texas, Tyler, Texas, USA, 75799; drsaminakhan19@gmail.com

Abstract: The emergence of Al-powered deepfakes, manipulatively realistic synthetic media, raises
unprecedented challenges for human information processing and decision-making. This paper
explores the cognitive and emotional consequences of exposure to deepfakes, delving into how
these digitally fabricated experiences can reshape perception, trust, and social interactions. By
reviewing existing research and outlining potential methodological approaches, this paper aims to
establish a framework for investigating the multifaceted impact of deepfakes on the human brain.
Background The digital age has ushered in an era of unprecedented information abundance and
accessibility. Yet, this abundance breeds vulnerability, particularly with the emergence of Al-
powered deepfakes. These hyper-realistic synthetic media creations present a potent threat to the
fundamental trust and integrity of information sources. Deepfakes have infiltrated various domains,
from entertainment and social media to politics and journalism, blurring the lines between truth
and fabrication. Consequently, understanding the cognitive and emotional consequences of
encountering deepfakes becomes crucial for navigating this increasingly deceptive landscape.
Objectives This research aims to: Investigate how exposure to deepfakes impacts various cognitive
functions, including perception, attention, memory, and decision-making. Elucidate the emotional
responses elicited by deepfakes and their underlying neural mechanisms. Evaluate the role of
individual differences, such as susceptibility to deception and emotional sensitivity, in mediating
the impact of deepfakes. Develop a comprehensive framework for understanding the multifaceted
influence of deepfakes on the human brain. Results (anticipated) This research is expected to yield
insights into: The specific cognitive and emotional processes altered by deepfakes, providing
evidence for potential mechanisms of deception and manipulation. The neural circuitry involved in
detecting and responding to deepfakes, leading to the development of more effective detection
methods. The influence of individual differences (e.g., age, cognitive style) on susceptibility to
deepfakes, informing targeted interventions and educational efforts. Conclusion By deciphering the
impact of deepfakes on the human brain, this research will offer valuable tools for mitigating the
harmful consequences of misinformation and promoting responsible use of this powerful
technology. Ultimately, understanding how deepfakes manipulate our cognitive and emotional
landscape is not merely a scientific pursuit, but a critical step towards ensuring a future where truth
prevails in the digital world.

Keywords: Al deepfakes, human cognition, emotion, perception, decision-making, neuroimaging,
psychophysiology, behavioral analysis, individual differences, misinformation, ethical
implications.

Introduction

The blossoming field of artificial intelligence has yielded powerful tools, but one has morphed
from pixelated spectacle to a sinister puppet master, manipulating our perceptions and eroding trust:
deepfakes. These hyper-realistic synthetic media creations seamlessly manipulate audio and video,
enabling the fabrication of seemingly authentic content that can be weaponized for disinformation,
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reputational damage, and the erosion of public trust in individuals and institutions (Deepfake
Detection Challenge Workshop, 2020; Van Essen & Siwek, 2021). Yet, beyond the immediate anxieties
about surface-level manipulation lies a deeper, more insidious question: how do deepfakes hijack the
human brain, twisting our cognitive and emotional landscapes?

Understanding the neurological and psychological underpinnings of our susceptibility to
deepfakes is crucial for several reasons. First, it can illuminate the cognitive vulnerabilities that make
us susceptible to manipulation, revealing the hidden pathways by which fabricated information
infiltrates our minds and influences our decisions (Van Essen & Siwek, 2021; Brundage et al., 2018).
Second, it can inform the development of effective detection tools and educational interventions to
combat the spread of misinformation and build resilience against deepfake-driven deception (Voigt
& Didziokas, 2020; Shah et al., 2021). Finally, it can guide ethical guidelines for the responsible
development and application of deepfake technology, ensuring its benefits are maximized while
minimizing its potential for harm (Deepfake Detection Challenge Workshop, 2020; Brundage et al.,
2018).

Inquisitively delving into this critical frontier requires transcending the surface-level anxieties
surrounding deepfakes and delving into the cognitive and emotional landscapes they reshape. This
research aims to illuminate the hidden dance between deception and discernment that unfolds within
the human brain when confronted with these meticulously crafted fabrications. By deciphering the
neural and psychological mechanisms underlying our response to deepfakes, we can hope to not only
mitigate their harmful consequences but also pave the way for a future where critical thinking
prevails in the increasingly complex digital world.

Literature Review

This section will comprehensively review existing research on the following key areas:

1. How Deepfakes Manipulate the Mind’s Eye

Amidst the intricate tapestry of human perception, a new frontier emerges, increasingly warped
by the deceptive artistry of deepfakes. Understanding how these hyper-realistic fabrications
influence our visual and auditory processing, memory formation, and ultimately, our ability to
discern truth from falsehood, is of paramount importance for navigating the intricate digital
landscape. This section comprehensively reviews existing research on the impact of deepfakes on
perception and attention, dissecting the cognitive mechanisms that grapple with the ambiguity of
synthetic media.

Visual Processing in a Tangled Web: Deepfakes, particularly those manipulating facial
expressions or body language, can disrupt the natural flow of visual processing. Eye-tracking studies
reveal a prolonged fixation on manipulated regions, suggesting increased cognitive effort to reconcile
conflicting cues (Zhao et al., 2022). Neuroimaging techniques like fMRI further unveil the neural
activation patterns underpinning deepfake detection, highlighting the engagement of brain regions
associated with conflict resolution and decision-making (Wang et al., 2023). However, research also
underscores individual differences in susceptibility, with factors like age and cognitive style
influencing detection accuracy (Van Essen & Siwek, 2021).

Memory Consolidation - A Malleable Canvas: While the extent of deepfake influence on memory
consolidation remains under investigation, initial studies suggest its potential to distort recollections.
Manipulated video clips have been shown to lead to false memories, raising concerns about the
malleability of human memory in the face of synthetic fabrication (Backstrom et al., 2021). Further
research is crucial to delve deeper into the neural mechanisms underlying memory encoding and
retrieval in the context of deepfakes, exploring how source attribution and emotional salience might
play a role.

The Dance of Deception - Unmasking the Fabricated: Research on deception detection in the
context of deepfakes employs diverse methodologies, ranging from behavioral tasks like veracity
judgments to real-time eye-tracking analyses. Studies utilizing brain-computer interfaces offer
promising glimpses into the neural correlates of successful deepfake detection, identifying specific
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brain regions associated with cognitive dissonance and critical thinking (Nguyen et al., 2022).
Understanding these underlying mechanisms can inform the development of effective detection tools
and educational interventions to strengthen our collective resilience against deepfake-driven
deception.

2. Beyond the Pixelated Puppet Master: Unveiling the Emotional Maze of Deepfakes

The deceptive artistry of deepfakes extends far beyond mere visual manipulation, plunging us
into a labyrinth of emotional response. These hyper-realistic fabrications possess the chilling potential
to exploit our inherent empathy, triggering false emotional contagion and subtly twisting our
decisions through meticulously crafted expressions and vocal tones. Unraveling the extent to which
deepfakes elicit genuine emotional responses is not just a theoretical pursuit; it’s a critical step
towards mitigating their harmful impacts and navigating the increasingly deceptive digital
landscape (Brundage et al., 2018).

While exploring the neural correlates of empathy and emotional contagion offers valuable
insights (Singer, 2008; Hatfield et al., 1994), a deeper understanding demands a broader compass.
Research delving into areas like facial recognition (Bruce & Young, 2000), emotional processing
pathways (Phelps, 2006), and individual differences in emotional susceptibility (Gross & John, 2003)
will be crucial in illuminating the intricacies of our emotional reactions to manipulated media.

Do deepfakes evoke the same genuine pang of sorrow as witnessing a loved one’s tears, or do
they trigger a mere flickering mimicry of emotion? Does the anger boiling beneath a fabricated frown
echo the true fury we experience in real-life confrontations, or is it a hollow echo manufactured by
algorithms? These are the questions that beckon us to delve deeper into the emotional labyrinth of
deepfakes (Van Essen & Siwek, 2021).

Brain imaging techniques, like fMRI and EEG (Hsu et al.,, 2014), physiological measures like
heart rate and skin conductance (Yoo et al., 2014), and behavioral studies employing paradigms like
emotion recognition tasks and implicit association tests will serve as our lanterns in this intricate
exploration. By meticulously observing brain activity, physiological responses, and behavioral cues
in response to deepfakes, we can begin to discern the true nature of the emotional reactions they elicit.
Are they fleeting shadows cast by a master manipulator, or genuine embers flickering within the
human mind?

Understanding the complex interplay between deepfakes and our emotions is not about simply
drawing a binary line between “real” and “fake” responses. It's about mapping the nuanced
spectrum of emotional engagement, unraveling the factors that influence susceptibility (Young et al.,
2019), and ultimately, building resilience against the manipulative potential of this burgeoning
technology (Shah et al., 2021). Only then can we navigate the emotional maze of deepfakes with eyes
and hearts wide open, discerning truth from fabrication in the ever-evolving digital world.

3. Unwveiling the Dark Labyrinth of Deepfakes and Decision-Making

The burgeoning landscape of deepfakes transcends mere digital trickery, posing a fundamental
challenge to our ability to navigate the treacherous terrain of informed decision-making and
interpersonal trust. These hyper-realistic fabrications wield the chilling potential to manipulate
public opinion, exploit cognitive biases, and weaponize our inherent vulnerabilities to influence
choices, ultimately eroding the very foundations of a democratic society (Brundage et al., 2018; Van
Essen & Siwek, 2021). Delving into the nefarious machinations of deepfakes necessitates venturing
beyond the superficial question of truth verification and into the intricate labyrinth of cognitive
processes and social dynamics that underpin our choices.

Source credibility, long a cornerstone of persuasion, becomes a malleable construct in the face of
deepfakes (Nyhan & Reifeld, 2015). Familiar faces and voices, meticulously crafted to mimic real
individuals, can bypass our critical filters, and instill a false sense of trust, paving the way for
insidious manipulation (Van Essen & Siwek, 2021). This vulnerability is further amplified by our
inherent susceptibility to cognitive biases, such as confirmation bias, which can lead us to uncritically
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accept information that aligns with our pre-existing beliefs, even when presented through a
fabricated lens (Nickerson, 2008).

Furthermore, the emotional potency of deepfakes cannot be ignored. By exploiting our inherent
empathy and social cognition, these fabrications can trigger emotional responses that cloud our
judgment and sway our decisions in ways that information alone cannot (Singer, 2008; Young et al.,
2019). This potent emotional cocktail, coupled with the cognitive vulnerabilities, creates a fertile
ground for manipulation, rendering us susceptible to orchestrated disinformation campaigns and
calculated attempts to sway public opinion (Wardle & Derakshan, 2018).

Unraveling the complex interplay between deepfakes and decision-making demands a multi-
faceted approach that transcends the confines of traditional source evaluation. Research delving into
areas like cognitive biases, emotional processing, and individual differences in susceptibility will be
crucial in illuminating the hidden mechanisms by which these fabrications influence our choices
(Gross & John, 2003; Young et al., 2019). Employing a diverse arsenal of research tools, including
experiments, surveys, behavioral studies, and neuroimaging techniques, can provide valuable
insights into the cognitive and emotional underpinnings of our responses to deepfakes (Hsu et al.,
2014; Yoo et al., 2014).

Beyond simply understanding the mechanisms of influence, our efforts must also be directed
towards developing strategies for mitigating the harmful impacts of deepfakes. This necessitates
fostering critical thinking skills, promoting media literacy, and developing technological solutions
for detecting and exposing manipulated content (Shah et al., 2021; Van Essen & Siwek, 2021). Only
through a comprehensive and multifaceted approach can we navigate the treacherous labyrinth of
deepfakes, safeguarding our individual decision-making processes and rebuilding trust in the
information landscape.

Methodology

This section outlines potential research methodologies for investigating the multifaceted impact
of deepfakes on the human brain, aiming to unlock critical insights into their deceptive influence.

Experimental Design:

Controlled experiments will form the backbone of this research, exposing participants to various
deepfake types under carefully controlled conditions (e.g., varying levels of realism, content
categories). This controlled environment allows for isolating the specific effects of deepfakes from
confounding factors like individual differences or external stimuli. Existing experimental paradigms
in deception research (e.g., false belief tasks, source credibility manipulations) can be adapted to
incorporate deepfake stimuli, enabling comparisons with traditional deception paradigms and
offering valuable insights into the unique features of deepfake manipulation (Douglas & Franklin,
2004; Nyhan & Reifeld, 2015).

Neuroimaging Techniques:

Advanced neuroimaging techniques like EEG, fMRI, and MEG will be employed to capture real-
time brain activity as participants engage with deepfake stimuli. EEG offers excellent temporal
resolution, allowing us to track the dynamic interplay between brain regions during deepfake
processing (Hsu et al., 2014). fMRI provides high spatial resolution, enabling us to pinpoint specific
brain areas involved in emotional responses, cognitive processing, and decision-making under the
influence of deepfakes (Van Essen & Siwek, 2021). MEG, with its superior sensitivity to magnetic
fields, can offer complementary insights into the neural oscillations underlying deepfake processing
(Walsh & Davila, 2016).

Psychophysiological Measures:

Physiological responses like heart rate, skin conductance, and pupil dilation will be monitored
to gauge emotional arousal and engagement during deepfake exposure. These measures provide
valuable complementary information to understand the emotional impact of deepfakes and their
potential to influence decision-making and behavior (Yoo et al., 2014; Van Essen & Siwek, 2021).

Behavioral Analysis:

Eye-tracking technology will be used to track gaze patterns and attention allocation as
participants interact with deepfakes. This allows us to understand how deepfakes influence visual
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processing and information salience, potentially revealing strategies for mitigating their
manipulative potential (Poole & Ball, 2005; Van den Hoogen et al., 2010). Additionally, behavioral
tasks assessing memory recall, decision-making, and critical thinking will be employed to evaluate
how deepfakes impact cognitive processing and information interpretation (Young et al., 2019; Shah
et al., 2021).
Expected Outcomes and Challenges:

This research is expected to yield valuable insights on several fronts:
Unveiling the neural and cognitive mechanisms underlying deepfake influence: By pinpointing

the brain regions and neural processes involved in deepfake manipulation, we can gain a deeper

understanding of how these fabricated stimuli hijack our cognitive and emotional systems.

e Informing the development of detection tools and educational interventions: The research
findings can inform the development of sophisticated deepfake detection algorithms and
educational programs that equip individuals with the critical thinking skills needed to discern
truth from deception in the digital age (Wardle & Derakshan, 2018; Shah et al., 2021).

e Guiding ethical guidelines for responsible deepfake development and application: By
understanding the manipulative potential of deepfakes, we can contribute to the development
of ethical guidelines and regulations that govern the responsible development and application
of this technology.

However, several challenges exist that need to be addressed:

o Distinguishing deepfake effects from inherent complexity of human information processing;:
Deepfake manipulation interacts with our existing cognitive and emotional biases. Teasing apart
these intertwined factors will require sophisticated experimental designs and data analysis
techniques (Young et al.,, 2019; Van Essen & Siwek, 2021).

e Controlling for individual differences in susceptibility to deception and emotional manipulation:
People vary in their susceptibility to deception and emotional manipulation. Employing pre-
screening measures and personalized interventions can help mitigate this challenge (Gross &
John, 2003; Shah et al., 2021).

¢ Developing ethical and transparent research protocols: Research involving deception, even with
good intentions, requires careful ethical considerations. Implementing informed consent
procedures, data anonymization, and participant debriefing will be crucial to ensure ethical
research practices (American Psychological Association, 2017).

Overcoming these challenges will require a collaborative effort from researchers, policymakers,
and technology developers. By working together, we can harness the power of this research to
demystify the deceptive allure of deepfakes, protect individuals from their harmful impacts, and
pave the way for a responsible future of deepfake technology.

Conclusion

This investigation into the neurological underpinnings of human interaction with deepfakes
promises to unveil the intricate neural choreography underlying both susceptibility to deception and
the delicate counterpoint of critical discernment in the digital age. Far beyond a mere scientific
pursuit, unraveling the impact of deepfakes on the human brain represents a crucial step towards
safeguarding our cognitive autonomy and fostering a more resilient information ecosystem. By
illuminating the neural pathways through which deepfakes exert their manipulative influence, this
research will empower us to develop targeted interventions and educational strategies that equip
individuals with the cognitive tools necessary to navigate the treacherous landscape of online
deception. Ultimately, this endeavor strives not only to understand the deceptive allure of deepfakes,
but to empower individuals and reshape the very fabric of information consumption in the digital
age, ensuring that cognitive autonomy reigns supreme in the face of increasingly sophisticated forms
of manipulation.
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