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Abstract: In modern automobiles, Infotainment High-Performance Computing (HPC) system plays
a vital role in enhancing the capabilities of drivers and passengers by providing advanced features
consisting of music, navigation, communication, entertainment, etc. Leveraging Wi-Fi and cellular
network, NFC, Bluetooth, and more, the system ensures constant internet connectivity for information
access. However, the increasing complexity of information technology connectivity in vehicles raises
cybersecurity concerns, including data breaches and the compromise of sensitive information. To
improve the security of the infotainment system in automotive vehicles, this research work conducted
threat modeling at the component level using Microsoft’s STRIDE (Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, and Elevation of Privilege) tool and performed risk
assessment by using SAHARA (Safety-Aware Hazard Analysis and Risk Assessment) and DREAD
(Damage, Reproducibility, Exploitability, Affected Users, and Discoverability) methodologies to
evaluate associated risks. It provides a systematic representation of threats, associated risks, and
generic mitigation strategies to counter cybersecurity attacks. Through the threat modeling process, 34
potential security threats were identified. The study also provided a comparative analysis to calculate
the risk values of the threats to prioritize for treatment. These identified threats and associated risks
need to be considered to avoid potential cyberattacks, before deploying the infotainment HPC system
in real-world automotive vehicles.

Keywords: cybersecurity; infotainment; threat modeling; risk assessment; threat mitigation

1. Introduction

The Infotainment HPC system has integrated information and technology to enhance the safety
and convenience of the drivers and passengers of automotive vehicles. The integration consists of
various factors such as passenger’s mobile devices, surrounding vehicles, remote servers, drivers,
traffic infrastructure, environment, and so on. It is predicted that nearly all new cars made by 2035 will
have internet connectivity [1]. The integration can provide many advantages, such as access to various
information as the vehicle is always connected to the internet. But the problem is the system becomes
vulnerable to cyberattacks from adversaries [2,3]. The interconnection of the wider range of services
with automobiles increases security vulnerabilities and incident of car hacking is being reported more
frequently [4]. All these facts motivate the emphasis on security research in automotive vehicles.

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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The automotive vehicle’s infotainment system intricately connects to complex networks, forming a
sophisticated ecosystem that enhances the driving experience. These systems seamlessly integrate with
various networks, including the internet, internal vehicle area networks (VANSs) connecting electronic
control units (ECUs), car sensors, and wireless technology like Wi-Fi as illustrated in Figure 1. Internet
connectivity enables real-time navigation updates, streaming services, and over-the-air software
updates. Internal VANSs ensure efficient data exchange among different vehicle components, while
Wi-Fi connectivity enables hands-free calling and media streaming with smartphones. Telematics
systems utilize cellular network for remote diagnostics and vehicle tracking, connecting to the
cloud and using GPS for accessing location-related information. This network connectivity also
facilitates communication with other vehicles, devices, and individuals. This intricate, heterogeneous
network connectivity not only offers numerous features to drivers and passengers but also presents
cybersecurity challenges, leading to continuous efforts to safeguard connected vehicles from potential
threats.
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Figure 1. The heterogeneous connectivity of infotainment HPC system of an automotive vehicle.

The In-Vehicle Infotainment (IVI) system uses in-vehicle network services, including Wi-Fi
connectivity, beside remote functionalities such as conventional navigation, radio playback, and
multimedia functions to establish a link between the vehicle and the external world [5]. Because of the
existence of these remote interfaces and interconnected services, the system might become susceptible
to potential vulnerabilities. The adversaries might try to access the system’s weaknesses by performing
unauthorized manipulation from a remote location [6,7]. IVI system services were detected with a
vulnerability as an adversary tried to attain root privileges and establish remote access through the
Wi-Fi interface in [8]. Such access can result in manipulation of the system’s configuration and the
adversary might get access to sensitive user information [9,10]. As the users can access personal
information through Bluetooth while driving, it can also be an attack surface for the adversary [11].
The existing countermeasures might not be sufficient to counter these forms of attacks.

The in-vehicle applications might face security challenges, especially those related to
Inter-Component Communication (ICC) have received concern in [12]. It is identified that malicious
applications might be able to manipulate or deceive the system, resulting in the potential exposure
of sensitive user data to unauthorized access. One vulnerability lies in the Controller Area Network
(CAN) bus, where the broadcast transmission is at risk due to the network’s bus topology. Messages
are exchanged between ECUs across the entire network without authentication or encryption, posing a
severe threat [13,14]. This vulnerability in the CAN bus could be exploited by adversaries, leading to
potential vehicle attacks or even the complete takeover of ECUs through the transmission of spoofed
messages [15]. In response to these challenges, researchers have developed frameworks aimed at
mitigating these security risks.
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An adversary can bypass safety-critical systems in vehicles, taking control of automotive functions
and potentially compromising driving performance [16-18]. Khan et al. introduced a Microsoft
STRIDE-based framework for cyber-physical systems that focuses on component vulnerabilities
and their inter-dependencies, enhancing security [19]. However, addressing vulnerabilities in each
component is crucial to prevent a loss of control over the entire security system. The incorporation of
Threat Analysis and Risk Assessment (TARA) becomes crucial to maintain an acceptable risk level by
analyzing potential threats and implementing corresponding mitigation strategies [20]. Nevertheless,
it’s noteworthy that this framework primarily engages in theoretical threat analysis during the
conceptual design phase and not during the security evaluation phase upon the vehicle’s release.
Based on these studies, it is needed to address these issues to enhance modern automotive security.

To improve the security of the IVI system, the paper has focused on identifying security
vulnerabilities and threats using the Microsoft threat modeling tool STRIDE at the component level. It
also focused on calculating risk value to determine the potential risk of the threats using risk assessment
methodologies, specifically SAHARA and DREAD. It has provided a comparative analysis of the two
methods and based on that it will be easy to understand which threats to prioritize first for mitigation.
Finally, generalized mitigation strategies are provided that ultimately lead to an overall improvement
in the IVI system’s security [21,22].

The paper is arranged as follows: section 2 outlines the research methodology, section 3 outlines
the evaluation of threats and risk rating, section 4 contains results and discussion, and finally, section 5
directs the paper to the conclusion.

2. Methodology

The motivation of this research is to conduct threat modeling, risk assessment and provide
mitigation strategies to counter potential threats to IVI system. This is achieved by adopting the
approach illustrated in Figure 2.

Develop Use Drive System Data Flow Diagram
Case Scenario Components l

<_

Provide Mitigation to Risk Assessment Threat Modeling
Threats

Figure 2. The step-by-step research methodology.

During the procedure, the use case scenario explains the way through which the attack may
occur by the adversary. It is important to consider the components that are proposed to develop an
infotainment system. To achieve the research objective, the first step involved the identification and
outlining of the system components, followed by creating a data flow diagram (DFD). Subsequently,
STRIDE is employed to conduct threat modeling, resulting in the generation of a threat report that
outlines the identified threats. Additionally, risk assessment is carried out using SAHARA and DREAD
methodologies, allowing for the calculation of risk values. Based on the identified threats, general
defense mechanisms are proposed to enhance security.
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2.1. Use case scenario

The on-board computer controls all the operations that occur in the infotainment system of the
automotive vehicle. The driver may use Near Field Communication (NFC), Bluetooth, Wi-Fi and
cellular network (3G /4G /5G) to transfer data and information. The CAN bus is used by the on-board
computer to communicate with the sub-sections of the automotive vehicle. While communicating with
the outside world or transferring data, the data paths can be attacked by the adversary, as illustrated
in Figure 3. An attacker is any person, including an insider, group, or entity that engages in adverse
acts to damage, expose, disable, steal, obtain unauthorized access to, or otherwise misuse a resource
[23]. The paper considered only NFC, Bluetooth, Wi-Fi and cellular network, and CAN bus as attack
surfaces but other surfaces can also be attack points for the attackers.
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Figure 3. Use case scenario of research scope of infotainment HPC system of an automotive vehicle.
2.2. Proposed system components

The key components of an infotainment system of an automotive vehicle with their functions
and interactions are represented in Figure 4. Each component receives input and generates output to
perform specific actions. The system includes on-board computer, NFC, video buffer, touch screen
controller, touch screen, rear screen, car audio system with microphone and speaker, camera, Wi-Fi
and cellular network, digital radio, Bluetooth, USB interface, portable media player, CAN bus, car
automation network, GPS and temperature sensor [24-26].
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Figure 4. Proposed system components needed to design IVI HPC system.

A typical IVI system is centered around an on-board computer that serves as the processor of
the system, to which all other system elements are connected physically or wirelessly. The core
Human-Machine Interface (HMI) consists of a large touch screen placed on the dashboard for easier
access by the driver [27]. NFC enables wireless communication between devices, allowing for secure
transactions, and device connectivity with a simple touch. Video buffering involves pre-loading data
segments for streaming video content, which are stored in a reserved section of memory. A touchscreen
controller is a circuit that connects the touchscreen sensor to the touchscreen device. If the vehicle
is equipped with a rear seat, passengers can play media from various sources on monitors located
behind the front-seat headrests, functioning similarly to a smart TV [28]. The video buffer, touchscreen
controller, and rear screen are connected to both the touch screen and on-board computer, allowing for
data processing by the on-board computer and input control through the touch screen.

The car’s audio system is equipped with a microphone and speaker for audio input and output
by the user, allowing for multimedia playback and hands-free calling. The camera captures visual data
for functions like rear view display and driver assistance [29]. The Wi-Fi and cellular network provide
wireless connectivity for data communication and internet access, enabling access to web content,
streaming, and email while driving [30]. The digital radio receives and processes digital signals for
audio playback. Bluetooth enables wireless communication with external devices like smartphones,
while the USB interface allows for data transfer and device charging.

The portable media player plays multimedia content from external devices [31]. The CAN bus
facilitates communication among different ECUs in the vehicle, while the car automation network
enables communication among different vehicle systems for automation and control. Finally, the
GPS and temperature sensor provide location and temperature data, which are used for navigation
and climate control functions. Overall, the proposed infotainment system includes a wide range of
components that work together to provide a better infotainment experience for users in the car.

2.3. DFD

In Figure 5, DFD provides a comprehensive depiction of all system components and their
corresponding data flows. Processes, such as the on-board computer, NFC, touch screen controller,
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rear screen, car audio system, Bluetooth, Wi-Fi and cellular network, USB interface, CAN bus, and
car automation network, are illustrated to showcase how they receive input data, execute actions,
and generate output. The data flows depicted in the diagram represent the transfer of information
among different system components. The video buffer is represented as a data store, responsible for
the temporary storage of video data. External entities, including the touch screen, speaker, microphone,
camera, digital radio, portable media player, GPS, and temperature sensor, are depicted as sources or
destinations of information entering or leaving the system. Processes are symbolized by circles, data
flows are indicated by arrows, data stores are represented by open rectangles and external entities are
represented by rectangles.
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Figure 5. DFD based on the components of IVI HPC system (considered components: On-Board
Computer, NFC, Wi-Fi and Cellular Network, Bluetooth, CAN BUS).

2.4. Threat modeling using STRIDE

Threat modeling is the method to identify, catalog, and prioritize dangers that assist in the way of
development of effective defenses against threats. Simply, it aims to address questions like "Where
could the system be vulnerable to threats?", "Which threats are most significant?", and "Where are the
system’s weaknesses?". According to National Institute of Standards and Technology (NIST) special
documentation, a threat model encompasses the ability to address both the offensive and defensive
dimensions of a logical entity, be it data, a host, an application, a system, or an environment [32].

Despite the availability of various threat modeling models such as PASTA [33], Attack Tree [34],
CVSS [35], etc., the paper used the STRIDE threat modeling tool. This choice is based on the tool’s wide
acceptance in both academia and industry, as well as its ability to identify threats at the component
level. It is an open-source tool provided by Microsoft and is free [36]. It specifically focuses on
identifying vulnerabilities and weaknesses in application security.

Microsoft STRIDE is a tool for identifying cybersecurity threats, utilizing an acronym that
encompasses six distinct threat categories: Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service, and Elevation of Privilege. These categories align with authenticity, integrity;,
non-repudiation, confidentiality, availability, and authorization. Each component of an infotainment
system can be analyzed via the STRIDE method and is susceptible to one or more threats from each
category. Table 1 outlines the security properties linked to specific threat categories. As shown
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in Table 1, an external entity is exposed to two threat categories, a process is susceptible to all six
threat categories, a unidirectional data flow contends with three threat categories, and a data store
is vulnerable to three threat categories [37,38]. Notably, a component may confront multiple threats
within a single category.

Table 1. Categorization of threats for each DFD element.

STRIDE Category External Entity | Process | Data Flow | Data Store
Spoofing v v
Tampering v v v
Repudiation v v
Information Disclosure v v v
Denial of Service v v v
Elevation of Privilege v

The STRIDE tool initiates the threat modeling process by presenting a DFD. Subsequently, a
threat report is generated based on this DFD, encompassing information about threat categories, threat
descriptions, and proposed mitigation strategies. Figure 6 illustrates the interaction involving STRIDE,
NFC to On-Board Computer (NFC_to_OBC). According to the STRIDE tool, three distinct threats —
denial of service, information disclosure, and tampering — are identified for this interaction. As data
flows from NFC to on-board computer, it can become the target of the attacker in these ways. Likewise,
threat reports are generated for other interactions of the infotainment system.

NFC_to_OBC

On-Board
Computer

Figure 6. Implementation of STRIDE on a data flow.

2.5. Risk assessment methodologies

The complex architecture of modern vehicles can be vulnerable to cyberattacks as the entire system
is a combination of the risks associated with each interconnected component [39]. Recently, researchers
have brought to light 14 vulnerabilities found in the infotainment systems across various BMW series
[40]. This underscores the urgent need to address the risks associated with threats throughout the entire
development process. According to the definition provided by the NIST, risk is defined as "A measure
of the extent to which an entity is threatened by a potential circumstance or event, and typically a
function of: (i) the adverse impacts that would arise if the circumstance or event occurs; and (ii) the
likelihood of occurrence" [41]. Meanwhile, risk assessment is explained as "The process of identifying,
estimating, and prioritizing risks to organizational operations (including mission, functions, image, or
reputation), organizational assets, individuals, and other organizations, resulting from the operation
of a system" [42].

2.5.1. SAHARA

The SAHARA methodology integrates the automotive HARA (Hazard Analysis and Risk
Assessment) approach with the security-oriented STRIDE framework. The SAHARA method employs
a fundamental element from the HARA approach, specifically the definition of Automotive Safety
Integrity Levels (ASILs), to evaluate the outcomes of the STRIDE analysis. Threats are assessed in
a manner with respect to ASIL quantification, considering the required resources (R) and expertise
(K) to execute the threat, along with its threat criticality (T). Security threats that have the potential
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to compromise safety objectives (T = 3) can be handed over to the HARA process for further safety
analysis [43].

Table 2 provides instances of resources, expertise, and threat levels for each quantification tier of
K, R, and T values [44]. These three factors collectively define a security level (SecL), as detailed in
Table 3 [45]. This SecL aids in determining the appropriate number of countermeasures that should be
taken into account.

Table 2. Examples illustrating the classification of K, R, and T values of security threats.

Level | Knowledge Example Resources Example Threat Criticality Example

0 No previous knowledge No tools required No impact

1 Basic knowledge of system Standard tools, screwdriver Partial service disruption

2 Proficient = knowledge of | Simple tools like sniffer, | Significant damage,

internals with focused interests | oscilloscope manipulation of  invoice
and privacy

3 Advanced tools like bus | High security impact possible
communication  simulators,
flasher

Table 3. SecL determination matrix - deriving the security level by evaluating the values of R, K, and T.

R K 0
0 0
0 1 0
2 0
0 0
1 1 0
2 0
0 0
2 1 0
2 0
0 0
3 1 0
2 0
2.5.2. DREAD

DREAD constitutes a method for assessing risk, where its name corresponds to five assessment
criteria: damage, reproducibility, exploitability, affected users, and discoverability [46]. DREAD holds
potential for conducting a more comprehensive analysis of system design. The DREAD acronym

delineates:

¢ Damage (D): Signifying the potential impact of an attack.

*  Reproducibility (R): Indicating the ease of replicating the attack.

*  Exploitability (E): Assessing the effort required to execute the attack.

e Affected Users (A): The number of individuals who are going to experience the impact.
L]

Discoverability (D): Measuring the ease of identifying the threat.

As illustrated in Table 4, the DREAD method'’s rating scheme for each threat involves assigning
points from 1 to 3, with a cumulative of 15 points indicating the most severe risk.
The DREAD risk can be calculated as follows:

Risk=(D+R+E+A+D) (1)

After summing up the scores, the outcome can vary within the 5-15 range. Subsequently, threats
can be categorized: those with total ratings of 12-15 are considered high risk, ratings of 8-11 indicate
medium risk, and ratings of 5-7 are considered low risk [47].
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Table 4. DREAD model rating scheme (3 for high risk, 2 for medium risk, and 1 for low risk).

Rating High Medium Low
Damage (D) Extensive data loss, | Moderate data loss, | Limited data loss, minor
compromise of full system | potential compromise | information
of personal or sensitive data
Reproducibility| Highly unlikely to be | Possible to reproduce, | Easily reproducible with
(R) reproduced, requires | but requires specialized | minimal effort
extremely specific and | knowledge or specific
uncommon circumstances conditions
Exploitability | Requires extensive | Requires moderate technical | Requires basic technical
(E) knowledge, sophisticated | skills, advanced tools and | knowledge and commonly
tools and complex methods | some effort available tools
Affected Many users affected, | Some users affected, | Few users affected, limited
Users (A) substantial impact on user | potential inconvenience or | impact on individuals
privacy or security minimal harm
Discoverability | Highly hidden, requires | Hidden but discoverable | Easily detected
(D) specialized expertise, | with careful examination or
extensive  analysis, or | targeted testing
insider knowledge

3. Evaluation of threats and risk rating

This section represents an overview of evaluating threats and the risks associated with the threats.

3.1. Analyzing threats

Threat modeling is performed to assess the possibility of cyberattacks associated with the major
data flows and processes in the DFD. It is assumed that the two sides that are marked in the trust
boundary are safe. However, not all components of the DFD are analyzed for potential threats.
Information and commands are transmitted through NFC, Wi-Fi and cellular network, and Bluetooth,
while the CAN bus is responsible for communication with the ECUs in a vehicle. So, these points can
be potential targets for unauthorized access by adversaries. Such unauthorized access could enable
them to manipulate the infotainment system, gain access to personal data, control vehicle components,
or disrupt normal system operations. Therefore, it is crucial to acknowledge the possibility of security
issues in the infotainment system of an automotive vehicle.

Threat modeling is not performed on video buffer, touch screen controller, rear screen, touch
screen, car audio system, speaker, camera, microphone, digital radio, GPS, and temperature sensor
because there is no function of data or file transmission. Additionally, it is also not performed on
USB interface and portable media player, because they have to be physically inserted into the system.
Only the threats that cross the trust boundary are considered, which means, On-Board Computer,
NFC to On-Board Computer (NFC_to_OBC), On-Board Computer to Wi-Fi and Cellular Network
(OBC_to_Wi-Fi), Wi-Fi and Cellular Network to On-Board Computer (Wi-Fi_to_OBC), On-Board
Computer to Bluetooth (OBC_to_Bluetooth), Bluetooth to On-Board Computer (Bluetooth_to_OBC),
On-Board Computer to CAN Bus (OBC_to_CB), and CAN Bus to On-Board Computer (CB_to_OBC).

3.2. Identified threats

By utilizing the STRIDE threat modeling tool, organizations can effectively identify potential
threats by analyzing each of the categories, as it encompasses six categories. This allows organizations
to assess the likelihood and impact of attacks within each category, prioritizing security efforts. With
this information, organizations can develop possible mitigation strategies to safeguard their systems
and networks against a wide array of potential threats. Table 5 lists the identified threats along with
additional details. The term "adversary" is frequently used in this context, referring to a person or
organization that is unauthorized to access or modify information, or that attempts to bypass any
security measures implemented to safeguard the system [48].
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Table 5. Listing of threats of components or interactions of infotainment system.

Components or | Threat | Threat Details Threat

Interactions No. Category

1 An adversary can replicate the user actions to impersonate the | Spoofing
process of on-board computer.

2 An adversary may modify any given command and | Tampering
instruction resulting in the modification of the system such as
NFC to on-board computer.

3 Without proper monitoring and control, the on-board | Repudiation
computer can be subject to malicious exploitation.

On-Board Computer 7 An adversary may steal or share any personal information | Information
with anyone, which may violate the user’s privacy. Disclosure

5 In order to deny users of the on-board computer’s services, an | Denial of
adversary may flood it with requests so normal traffic cannot | Service
be processed.

6 Without the required authorization, an adversary might obtain | Elevation
access to the on-board computer and carry out privileged | of Privilege
operations.

7 On-Board Computer may crash, halt, stop, or run slowly | Denial of
because of the fake requests sent by the adversary through | Service
NEC.

8 An adversary may interrupt data flowing across NFC to | Denial of
on-board computer with a snipping device and send a massive | Service

NFC_to_OBC volume of data over the communication channel.

9 An adversary can intercept NFC data and use it to attack other | Information
parts of the system. Disclosure

10 An adversary may tamper the data flow from NFC to | Tampering
on-board computer in order to gain a particular advantage
(not unlocking the door).

11 Wi-Fi and cellular network may crash or halt due to the | Denial of
overflow of traffic causing not connecting to the network. Service

12 An adversary may interrupt data flowing across on-board | Denial of
computer to Wi-Fi and cellular network with a snipping | Service

. device, and session hijacking may occur.

OBC_to_Wi-Fi 13 The data passing from on-board computer to Wi-Fi and | Information
cellular network may sniffed by the adversary causing the | Disclosure
leakage of personal information.

14 An adversary may tamper the data flow from on-board | Tampering
computer to Wi-Fi and cellular network and modify
information to take remote control of the device.

15 On-Board Computer may crash, halt, stop, or run slowly | Denial of
due to the adversary making the resources and services | Service
unavailable.

16 An adversary can disrupt the on-board computer’s | Denial of
performance by overwhelming its communication channels | Service
with a high volume of data, interrupting Wi-Fi and cellular

Wi-Fi_to_OBC network gata flow. e

17 The data passing from Wi-Fi and cellular network to on-board | Information
computer may sniffed by the adversary. This may lead to | Disclosure
compliance violations.

18 An adversary may tamper the data flow from Wi-Fi and | Tampering
cellular network to on-board computer and alter information.

19 Bluetooth may crash, halt, stop, or run slowly due to the | Denial of
adversary making the resources and services unavailable. Service

20 An external adversary may interrupt data flowing across | Denial of
a trust boundary by sending a large amount of data over | Service

OBC_to_Bluetooth communication channel.

21 The data passing from on-board computer to Bluetooth may | Information
sniffed by the adversary and disclose call logs or messages. Disclosure

22 An adversary may tamper the data flow from on-board | Tampering
computer to Bluetooth and alter information.
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Table 5. Cont.
Components or | Threat | Threat Details Threat
Interactions No. Category
23 On-Board Computer may crash, halt, stop, or run slowly | Denial of
because of the fake requests sent by the adversary. Service
24 An external adversary may interrupt data flow and keep the | Denial of
system busy to respond to fake requests. Service
25 The data passing from on-board computer to Bluetooth may | Information

Bluetooth_to_OBC sniffed by the adversary. Based on the type of information | Disclosure

disclosure, this may lead to attacks on other parts of the
system.

26 An adversary may tamper with the data flow from Bluetooth | Tampering
to on-board computer and make unauthorized manipulation
to the system.

27 An adversary may tamper the data flow from on-board | Denial of
computer to CAN bus and disclose the system information. Service

28 An adversary may interrupt data flowing across on-board | Denial of

OBC to CB computer to CAN bus in either direction. Service
T 29 An adversary may tamper the data flow from on-board | Information
computer to CAN bus and disclose the system information. Disclosure

30 An adversary can manipulate Bluetooth data to cause a denial | Tampering
of service or elevation of privilege on the CAN bus.

31 On-Board Computer may crash, halt, stop, or run slowly | Denial of
due to the adversary making the resources and services | Service
unavailable.

32 An adversary may interrupt data flow across CAN bus to | Denial of
on-board computer in either direction. Service

CB_to_OBC 33 An adversary can sniff the data flow, potentially enabling | Information
attacks on other system components based on the disclosed | Disclosure
information.

34 An adversary may tamper the data flow from CAN bus to | Tampering

on-board computer and alter information.

3.3. Rating threats

The SAHARA method, previously discussed, caters to the requirements of analyzing security
threats in the early stages of automotive development (concept level). Despite its concentration
on individual vehicle development and identifying security threats and safety risks during initial
development phases, the method’s inter-dependencies are noteworthy. Validation of the SAHARA
approach’s suitability within ISO 26262 compliant development was exhibited through a battery
management system use-case, revealing a 34% increase in the identification of hazardous situations
compared to traditional HARA methodologies [49]. Therefore, the SAHARA method is integrated into
this work for risk assessment.

Consequently, another risk assessment method, DREAD is adopted for quantifying threats. By
quantifying threats in accordance with their associated risks, threats with the highest risk levels will be
prioritized. This strategic approach optimizes risk management by tackling the most impacting threats
first. That’s why the DREAD classification scheme is adopted, showing promise in facilitating a more
intricate analysis of system design.

The SAHARA analysis is conducted through a conventional process, involving the determination
of SecL. Additionally, the DREAD approach is employed to contrast the differences between these
two rating systems. Notably, the adapted DREAD threat classification scheme proves more suitable
for evaluating remote cybersecurity attacks and attacks that affect entire vehicle operations. This
suitability arises from its classification factors related to potential damage and the impact on affected
users. Despite the availability of numerous risk assessment methodologies, the paper chose to utilize
SAHARA and DREAD due to their ability to quantify the security impact on the development of
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safety-related automotive vehicles at the system level. These methodologies are particularly well-suited
for evaluating remote cybersecurity attacks that can impact the operation of the vehicle.

The SAHARA method designates k value of 2, indicating a moderate requirement, and R value
of 2, signifying moderate resources for the computation of risk values associated with Threat No. 1.
However, due to the T value being 3, the threat of an adversary spoofing processes on the on-board
computer results in a high level of criticality. The cumulative values contribute to a SecL value of 1,
signifying high priority.

In parallel, D, R, E, and A all receive DREAD value of 3, signaling high impact, while D obtains
a value of 2, indicating medium impact. The cumulative score reaches 13, categorizing it as a
high-priority threat. The computed risk values for all threats, utilizing both the SAHARA and DREAD
methodologies, are presented in Table 6.

Table 6. Categorization of threats using the SAHARA and DREAD threat rating methodologies.

Threat No. SAHARA DREAD
K| R | T| SecL | Priority | D | R | E | A | D | Sum | Priority

1 2 |2 (3|1 High 3 13|33 ]2 |13 High

2 2 (21210 Low 3 |2 (|3(2 ]2 |10 Medium
3 2 (3 (3 ]1 High 3 |2 |32 |2 |12 High

4 2 12131 High 3 12|23 ]2 |12 High

5 112 2|1 Low 2 |2 |13(|2 ]2 |11 Medium
6 2 13 (3|1 High 3 |2 |22 |3 |12 High

7 112121 Low 2 |3 2|3 |2 |12 High

8 2 (3 (3|1 High 3 (3 |2(3 |1 |12 High

9 2 12131 High 3 12|32 |2 |12 High

10 2 |1 13 ]2 High 3 12|33 ]2 |13 High

11 1 (3|20 Low 2 |3 |1]2 |2 |10 Medium
12 2 13 (3|1 High 2 |2 |33 |2 |12 High

13 112 |3 |2 High 3 123|312 |13 High

14 2 (3 (3|1 High 3 |2 (|3(2 |2 |12 High

15 2 1331 High 3 |2 |23 |2 |12 High

16 2 1331 High 2 |3 |2 |3 |2 |12 High

17 2 (2 (3|1 High 3 |2 |2(2 |3 |12 High

18 2 13 ]3]|1 High 3 |2 |32 |2 |12 High

19 112121 Low 3 12|23 ]2 |12 High

20 2 (3 (3|1 High 2 |2 |33 |2 |12 High

21 2 12131 High 3 |2 |23 ]2 |12 High

22 2 12131 High 3 12|32 |2 |12 High

23 112 |3 |2 High 2 |3 2|3 |2 |12 High

24 2 12131 High 2 |3 |2 |3 |2 |12 High

25 2 12131 High 3 |2 |22 |2 |12 High

26 2 |2 (3|1 High 3 12 |2(3 ]2 |12 High

27 1 12 (3|2 High 3 |2 3|3 |2 |13 High

28 2 12131 High 2 |2 |33 |2 |12 High

29 2 |2 (3|1 High 3 |12 (|32 ]2 |12 High

30 2 13131 High 3 12|33 |2 |13 High

31 1 13|31 High 3 |2 |23 |2 |12 High

32 2 |2 (3|1 High 3 12 |3|3 ]2 |13 High

33 2 (2 (3|1 High 3|2 |2(3 |2 |12 High

34 2 1213 ]|1 High 3 12|23 |2 |12 High

4. Results and Discussion

In this section, the resultant threats and risks are discussed after applying the STRIDE threat model
to the DFD and risk assessment methodologies, SAHARA, and DREAD to the threats. Additionally,
the proposed defense mechanisms against the STRIDE threat category are outlined.


https://doi.org/10.20944/preprints202401.0185.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 3 January 2024

doi:10.20944/preprints202401.0185.v1

13 0f 17

4.1. Resultant threats and risks

In the process of identifying cybersecurity threats, the Microsoft STRIDE tool is applied to the
selected components, data flows, data stores, and external entities within the DFD. The efforts led
to the recognition of a total of 34 threats, systematically classified into six STRIDE categories. For a
comprehensive list of these threats and their corresponding categories, refer to Table 5. It's important
to note that all the identified threats, as derived from the use case scenario, are potentially subjective
and may exhibit variations in different scenarios. These recognized threats must be taken into account
before the deployment of the infotainment HPC system in real-world automotive vehicles to ensure
the safety and security of the system.

For conducting risk assessments of the identified threats, both the SAHARA and DREAD
methodologies are employed. Utilizing these approaches, risk values are calculated and presented
in a comparative analysis of the outcomes in Table 6. The risk values are categorized by priority,
including high, medium, and low. Using the SAHARA methodology, 29 threats are classified as high
priority, while none fall under medium risk, and 5 are categorized as low priority. Employing the
DREAD methodology, 31 threats are identified as high priority, 3 as medium priority, and none as
low priority. The number of high-priority threats requiring immediate attention is almost similar in
both methodologies. High-priority threats, which bear significant risk values, are emphasized as top
priorities, demanding the immediate implementation of countermeasures.

4.2. Generalized defense mechanisms against STRIDE

To ensure the security and integrity of the system and protect it against potential compromises,
a range of defense mechanisms should be implemented. Specifically, when dealing with threats
associated with spoofing, the implementation of multi-factor authentication or biometric authentication
methods proves to be highly effective in mitigating these threats within the system [50-54]. To address
tampering attacks, it is essential to employ encryption and digital signature technologies, which can
bolster the system’s resistance against unauthorized alterations and data manipulation [55,56]. A
comprehensive overview of the complete set of defense mechanisms is provided in Table 7. These
strategies collectively work to enhance the security of the system and minimize its vulnerabilities to
various types of cyber threats.

Table 7. Cybersecurity defense mechanisms against STRIDE category.

STRIDE Category Threat Details Mitigation

Spoofing Adversary pretends to be a | Multi-factor  authentication  [50-52],
legitimate user or system Biometric authentication [53,54]

Tampering Adversary modifies data or software | Encryption [55], Digital signature [56]
without authorization

Repudiation Adversary denies responsibility for | Logging and auditing mechanisms to track
actions they have taken and trace user actions [57]

Information Adversary gains access to sensitive | Access controls and permissions to limit

Disclosure information access to sensitive data [58,59]

Denial of Service

Adversary prevents legitimate users
from accessing a system or service

Rate limiting and load balancing to
distribute traffic across multiple servers
[60,61]

Elevation of Privilege

Adversary gains higher levels of
access than they are authorized to
have

Secure coding practices [62], User activity
monitoring and logging to detect potential
privilege escalation attempts [63]

5. Conclusion

The convergence of security and safety considerations within the automotive industry introduces
potential threats to infotainment HPC systems. Safeguarding against cybersecurity and privacy
breaches necessitates the development of proper approaches for threat detection and recovery

in automotive systems. Addressing these concerns is important to the system’s real-world
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implementation. Our research undertook the task of identifying, categorizing, and enumerating
34 cybersecurity threats to the infotainment HPC systems, leveraging the STRIDE threat modeling
tool. Risk assessment methodologies, SAHARA and DREAD, are also performed on resultant threats,
and risk values are calculated to determine their priority. In response to the threat and risk categories,
mitigation techniques are provided, aiming to enhance the equilibrium between security and safety
concerns within the automotive sector while assuring the security of infotainment HPC systems within
automotive vehicles.

In future work, threat modeling on the hardware components connected to road vehicles can be
conducted. Adhering to the ISO/SAE 21434 standard for road vehicle cybersecurity may enable the
identification of more threats, thereby enhancing the overall security of automotive vehicles.
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