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Abstract: Machine learning (ML) systems that use sensors obtain observations from sensors and use
them to recognize and interpret the current situation. These systems are susceptible to sensor-based
adversarial example attacks (AEs); if some sensors are vulnerable and can be compromised by an
attacker, the attacker can change the output of the system by changing the values of the sensors.
The detection of compromised sensors is important to defend the system against sensor-based AEs,
because we can check the sensors and replace them by detecting the sensors used by the attacker.
In this paper, we propose a method to detect the sensors used in sensor-based AEs by utilizing the
features of the attack that cannot be avoided. In this method, we introduced a model called the
feature-removable model (FRM), which allows us to select the features used as inputs into the model.
Our method detects the sensors used in sensor-based AEs by finding the inconsistencies between the
outputs of the FRM obtained by changing the selected features. We evaluated our method using a
human activity recognition model with sensors attached to the user’s chest, wrist, and ankle. We
demonstrate that our method can accurately detect sensors used by the attacker and achieves an
average Recall of Detection of 0.92, and the average Precision of Detection is 0.72.

Keywords: adversarial examples; compromised sensor; detection; multiple sensors; human activity
recognition

1. Introduction

The integration of machine learning (ML) with multiple sensors has revolutionized various
critical domains, such as healthcare [1], autonomous vehicles [2], and other fields [3]. In these systems,
observations from sensor devices are collected via the Internet or a network managed by the service
provider. Then, ML models recognize the current situation using the collected observations as their
input. The utilization of observations from multiple sensor devices in these systems has shown to
significantly enhance recognition accuracy. For instance, Namazi et al. developed a method to detect
and track continuous objects surrounding vehicles, locate objects in front of the vehicle, and mitigate
occlusion issues to provide more precise readings [4]. Similarly, multiple systems, Zhou et al.[5] and
Yuan et al.[6] proposed systems to recognize human activities in low-light indoor conditions by using
multiple sensor devices.

However, as systems using ML models have become more widely used, these models have also
become the target of attacks. Adversarial examples (AEs) are inputs designed by an adversary that
causes a ML system to generate incorrect outputs. Finlayson et al. showed that an adversary can
exploit the vulnerability of ML models by creating AEs in critical domains, such as medical [7]. These
AEs contain subtle changes that are invisible to humans but can mislead the model’s predictions. This
poses a significant threat to the systems based on ML models, particularly in sensitive fields.

Considering the systems using multiple sensors, some sensors may be vulnerable and can be used
to generate AEs. The data manipulation of sensor data by compromising the software in the sensor
device was demonstrated [8]. Monjur et al. have been demonstrated that the data manipulation is also
possible by modifying the hardware if the attacker can physically access the sensor device [9]. We also
demonstrated that the attacker can change the output of the ML models using multiple sensors if the
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attacker can manipulate the values from a part of sensors [10]. That is, manipulation on all sensor
values is not necessary for the attacks to change the output values of the ML models. We call this attack
sensor-based AEs. However, it is difficult to protect all sensor devices, because the risk of the existence
of the vulnerable sensor devices increases as the number of sensor devices increases. Therefore, we
need a method to protect ML models even if a part of sensors are compromised by the attacker.

Many countermeasures to mitigate the risks posed by AEs have been proposed. One approach is
to make the ML models robust against AEs. Adversarial training (AT) is one of the methods used to
enhance the robustness of ML models [11]. In this method, ML models are iteratively trained using
clean and adversarial examples generated for the current model. By utilizing the AEs, this method
enhances the robustness of the model. However, the model trained by AT is only robust against the
attack generated during the training and may be vulnerable to new attacks [12].

Another approach to countering AEs is to detect attacks. Especially in the case of sensor-based
AEs, the detection of the sensors used in the sensor-based AEs is essential. By detecting the sensors
used in the attack, we can check the sensors and replace them. Many methods to detect AEs have
also been proposed [13-20]. Hendrycks and Gimpel introduced detection methods for adversarial
examples based on identifying implausible gradients [16,17]. Metzen et al. proposed a method based
on Lipschitz continuity to detect adversarial perturbations, which involve subtle changes applied to
clean examples [19].

However, all existing detection methods only detect attacks and do not detect the features changed
by the attacker because they aim to detect the inputs to be blocked. On the other hand, detecting the
sensors used by the attacker is essential for systems with multiple sensors, as discussed above. In
addition, existing detection methods can be avoided by modifying the AE generation process [21].
This is caused by the features used to detect AEs; the existing methods use features of the AEs, but an
attacker with the knowledge of the detector can change the features. That is, the detection method
should use the features of the AEs that cannot be avoided by an attacker.

We propose a method to detect the attacks and the sensors used by the attackers. In this method,
we introduce a model called the feature-removable model (FRM) that allows us to select the features
used as an input into the model. We obtain the outputs of the FRM using all features and features from
some of the sensors. If we find inconsistencies between the outputs, our method detects the attacks.
Then we also detect the sensors the attacker uses by finding the sensors causing the inconsistency.

After detecting the sensors the attacker uses, we can check and replace them. Nevertheless, our
FRM can also be used after the identification; we can obtain the output of the FRM without using the
features from the detected sensors to avoid the impact of the attacks, though the accuracy of the model
might decrease compared with the case that we can use all features.

To the best of our knowledge, we are the first to propose a method that can detect the sensors used
in sensor-based AEs. Our method is based on the features of the sensor-based AEs that the attacker
cannot avoid; the output of the ML model is altered when the values from the sensors used by the
attacker are incorporated.

The rest of this paper is organized as follows: Section 2 provides an overview of related work
on defense techniques against AEs. Section 3 presents a definition of the attack discussed in this
paper. Section 4 presents our framework against attacks from a part of sensors in detail. Section 5
evaluates the effectiveness of the proposed countermeasures. Finally, Section 6 concludes the paper
and discusses future research directions in this area.

2. Related Work

Many countermeasures to mitigate the risks posed by AEs have been proposed. One of the
approaches is the AT. AT is a technique used to make the ML model robust against AEs by incorporating
AEs during the training process. AT minimizes the loss for clean inputs and the generated AEs.
Ensemble Adversarial Training (EAT) [12] is a method that improves the robustness of AT. In this
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method, multiple models are trained at the same time, and AEs generated for a model is used to train
the other models.

However, AT has a limitation. It relies on specific attacks generated during training, which
hampers its ability to defend against new and unseen attacks [22,23].

Another approach to mitigating the risks posed by AEs is to detect AEs. Hendricks and Gimpel
introduced three detection methods, referred to as the H&G detection methods [16,17]. They are based
on 1) the coefficients in a PCA-whitened input, 2) the Softmax distributions, and 3) the reconstruction
errors of the inputs reconstructed by an auxiliary decoder.

Another approach is based on ML models to detect AEs. Gong et al. [13] proposed a method
based on a binary classifier trained independently from the original model. They trained the binary
classifier to output 0 for the clean data and 1 for the AEs. Metzen et al. [19] also proposed a method
based on binary classifiers. They constructed binary classifiers as subnetworks connected to each
layer of the original main model. Grosse et al. augmented an ML model with an additional output, in
which the model is trained to classify adversarial inputs [14]. Hosseini et al. trained an ML model to
smoothly decrease its confidence in the original label and instead predicted that the input is "invalid"
when it is more perturbed [18]. Miller et al. proposed a detection method for anomaly detection, which
utilizes a separate unsupervised learning procedure to detect AEs inputs [20].

In this paper, we discuss a method to detect sensors used in sensor-based AEs. This method
should satisfy the following requirements. 1) It should detect AEs accurately. 2) It should detect
sensors used in sensor-based AEs. 3) It should utilize the features of sensor-based AEs that cannot be
avoided by an attacker. If an attacker can avoid the features used by the detector, AEs that cannot be
detected are possible.

Table 1 shows the existing method to detect AEs and includes whether each method meets
the requirements. As shown in Table 1, none of the existing methods can detect sensors used in
sensor-based AEs, because they did not focus on the sensor-based AEs. Furthermore, none of the
existing methods utilizes features that cannot be avoided by the attacker. If an attacker can change the
features used by a detector, they can generate AEs that cannot be detected. Carlini et al. evaluated AE
detection methods in a white-box setting and demonstrated that AEs capable of evading detection can
be generated for all the methods evaluated [21].

In this paper, we propose a method to detect the sensors used in sensor-based AEs that satisfies
all of the above requirements. Our method utilizes the features of the attacks; that the results of the
classification are change by using the features from the sensors used in the attack. Such features of the
attacks cannot be avoided by the attacker.
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Table 1. Comparison of different AE detection methods.
Methods Overview Detection of attacks Detection of sensors used in Sure utilization of the
sensor-based AEs unavoidable features of AEs
H & G[16,17] Detect AEs based on 1) the Yes No No

coefficients in a PCA-whitened
input, 2) the Softmax
distributions and 3) the
reconstruction errors.
Metzen et al. [19] Detect AEs by binary detector Yes No No
sub-networks using the
outputs of each layer of the
original model as inputs.

Gong et al. [13] Detect AEs by a binary Yes No No
classifier that is trained
independently from the
original model.

Grosse et al. [14] Augments a ML model with an Yes No No

additional output, in which the
model is trained to classify
adversarial inputs.
Hosseini et al. [18] Train a ML model so that it Yes No No
outputs lower confidence on
the original label and instead
predicts that the input is
“invalid”, as the input is more

perturbed

Miller et al. [20] Detect AEs using unsupervised Yes No” No
anomaly detectors.

This paper Detect AEs from a part of Yes Yes Yes

sensors and identify the
sensors used by the attacker by
finding the inconsistency
between the results using all
features and without using
features from a part of sensors
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3. Sensor-based Adversarial examples

In this paper, we focus on the system that gathers values from multiple sensors and performs
classification tasks based on ML models. We call this system as the target system.

We model the target system as the function f(xp;) where xo; = (xg,x1,...,x¢) is the input
of the target system built from the sensor data received from time 0 to time t and x; is the vector
corresponding to the sensor values at time t. We refer to the j-th element of the model’s output as
fi(x0:t), and f;(x0.) denotes the probability that the state at time # is classified into the i-th class. f(xo.)
represents the classification outcome at time .

The vector x; is constructed of the values from multiple sensors. The values of the compromised
sensors can be monitored and modified by the attacker. The information of the compromised sensors
are represented by the vector B, which is defined as B = (b1, by, ..., by ); b; = 1 if the i-th value is from
the compromised sensor. The sensor values that the attacker can monitor and modify at times ¢ are
given by %; = B o x;, where o stands for the element-wise product.

Based on the sensor values of the compromised sensors, the attacker creates perturbation. The
sensor values including the attacks become x} = x; + B o G(%(.t) where G(%.) is the attack generator
and xo; = (%o, %1,...,%). The attacker can generate the attacks by training G(%p.;) so that the
output becomes the class the attacker wants. In this paper, we assume that an attacker has sufficient
information about the target system.

On the other hand, the victim who manages the target system does not know the compromised
sensors but knows the set of sensors with the same risk. For example, sensors connected to the same
computer might be compromised at the same time if the computer is vulnerable. The same type of
sensors may have the same vulnerability. In this paper, we denote the set of risks by R and the set of
sensors with risk r € R by S,. We assume that the victim has the information of S, for all r € R.

4. Framework against sensor-based adversarial examples

The attacker aims to change the classification results by changing the values of the compromised
sensors. That is, the classification results obtained from compromised sensors are different from those
obtained without using compromised sensors. Our method detects not only sensor-based AEs but also
the sensors used in the attack by detecting these inconsistencies.

Figure 1 shows an overview of our method. In our method, we introduce a model called the
feature-removed model (FRM), which allows us to select the features used for classification. By using
the FRM, we can obtain multiple results by changing the features used for classification. Then, we detect
attacks and sensors used in the attack by comparing the results and identifying any inconsistencies

Using all sensors features ] FRM ]‘"“"““"“"""."':'"‘,

Suspicious set of
sensors used by the
attacker

Exclude the values from sensors in group A.] FRM ]' . : .
SBH —)[ Inconsistency (S 5,SB,Sc)

“clean ©OF Xadv

Feature-removable model (FRM)

Exclude the values from sensors in group B.] FRM ] _____

Exclude the values from sensors in group C.] FRM

Figure 1. Illustration of countermeasure stage flow.
4.1. Feature remouvable model

In this subsection, we propose a model called the FRM. The FRM is a model that allows us to
exclude specific features. The FRM can be constructed by modifying the first and last layers of the
original model. At the first layer, we add a function to exclude the features that are marked to be
excluded. The eliminated features are set to 0. Then we apply the scaling based on the dropout [24].
The output of the first layer after scaling is obtained by
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where o; ; is the value of the j-th node at the i-th layer, wg s ; and by ; are the weight and bias, and a(-)
is the activation function. The number of all features is N!! and the number of selected features is
Nselected By this scaling, we have a similar number of activated nodes to the case of using all features
even if we exclude some features.

In the final layer, we employed the sigmoid activation function to to allow the outputs for multiple
classes to be large. If essential features are excluded, the FRM may be unable to identify the class.
By allowing large outputs for multiple classes, the FRM can handle such cases by outputting large
probabilities for all possible classes.

We train the FRM so that the outputted probabilities for all possible classes become large even if
we exclude some features. In this paper, we train the FRM by selecting the features to be excluded
randomly. During the training, we use the following loss function.

L "removed-feature” Y T Zw f log yi + (1 _ ti) log (1 _ yl)) (2)

where Y is the model’s output, t; is the i-th element of T, y; is the i-th element of Y, and T is the
training label. If the training label is i, t; is set to 1. If not, 0. w(t;) is defined as the weight for t;. We
set w(0) < w(1) to include the training label in the output. By using this loss function, we set a large
penalty for the case that the actual class is not included in the output classes.

4.2. Detection of Attacks and Identification of Compromised Sensors

Our method detects the sensor-based AE attacks and the sensors used in the attack by comparing
the results of the FRM. If the outputted probability for a class obtained by using all features is high
but the corresponding probability obtained by excluding values from a set of sensors, the sensors are
suspicious. Based on such inconsistencies, our method detects sensors used in the sensor-based AEs.

Algorithm 1 shows the steps for detecting sensor-based AEs and the suspicious sensors used in
the AEs. In these steps, we focus on the classes whose probabilities in the prediction results using all
features exceed the threshold («). Such classes are extracted as indices at Line 2 in Algorithm 1. Then,
we obtain the results by excluding the values from the sensors with the risk (7 € R ) and compare the
results of the classes in the indices. If the difference exceeds a threshold ( 8 ) (Lines 7-11 in Algorithm
1), we detect the attacks and mark the sensors with the risk ( r ) as suspicious.

Algorithm 1 Detection of sensors used to generate AEs

Require: « (threshold for prediction), B (threshold for inconsistency), F (features), model (trained

feature removable model), S (set of sensors), S, (set of sensors with the risk r), R (set of risks)
Ensure: DetectedSensors
1. Py < model.predict_using_selected_sensors(F, S)
indices <— extract_indices_exceeding_threshold(P,y;, o)
P‘;ll < extract_result_for_indices(P,;, indices)
foreach rin R do
Pp,m < model.predict_using_selected_sensors(F,S\Rs)
art < extract_result_for_indices(Ppayt, indices)
ltP|P all — art| > ﬁ then
foreachsin S, do
DetectedSensor.Add(s)
end for
end if
: end for
: return DetectedSensor

e e
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Algorithm 1 returns the set of suspicious sensors. Thus, if no suspicious sensors are found, we
regard the current input as clean. But if at least one sensor is included in the set of suspicious sensors,
we detect sensor-based AEs.

5. Experiment

5.1. Original target model, Dataset, and attacks

In our experiment, we used a system that recognized human activity as the target system. In this
system, three devices were mounted at three places on the chest, left ankle, and right wrist. All three
devices had 3D accelerometers; the device on the chest had an ECG sensor, and the other devices had
3D gyroscopes and 3D magnetometers. Each device sends its monitored value to the server. The server
recognizes the user’s current activity by using the deep neural network (DNN) to handle time-series
data sent from the devices.

Figure 2a depicts the DNN structure utilized in our experiment, which was inspired by the HAR
model proposed by [25]. In this experiment, we use this structure as the original model. In this
structure, we construct a vector by concatenating the sensor values obtained at each time slot and use
it as an input. This model handles the continuous inputs by using an LSTM layer, and outputs the
probabilities of the activities for the inputs.

From this original model, we constructed an FRM, modifying only the first and last layers, as
detailed in Section IV. To train the FRM, we utilized the Adam optimizer with a learning rate of 0.001
and a batch size of 32 for 100 epochs. We used a custom binary cross-entropy loss function for training
FRM with weight parameters. We set w (0) to 1.0 and w (1) to 20.0.

e o [orse | [
> batch |, > oreteh on™> Max pooling > —> >

re_lu normalization re_lu | [normalization sigmoid re_lu softmax

(a)

[ covnid } [ covnid } [ covnid } [covn1ditranspose] {covmditranspose} Istm i
input —> > > —> —> —>| dense '—)[concatenate '—)[ Feature-removed Model ]——){ Target model
. re_lu re_lu re_lu re_lu re_lu TanH

(b)
Figure 2. The target model architecture (a) and the architecture of the generator AE model (b)

In this experiment, we use the MHealth dataset [26]. This dataset includes 12 physical activities
(standing, sitting, lying down, walking, climbing stairs, bending forward, lifting arms forward, knees,
cycling, jogging, running, and jumping back and forth) for ten subjects. In this paper, we regard
subjects 9 and 10 as the target subjects for whom the attacks are generated, and the data from the other
subjects are used to train the FRM. The Mhealth dataset includes time series of sensor values. We
extract the data with a length of 500 from this dataset for training and validation by using a sliding
window. Table 2 shows the number of data extracted for each subject and each class.

In this paper, we assume that the attacker has compromised one of the three devices and can
change the values of all sensors on the compromised device. We assumed that the victim does not
know the compromised sensor but is aware that the sensors in the same device carry the same risk.

We generate the attack by using the attack generator trained for the target model (FRM)[10].
Figure 2b shows the structure of the generator. The generator is trained so that the outputs of the FRM
using all features become the class the attacker wants. When training the generator, we assume that
the attacker has enough information about the target model (FRM), and we use the data from subjects
1 to 8. For training the generator, we used the Adam optimizer with a learning rate of 0.002 and a
batch size of 256 for 25 epochs.
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Table 2. Data that we used for each class and individual.
Subject Standing Lying Walking  Climbing Waist Frontal Knees Cycling Jogging Running Jump
Down Stairs Bends Elevation  Bending Front and

Forward of Arms Back

1 3072 3072 3072 3072 3072 3132 3278 3179 3072 3072 1024
2 3072 3072 3072 3072 3132 3132 3380 3430 3072 3072 1024
3 3072 3072 3072 3072 3132 3132 3266 3379 3175 3072 1024
4 3072 3072 3072 3072 3132 3132 3266 3379 3175 3072 1024
5 3072 3072 3072 3072 3132 3132 7265 7141 2784 3072 1024
6 3072 3072 3072 3072 2766 2894 2816 3072 3072 3072 1024
7 3072 3072 3072 3072 2766 2894 2816 3072 3072 3072 1024
8 3072 3072 3072 3072 2458 2765 2867 3072 3072 3072 1025
9 3072 3072 3072 3072 2458 2765 2867 3072 3072 3072 1025
10 3072 3072 3072 3072 2458 2765 2867 3072 3072 3072 1025
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On top of TensorFlow and Keras, we constructed the FRM, original model, and generator models
and trained them with four NVIDIA Quadro RTX 6000 GPU cards.

5.2. Property of the feature removable model without attack

Before demonstrating our method to detect the attacks, we present the properties of the FRM,
comparing them with the original model. We define the identified class as the class whose corresponding
output exceeds the threshold, where the threshold = 0.60. We use PrecisionPrecision and RecallRecall
as metrics for this comparison. The definitions of PrecisionPrecision and RecallRecall are:

L. tp
Precision = 3)
tp+fp
__tp
Recall = e+ 4)

where tp is the number of activities that are correctly identified as the target class, fp is the number of
activities that are identified as the target class but whose actual class is different, and f# is the number
of activities whose actual class is the target class but that are not identified as the target class. The FRM
can output probabilities larger than the threshold for multiple classes. If probabilities for multiple
classes are lager than the threshold, we independently count all classes to calculate tp and fp.

Table 3 shows the comparison between the original model and FRM using all features. Table 3
indicates that the FRM is similar to the original model, while the Precision of the FRM is slightly lower
than that of the original model. The Precision of the FRM is caused by that the FRM allows large
probabilities for multiple classes. However, the FRM achieves a sufficiently high PrecisionPrecision,
which is greater than 0.95.

Table 3. The full results of the original model compared with the features-removed model.

Original Model Features-removed Model
Activities Precision Recall Precision Recall
Standing 1.00 1.00 0.98 1.00
Sitting 1.00 1.00 0.99 1.00
Lying down 1.00 1.00 0.99 1.00
Walking 1.00 1.00 0.97 1.00
Climbing stairs 0.98 1.00 0.96 0.99
Waist bends forward 1.00 1.00 0.99 1.00
Frontal elevation of arms 0.98 1.00 0.99 1.00
Knees bending 1.00 0.96 0.99 0.97
Cycling 0.96 1.00 0.98 1.00
Jogging 0.98 0.93 0.95 1.00
Running 0.94 0.97 0.98 1.00
Jump front and back 0.95 0.97 0.98 1.00
Average 0.98 0.98 0.98 0.99

*Red color represents 1.00, while yellow indicates a score less than 1.00

5.3. Property of the attack

In this section, we evaluate the attacks on FRM using all the features. Table 4 show the attack
success rates based on sensors located on the ankle, wrist, and chest, respectively.

In this table, we consider attacks that result in the outputted probability of the FRM using all
features for the target class exceeding 0.60 as successful attacks. We define the attack success ratio
as %, where Ngyccess 1S the number of successful attacks and Nyiiack is the number of generated
attacks.


https://doi.org/10.20944/preprints202311.0328.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 6 November 2023 doi:10.20944/preprints202311.0328.v1

10 of 20
Table 4. The success ratio of generated sensor-based AEs
Sensors attach  Ground Truth Class Target Attack Class
St Si Ly Wa Cs Wb Fe Kb Cy Jo Ru Ju

Standing (St) 1.00 0.00 1.00 1.00 0.00 1.00 1.00 0.90 0.80 0.00 1.00
Sitting (S57) 0.20 1.00 0.30 0.90 1.00 1.00 1.00 0.83 0.80 1.00 1.00
Lying down (Ly) 1.00 1.00 0.00 1.00 1.00 1.00 1.00 1.00 0.40 0.00 1.00
Walking (Wa) 0.00 1.00 0.00 0.80 1.00 1.00 1.00 0.00 0.00 1.00 0.00
Climbing stairs (Cs) 0.50 0.90 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00

Ankle Waist bends forward (Wb)  0.70 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.00 1.00 1.00
Frontal elevation of arms 0.00 1.00 1.00 1.00 0.80 1.00 0.00 1.00 1.00 1.00 1.00
(Fe)
Knees bending (Kb) 1.00 1.00 1.00 1.00 1.00 0.90 1.00 0.90 0.90 1.00 1.00
Cycling (Cy) 0.00 1.00 1.00 1.00 1.00 0.00 1.00 0.80 1.00 1.00 1.00
Jogging (Jo) 1.00 1.00 0.70 0.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Running (Ru) 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Jump front and back (Ju) 1.00 1.00 1.00 0.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Standing (5t) 1.00 0.00 0.00 1.00 0.00 1.00 1.00 0.00 0.20 0.00 0.00
Sitting (57) 1.00 0.00 0.00 1.00 0.60 0.50 1.00 0.80 0.00 0.00 0.10
Lying down (Ly) 0.00 1.00 1.00 0.50 0.00 0.00 0.70 1.00 0.00 0.00 1.00
Walking (Wa) 0.60 1.00 0.60 1.00 0.00 1.00 0.30 0.00 0.00 1.00 0.00
Climbing stairs (Cs) 1.00 0.30 0.00 0.00 0.90 0.00 0.00 1.00 1.00 1.00 0.00

Wrist Waist bends forward (Wb)  1.00 0.70 0.40 0.30 0.40 0.60 1.00 1.00 0.70 1.00 1.00
Frontal elevation of arms = 1.00 0.70 1.00 1.00 0.90 0.00 0.20 0.00 0.90 0.90 1.00
(Fe)
Knees bending (Kb) 0.00 1.00 1.00 0.00 0.70 1.00 1.00 1.00 1.00 1.00 1.00
Cycling (Cy) 0.00 1.00 1.00 0.00 1.00 1.00 0.00 1.00 1.00 1.00 1.00
Jogging (Jo) 0.10 0.00 0.00 0.70 0.00 0.20 0.00 0.00 1.00 1.00 1.00
Running (Ru) 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.80 0.80 1.00

Jump front and back (Ju) 1.00 1.00 0.30 0.00 0.60 0.00 0.00 0.00 1.00 1.00 1.00
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Table 4. Cont.
Sensors attach  Ground Truth Class Target Attack Class
St Si Ly Wa Cs Wb Fe Kb Cy Jo Ru Ju
Standing (StSt) 0.80 0.00 1.00 0.00 1.00 1.00 0.00 0.00 0.00 0.00 0.00
Sitting (S57) 1.00 1.00 0.40 0.80 0.00 0.80 0.00 0.50 0.00 0.00 0.00
Lying down (LyLy) 0.80 0.00 1.00 0.70 1.00 1.00 0.10 0.40 1.00 0.00 0.10
Walking (Wa) 0.00 1.00 0.00 0.00 1.00 0.00 0.00 0.00 0.00 1.00 0.00
Climbing stairs (Cs) 0.50 0.90 1.00 1.00 0.20 0.70 0.00 1.00 1.00 0.00 1.00
Chest Waist bends forward (Wb)  0.00 0.00 1.00 1.00 1.00 1.00 0.00 0.00 0.00 0.00 0.00
Frontal elevation of arms 0.00 0.00 0.00 0.00 0.00 1.00 0.00 1.00 0.00 1.00 0.00
(Fe)
Knees bending (Kb) 0.60 0.00 1.00 1.00 1.00 0.00 1.00 1.00 0.00 0.00 0.70
Cycling (Cy) 1.00 0.80 1.00 0.90 0.70 1.00 1.00 0.60 0.00 0.70 0.00
Jogging (JoJo) 0.00 0.00 0.00 0.70 0.40 1.00 0.00 0.00 0.10 1.00 1.00
Running (Ru) 1.00 0.00 0.00 0.00 0.00 1.00 1.00 0.00 0.00 0.00 0.50

Jump front and back (Ju) 0.00 0.00 0.00 0.00 0.00 1.00 1.00 0.00 0.60 0.00 1.00
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Table 4 shows that the ankle, wrist, and chest sensors group is susceptible to a wide range of
adversarial attacks. Many of the ground-truth classes were highly vulnerable in this table. However,
Table 4 also shows that some attacks were difficult to succeed. The rest of this section focuses on the
successful attacks.

5.4. Accuracy of Detection

In this subsection, we evaluate our attack detection by using two metrics, false negative rate
(FNR) and false positive rate (FPR) defined by

EN

FNR = e 7p ©)
FP

FPR = e5— 7 ©)

where TP is the number of sensor-based AEs that are correctly detected by our method, EN is the
number of sensor-based AEs that cannot be detected, FP is the number of clean data that are mistakenly
detected as sensor-based AEs, and TN is the number of clean data that are not detected by our method.

Our detection method has two parameters: & and B. These parameters have a large impact on the
detection of sensor-based AEs. In this evaluation, we changed these parameters to investigate their
impact on both FNR and FPR. Figure 3 shows the results. This figure shows a trade-off between the FPR
and FNR. A higher value of these parameters tends to decrease FPR at the expense of an increased FNR.

This figure also shows that we can achieve the FNR less than 0.03 without letting the FPR exceed
0.06.

B=0.1 a=07

0127 =
—&— False Negative Rats (FNR) 0.6 1 == False Negative Rate (FNR)
~e— False Positive Rate (FPR) —e— False Positive Rate (FPR)

0.60 065 070 07s 0.80 085 0.00 02 04 as 08 10

B

(@ (b)
Figure 3. The results of impact when FNR and FPR were « value is changing and = 0.1 (a) and result
of impact when the B value is changing and « = 0.7 (b)

5.5. Accuracy of Detection of sensors used in sensor-based AEs.

Our method also detects the sensors used in sensor-based AEs. In this subsection, we evaluate
the accuracy of the detection by using two metrics, Precision Of Detected Sensors and Recall Of Detected
Sensors as defined by

Truly Detected Sensors
Truly Detected Sensors + Falsely Detected Sensors

Precision Of Detected Sensors =

@)

Truly Detected Sensors
Truly Detected Sensors + Misses Detected Sensors

Recall Of Detected Sensors = (8)
where Truly Detected Sensors is the number of sensors that are correctly detected as the sensors used in
the sensor-based AEs, Falsely Detected Sensors is the number of sensors detected as the sensors used in
the sensor-based AEs but are not used in the AEs, and MissedDetected is the number of sensors that
are used in the sensor-based AEs but are not detected as the sensors used in the AEs. If our method
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detects all sensors used in the AEs, the Recall of Detected Sensors becomes 1.00. It is important to
detect sensors used by attackers as suspicious, even if some legitimate sensors are mistakenly detected.
Therefore, the Recall Of Detected Sensors is more important than Precision Of Detected Sensors.

Table 5 shows the Recall Of Detected Sensors. In this table, the green cells are the cells whose values
are larger than 0.50, the yellow cells are the cells whose values are larger than 0.50 and less than 0.80,
and the red cells are the cells whose values are larger than 0.80.

Table 5 shows that our method achieves highRecall Of Detected Sensors. Recall Of Detected Sensors
calculated for all cases is 0.92. That is, most of the sensors used in the AEs can be detected by our
method. This is because our method uses the features of the attack, which causes the prediction results
to change when the attacker uses the features from sensors. This feature cannot be avoided by the
attacker because they are unable to alter the results of the FRM, which extracts the features from the
sensors used by the attacker.

However, the Recall Of Detected Sensors for some cases are not 1.00; for example, it is 0.79 in the case
of the AEs from standing class to sitting class by compromising the wrist sensor. Such misdetection
occurs when the target class cannot be distinguished from the actual class. In this case, the FRM,
excluding the values from the sensors used in the AEs, outputs a high probability even for the target
class. One approach to solving this problem is to add more sensors to make the system more redundant
so that any class can be distinguished even if we exclude some sensors, which is one of our future
research topics.

Table 6 shows Precision Of Detected Sensors. This table indicates that our method achieves high
Precision Of Detected Sensors in most cases. The Precision Of Detected Sensors calculated for all cases is
0.72. But Precision Of Detected Sensors becomes low in some cases. For example, the Precision Of Detected
Sensors for the case that values from the chest sensor device are changed so that the state of lying down
is miss-classified into the state of knee bending is 0.22. In such cases, inconsistencies are found by
extracting the features from the other sensors. However, even in such cases, we can successfully detect
sensors used in the AEs as suspicious sensors. Therefore, our method can be used as a trigger to check
suspicious sensors.
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Table 5. Recall Of Detected Sensors
Sensors attach Ground Truth Class Target Attack Class
St Si Ly Wa Cs Wb Fe Kb Cy Jo Ru Ju
Standing (St) 1.00 N/A 1.00 1.00 N/A 1.00 1.00 1.00 1.00 N/A 1.00
Sitting (57) 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Lying down (Ly) 1.00 1.00 N/A 1.00 1.00 1.00 1.00 1.00 1.00 N/A 1.00
Walking (Wa) N/A 1.00 N/A 1.00 1.00 1.00 1.00 N/A N/A 1.00 N/A
Climbing stairs (Cs) 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Ankle Waist bends forward (Wb) 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 N/A 1.00 1.00
Frontal elevation of arms (Fe) N/A 1.00 1.00 1.00 1.00 1.00 N/A 1.00 1.00 1.00 1.00
Knees bending (Kb) 1.00 1.00 1.00 1.00 1.00 0.91 1.00 0.91 1.00 1.00 1.00
Cycling (Cy) N/A 1.00 1.00 1.00 1.00 N/A 1.00 1.00 1.00 1.00 1.00
Jogging (Jo) 1.00 1.00 1.00 1.00 0.96 1.00 1.00 1.00 1.00 1.00 1.00
Running (Ru) 1.00 1.00 N/A N/A 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Jump front and back (Ju) N/A 1.00 N/A N/A 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Standing (St) 0.79 N/A N/A 1.00 N/A 1.00 1.00 N/A 1.00 N/A N/A
Sitting (Si) 1.00 N/A N/A 1.00 1.00 1.00 1.00 1.00 N/A N/A 1.00
Lying down (Ly) N/A 1.00 1.00 1.00 N/A N/A 1.00 1.00 N/A N/A 1.00
Walking (Wa) 1.00 1.00 1.00 1.00 N/A 1.00 1.00 N/A N/A 1.00 N/A
Climbing stairs (CS) 1.00 1.00 N/A N/A 1.00 N/A N/A 1.00 1.00 1.00 N/A
Wrist Waist bends forward (Wb) 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Frontal elevation of arms (Fe) 1.00 0.95 1.00 1.00 1.00 N/A 1.00 N/A 1.00 1.00 1.00
Knees bending (Kb) N/A 1.00 1.00 N/A 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Cycling (Cy) N/A 1.00 1.00 N/A 1.00 1.00 N/A 1.00 1.00 1.00 1.00
]ogging (]O) 1.00 N/A N/A 1.00 N/A 1.00 N/A N/A 1.00 0.82 1.00
Running (Ru) N/A N/A N/A N/A N/A N/A N/A N/A 1.00 0.98 1.00

Jump front and back (Ju) 1.00 1.00 1.00 N/A 1.00 N/A N/A N/A 1.00 1.00 1.00
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Table 5. Cont.
Sensors attach Ground Truth Class Target Attack Class

St Si Ly Wa Cs Wb Fe Kb Cy Jo Ru Ju

Standing (5t) 1.00 N/A 1.00 N/A 1.00 1.00 N/A N/A N/A N/A N/A

Sitting (5i) 1.00 1.00 1.00 1.00 N/A 1.00 N/A 1.00 N/A N/A N/A
Lying down (Ly) 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 N/A 1.00

Walking (Wa) N/A 1.00 N/A N/A 1.00 N/A N/A N/A N/A 1.00 N/A
Climbing stairs (Cs) 1.00 0.86 1.00 1.00 1.00 1.00 N/A 1.00 1.00 N/A 1.00
Chest Waist bends forward (Wb) N/A N/A 1.00 1.00 1.00 1.00 N/A N/A N/A N/A N/A
Frontal elevation of arms (Fe) N/A N/A N/A N/A N/A 1.00 N/A 1.00 N/A 1.00 N/A
Knees bending (Kb) 1.00 N/A 1.00 1.00 1.00 N/A 1.00 1.00 N/A N/A 1.00
Cycling (Cy) 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 N/A 1.00 N/A
Jogging (Jo) N/A N/A N/A 1.00 1.00 1.00 N/A N/A 1.00 1.00 1.00
Running (Ru) 1.00 N/A N/A N/A N/A 1.00 1.00 N/A N/A N/A 1.00
Jump front and back (Ju) N/A N/A N/A N/A N/A 1.00 1.00 N/A 1.00 N/A 1.00
Table 6. Precision Of Detected Sensors
Sensors attach Ground Truth Class Target Attack Class

St Si Ly Wa Cs Wb Fe Kb Cy Jo Ru Ju
Standing (5t) 1.00 N/A 0.41 0.39 N/A 0.64 1.00 1.00 0.67 N/A 1.00
Sitting (51) 0.64 1.00 0.45 0.60 0.90 1.00 1.00 0.66 0.49 1.00 1.00
Lying down (Ly) 1.00 1.00 N/A 0.82 1.00 1.00 1.00 1.00 0.39 N/A 1.00

Walking (Wll) N/A 1.00 N/A 1.00 1.00 1.00 1.00 N/A N/A 1.00 N/A
Climbing stairs (Cs) 1.00 1.00 1.00 0.21 1.00 1.00 1.00 1.00 0.54 1.00 1.00
Ankle Waist bends forward (Wb) 1.00 1.00 1.00 0.50 0.50 1.00 1.00 1.00 N/A 1.00 1.00
Frontal elevation of arms (Fe) N/A 1.00 1.00 1.00 0.53 1.00 N/A 1.00 0.61 1.00 1.00
Knees bending (Kb) 0.91 1.00 1.00 0.91 0.83 1.00 1.00 1.00 1.00 1.00 1.00
Cycling (Cy) N/A 1.00 1.00 0.57 0.83 N/A 1.00 1.00 0.42 1.00 1.00
Jogging (Jo) 1.00 1.00 1.00 1.00 0.66 1.00 1.00 1.00 1.00 1.00 1.00
Running () 1.00 1.00 N/A N/A 0.78 1.00 1.00 1.00 1.00 0.57 1.00

Jump front and back (Ju) N/A 1.00 N/A N/A 0.66 1.00 1.00 1.00 1.00 1.00 1.00



https://doi.org/10.20944/preprints202311.0328.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 6 November 2023 doi:10.20944/preprints202311.0328.v1

16 of 20
Table 6. Cont.
Sensors attach Ground Truth Class Target Attack Class
St Si Ly Wa Cs Wb Fe Kb Cy Jo Ru Ju
Standing (St) 1.00 N/A N/A 0.60 N/A 1.00 0.68 N/A 0.64 N/A N/A
Sitting (57) 1.00 N/A N/A 0.75 0.57 0.50 0.90 0.84 N/A N/A 1.00
Lying down (Ly) N/A 1.00 0.64 0.90 N/A N/A 1.00 1.00 N/A N/A 0.60
Walking (Wa) 1.00 1.00 1.00 1.00 N/A 1.00 0.39 N/A N/A 1.00 N/A
Climbing stairs (Cs) 1.00 1.00 N/A N/A 1.00 N/A N/A 1.00 0.87 1.00 N/A
Wrist Waist bends forward (Wb) 1.00 1.00 1.00 0.59 0.57 0.67 0.72 1.00 0.48 1.00 1.00
Frontal elevation of arms (Fe) 1.00 1.00 0.80 0.68 0.55 N/A 0.44 N/A 0.70 1.00 1.00
Knees bending (Kb) N/A 1.00 1.00 N/A 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Cycling (Cy) N/A 1.00 1.00 N/A 1.00 1.00 N/A 1.00 0.57 1.00 1.00
Jogging (JoJo) 1.00 N/A N/A 0.58 N/A 1.00 N/A N/A 1.00 1.00 1.00
Rurming (Ru) N/A N/A N/A N/A N/A N/A N/A N/A 1.00 0.54 1.00
Jump front and back (Ju) 1.00 1.00 1.00 N/A 0.56 N/A N/A N/A 1.00 1.00 1.00
Standing (StSt) 0.69 N/A 0.36 N/A 1.00 0.56 N/A N/A N/A N/A N/A
Sitting (S1) 0.36 1.00 0.36 0.69 N/A 0.33 N/A 0.53 N/A N/A N/A
Lying down (Ly) 0.33 0.22 0.48 0.44 1.00 1.00 0.22 1.00 0.64 N/A 1.00
Walking (Wa) N/A 1.00 N/A N/A 1.00 N/A N/A N/A N/A 1.00 N/A
Climbing stairs (Cs) 0.55 1.00 1.00 0.60 1.00 0.63 N/A 1.00 0.82 N/A 1.00
Chets Waist bends forward (Wb) N/A N/A 0.83 0.50 1.00 0.48 N/A N/A N/A N/A N/A
Frontal elevation of arms (Fe) N/A N/A N/A N/A N/A 1.00 N/A 0.56 N/A 1.00 N/A
Knees bending (Kb) 0.55 N/A 1.00 1.00 0.85 N/A 1.00 1.00 N/A N/A 1.00
Cycling (Cy) 1.00 1.00 1.00 0.71 047 1.00 1.00 0.48 N/A 1.00 N/A
]ogging (]0) N/A N/A N/A 0.44 0.24 1.00 N/A N/A 0.36 1.00 0.85
Running (Ru) 1.00 N/A N/A N/A N/A 1.00 1.00 N/A N/A N/A 0.58

Jump front and back (Ju) N/A N/A N/A N/A N/A 1.00 1.00 N/A 0.60 N/A 1.00
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5.6. Mitigation of sensor-based AEs by excluding the detected sensors

The FRM can be used after detection of sensor-based AEs and compromised sensors, because the
FRM can output the classification results even if some features are excluded. Therefore, we demonstrate
the performance of the FRM by excluding the values from the detected sensors.

Table 7 presents the Precision (P) and Recall (R) of the FRM excluding the values from the sensors
used in the AEs. This table also includes the results of the original model in the cases without attacks.

Table 7 indicates that the FRM excluding sensors used in the AEs achieves high Precision and
Recall in most cases. In some cases, the Precision becomes low. For example, Precision for the class of
climbing stairs is 0.71 when excluding the values from the sensors of the ankle device. This is because
the values from the ankle device are essential to distinguish the classes. Even in this case, the FRM can
output the actual classes by outputting large probabilities for multiple possible classes.

Table 7. Performance comparison of the original target model without AEs and FRM exluding the
values from the sensors used in the AEs

Ground Truth Class | Original Target Model | Ankle ‘ Wrist ‘ Chest
| P R | P R | P R | P R

Standing 1.00 1.00 1.00 1.00 1.00 1.00 0.99 0.99
Sitting 1.00 1.00 0.99 0.99 0.76 0.99 1.00 1.00
Lying down 1.00 1.00 1.00 0.99 0.99 0.99 0.99 0.99
Walking 1.00 1.00 1.00 0.99 1.00 1.00 1.00 0.99
Climbing stairs 0.99 1.00 0.71 0.99 1.00 1.00 0.99 0.99
Waist bends forward 1.00 1.00 1.00 1.00 0.99 0.99 1.00 1.00
Frontal elevation of arms 0.98 1.00 0.99 0.99 0.99 0.99 0.99 0.99
Knees bending 1.00 0.96 1.00 0.99 0.99 0.99 0.75 0.99
Cycling 0.96 1.00 1.00 0.99 0.99 0.99 0.99 0.99
Jogging 0.98 0.93 1.00 0.99 0.99 0.99 0.99 0.99
Running 0.94 0.97 0.99 0.99 1.00 1.00 0.99 0.99
Jump front and back 0.95 0.97 0.99 0.99 0.99 0.99 0.99 0.99
Average | 0.98 0.98 | 097 099 | 097 099 | 099  0.99

*Red color represents 1.00, while yellow indicates a score less than 1.00

6. Conclusions

In this study, we propose a method to detect the sensors used in the sensor-based AEs. Our
method is based on utilizing the features of the sensor-based AEs that the attacker cannot avoid.
The output of the ML model changes when the values obtained from the sensors used in the AE are
incorporated. To evaluate the impact of sensor values, we have introduced the feature-removable
model (FRM), which allows us to select the features to be used. The FRM outputs the possible classes
classified using the selected features. By comparing the results of the FRM when selecting different
features, we can find any inconsistencies and detect the sensors causing such inconsistencies. After
detecting the sensors used in the AEs, we can proceed to check and replace them. Nevertheless, our
FRM can also be used after detection. We can obtain the output of the FRM without using the features
from the detected sensors in order to avoid the impact of the attacks. However, it is important to note
that the accuracy of the model might decrease compared to the case where we can use all features.

Through experimental evaluations, a model for human activity recognition was tested using three
devices attached to the user’s chest, wrist, and ankle. We have demonstrated that our method detect
the sensors used in the AEs, even when one-third of the sensors are used by the attacker.

For future research, it is crucial to identify the key features that have a significant impact on
the model’s output. This exploration can offer improved protection against sensor-based AEs. By
identifying the crucial features and understanding their impact, we can strengthen the model’s
resilience. This proactive approach ensures the system’s robustness in the face of potential adversarial
challenges.
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Abbreviations

The following abbreviations are used in this manuscript:

« Alpha (Parameter)

B Beta (Parameter)

AE Adversarial Examples
AT Adversarial Training
Cs Climbing stairs

Cy Cycling

EAT Ensemble Adversarial Training
ECG Electrocardiogram

Fe Frontal elevation of arms

FN False Negatives in subsection Accuracy of Detection

fr False positives in subsection Property of the feature removable model without attack
FP False Positives in subsection Accuracy of Detection

FPR False Positive Rate

FNR False Negative Rate

FRM Feature-Removable Model
HAR Human Activity Recognition
H& G Hendricks and Gimpel

Jo Jogging

Ju Jump front and back

Kb Knees bending

Ly Lying down

ML Machine Learning

Ru Running

Si Sitting

St Standing

TN True Negatives in subsection Accuracy of Detection

TP True Positives in subsection Accuracy of Detection

tp True Positive in subsection Property of the feature removable model without attack
Wa Walking

Wb Waist bends forward

fn False Negative in subsection Property of the feature removable model without attack
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