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Abstract: The construction industry, characterized by its intricate network of stakeholders and
diverse workforce, grapples with the challenge of managing information effectively. This study
delves into this issue, recognizing the universal importance of safeguarding data, particularly amid
rising concerns of unauthorized access and breaches. Aiming to harness the potential of blockchain
technology to address these challenges, this study used a hypothetical biographical and safety data
of construction workers and securely stored on a Hyperledger Fabric blockchain. Developed within
the Amazon Web Services (AWS) cloud platform, this blockchain infrastructure emerged as a robust
solution for enhancing data security and privacy. Anchored in the core principles of data security,
the model emerges as a potent defender against the vulnerabilities of traditional data management
systems. Beyond its immediate implications, this study exemplifies the marriage of blockchain
technology and the construction sector, potentially reshaping workforce management, especially in
high-risk projects, optimizing risk assessment, resource allocation, and safety measures to mitigate
work-related injuries. Practical validation through transaction testing using Hyperledger Explorer
validates the model's feasibility and operational effectiveness, serving as a blueprint for the
industry's data management. Ultimately, this research not only showcases the promise of
blockchain technology in addressing construction data security challenges but also underscores its
practical applicability through comprehensive testing, heralding a new era of data management that
harmonizes security and efficiency for stakeholders' benefit.

Keywords: Blockchain technology; Hyperledeger Fabric; Amazon Web Services (AWS);
Construction workers; Privacy; Safety

1. Introduction

1.1. Background

The construction industry is known for its complex dynamics, involving numerous stakeholders
and a diverse workforce. With projects ranging from small-scale renovations to large infrastructure
developments, it becomes crucial to address the challenges associated with managing information in
such an environment (Alaoul et al., 2020; Agenda, 2016). As construction projects involve multiple
entities, including workers, clients, contractors, engineers, managers, regulatory bodies, and
certification bodies, ensuring the confidentiality and security of data becomes a critical concern. One
significant aspect that requires attention is the privacy and safety of construction workers' personal
information.

The privacy and safety of construction workers' information pose unique challenges due to the
sensitive nature of the data involved. Personal details such as names, ages, addresses, identification
numbers, qualifications, certifications, and work history are essential for various administrative and
operational purposes including employment, compliance and safety (Chen et al., 2019; Gruschka et
al., 2018). However, the exposure of this information to unauthorized individuals can lead to identity
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theft, misuse, fraud, exploitation and potential harm to the workers (Monahan, 2009; Wang et al.,
2006; Smith and Lias et al., 2005). Safeguarding the privacy and security of workers' personal
information is not only a legal and ethical obligation but also essential for maintaining trust and
protecting their rights (Tikkinen-Piri et al., 2018).

Furthermore, the construction industry has long grappled with the persistent challenge of a
shortage of skilled labor, and the workforce is rapidly aging (Gamil and Alhagar, 2020; Manoharan
et al., 2020; Olanrewaju et al.,, 2017; Ho, 2016; Olsen and Defnall, 2012). These factors further
emphasize the importance of effectively managing construction workers' personal information. With
a limited pool of skilled workers, prioritizing the protection of their personal data becomes crucial to
attract and retain talent. Construction workers invest their time and expertise in projects and deserve
the assurance that their sensitive information is handled with the utmost care (Kerrest, 2018).

Additionally, ensuring the efficient handling of safety-related data concerning construction
workers is crucial for establishing a healthy work environment. This significance arises from the fact
that the construction industry, recognized for its job-related safety risks, involves constantly
changing and physically strenuous tasks of an unpredictable nature. These tasks compel workers to
execute actions in precarious and uncomfortable stances over extended periods, leading to instances
of non-lethal injuries (Antwi-Afari et al., 2017; Antwi-Afari et al., 2018; Boschman et al., 2012). These
injuries can have long-lasting consequences, leading to permanent disabilities for construction
workers. One specific type of injury is musculoskeletal disorders (WMSDs), which are often caused
by external factors such as repetitive movements, overexertion, and awkward postures in
occupational settings. WMSDs can affect different areas of the body, such as the lower back, upper
limbs, and lower limbs, and are associated with impairments in physical tissues like joints, bones,
muscles, and tendons (Antwi-Afari et al., 2018; Valero et al., 2017). By effectively managing data on
high-risk construction activities in a secure and reliable system, construction stakeholders can make
informed decisions that prioritize the safety and well-being of their workforce.

Data manipulation presents a significant risk within the construction industry due to the
intricate network of stakeholders involved in data exchange. Unsanctioned alterations or tampering
with information regarding workers' credentials, certifications, employment history, and safety
records can lead to grave consequences. These include jeopardizing the credibility of projects,
compromising the safety of workers, and undermining trust among stakeholders (Cheng et al., 2017).
Addressing this issue is vital, as highlighted by Perera et al. (2020), who emphasize that identity theft
is a widespread concern across various sectors, including construction. Malicious individuals might
exploit the personal details of construction personnel, such as ID numbers and addresses, for
fraudulent purposes. Thus, safeguarding workers' personal data from identity theft emerges as a
critical need. Doing so not only protects their well-being but also upholds the integrity of the
construction field and fosters a secure work environment.

While traditional data management approaches such as centralized databases, physical
safeguards, and the need-to-know principle (Heilig and Vof3, 2016) have had some level of efficiency,
critical challenges such as lack of transparency, susceptibility to unauthorized access, breaches and
theft (Heilig and Vof, 2016) necessitate a shift towards more advanced privacy management practices
and the adoption of secure and efficient digital solutions. Moreover, the increase in digitization and
data-driven processes in the construction industry have further amplified the importance of
protecting workers' personal information (Nikmehr et al., 2021; Klinc and Turk, 2019: Gourévitch et
al.,, 2018; Buer et al.,, 2018). By implementing these digital solutions, the construction industry can
streamline privacy-related processes, including consent management (Bonnici and Coles-Kemp,
2010; Li et al., 2015), handling data subject requests (Boniface et al., 2019), and conducting privacy
impact assessments (Oetzel and Spiekermann, 2014), resulting in improved efficiency and
compliance. However, it is vital for the construction industry to make careful selections and
implementations of these digital solutions, taking into account factors such as data security,
scalability, interoperability, and alignment with privacy regulations.

Recognizing these challenges, this study aimed to address the problem of effectively managing
construction workers' personal information while prioritizing their privacy and safety. To achieve
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this, the study focused on leveraging the Hyperledger Fabric blockchain framework, which offers a
permissioned and modular architecture tailored for business networks, to develop an information
management model that provides secure storage and controlled access to workers' data. By
implementing a blockchain-based solution, its unique features such as decentralization,
immutability, and transparency facilitated transparent and auditable data management, fostering
trust and collaboration among the various stakeholders in the construction industry.

1.2. Research Aim and Objectives

The aim of this study was to develop a private blockchain solution on Hyperledger Fabric to
serve as an information management platform to enhance the privacy and safety of construction
workers’ personal information. The following objectives served as a guide in achieving the above-
stated aim.

(1) To develop a Hyperledger fabric blockchain for privacy protection of personal information and
safety among construction workers.

(2) To optimize Amazon Web Services (AWS) as the cloud provider and storage service to deploy
the blockchain solution.

(3) To test and evaluate the effectiveness of the blockchain on privacy protection and security of
construction workers” personal information.

(4) To develop a conceptual blockchain model to enhance the privacy and safety of construction
workers personal information; and to illustrate the practical implementation of the proposed
model to validate its usability and benefits for the construction industry.

1.3. Problem Statement

The construction industry is characterized by its intricate dynamics, involving a multitude of
participants and a varied labor force. The industry encompasses a spectrum of projects, spanning
from minor renovations to major infrastructure projects. Consequently, it becomes crucial to address
the complexities and hurdles associated with information management within this dynamic setting.
Traditional approaches to information management in construction often rely on manual processes,
paper-based documentation, and centralized record-keeping systems. However, these methods are
prone to inefficiencies, data inconsistencies, and security vulnerabilities. Such shortcomings pose a
threat to the privacy and safety of workers' personal information, leaving them susceptible to risks
like identity theft.

Furthermore, due to the inherent risks associated with construction activities, workers are
frequently exposed to non-fatal injuries, including work-related musculoskeletal disorders
(WMSDs). These disorders can have a significant impact on workers' health and well-being, leading
to increased sick leave and decreased productivity. For instance, a study by Dong et al. (2019)
reported that the prevalence of WMSDs in the construction industry was found to be 31.2%. This
highlights the urgent need for the construction industry to effectively manage information (i.e. risk
assessment data) associated with such high-risk construction activities that threaten the safety of its
workforce.

To address these challenges, innovative solutions are required to enhance information
management practices while prioritizing the privacy and safety of construction workers. Advanced
technologies like blockchain offer the potential to create a more secure, efficient, and decentralized
system for managing workers' information. By leveraging blockchain, stakeholders can securely
access authenticated information, improving data management and enhancing decision-making
processes concerning worker privacy, safety and well-being during high-risk construction activities.

1.4. Research Motivation and Significance

This study is driven by the objective of transforming data management practices in the
construction industry through the development of a resilient digital system. The motivation stems
from the need to safeguard the privacy of workers' information, mitigate the risks of data breaches,
and enhance safety measures on construction sites. Through the implementation of a blockchain-
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based solution, the authors seek to introduce a solution that significantly improves the efficiency,
trustworthiness, and security of information management within the construction industry.

This study contributes to the construction industry by providing a robust and reliable
information management model that enhances the privacy and safety of construction workers. By
addressing the challenges associated with data management, the study aims to improve worker
privacy, risk mitigation strategies and promote efficient decision-making processes throughout the
construction lifecycle.

2. Literature Review

2.1. Traditional Methods of Data Management

Traditional methods of data management for construction workers have long been utilized to
safeguard their personal information even before the emergence of advanced technologies. These
methods involve a combination of organizational policies, physical safeguards, and administrative
practices aimed at safeguarding workers' privacy.

One of the primary aspects of privacy management in the construction industry is the
establishment of strict organizational policies and procedures (Tam et al., 2004). Employers typically
develop privacy policies that outline the collection, use, and disclosure of workers' personal
information (Kobsa, 2007). These policies specify the purposes for which the information is collected
and how it will be protected. By clearly communicating these policies to workers, employers ensure
transparency and foster a culture of privacy protection (Cranor, 2012). Physical safeguards are
another important component of privacy management. Construction companies implement
measures to secure physical spaces where workers' personal information is stored. This can include
locked filing cabinets, restricted access areas, and the use of secure storage systems. By limiting
physical access to personal information, employers reduce the risk of unauthorized disclosure or theft
(Johnson, 2005).

Administrative practices also play a crucial role in privacy management for construction
workers. These practices involve processes and procedures for handling and managing personal
information. Employers may designate specific individuals or departments responsible for collecting,
storing, and handling personal data (Ahmad, 2015; Clough et al., 2015). The principle of "need-to-
know" is commonly applied where access to workers' personal information is granted only to
individuals who require it for legitimate purposes related to employment or regulatory compliance.
By limiting access to such information, construction companies minimize the risk of unauthorized
disclosure or misuse (Heilig and Vofs, 2016).

However, while traditional methods of privacy management for construction workers have been
implemented over the years, they are not without their challenges. One significant challenge is the
reliance on manual processes and paper-based documentation. This approach can be time-
consuming, prone to human error, and less secure compared to digital systems. Physical safeguards,
such as locked filing cabinets, may provide some level of protection but can still be vulnerable to
unauthorized access or theft (Siegel, 2006).

Additionally, Heilig and Vofs (2016) affirm that the need-to-know principle, while essential for
privacy management, can create difficulties in ensuring that only authorized individuals have access
to personal information, especially in large construction projects with multiple stakeholders. The lack
of standardized practices across the industry also poses challenges in terms of consistency and
accountability in privacy management (Al-Zaben et al., 2018). With the rise in digitization and data-
centric processes in construction, ensuring the privacy and security of workers' personal information
has become a crucial issue (Nikmehr et al., 2021; Klinc and Turk, 2019; Gourévitch et al., 2018). While
traditional methods have provided some level of effectiveness, addressing these challenges requires
a shift towards more advanced privacy management practices and the adoption of secure and
efficient digital solutions.

2.2. Advanced Privacy Management Practices and the Adoption of Secure and Efficient Digital Solutions
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In response to the limitations of traditional data management methods, the construction
industry is increasingly turning to advanced management practices and adopting secure and efficient
digital solutions (Yi and Wu, 2020; Chanal and Kakkasageri, 2020; Chen et al., 2019). These practices
leverage technological advancements to enhance privacy protection, data security, and compliance
with privacy regulations. One key aspect is the implementation of privacy-enhancing technologies
(Safa et al., 2022; Curzon et al., 2019), such as encryption (Bhanot and Hans, 2015), tokenization
(Cachin et al., 2017), and data anonymization (Murthy et al., 2019). These techniques ensure that
personal information is protected both during storage and transmission, reducing the risk of
unauthorized access or breaches.

Additionally, the use of secure digital platforms and cloud-based solutions enables companies
to centralize and manage workers' data more efficiently and securely. This includes features such as
access controls, audit trails, fire walls and user authentication mechanisms to ensure that only
authorized individuals have access to personal information (David et al., 2021). Furthermore,
construction companies are implementing strict data governance and data retention policies to
ensure that personal information is retained only for as long as necessary and securely disposed of
when no longer required (Smallwood, 2019). By adhering to these policies, companies can minimize
the potential risks associated with retaining personal information beyond its intended purpose (Voss,
2019).

The adoption of such digital solutions enables the construction industry to streamline privacy-
related processes, such as consent management (Bonnici and Coles-Kemp, 2010; Li et al., 2015), data
subject requests (Boniface et al., 2019), and privacy impact assessments (Oetzel and Spiekermann,
2014), leading to increased efficiency and compliance. However, it is essential for construction
companies to carefully select and implement these digital solutions, considering factors such as data
security, scalability, interoperability, and alignment with privacy regulations.

Thus, utilizing advanced technologies such as blockchain can offer potential solutions to
enhance privacy in the construction industry (Perera et al., 2020; Kuperberg, 2020; Chen et al., 2019).
Blockchain technology, with its decentralized and immutable nature (Wu et al., 2022; Monrat et al.,
2019; Politou et al., 2019), provides a secure and transparent platform for storing and managing data.
This decentralized approach minimizes the risks associated with centralized databases, as it requires
consensus among network participants (in the case of the construction industry, stakeholders) to
validate and record transactions, ensuring data integrity and security. Implementing blockchain-
based systems in the construction industry can foster a climate of trust and transparency (Lu et al.,
2023). Construction workers can have confidence that their personal information is securely stored
and accessed only by authorized parties, enhancing accountability, and reducing the likelihood of
privacy breaches (Kerrest, 2018).

2.3. Evolution of Blockchain Technology: From Bitcoin to Blockchain 3.0

Blockchain technology is recognized as a critical enabler of progress and innovation within
several domains including the construction industry. In 2008, Satoshi Nakamoto introduced a white
paper that unveiled the concept of blockchain as a technology for validating cryptocurrency
transactions (Nakamoto, 2008). This groundbreaking publication brought the term "blockchain" into
mainstream recognition and paved the way for its subsequent evolution. The evolution of blockchain
can be categorized into different phases: Blockchain 1.0, which primarily revolves around
cryptocurrencies; Blockchain 2.0, which incorporates "smart contracts”; and Blockchain 3.0, the
current and final stage that focuses on diverse applications, encompassing widespread adoption of
blockchain technology in global institutions and entrepreneurial ventures (Saah and Choi, 2023).

Since its inception, the concept of blockchain has been shaped and defined by researchers and
professionals in various ways. For instance, Casino et al. (2019) described blockchain as a distributed
append-only data structure with timestamps, while Lee et al. (2021) emphasized its decentralized
peer-to-peer network for transparently sharing real-time updates. Penzes (2018) defined blockchain
as a type of distributed ledger technology that allows data to be shared across multiple locations
without intermediaries. Gupta (2019) highlighted the direct peer-to-peer interactions enabled by
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blockchain, facilitated by a consensus mechanism and cryptographic security. In the construction
industry, stakeholders join a blockchain network where governance is based on consensus and
consent (Saah and Choi, 2023). The integration of smart contracts into blockchain technology has
opened up possibilities for diverse industries, including the construction sector. Smart contracts,
stored on the blockchain, are self-executing digital contracts that automatically fulfill predetermined
conditions (Penzes, 2018). By eliminating the need for traditional intermediaries, such as banks, smart
contracts enable efficient and cost-effective transactions on the blockchain (Giancaspro, 2017).

2.4. Blockchain Technology as an Information Management System

Blockchain technology has emerged as a transformative solution for information and data
management, offering unparalleled security, transparency, and efficiency. With its decentralized and
distributed nature, blockchain ensures data integrity and authenticity through consensus
mechanisms, eliminating the need for intermediaries (Penzes, 2018). The immutability of blockchain
records provides a tamper-proof system that is particularly valuable for industries like construction
where maintaining an accurate and tamper-proof record of information is critical (Rahardja et al.,
2021). Enhanced data privacy and control are achieved through cryptographic keys, allowing
individuals to manage access permissions (Nanayakkara et al., 2019).

Blockchain also streamlines data management by eliminating the need for reconciling multiple
copies of data across different systems (Wiatt, 2019). Its distributed nature ensures synchronized data
for all participants, reducing errors and duplication (Yaqoob et al.,, 2021; Shah and Jani, 2018). And
its decentralization enhances security by preventing single points of failure and promoting trust and
transparency among stakeholders. Overall, blockchain technology offers unparalleled security,
transparency, and efficiency in information management (Lui et al.,, 2023; Lu et al., 2023; Wu et al.,
2022).

2.5. Blockchain Types

Blockchain technology consists of various types: public, private, and consortium blockchains.
Public blockchains like Bitcoin and Ethereum are open to everyone, enabling participation,
transaction validation, and ledger upkeep. They emphasize transparency and security, but their
consensus mechanisms can lead to scalability and transaction speed issues (Sheth and Dattani, 2019).
Private blockchains are restricted networks that only allow certain entities or individuals to
participate (Guegan 2017). Examples include Hyperledger Fabric and Quorum (Saah and Choi, 2023;
Androulaki et al., 2018). These are often used in businesses to ensure data privacy and control. They
offer efficiency, scalability, and faster transactions compared to public blockchains, as they don't face
the same computational limitations (Baliga et al., 2018).

Consortium blockchains are networks where a group of organizations jointly governs the
system. Notable examples are R3 Corda and Hyperledger Besu. In these setups, participating entities
hold partial control, and consensus is achieved through predefined mechanisms. These blockchains
offer a middle ground between fully open public blockchains and tightly controlled private ones.
They are ideal for industries needing collaborative information sharing while upholding trust among
participants (Panda et al., 2022). The choice of blockchain type depends on specific requirements,
such as desired levels of transparency, privacy, scalability, governance, and the nature of
participating entities.

2.6. Key Concepts of Blockchain Technology

The data structure of a blockchain consists of two main components: the block header and the
block. The block header contains parameters such as the index, previous block hash, timestamp,
nonce, and Merkle root. These parameters play crucial roles in ensuring the integrity, security, and
chronological order of the blockchain (Zhong et al., 2020). The index, also known as the block height,
indicates the position of the block within the blockchain. The first block, called the genesis block, has
an index of zero and subsequent blocks increment the index (Read, 2022). The previous block hash
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establishes a link between blocks, ensuring the continuity and integrity of the blockchain, since
altering a block would require recalculating the hash value for all subsequent blocks (Di Pierro, 2017).
The timestamp indicates the time at which the block is created. It helps to order the blocks
chronologically, facilitating the sequence of events in the blockchain (Donet Donet et al., 2014).

In the process of blockchain mining, miners use a random value called a nonce to fulfill specific
criteria in the consensus algorithm, enhancing network security and resource requirements
(MacKenzie, 2019). The Merkle root ensures transaction integrity through cryptographic hashing and
creates a hierarchical structure called a Merkle tree (de Ocariz Borde, 2022). A block's body contains
validated transactions, which can vary based on the application; for construction workers’
information management, these transactions might include registration, updates, access permissions,
verification, authentication, and termination. These transactions are stored within the block and are
extremely difficult to modify due to blockchain's immutability, ensuring data integrity and security
(Jing and Sugumaran, 2021).

Figure 1 illustrates the data structure of a block, referred to as “Block w” which includes four
transactions: Tx 1, Tx 2, Tx 3, and Tx 4. In the blockchain, each block has a distinct hash, and it
references the previous block, forming an unchangeable chain of data. A hash function is applied to
the information within each transaction, resulting in unique cryptographic hash values such as
Hash1, Hash2, Hash3, and Hash4. These hash values serve as digital fingerprints for the transaction
data, enabling efficient detection of any unauthorized modifications. Consequently, the blockchain
ensures the prevention of unauthorized changes by facilitating efficient verification and validation
processes.
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Figure 1. Data structure of a block in a blockchain.

3. Methodology

The study proposed a blockchain system architecture designed to to safeguard the privacy and
security of personal information for construction workers, particularly their biographic and safety
data. The approach involved securely storing a hypothetical biodata and safety data, and managing
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this information using the proposed blockchain system. The biodata of workers is following the
European Union’s General Data Protection Regulation (GDPR) including details such as names, ages,
addresses, identification numbers, qualifications, certifications, and employment records. The safety
data includes score of the risk level based on the joint angle information from the imaged process
using image-based motion capture technology and occupational assessments (e.g., REBA, RULA,
OWAS) to evaluate the risk of musculoskeletal disorders.

This system utilized the Hyperledger Fabric blockchain on the AWS cloud platform, ensuring
decentralization and immutability. The outcome was a robust information management model that
enhances the privacy and safety of construction workers' data. This model permits authorized
construction stakeholders to access trustworthy and verified data, enabling informed decision-
making that prioritizes the well-being of the workers. The overall framework of this approach is
depicted in Figure 2.

This study was conducted in two phases. Phase 1 involved the experimental design of the
proposed blockchain system, and the storage of the workers’ hypothetical biodata and safety data.
Phase 1 was carried out in 4 modules. These included the implementation of Module 1, which focused
on developing the blockchain using the Hyperledger Fabric platform on the AWS cloud provider.
Module 2 encompassed the development of the chaincode. Module 3 involved the creation of a
server-side Application Programming Interface (API), which allow client applications to send
requests to the server and receive responses. Finally, Module 4 entailed integrating the blockchain
system onto a third-party graphic user interface (GUI), enabling easy visualization of the data. In
phase 2, the results from the experimental design and management of the blockchain led to the
development of a conceptual information management model for enhancing the privacy and safety
of construction workers’ personal information; and its practical implementation to validate its
usability and benefits for the construction industry.

|
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Figure 2. Overall framework of this study.
4. Experimental Design of Proposed Blockchain

4.1. Blockchain System Architecture of Case Study

In this architecture, the biodata and safety data of the tilers are stored in a decentralized manner
on the blockchain network. Each worker's information is encrypted and stored in blocks, forming an
immutable and tamper-proof ledger. Data encryption aids in preventing unauthorized users from
accessing data stored within a blockchain network and its data storage system (Guo et al., 2020).
Access to the data is strictly controlled through cryptographic keys, ensuring confidentiality and
privacy. Unlike traditional centralized systems, where a single point of failure can compromise the
privacy of workers, the distributed nature of the proposed blockchain provided an added layer of
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protection against data breaches and unauthorized access, and allowed for real-time updates and
synchronized data (Karia et al.,, 2021) across all relevant stakeholders, including employers,
regulatory bodies, and project managers. Smart contracts or chaincodes are implemented to automate
key processes related to construction workers” management, such as verifying trade type or skills,
certifications, high-risk level workers, and tracking training programs.

4.2. System Structure of Proposed Blockchain

Figure 3 below shows the system structure for the proposed Hyperledger Fabric blockchain
developed on AWS. The system structure was organized into five (5) layers to facilitate the
functioning of the blockchain network. The layered structure can be described from bottom to top as
follows:

AWS Infrastructure Layer: This layer served as the foundational layer for the proposed
blockchain system, built using Amazon Web Services (AWS). It established a cloud computing
platform for setting up and managing the network. This layer utilized various AWS components like
virtual machines, storage services, and networking resources. To ensure scalability, Auto Scaling was
implemented, which dynamically adjusted resources as per demand. AWS's Elastic Cloud Compute
(EC2) provided virtual servers for running applications. This infrastructure was created in the Asia
Sydney AWS region on a Virtual Private Cloud (VPC) network to ensure network isolation and
security for the blockchain network. An EC2 instance on the Ubuntu platform was set up within this
network to establish a secure environment. This infrastructure configuration was designed to support
the secure and efficient functioning of the blockchain system.
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Figure 3. system structure for proposed Hyperledger Fabric blockchain.

Hyperledger Fabric Layer: This layer implements the Hyperledger Fabric protocol, which is
designed for secure and efficient permissioned networks. This layer consists of various components
including 2 organizations, 1 Orderer node, 2 Peer nodes, 1 Certificate Authority (CA), a Membership
service provider (MSP), the Channel, a Gossip, LevelDB storage library and blocks. In this blockchain
framework, organizations represent stakeholders with authorized access, such as project managers,
engineers, regulators, etc. Peer nodes are crucial for network maintenance, storing copies of the
blockchain, participating in consensus, validating, and sharing transactions, and upholding
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decentralization. These peers communicate to verify and synchronize data, ensuring the reliability of
the distributed ledger.

The Orderer node maintains transaction sequencing and consistency. It organizes transactions
into blocks, maintaining their chronological order and integrity. By broadcasting these blocks to
peers, the Orderer enables consensus on transaction validity and ensures a synchronized view of the
blockchain across the network. Certificate Authorities (CAs) a crucial role in establishing trust and
verifying the identities of network participants. They issued digital certificates that linked public keys
to specific identities, enabling authentication and secure communication. CAs managed certificates,
verified identities, and ensured secure interactions and transactions, enhancing network security and
trust. Channels enabled secure and confidential communication and transactions between specific
stakeholders. Private channels ensured data privacy and compliance with regulations, facilitating
secure information exchange among relevant parties. The Gossip protocol facilitated peer-to-peer
communication and data synchronization in the network. It efficiently disseminated information
through interconnected peers, ensuring scalability and efficient communication.

LevelDB, an open-source key-value storage library, was used to store and retrieve blockchain
data efficiently. It provided a simple key-value data model, allowing users to insert, retrieve, and
delete data based on unique keys. Blocks represented collections of transactions organized
sequentially and added to the blockchain. They formed the fundamental units of the blockchain,
encapsulating multiple transactions within a single entity.

Integration Layer: The integration layer facilitated the integration of the blockchain network
with external systems and services. It included APIs which was tested successfully in Postman (an
API platform), a middleware, and connectors that enabled communication and data exchange
between the blockchain network and other external applications. This layer ensured seamless
integration and interoperability between the blockchain network and existing infrastructure.

Application Layer: The application layer is made up of business-specific applications and
chaincode developed with Java version 11.10.18. Java was chosen for its broad adoption and
versatility, streamlining the implementation process, and ensuring the flexibility of the chaincode.
The chaincode was built to be highly secure, deterministic, and transactional. It served as the
foundation for the construction workers' information management system, offering various
functions. These included adding workers' biodata and safety information, retrieving data, and
making updates to details like qualifications, certifications, and work history. These features were
customized to cater to the construction industry's specific requirements.

Representation layer: The representation layer is a vital part of the proposed blockchain
application's user interface. It includes the Controller, User Interface (UI), and Hyperledger Explorer.
The Controller acts as a link between the Ul and the application's logic, facilitating communication
and coordination. The UI offers a graphical or command-line way for users to engage with the
blockchain app, submitting transactions and accessing ledger data. The Hyperledger Explorer, a
visualization tool, gives a comprehensive overview of the blockchain network, displaying block,
transaction, and participant details. This layer is crucial for stakeholders to interact with the
blockchain effectively, ensuring user-friendliness and transparency.

4.3. Deployment of Proposed Blockchain

The deployment of the proposed blockchain utilized a systematic approach as outlined below
step1-5.

Step 1: Establishing AWS infrastructure

An AWS infrastructure was created to establish a secure and isolated environment for the
blockchain network. This involved setting up an IAM account for access control and provisioning
EC2 instances with necessary computing power and storage. Security measures including firewalls,
access controls, and a VPC (Figure 4) were implemented to prevent unauthorized access and ensure
data privacy. Subnets, route tables, and network ACLs were configured within the VPC for traffic
control. Network and security groups were employed to manage communication rules, adding an
extra layer of security. Data protection was ensured through encryption methods like AWS Key
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Management Service (KMS). Overall, this setup laid a strong foundation for the blockchain system,
guaranteeing both network security and efficient operation.

© rew e bperience

v | Instance D Instancestate v | Instancetype v | Status check Aarmstatus | AvailabiltyZone v | PubliclvADNS v | PubliciPvd... v | Elastictp

741226468410 QRumning QR t3large @2/2checks passec Noalarms  +  ap-southeast-2c £c2-52-62-208-64.3p-5. 526220864 526220864

Details | Security ~ Networking Storage | Statuschecks | Monitorin g | Tags

¥ Elastic Block Store

Figure 4. AWS infrastructure showing EC2, VPC and Subnet.

Step 2: Installing and configuring the Hyperledger Fabric components

The AWS infrastructure was set up, followed by the installation and configuration of
Hyperledger Fabric components. This involved deploying peers, orderers, and certificate authorities
on AWS, each with specific configurations. The network's structure, peer roles, orderer nodes, MSP,
and CA infrastructure were established meticulously to meet the network's needs. These components
facilitated decentralized consensus, secure transactions, and identity management, ensuring the
privacy and security of worker data. The proper deployment and configuration led to the creation of
a robust and efficient Hyperledger Fabric blockchain system, with detailed information provided in
Table 1.

Table 1. Hyperledger Fabric components.

Container ID Names

76£609623bbe dev-peer0.org2.example.com-construction-chaincode
5fcc2dcfae2c dev-peer0.orgl.example.com-construction-chaincode
2b0446d09£92 dev-peer0.org2.example.com-basic

89cadb858e55 dev-peer0.orgl.example.com-basic
e7a5f020a84f cli

3fc7al99eaal Peer0.org2.example.com

859c95e237d8 Peer(.org.example.com

442b5b213879 couchdb0

d1d9090efalf couchdbl1

66abe5c9301c orderer.example.com

d453{4b69751 ca_orderer

c8bleala’7c9b ca_org?2

817296bd5f4a ca_orgl

* dev =fabric-dev-servers; org = organization; cli = fabric-tools; ca = certificate authority.

Step 3: Storing and managing construction workers’ data
To ensure secure storage and management of blockchain data, the LevelDB storage library was
integrated with Amazon Web Services (AWS), specifically utilizing Amazon Relational Database
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Service (RDS). This integration provided a reliable solution for storing and organizing construction
worker information, ensuring data integrity and confidentiality. RDS, a scalable relational database
service, handled essential database management tasks such as provisioning, scaling, backups, and
recovery. By leveraging RDS, construction workers' biodata and safety data were securely stored,
while also benefiting from RDS's built-in security capabilities to comply with industry regulations
such as the General Data Protection Regulation (GDPR).

Step 4: Enabling communication and integration among network components

The deployment utilized AWS networking features, including Virtual Private Network (VPN)
and security groups, to enable secure and private communication among the network components.
VPN technology established encrypted tunnels for data transmission, ensuring data privacy and
protection against unauthorized access. Security groups acted as virtual firewalls, regulating traffic
flow and enforcing access control policies within the network. AWS's comprehensive suite of
services, including data encryption and IAM, further enhanced data confidentiality and security. The
deployment met stringent data privacy requirements and upheld the confidentiality of sensitive
information stored on the blockchain by adhering to industry best practices and leveraging AWS's
robust networking capabilities.

Step 5: Configuration and deployment of chaincode

The proposed blockchain includes one chaincode with five algorithms classes namely, User,
SpreadingMortar, TransactionHistory, Keys and ConstructionChaincode which were implemented in
Java. For example, Algorithm 1 (Table 2) describes a Java class called "User" that manages and
organizes the biodata of the workers into a block. The class defines the structure and properties of a
user entity, including fields such as wuser_id, user_name, user_address, user_email, and account_type.
Getter and setter methods are provided for each field, enabling access and modification of user
information.

Table 2. Algorithm 1 (Pseudocode extract): Biodata of construction workers in case study.

Algorithm 1 Biodata of construction workers in Case study

// Define a User class
class User {
// Define private member variables
String user_id
String user_name
String user_address
String user_email
String account_type
// Define getters and setters for the member variables
method getUser_id() : String
method setUser_id(user_id : String) : void
method getUser_name() : String

In Table 3, Algorithm 2 describes the safety data of the workers. The algorithm represents a Java
class called "SpreadingMortar" which served as a data structure to store information related to risk
assessments of the tilers during mortar spreading. The class contains various properties such as “id”,
“numberOfFrames”, “neckAngle”, etc which represent different aspects of the worker's posture and
movements when spreading the mortar. And properties like "rebaScore" and "level OFMSDRisk" to
indicate the calculated risk score and the level of work-related musculoskeletal disorder risk
associated with the worker's activities. The class also provides getter and setter methods for accessing

and modifying these properties.

Table 3. Algorithm 2 (Pseudocode extract): Safety data example of construction workers.

Algorithm 2 Safety data of construction workers

// Define a SpreadingMortar class
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class SpreadingMortar {
// Declare private member variables
String id
String numberOfFrames
String neckAngle
String rightElbow
String leftElbow
String rightwrist
String lefttwrist
String rightSoulder
String leftSoulder
String rightHip
String leftHip
String rightKnee
String leftKnee
String rebaScore
String level OfMSDRisk

/] Define a parameterized constructor

method SpreadingMotor(id : String, numberOfFrames : String, neckAngle : String,
rightElbow : String, leftElbow : String, rightwrist : String, lefttwrist : String, rightSoulder
: String, leftSoulder : String,

5. Results and Discussions

The proposed Hyperledger Fabric blockchain designed on AWS was integrated into an Ubuntu
22.04.1 (64 bit) computer @ LTS (GNU/Linux). The integration was successfully done using an SSH
connection with IP address 52.62.208.64, a private key and a Username AlvinaSaahHLF as shown in
Figure 5. This was possible after running Hyperledger Fabric version 2.4.9 onto the Ubuntu computer.

: S sudo ssh ubuntu@52.62.208.64 -1 /home/ntefua/AlvinaSaahHLF/blockchain_HLF/aws-keys/bc.pem

[Tcudal naccuncd for ntafua-

Welcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-1028-aws Xx86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Mon May 22 07:57:31 UTC 2023

System load: 0.03857421875
Usage of /: 24.6% of 30.83GB
Memory usage: 38%

Swap usage: 0%

Processes: 179

Users logged in: q!

IPv4 address for br-ec4e5da4es588: 172.21.0.1

IPv4 address for docker@: 172.17.0.1

IPv4 address for ensS: 172.31.21.146

* Ubuntu Pro delivers the most comprehensive open source security and
compliance features.

https://ubuntu.com/aws/pro
* Introducing Expanded Security Maintenance for Applications.
Receive updates to over 25,000 software packages with your
Ubuntu Pro subscription. Free for personal use.
https://ubuntu.com/aws/pro

Expanded Security Maintenance for Applications is not enabled.

57 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

7 additional security updates can be applied with ESM Apps.
Learn more about enabling ESM Apps service at https://ubuntu.com/esm

*** System restart required ***
Last login: Sat May 20 12:47:26 2023 from 168.115.40.12

Figure 5. AWS-based blockchain integration onto Ubuntu computer.
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The integration as shown in Figure 5 confirms that the Hyperledger components were
successfully running. Further, the results shown in Figure 6, displays the fabric components
including the container IDs, status, ports, names, and commands suggest that the Hypereledger
Fabric blockchain developed was running successfully.

*+* System restart required **+
Last login: Sat May 20 12:47:26 2023 from 168.115.40.12
:-§ docker ps
CONTAINER ID  IMAGE COMMAND
CREATED STATUS PORTS NAMES
dev-peer0.org2.exanple.con-construction-chaincode_2-436e601c3e8c957bbSe30b3ae49e6010513a47986F17a897962b069c27d93381-ca66d85e5F213ff968f6321d05e6733e5754e9fa471eddas64adbo73c3ceass "/root/chain
3 days ago Up 3 days dev-peer0.org2.example.com-construction-c
haincode_2-436e601c3e8c957bbSe30b3ae49e6010513a47986117a897962b069c27d93381
acaa1f47d137  dev-peerd.orgl.example.con-construction-chaincode_2-436e601c3e8c957bbSe30b3ae49e6010513a47986f17a897962b069c27d93381-c1c336bedbf779109af4d23b5F877f18af2464ea7991eb127b00071255434984 " /root/chain
code-jav.." 3 days ago Up 3 days dev-peer0.org1.example.con-construction-c
haincode_2-436e601c3e8c957bbSe30b3ae49e6010513a47986f17a897962b069c27d93381
b8cOc737a7db  dev-peer®.org2.example.con-basic_1.0-a9c6a356a4201f7c98bb1a4726ecc2cc326a7906e63f3b6a362fe99ecf22c420-F2262d6d795559c2b19e6fbc7460046cae5c683b6c3dea3Se23dadd6445¢4673 "docker-entr
ypoint.s." 3 days ago Up 3 days dev-peer®.org2.example.com-basic_1.0-a9¢c6
235624201 7c98bb1a4726ecc2cc326a7906e63f3b6a362fe99ecf22c420
c0430e4b0bbo  dev-peerd.orgl.example.com-basic_1.0-a9c6a356a4201f7c98bb1ad726ecc2cc326a7906e63f3b6a362fe99ecf22c420-84cbd35667b094187e535fbeScd82eabbe3200e52625¢15b404b1b3a378cd98b "docker-entr
ypoint.s." 3 days ago Up 3 days dev-peer@.orgl.example.con-basic_1.6-a9c6
235624201 7c98bb1ad726ecc2cc326a7906e633b6a362fe99ect22c420
3fc7a199eaal  hyperledger/fabric-peer:latest
tart" 2 months ago  Up 3 days  0.0.0.0:9851->9051/tcp, :::9051->9051/tcp, 7051/tcp, 0.0.0.0:9445->9445/tcp, :::9445->9445/tcp peer0.org2.example. con
859c95e237d8  hyperledger/fabric-peer:latest
tart" 2 months ago  Up 3 days  0.0.0.0:7051->7051/tcp, :::7051->7051/tcp, 0.0.0.0:9444->9444/tcp, :::9444->9444/tcp peerd.orgl.example.com
442b5b213879  couchdb:3.1.1
cker-ent." 2 months ago Up 3 days  4369/tcp, 9106/tcp, ©0..6.0:5984->5084/tcp, :::5984->5084/tcp couchdbo
d1d9e9eefaif couchdb:3.1.1
cker-ent.." 2 months ago Up 3 days 4369/tcp, 9100/tcp, 0.0.0.0:7984->5984/tcp, :::7984->5984/tcp couchdb1
66abe5c9301c  hyperledger/fabric-orderer:latest
2 months ago  Up 3 days  6.6.0.0:7050->7650/tcp, :::7650->7656/tcp, 0.8.6.0:7653->7053/tcp, :::7653->7053/tcp, 0.0.0.0:9443->9443/tcp, :::9443->0443/tcp orderer.example.con
c8bleata7c9b  hyperledger/fabric-ca:latest
i 2 months ago  Up 3 days  0.0.0.0:8054->8054/tcp, :::8054->8054/tcp, 7054/tcp, 0.0.0.0:18054->18054/tcp, :::18054->18054/tcp ca_org2
hyperledger/fabric-ca:latest
2 months ago  Up 3 days  6.0.0.0:7054->7054/tcp, :::7654->7054/tcp, 0.0.6.0:17054->17054/tcp, :::17054->17054/tcp ca_orgl
)

"peer node s
"peer node s
"tini -- /do
"tini -- /do
"orderer”

"sh -c 'fabr

"sh -c 'fabr

Figure 6. Fabric components of the proposed blockchain.

In Figure 7, the APIs tested on POSTMAN revealed the transaction status to be true as the
transactions for construction workers’ personal information and risk assessment data were carried
out and added to the blockchain successfully.

. postman.co/workspace/My-Workspace~d3e8b0b7-5ac d9 7e3fa37814a/request/27090625-705374bb-c2e2-419¢-be69-c7 bAd @
& 06 wm
° M ® e ® G A ® e M ®  GET getUserTransactionHis ®
i3 getUserTransactionHistory B save
GET 52.62.208.64:8080/api/getUserTr History Type=client m
. Authorizati 1€ 7) Body ® Test t Cookle
none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON v Beautify
1 i
[
10
12
13
14
15
16 1§
Body H; (5)  Test Result B 200 0K Time: 6.80s Size: 5798 [3)
Pretty Raw Preview Visualize JSON = (a}
104
user.client.testname.info\\\",\\\"user_name\\\":\\\"testname tes “,\\\"user_email\\\":\\\"testemail@gnail
“client\\ ,\"txId\":\"6a65743c38£23cce31b41dbb87526ab8£6233193atc faa7c stamp 2023-04-19T21:00:30.3862\",
5 4

Figure 7. Screenshot of part of Transaction History API tested in POSTMAN.

5.1. A Conceptual Blockchain-Based Model for Enhancing Privacy and Safety of Construction Workers’
Personal Information

The results from the experimental design led to the development of a robust information
management blockchain model aimed at enhancing the privacy and safety of construction workers
(Figure 8). The model functions by (i) allowing pertinent stakeholders such as the Human resource
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manager, project manager, contractor, health and safety officer, regulatory bodies, inspector and
certification body to register as members of the network to endorse the construction workers’ data.
(ii) Construction workers’ biodata and safety data are stored and require the participants in (i) to sign
and endorse the information digitally. The governance of the network is established on the consensus
and consent of all the stakeholders. (iii) Every time information is requested by a permitted
stakeholder, the smart contract (chaincode) converts it into a transaction and sends it to the ordering
service through which transactions are packed into blocks. The transactions are then secured
cryptographically before being added to a blockchain system to create an immutable chain of records.
(iv) To further enhance the security of the information during the endorsement process, the proposed
model uses a consensus algorithm to ensure complete protection of the privacy of the data. (v) Each
participant (stakeholder) on the blockchain sets up a copy of the ledger to keep track of the endorsed
transaction information, and the smart contract can retrieve the stored transactions from the ledgers
whenever requested by the stakeholders.

Membership Registration Information Management
ey

Construction workers’ biodata
information

|
|
| | |
| : [ |
| | | :
| |
| : [ !
l—b | i —r
: R Manager ~ OPerator  Manager I | Construction workers’ safety |
I | : history on site information :
|
. @ | .
g | | | 251
: “ % % : | Construction workers’ risk I % 8
: Project . | : assessment information : 5 %
| Manager  Contractor Engineer | o ——— I S| Q
! : 5|8
| . = =
A, & - K
I b= ' : ! :
T rderin i
: Regulatory Inspector _ Certification | Ordering Service
I Authority Body : I :
! |
|
: @ | : Block w-2 Block w-1 :
|
I ! : I
|
I CERTIFICATE : | |
|L AUTHORITY | : Blockon :
[ :4—
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| Block w+1 Block w+2 |
| |
| |
I Blocks :

Consensus Mechanism Decentralized Storage

|
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|
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|
|
Endorsement :
|

Figure 8. A blockchain-based model for enhancing privacy and safety of construction workers’
information. (i) Membership registration; (ii) Information management; (iii) Ordering Service; (iv)
Consensus mechanism; (v) Decentralized ledger of construction workers’ biodata and safety data.
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5.2. Testing of Conceptual Blockchain-Based System Using the Transaction Testing Approach

To validate the functionality and effectiveness of the Hyperledger Fabric blockchain system
developed for the tiling activity case study, a comprehensive testing was conducted, with a
significant focus on transaction verification. The primary objective was to ensure the system's
reliability, data accuracy, and its ability to securely manage and store construction workers'
biographic and safety data related to work-related musculoskeletal disorders (WMSDs) risk
assessments. Transaction testing played a crucial role in validating the blockchain's functionality and
data integrity. Hyperledger Explorer, a powerful visualization tool, was employed to facilitate the
monitoring and analysis of transactions, shown in Figure 9.

.i.i "';"‘1'?“'\'[ R m NETWORK BLOCKS TRANSACTIONS CHAINCODES CHANNELS - 80 » &
e S 5 ® 3 < 1
BLOCKS TRANSACTIONS NODES CHAINCODES
Poor Nameo BLOCKS /HOUR BLOCKS /MIN TX/HOUR TX/MIN

1A TWOIBCHNIITIEO:X T WV Y- XA Chry Dz, 11 T Achian2a T kvrpon

0-D05EEGX TEPSGNMG 7CHE4q m-w CVGMYVGRG DAt g6 293.0-[tetSscad Winaioos
rdat3obp 7 Aot thyzn Muniec [0 m e rkanywingrsfarteriigl n. Fticsfacred Sourbaov

d £2:3 e by rrihghEbwe M- Ttk dxplic T trantzz - [4ctSecad  Thvipovs,

© L

Channel Name: mychanne
Datahash:
3bDaSaccSbideT21008
794c2alda2cld100ac2
Number of Tx: 2

17 hours ago
W ANSVEP @ m-SNECTRONVVASITDOQOGC2IBGN
© P RS

Hyperedger Expiorer Chert Version: 112 Fatic Compatibiity. v2 2v1 4

ceeed , 6000000 sc0sccsscce
0 PM 5:00 PM 9:00 P 1:00 AM 5:00 AM  11:00 At

Transactions by Organization

50d41a50702ad746aa27123681

Figure 9. Testing of conceptual blockchain system using Hyperledger Explorer.

Through this implementation, the blockchain demonstrated its capability to securely collect,
store, and manage sensitive worker information. Each step of the data collection process, from
capturing workers' biodata to assessing WMSD risks, was translated into transactions on the
blockchain. These transactions were then visualized using Hyperledger Explorer, providing a clear
and transparent overview of the entire process. In this testing scenario, a total of 5 blocks, each
containing a set of transactions, were generated. These transactions represented various interactions
related to the management of construction workers' data. The involvement of 3 nodes in the network
underlines the decentralized nature of the Hyperledger Fabric blockchain, where multiple
stakeholders collaboratively maintain the integrity of the network and validate transactions.
Furthermore, the presence of 1 chaincode emphasized the smart contract's role in governing the rules
and logic for managing data on the blockchain.

This comprehensive testing phase not only ensured the technical robustness of the blockchain
system but also demonstrated its applicability in a real-world construction context. The blockchain
system exhibited its capability to securely manage and provide access to authenticated and verified
construction workers' information. The successful visualization of transactions using Hyperledger
Explorer showcased the transparency and tamper-resistant nature of the data stored. The outcomes
of this testing contribute significantly to the advancement of blockchain technology within the
construction industry, empowering stakeholders with informed decision-making capabilities,
enhancing safety measures, and streamlining workforce management practices.
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6. Conclusion, Limitations, Recommendations, and Future Work

6.1. Conclusion

The study successfully implemented a Hyperledger Fabric blockchain on AWS, creating a secure
and robust information management platform for protecting construction workers' data. Through a
detailed case study, workers' biodata and safety information were securely stored on the blockchain,
ensuring data security and integrity. This practical implementation validated the proposed model's
usability, aligning with industry challenges. The blockchain's tamper-resistant nature, decentralized
data handling, and transparent records demonstrated its capacity to address privacy, security, and
decision-making concerns. Transaction tracking on the blockchain improved stakeholder
accountability, fostering trust and enhancing workforce management for high-risk construction
tasks. This tangible testing phase showcased the model's potential to revolutionize data management
and decision-making in construction, offering a secure framework to protect worker data and
cultivate safer work environments. The points below highlight the benefits of this study to the
construction industry.

(1) Informed decision-making for high-risk activities: By storing safety data, especially work-
related musculoskeletal disorders (WMSDs) risk assessments, on the blockchain, construction
stakeholders gain access to verified and authenticated information. This empowers them to
make informed decisions related to workforce management during high-risk construction tasks.
Comprehensive safety data facilitates effective risk assessment, optimal resource allocation, and
the assignment of skilled workers to specific high-risk activities. This proactive approach
enhances safety measures, reduces accidents, and ensures the well-being of construction
personnel.

(2) Enhanced data security and privacy: Storing workers' biographic data on the blockchain
enhances security and privacy compared to centralized systems. The blockchain's decentralized
architecture distributes data across multiple nodes, making unauthorized manipulation
challenging. Cryptographic techniques further safeguard sensitive information, ensuring its
confidentiality. This heightened data security fosters trust between construction stakeholders
and workers, assuring them that their information is handled with the utmost security.

(3) Promotion of Industry Innovation and Trust: The successful implementation of blockchain
within the construction sector sets a precedent for technological innovation. Demonstrating the
practical application of blockchain in enhancing data security and privacy inspires confidence
among stakeholders. This newfound trust encourages further adoption of advanced
technologies to modernize construction practices, driving industry-wide innovation and
fostering a culture of continuous improvement.

6.2. Limitations

One limitation of this study is the focus on a specific use case and the use of a single construction
activity for data collection. The tiling activity chosen may not capture the full range of risks and
challenges present in other construction tasks. Moreover, the use of a specific blockchain
infrastructure on the AWS platform may limit the generalizability of the findings to other blockchain
implementations. Furthermore, as the study is based on a case study approach, the results may not
be fully representative of the broader construction industry. Future research could explore the
applicability of the proposed blockchain model to various construction activities and assess its
scalability and effectiveness on a larger scale.

6.3. Recommendations
To optimize the adoption and effectiveness of the Hyperledger Fabric blockchain for
construction workers' data management, the following recommendations are proposed.

(1) Continuous Monitoring and Auditing: Ensuring compliance with data protection regulations
and preemptively identifying vulnerabilities requires consistent monitoring and auditing of the
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blockchain system. Regular updates and patches should be swiftly applied to mitigate potential
security risks, creating a robust environment for data management.

(2) Real-world Testing and Iterative Enhancement: Real-world testing and pilot implementation
of the blockchain platform in construction projects is essential. This approach facilitates the
identification of practical challenges and permits iterative refinements. Collecting user feedback
and promptly addressing any emerging issues will optimize the system's performance and tailor
its functionality to the specific requirements of the construction industry.

6.4. Future Work

One area of future research could involve exploring the extension of smart construction
technology and its integration with the proposed blockchain solution. Smart construction technology
refers to the use of advanced technologies such as Internet of Things, sensors, artificial intelligence,
and data analytics in the construction industry to improve efficiency, productivity, and safety.
Investigating how the proposed blockchain model can interface with Smart construction technology
systems and leverage their data for enhanced information management and decision-making would
be valuable. Another potential avenue for future research is to examine the application of the
proposed blockchain model in the context of smart city initiatives. Smart cities aim to leverage
technology and data to enhance the quality of life for citizens, improve resource management, and
promote sustainability. Integrating the proposed blockchain solution into the broader framework of
a smart city could provide additional benefits, such as secure and transparent data sharing across
different stakeholders, improved interoperability between systems, and increased trust in the
exchange of information.
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